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FOREWORD

ver since man took to the battlefield, biology has played a significant

role—both unintentionally and intentionally—in conflict. Prior to the

discovery of the germ theory of disease, most combat deaths were the
result of infections. And even before that understanding, biology was used in
an offensive role. An early example was the Tatars’ hurling of plague victims’
bodies over the wall of the Crimean city of Kaffa in 1346, which probably
helped spread the Black Death.

Despite various treaties and protocols, offensive biological weapons use
has continued to this day, with the anthrax attacks of 2001 being the most
recent incident. Such activity has led to a strong defensive program, with
medical science developing numerous countermeasures that have benefited
both civilian and military populations.

But that is the “old” biological warfare. Covert programs for the
development of novel weapons will advance; likewise, the development of
countermeasures will also continue. The present volume, however, does not
address these issues. Rather, it reviews and analyzes current research and
likely future developments in the life sciences and how they will significantly
influence the biological material available to warfighters—not as weapons
systems, but as augmentation to currently available equipment. This is the
“new” face of biological warfare.

The editors of this volume have assembled experts in research,
warfighting, and defense policy to describe biological applications from the
smallest to the largest scale. In addition, they show how thinking in biological
terms can improve our procurement cycle and enhance our development
time and costs. Finally, no description of biotechnology would be complete



Xiv

BIO-INSPIRED INNOVATION AND NATIONAL SECURITY

without a consideration of ethical and legal issues related to such research and
development.

This edited book is an important contribution to the literature and
nicely captures a number of ongoing military basic science research projects
with long-term implications for the Department of Defense. It does not
purport to be an exhaustive accounting, but it is an excellent introduction for
policymakers to garner an understanding of where biology is going to fit into
21*-century readiness and preparedness for our fighting force.

Andrew W. Marshall
Director of Net Assessment
U.S. Department of Defense
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INTRODUCTION

For the average person, the mainstream media, and perhaps even the
typical warfighter, the application of biology to military operations probably
conjures up negative thoughts of Cold War-era biological weapons programs,
the use of plague or other diseases as weapons during war, the effects of the
Spanish flu on forces in Europe during World War I, medical treatments
for severed limbs caused by battlefield injuries, and mental anguish caused
by post-traumatic stress disorder or traumatic brain injury. It is unfair to
blame people for thinking of biological weapons or applications of biology to
medicine when “biology in the military” is mentioned.' To some degree, the
two are difficult to separate from each other.

Particularly outside national security circles, much biotechnology
research focuses on medical or health issues, agriculture, and industrial
processes. Yet while these are very important topics, they are a narrow and
limited way of viewing biology and its potential applications to national
security. This volume is about applications of the biological sciences, which we
call “biologically inspired innovations,” to the military. Rather than treating
biology as a series of threats to be dealt with, such innovations generally
approach the biological sciences as a set of opportunities for the military to
gain strategic advantage over adversaries. These opportunities range from
looking at tiny genes to large brains, from enhancing human performance
to creating renewable energy, from sensing the environment around us to
harnessing its power.

Many developments in the biological sciences have increasingly made
an opportunities-based approach to biology and the military possible.
During the past 20 years, advances ranging from DNA sequencing to various
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biotechnology manipulations to the intersection of biology with engineering,
mathematics, and even aeronautical engineering have empowered the field
to grow far more influential than it once was. Bioengineering, bio-inspired
research, and biological metaphors have all become quite useful to the military
and, indeed, society at large.

This trend shows no signs of abating and in fact is spreading globally and
becoming less expensive. There are commercial DNA synthesis facilities in
numerous countries, including Australia, Canada, China, Denmark, France,
Germany, Iran, Japan, India, Russia, South Africa, Sweden, Switzerland, the
United Kingdom, and the United States. One can buy high-quality DNA
synthesizing machines on the auction site eBay and other places online for a
few thousand dollars, not to mention less sophisticated yet incredibly useful
biotech equipment such as PCR machines and centrifuges. Technology is
increasingly powerful, reagents often can be readily acquired by trading, and
data are freely available in repositories such as GenBank. It is an open market
for innovative people who want to get in on biotechnology and all it has to
offer. In response, a field known as synthetic biology—the goal of which is to
engineer biology like so many building blocks of nature—is burgeoning.

In 1864, William Sellers introduced a standardized system of screw
threads and nuts—connectors that were crucial for building things in the
physical world. What will be the equivalent standard set of connectors in
the biological engineering world? Perhaps the “BioBricks” project from the
Massachusetts Institute of Technology (MIT), which seeks to create “Lego”
block-like biological parts with standard ends that plug into each other
simply and easily. These “bricks” are freely available from the MIT Web site,
which keeps track of a Registry of Standard Biological Parts.? In association
with this, the annual International Genetically Engineered Machine (iGEM)
competition challenges high school students from around the world to
develop new parts and products. U.S. students have competed against teams
from Africa, Canada, India, Japan, Scotland, Slovenia, South Korea, Spain,
Switzerland, and the United Kingdom.

It is difficult to bridge the gap between what is happening in the world
of iGEM and the research and operations inside the Department of Defense
(DOD). There are very few “bio types” in the military, the DOD, or in national
security jobs more generally. Getting an advanced degree in biology is not a
typical route to becoming a senior military officer, a Foreign Service Officer,
or even a DOD scientist. Biology is not emphasized at military academies,
where students are much more likely to be trained in traditional engineering,
computer science, or military history. Conversely, there are very few “military
types” in biology jobs in academia, biotech companies, and the like. Despite
many genuine advances in medicine inspired by war’ that have helped
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humanity, the stigma attached to the intersection of biology and the military
for the aforementioned reasons widens the gap still further.

Yet there are many revolutionary opportunities for the military
stemming from biologically inspired innovations (BII) beyond traditional
“threat-based” medicine and weapons applications of the technology.
Biotechnologies can:

o impact logistics by reducing the size and weight of objects carried by
warfighters

o provide novel portable power sources

o potentially influence manufacturing via rapid prototyping or other
engineering advances

o provide opportunities for new kinds of battlefield sensors, soldier
monitoring and therapeutics, human performance enhancement,
health monitoring, foods that can provide vaccines and nutrients and
other chemicals in novel ways, data analysis, combat identification
involving biology, and various forms of camouflage and concealment
inspired by the natural world.

Biological systems—from flocks of geese to complete ecosystems—are
complex adaptive systems that affect human existence in fundamental ways.
From the food supply to global climate change, humans are part of a global
ecosystem, and biology impacts us at the core. Biological science, combined
with engineering principles, can bridge the gap between today’s standards and
systems and desired long-term capabilities important for national security.

In the flat, global economy that is the backdrop of the military-industrial
complex, this is not just about America. Many other countries have invested
heavily in biology, realizing that it is the future. As one example, Singapore
has set up a plan called Intelligent National 2015 to help the country meet
the demands of its national security and economic growth structures and the
population. The plan will use sensors, biocomputing, and nanotechnology.*
Does the United States have such a roadmap—a national strategy for biology?

This volume is designed as an overview of the many applications of
biology to the military and national security writ large (with the exception of
bioweapons and biomedicine). Policy issues are covered, and original research
is presented. The diversity of the authors’ backgrounds reflects the breadth of
applications and opportunities of biology to modern problems. The reader
should walk away enlightened as to the many possible ways in which biology
is influencing and will continue to influence national security. Authors were
asked to provide foresight on trends and indicators in their areas of interest
(but not forecasts, which would describe a single future state) in order to
better understand their implications for the next 20 years or so.

Xix
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The chapters are organized into five sections. Part one, “Perspectives
on Biological Warfare,” contains four chapters that review some traditional
threat-based perspectives on biology and the military and place them in the
opportunity-based framework of this volume. We asked warfighters, ethicists,
and bioweapons experts to put emerging biologically inspired innovations
into context. How do they change bioethics considerations? How will
biotechnology impact the average warfighter? Is a spider silk net bazooka
a bioweapon in an international legal context? Could it ever be? Should it?
There are many issues to be considered against the backdrop of the more
advanced research in later chapters.

The contributors to part two, “Biomolecular Engineering;” are all active
laboratory scientists who have worked on engineering in the small world of
living molecules. Despite the scale of biomolecular work being tiny, generally
at the level of genetic material, proteins, or cells, the implications range from
large to small—from custom-designing molecules for specific tasks such
as new materials that soldiers can wear, to creating large-scale renewable
energy resources.

The authors in part three, “Bio-inspired Machines,” paint a broader
picture. Here, the natural world’s behavior and design become an inspiration
for building nonliving machines that perform desired tasks. In one case,
researchers have built autonomous machines that can learn using an artificial
brain modeled after neurobiological principles. In another, animals such
as dogs and octopi become the design of robots that can walk and pick up
objects in unconventional ways. Still other authors write about the human-
robot interface, an important issue for warfighters as autonomous machines
become more prevalent on the battlefield.

In part four, “Human Applications,” authors examine how to better
understand human beings for the purpose of enhancing their performance
in some way. A good deal of the work being done in this field is in the general
area of neuroscience, including neural plasticity, learning, resilience, and brain
imaging. In one chapter, the authors look at bio-inspired network science, an
attempt to comprehend how human networks are related at a fundamental
level to genomic, hive, traffic, and other networks so we can better understand
how humans interact in groups and how those groups interact with other
kinds of nonhuman groups.

Finally, in part five, “Implications for the Department of Defense,
authors discuss thorny issues surrounding BII policy that DOD and other
parts of the Government currently (and will continue to) face. A military
ethicist looks at potential ethical pitfalls related to the kind of research
outlined in earlier chapters. A military lawyer considers the legality of
biological inventions and their use in warfare. Finally, two lifelong defense
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scientists take a quantitative point of view on where the future BII workforce
will come from, and the results are not encouraging; change will have to occur
in order to ensure that DOD is prepared to take strategic advantage of BII
opportunities during the next 20 years.

All of these biological advances are part of the larger picture of a “global
technology revolution” in which we are engulfed.® The United States is no
longer the sole proprietor of world-class research and development (R&D)
programs, and emerging technologies in numerous areas combined with
niche specialty companies will ensure that this trend continues. Moreover,
as the world changes, technologies in other parts of the world will evolve
in response to their own novel environments, and not necessarily to ones
familiar to those looking only at how technologies are used within the
United States. Intersecting developments on numerous scientific and
technological fronts (in addition to biology), including nanotechnology,
materials science, information technology, and human factors research, are
creating new subfields and inventions of possible strategic importance. World
events that involve emerging technologies could evolve in predictable—or
unpredictable—ways that create disruptive game-changers affecting U.S.
grand strategy and international security and stability.

Advances in other areas of science and technology will also bear on BII
as they converge. The fields of nanotechnology, biotechnology, information
technology, and cognitive science (collectively termed NBIC) increasingly
interact in the laboratory and the industrial space. It is difficult to predict
accurately the long-range effects this interaction will have, but clearly the
trends in each of these areas separately, and more so together, are important
to monitor. To some degree, advances in BII outlined in this volume, and the
ethical, legal, education and training, and budgetary issues associated with
them, must be seen in this greater NBIC context.

Analysts in the Office of Net Assessment in the Pentagon as well as
thinkers in other institutions have been talking for about a decade about the
emerging area of biotechnology and how it affects the military. They have
previously recommended that DOD exploit the power of BII to address
military challenges, that leaders inside DOD should formally advocate for
rapid BII integration into DOD processes and programs (for example, by
establishing a Department of Biotechnology and Military Life Sciences), and
that DOD should establish a cooperative framework with the commercial
biotechnology industry to support BII R&D. Yet there is no definitive book
on the topic written for the defense policymaker, the military student, and the
private-sector bioscientist interested in the “emerging opportunities market”
of national security. We hope that this edited volume helps to close this gap
and provides the necessary backdrop for thinking strategically about biology

XXi
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in defense planning and policymaking. DOD biology writ large needs to be
better understood, should be a higher budget priority, needs a comprehensive
human resource plan, and should collaborate with and be wary of other
countries’ biological efforts, as appropriate.

As DOD and other Government agencies move from study and research

on BII toward product development and deployment on a large scale,® we
hope that this book helps educate current and future leaders in the national
security realm to take advantage of opportunities that biotechnology has
created and to develop sustained U.S. technological dominance.

NOTES
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w
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chapter 1

BIOTECH IMPACT onthe WARFIGHTER

TaHoMAS X. HAMMES

he past few decades have been shaped by the remarkable evolution of

information technology (IT), which has allowed humans to connect

in ways we never considered possible in the past. Yet in its fascination
with these new technologies, the United States has made major mistakes in
how it integrated them into its strategic concepts. We assumed that technology,
as represented by network-centric warfare, would allow us to dominate war.
As a result, we focused investments, force structure, and training on ways
to establish dominance by replacing people with technology. Unfortunately,
despite claims by its proponents that IT fundamentally changed the nature
of war, it proved incapable of overcoming 4,000 years of recorded history.
The enemy continued to have a vote. Today, America’s enemies have voted
to use irregular/fourth-generation warfare to counter U.S. dominance in
high-technology conventional weaponry. Only the painful lessons of Irag,
Afghanistan, and the global war on terror forced the Pentagon to accept the
fact that humans remain the dominant factor in war.

The next few decades will see a similar explosion in both biotechnology
and nanotechnology. Today, these sciences are about where computers were in
the late 1970s. Considering that it took us less than three decades to go from
floppy disks with eight kilobytes of random access memory to terabyte hard
drives, we have to expect the next few decades will bring progress as unforeseen
as the Internet was in 1975. The United States must not make the same mistake
in trying to apply the new technologies to replace humans. Rather, it should
explore how to use the technologies to enhance and support humans. Given
the nature of biological advances, this should be a commonsense approach to
integrating biotechnology advances into our strategic concepts.
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Short-term Developments

Although we are on the verge of the biotechnology explosion, the uncomfortable
reality is that the early products of this biological revolution have much more
potential to empower terrorists than to provide state-based warfighters with
effective new tools.

This is not to say that modern biotechnology is not delivering some
enhancements for todays warfighter—just that the current enhancements
are less impressive than the perceived threat. Looking first at the advantages
that biotechnology is bringing to the warfighter, we can see some progress in
pharmaceuticals, significant advances in combat medical care, solid progress
in sensors and new materials, and even some “green” manufacturing for
propellants and other energetics.

For instance, pharmaceuticals that manipulate circadian rhythms are
being used to enhance pilot alertness on long missions. More advanced tests
indicate it might be possible to chemically sustain a person’s alertness as long
as several days without adverse effect, then allow the person to fully recover
in one 10- to 12-hour stretch of sleep.

In a similar vein, sports medicine is constantly seeking ways, both legal
and illegal, to enhance athlete performance. While legality is not a critical issue
for combat soldiers, safety is. Current strength enhancers that cause long-term
health problems obviously cannot be employed by the military. However, one
area with promise is blood doping—that is, simply providing the soldier with
more of his own red blood cells to increase his oxygen carrying capacity. In
an extension of this concept, experiments with artificial blood cells that carry
oxygen present another possibility of enhancing human performance. These
are fairly minor improvements in performance with limited applications.
While there is no doubt that biotechnology will bring dramatic changes
in the capabilities of humans, it will take time, and improvements will be
incremental in nature.

In contrast to human enhancement, major progress has been made in
trauma care for wounded personnel. Not only have survival rates increased
dramatically, in part due to new biological products, but also postinjury care
is greatly improving the quality of life of those treated. In particular, prosthetic
devices have made enormous strides. We have developed devices that can be
directly controlled by a patient’s nervous system. As progress continues, artificial
limbs will improve in strength and agility until they exceed natural capabilities.
Despite the obvious ethical questions, we can assume some individuals, groups,
and perhaps even nations will experiment with fighters using artificial limbs.

In a more benign development, the Defense Advanced Research Projects
Agency has produced a cooling glove that vastly enhances human performance
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in hot or cold environments. Slipped over the hand, the glove cools or heats
the subject’s blood as it passes under the glove and has resulted in considerable
improvements in physical capability in the lab. In some hot environment tests,
strength is increased 50 percent for short duration tasks, while endurance
increases dramatically. Although the glove is a mechanical device, it clearly
capitalizes on biological research into how the body functions under stress.

Other forms of technology have already enhanced individual human
performance. We take night vision and thermal imagery for granted as normal
capabilities for an individual soldier. We are working hard on exoskeletons
that will allow individuals to carry heavy loads without fatigue or physical
injury, although providing sufficient power will probably restrict operations
to base camps with adequate power generation capability. As an interim step,
we are exploring “super” Segways that allow an individual soldier to control
the vehicle while remaining able to fire a machinegun and transport over
1,000 pounds. With its narrow wheelbase, this “super” Segway functions as
a first-generation exoskeleton that allows soldiers to move quickly, with light
armor protection, into small spaces.

The current state of biotechnology indicates that short-term
enhancements will most likely come primarily from the use of technology
to mechanically enhance human performance rather than directly from
biological improvements.

Short-term Dangers

While there is great potential for long-term benefits to the warfighter and
society as a whole from biotechnology, the primary short-term impact of
biotechnology is to put biological weapons within reach of even small, poorly
funded groups.

A primary short-term risk lies in synthetic biology, which differs from
genetic engineering primarily in that the latter is the manipulation of existing
living systems by modifying the genome (by either adding or subtracting
genetic material), whereas synthetic biology is the creation of new genomes
and organisms. The objective of the genetic engineering is simply to modify
the genome of an organism or to bring the beneficial traits of one organism
to another; synthetic biology seeks to reengineer entire organisms, create
existing organisms using only their genetic base pairs, and even create new
ones that have never been seen in nature.

Synthetic biology obviously has enormous potential for changing
any element of our world—from creating plants that will produce energetic
compounds or inexpensive medicines in theater, to producing organisms
that neutralize industrial waste. Synthetic biology’s potential is limited only
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by imagination and funding. Unfortunately, the same may (and I emphasize
may, since this is easier said than done for a number of technical reasons) also
be true of its potential as a weapon.

The following disconnected but very important developments
foreshadow the potential for even small terrorist groups to successfully create
biological weapons in the future:

¢ The nucleotides to make smallpox can be purchased from a variety of
suppliers without identity verification.

* Smallpox has about 200,000 base pairs. DNA with up to 300,000 base
pairs has already been successfully synthesized.

* An Australian research team enhanced the pathogenicity of mousepox
virus by activating a single gene. The modification increased its lethality,
killing all 10 mice in the experiment. It was even lethal to 60 percent of
an immunized population. The team posted its results on the Internet.'

* Biohackers are following in the footsteps of their computer software
hacker predecessors. They are setting up labs in their garages and
creating products. A young researcher recently invested $20,000 in
equipment and produced two new biological products before selling
the company for $22 million. We can assume that others will try to
replicate her actions.

Smallpox offers an example of the potential devastation a terrorist release
of a biological weapon could cause. The disease is well known for its high
mortality rate and propensity to leave survivors with disfiguring facial and body
scars. Smallpox is communicable from person to person and has an incubation
period of 7 to 17 days. While a vaccine for smallpox does exist, there is no
completely effective medical treatment once a person displays overt symptoms
of the disease. Smallpox is considered a potential terrorist threat because the
virus was declared eradicated in 1980 and countries halted their mandatory
smallpox vaccination campaigns, thus leaving the current population highly
susceptible to the virus if it were to be released by a terrorist group.

DARK WINTER, an exercise conducted in 2001, simulated a smallpox
attack on three U.S. cities. In a period of 13 days, smallpox spread to 25 states
and 15 countries in several epidemiological waves, after which one-third of the
hundreds of thousands of Americans who contracted the disease died. It was
estimated that a fourth generation of the disease would leave 3 million infected
and 1 million dead, although there are questions about the assumptions
underpinning the epidemiological model. The good news is that this exercise
was one of the key drivers behind the U.S. Government purchase of enough
smallpox vaccine to inoculate every American in an emergency. Unfortunately,
most of the world does not have access to adequate supplies of the vaccine.
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It is essential to remember that not only could a terrorist release of
smallpox cause an exceptional number of deaths, but it could also shut down a
large portion of global trade until the outbreak is controlled or burns itself out.
Given that the 2002 West Coast longshoremens strike cost the U.S. economy
$1 billion per day, the cost of a complete shutdown of all transportation would
be catastrophic.

Biological weapons have the potential to kill many more people than
a nuclear attack. Further, unlike nuclear weapons, which are both difficult
and relatively expensive to build, biological weapons are quickly becoming
inexpensive to produce as life sciences and related technologies advance.
While smallpox was selected as an example for this chapter, other agents
could also be selected. An attack using a contagious human disease represents
the worst case scenario. However, there are numerous less devastating and
correspondingly less difficult biological attacks that possibly could occur.
For example, a terrorist could use a series of anthrax attacks similar to those
perpetrated in 2001 to cause massive disruption but few deaths among the
population (anthrax is not contagious). By routing anthrax letters through
every major mail and package distribution center in the Nation, he could
force the various carriers to shut down while they decontaminate their
facilities and devise safeguards to prevent further contamination. A terrorist
could also simply introduce foot and mouth disease into feedlots in America,
then announce the presence of the disease on the Internet or with video to
the news media. Repeated attacks could cause massive financial losses and
security costs for the beef industry. Similar attacks using mad cow disease
could also be high impact.

Longer Term Developments

It has already become a cliché that the 20" century was the century of physics
and the 21* will be the century of biology. The fact that it is a cliché does not
make it any less true. In the longer term, we can see a number of intriguing
possibilities coming from biotechnology. We are already extracting spider
silk from transgenic goats. Five times stronger than steel, spider silk offers
some novel potential for new materials ranging from clothing with body
armor capabilities to lightweight but incredibly strong ropes. While we are
still learning to weave the material, we have proven that industrial quantities
can be produced. This should be one of the first of a series of developments
that make use of the natural evolution of materials and structures that have
evolved over millions of years.

In the same way that we are learning to make materials as effectively as a
spider does, we are studying many aspects of other natural designs to improve
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how we build and process material and even deal with complexity. Thus, the
study of biological systems is improving our manmade ones, as is pointed out
in chapter 19 of this book, where network science—understanding one kind of
network, such as bird flocking or fish schooling behavior—has larger implications
for other networks, such as unmanned micro-aerial vehicles that can swarm.

Beyond the exploitation of biology to improve technology lies the
frontier of actual genetic manipulation of humans. While there are huge
ethical questions about even experimenting in this field, we have to accept
that in a society where parents give their children human growth hormones
to make them more athletically competitive, some individuals, organizations,
or nations will seek genetic enhancement. Ethical issues such as these are
discussed in more detail by other authors in this volume.

Because we are on the knee of the change curve, we cannot begin to
predict the impacts biology will have on the warfighter in the next 30 years—
only that biotechnology, like IT before it, will revolutionize not just security
but all aspects of our lives as well.

Implications for the Warfighter

While the longer term exceeds our ability to predict, the short-term impacts
of biology are already becoming clear. We know that the use of biological
weapons will present unprecedented political and strategic issues to our
senior leadership. While those considerations exceed the purview of the
warfighter, the impact will be no less intensive. In any major biological attack
on the United States, the military, in particular the National Guard and the
Reserve Components, will be called upon to execute an extensive and perhaps
unanticipated range of tasks. These tasks could easily range from providing
emergency medical treatment to establishing refugee centers to enforcing
quarantines. While the first two are fairly routine, the third has enormous
implications. Beyond the legal ramifications, we have to consider the practical
aspects. Will U.S. troops fire on apparently healthy civilians if ordered? What
tactics, training, procedures, and equipment would allow us to enforce a
quarantine without using deadly force? What other tasks might we be called
upon to execute? Distribution of food into contaminated zones? Protection
of vaccines or medical facilities? Closing U.S. borders? Operating critical
infrastructure? How do we operate when the families of our Servicepeople
are exposed to the same threat? Clearly, we are unprepared to assist our nation
in the event of a major domestic biological attack.

We also have to consider the use of biological weapons by various
players on U.S. forces overseas. Such attacks could be designed to either
create large numbers of casualties or render the force ineffective. What force
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protection measures, equipment, tactics, and training are necessary to protect
a force against a potential terrorist attack with biological agents? How will
we even determine whether we are under attack? Might the disease be a
new outbreak of a naturally occurring disease? What are the procedures for
identifying, verifying, and acting against such an attack? What is the impact
of biological protective equipment? For many diseases, simple high efficiency
particulate air filter masks to protect respiration will suffice. Others will travel
by other vectors. How will an enemy introduce such weapons into our forces?
Are there implications for how we provide contractor support in a combat
zone? Would a terrorist go after the contracted logistics to cripple our forces?

The questions above barely scratch the surface of the variables in a
biological environment. Obviously, we must work on systems to protect our
personnel from a wide variety of agents and to rapidly identify a particular
agent and on processes for rapid development of treatments and vaccines
for newly identified agents. It is not a matter of too few resources but rather
of priorities. Currently, we spend billions in the hope of shooting down an
inbound missile that might carry a small nuclear warhead—a weapon very
few nations in the world will ever develop. Even those that do develop the
system know such an attack would bring a devastating if not annihilating
response. Yet we spend comparatively minuscule amounts on countering
weapons that we know could be available to a range of nonstate actors in
the near future. Some will simply not be deterrable. It is time to rethink our
priorities. Our current commitments to Iraq and Afghanistan provide us with
a unique opportunity to do so.

Reset for What?

The extensive wear and tear on our forces in Iraq and Afghanistan has altered
the debate about the future military force. Many have come to the conclusion
we will have to focus our efforts on resetting rather than transforming the force.
Of course, the key question is, “Reset for what?” Do we rebuild our forces to
fight a near-peer competitor? Or to fight a smaller state? Or to fight a prolonged
insurgency? Whatever scenarios we prepare for, there is a high probability
they will include some form of biological weapons. We have to use the reset
requirement to incorporate biological defense in our future force structure.

NOTE

1 Federation of American Scientists, “Mousepox Case Study;” available at
www.fas.org/biosecurity/education/dualuse/FAS_Jackson/2-8.html.






chapter 2

NEW BIOLOGICAL ADVANCES
and MILITARY MEDICAL ETHICS

EpmunDp G. HOwE

apid advances in biotechnology and the changing nature of modern
R warfare have raised ethical questions for the military and for military

physicians. Issues such as the treatment of prisoners of war, the use
of psychotropic drugs on soldiers on the battlefield, and the requirement of
certain protective measures against chemical and biological weapons are all
difficult ethical issues to be considered by the military physician.'

In this chapter, I present some examples of ethical concerns for the
physician on the battlefield. New developments in biotechnology, nanoscience,
and neurobiology further complicate these ethical concerns by opening the
possibility of manipulating the fundamental nature of human physiology, but
these developments can contribute greatly to combat success. Whether and
how such technologies should be employed remain uncertain and must be
weighed with respect to both ethics and national security. Overall, I suggest
that now, as before, the overriding priority must be the military’s missions.
If it is not, countless lives could be lost. However, at the same time that the
military’s missions are given highest priority, limits still must be established
regarding acceptable means with which to achieve victory. Where these lines
should be drawn is the crux of many of the ethical questions that will be posed.

Military Medical Triage

An ethical dilemma that has been posed for some time in military medicine is
how triage should be carried out during combat.’ In civilian settings, physicians
are generally required to treat dying patients first. In some combat situations,
however, this may not always be the case, and military physicians may be faced
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with difficult decisions when the military priority is to meet the needs of the
military mission before meeting the needs of the individual patient.

In optimal conditions, when the resources are available (such as time,
personnel, equipment, and supplies), and the combat situation allows for it,
the most seriously ill patients would be treated first. In nonoptimal conditions,
the military medical triage principle holds that military physicians can give
priority to less severely ill or injured soldiers in two instances: if it would save
a substantially greater number of soldiers’ lives, and if it is necessary to treat
soldiers so they can return to combat. In these circumstances, it is likely that
the injured soldiers are needed on the front lines in order to prevail against
enemy forces or in order for the mission to be completed.* When military
medical physicians make these difficult decisions, they recognize that by
doing so, some patients may die who would have survived under different
circumstances and with adequate resources.

One example of this difficult decision process occurred during World
War ITin North Africa. Despite a shortage of penicillin, the decision was made
to use it to treat soldiers infected with venereal disease in order to ensure that
the soldiers would recover quickly and return to the front lines. Because of
this policy, however, soldiers infected with other illnesses such as pneumonia
did not receive the penicillin they needed, and, in some cases, they died as a
result of their injuries/illnesses.®

Military physicians share their commitment to saving patients’ lives
with their civilian counterparts.® Civilian physicians performing medical
triage after a natural disaster such as an earthquake or flood, in fact, adopt a
practice comparable to that of military physicians. The ethical justification of
sacrificing individuals’ lives to save greater numbers of soldiers or to further
the mission has not changed in recent years.” What may have changed is the
way in which these principles should be applied.

Rescuing Soldiers on the Battlefield

Recent advances in the life sciences, such as in biotechnology, nanoscience,
and neurobiology, have introduced new questions about when soldiers, such
as medics, should risk their lives to try to save the lives of other soldiers
wounded on the battlefield.® An ethical question posed now, as in the past, is
how many soldiers should risk their lives to try to rescue one fallen colleague.

New technology has altered how this question might be answered.
Thanks to new biosensors that can, for example, monitor vital signs such as
the heartbeat of a wounded soldier, military physicians and their commanders
can better monitor how the soldier is faring on the battlefield.® If the physician
observes that the soldier’s pulse is falling due to blood loss, for example, he or



NEW BIOLOGICAL ADVANCES AND MILITARY MEDICAL ETHICS

she may feel a heightened sense of urgency to carry out a rescue attempt. These
new observations raise the question of what medical criteria should be used
to determine if a rescue attempt should be made and how much weight each
criterion should have on the decision. During the heat of battle, commanders
can best decide what risks to both fallen soldiers and rescuers are warranted.
However, military physicians can best judge the clinical implications of a
soldier’s vital signs. Thus, new biotechnology developments may require
commanders and physicians to find ways to work together more closely."

In addition to preserving the maximum number of soldiers’ lives, an
important ethical value is to respect soldiers’ dignity by trying to save them."
This value may justify a second or third soldier attempting a rescue, even when
the life of a previous rescuer has been lost. If rescue attempts are not made,
soldiers’ morale may be undermined. Higher morale will, of course, result in
soldiers feeling more motivated to fight. The overriding ethical considerations
here must be the same ones underlying military medical triage. The battle
must be won. If this can be accomplished and a substantially greater number
of soldiers’ lives will not be lost, the next most important value to be furthered
is respecting soldiers’ dignity.

Paradoxically, the choices that most promote soldiers’ dignity may be the
same ones that would result in the most sacrifice of their individual interests.
Soldiers know that their lives will be sacrificed if and when it is necessary for
the mission. When soldiers enter the military, they promise implicitly to give
their lives if they must. Military physicians, analogously, implicitly promise
both the soldiers who will be their patients and the military that they will abide
by military triage principles when their commanders indicate that they must.

Both soldiers and military physicians want to fulfill these prior
promises, which are their reasons for serving in the first place. Thus, to fully
respect soldiers’ dignity, military physicians must allow them to sacrifice their
individual interests when necessary for the mission.

Treating Soldiers for Combat Fatigue

Another dilemma involving conflicting values arises when military doctors
must treat soldiers temporarily immobilized by combat fatigue.'> Combat
fatigue, also known as battle fatigue and shell shock, is a neurotic disorder
cause by the stress involved in war. Combat fatigue has a number of
characteristics including hypersensitivity to noises, movement, and lights,
easy irritability leading in extreme cases to violence, and sleep disturbances
including nightmares, restlessness, and insomnia."?

Under optimal conditions, one potential option for treating soldiers
experiencing combat fatigue could be to remove them permanently from the
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front lines. This might increase the severity and permanence of their psychiatric
symptoms but eliminate the possibility that they would die during battle. If
asked, many might choose to be permanently removed from combat rather
than risk death by reentering it. In civilian contexts, doctors generally respect
what patients want, even when they are significantly emotionally impaired.

In combat, however, removing the soldier from the battlefield might
result in extremely negative consequences. First, other soldiers might also
want to be relieved from the front lines and the attendant risk of death. If
they had learned that soldiers experiencing combat fatigue could be removed
permanently from further duty, they might develop symptoms of combat
fatigue themselves, consciously or unconsciously, in order to be removed
from combat. These actions could decimate the war effort.™

Military physicians, therefore, are taught to treat such soldiers near
the front lines if possible and give them food, sleep, and emotional support,
with the clear expectation that they will rejoin their unit in battle within
days, rather than treating them far from the front lines.”® Treating soldiers
for combat fatigue may require giving priority to the needs of the military
mission to avoid unintentionally opening the floodgates to soldiers wanting
to escape front line duty.

This practice has been successful in the past. In general, soldiers
temporarily removed from duty and treated in this manner have done well
emotionally after rejoining their units. Depending on their closeness and
loyalty to their unit, they will likely receive emotional support from others in
their unit. The powerful emotional influence of unit cohesion is believed to be
a reason that returning soldiers to their unit helps them to overcome combat
fatigue.'* On the other hand, permanent removal from the front lines could
further enhance their combat fatigue symptoms, partly as a result of survivor
guilt—feeling guilty that other soldiers in their unit stayed at the front and died.

Further, if soldiers are returned to serve in a more isolated environment,
the benefits of unit cohesion could be reduced, and they could experience
relapses of combat fatigue. This situation could occur in the future due to
the ongoing counterinsurgency that U.S. forces are fighting in Iraq and
Afghanistan. Soldiers in unprotected environments may fear that their lives
are always in danger and may be traumatized more than once, either by being
wounded themselves or by seeing a fellow soldier wounded or killed. Repeated
trauma may result in their combat fatigue becoming worse, particularly if
they remain in this situation. It may be, then, that in this kind of environment,
the criteria for removing soldiers from the front lines versus returning them
to duty should change.

The ethical priority is again to do whatever is necessary to maximize
the success of the mission. Military physicians treating soldiers with combat
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fatigue as they traditionally have done—with the expectation that the soldiers
will return to the front lines—may therefore be more necessary than it has
been in the past. As a result of this practice, soldiers may pay a dearer price.”
This suggests in turn the possibility of a greater need to try to prevent
combat fatigue before it occurs. One example of the ethical problems this
uncertainty brings about is whether to place mental health personnel at or
near the front lines. If such personnel are stationed with soldiers, they may
better gain their trust and thus be able to treat them more quickly. Yet this
would also place these personnel, who are limited in number, at higher risk.
Such a deployment of mental health personnel to the front lines raises the same
kinds of questions discussed previously in regard to rescue attempts. How
much risk to other soldiers, who in this instance are mental health personnel,
is justifiable to possibly benefit soldiers at increased risk for combat fatigue?

Preventive Measures

In the future, new approaches may be developed to prevent soldiers from
experiencing combat fatigue.'® One possibility is the use of medications.”
Another is genetic screening, which would eliminate soldiers who are more
genetically vulnerable to stress from serving in combat conditions in which
they would be more likely to experience combat fatigue.

Medication might decrease soldiers’ risk of developing combat fatigue
by reducing physiological responses to stress, such as heart palpitations,
trembling, and sweating. This, could, in turn, reduce their subsequent
emotional morbidity and could potentially be accomplished with so-called
beta-blocking medications such as propranolol. This medication was first
developed to treat hypertension and is often used to treat chest pain, high
blood pressure, irregular heartbeats, migraine headaches, and tremors.?* Other
uses of propranolol have included the treatment of anxiety and stress, and it
has been used by performers and others to prevent stage fright. However,
because neither this nor any other approach has been shown to be successful
in reducing occurrences of combat fatigue, further research needs to be
conducted. It may be that the fear and stress some soldiers experience during
combat could be so profound that it would overcome preventive efforts.*!

The use of a medication such as propranolol could potentially have
serious negative effects. Such medication could potentially cause soldiers to
be more callous during combat and/or to remember less of the horrors of war.
Empirically, it is questionable whether these negative effects would actually
occur, and more research is necessary before a true analysis can be made.
Persons under the influence of hypnosis, for example, will not carry out acts
that violate their personal conscience, whereas the influence of some drugs
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or alcohol may cause people to behave in ways out of character for them that
could even be harmful to others. Ethically, it may not be the case that good
and bad effects (if both occurred) should be balanced in some way to produce
the “best overall result” To do this would subject soldiers to unnecessary
risk—a disrespectful and possibly ethically impermissible course of action.

Further, research into the use of psychotropic medications, including
some beta-blocking medications, and psychostimulants such as amphetamines,
which could be used to help soldiers stay awake and fight fatigue, must be
measured against the adverse risk of addiction and potentially serious side
effects such as psychosis.”

Genetic Screening

Alternatively, the risk of soldiers experiencing combat fatigue might be reduced
by excluding from combat those who are genetically susceptible to being
psychologically harmed due to stress—for example, if they had exceptional
vulnerability based on genetic testing, if they had prior responses of exceptional
anxiety, or even if they had close relatives with anxiety disorders.?

A study published in the November 2009 edition of the Archives
of General Psychiatry, for example, has shown that a gene variant makes
people who experienced trauma as children or adults more susceptible to
psychiatric disease, including post-traumatic stress disorder (PTSD). The Yale
researchers who undertook the study “looked at a particular variant, or allele,
of the serotonin transporter protein gene, which was previously linked to an
increased risk for depression in individuals who had experienced adverse
events. People with this allele were more likely to develop PTSD if they had
experienced childhood adversity or adult trauma?’*

Performing genetic screening on soldiers and excluding some from
combat on the basis of their results could, however, violate soldiers” privacy
and equality by requiring other soldiers to take disproportionate risks.”
Both concerns would also be more ethically problematic because the extent
to which more genetically vulnerable soldiers would be likely to experience
combat fatigue is uncertain.

This challenging nature of discriminating on a genetic-related basis
was manifested previously when soldiers with the sickle cell trait were barred
from being military pilots, even if they had flown previously without having
negative symptoms.” These soldiers felt that their dignity had been violated,
particularly because there was only a slightly increased likelihood, if any, that
those with this trait would develop more symptoms.

There are numerous other examples in which genetic screening could
also be used to try to reduce risks,” such as screening out soldiers with
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certain genes who may be more vulnerable to heat effects if serving in desert
environments.”® Key considerations in determining whether this kind of
screening is justifiable are the magnitude and probability of harm to soldiers
genetically at risk. Unless this harm is substantial and/or likely, the inherent
violation of soldiers’ privacy and dignity would tend to preclude this screening
from being ethically justifiable.

A still more problematic potential use of screening is to exclude soldiers
from specific roles on the basis of conditions that will affect them later in their
lives. An example of such a condition is Huntington’s disease. Screening can
determine that a person carries this gene and thus will, with some degree of
certainty, be affected in the future. Such individuals could be excluded from
certain military specialties.

In summary, excluding soldiers on the basis of their genes violates their
privacy and the principle of equality. Research into genetic screening must
take these factors into account. However, the importance of the military
mission should prevail if this discrimination was necessary to heighten the
chance of victory.

Preventive Measures against Biological and Chemical Weapons

Policy

During the first Gulf War (1990-1991), soldiers were required to take certain
protective measures against possible biological and chemical weapons attack,
even though these protective agents had not been fully tested for these
purposes.?’ The courts determined that such measures were permissible because
there was a need to give absolute priority to saving the maximum number of
soldiers’ lives and to support the military’s mission. It held specifically that
under the circumstances then existing, soldiers could be vaccinated to protect
them from chemical and biological agents even against their will because of
the belief that Iraq would use weapons of mass destruction against American
forces. After the war, it was discovered that Iraq did indeed have chemical and
biological weapons and the delivery apparatuses, such as missiles, for them.

The ethical argument in these instances is straightforward. While these
protective agents may not have provided total protection from these types
of weapons, and the enemy may not have even deployed them, requiring
soldiers to get vaccinated against suspected threats was not only the best but
also the only means of protecting U.S. troops in the Persian Gulf if Iraq chose
to use this weaponry.

In the future, there may be new threats and the need to balance the
risks of potentially protective measures against these threats. These agents
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cannot be tested on humans to determine their actual efficacy because testing
could seriously harm or even kill them.*® Furthermore, in the future it is
possible that novel biological and chemical weapons will be developed at a
pace that far outstrips a nation’s capacity to develop prophylactic vaccines or
other protective measures in response to these new threats. In this case, the
obligatory use of preventive measures might no longer be ethically justifiable.*!

Because events and circumstances change often, vaccination policies
should be continually reevaluated. The scientific conclusions regarding these
agents should be made by those who are most knowledgeable, and the policy
decisions should be made by persons who most understand the threats at
stake. If the risks seem small, but the likelihood that an enemy would use
this weaponry is great, the ethical choice is to require protection, just as the
military requires soldiers to wear helmets.

Honesty in Communication

In the first Gulf War, soldiers were initially told that they would have booster
shots (in this case, three injections of the vaccine over a specific time frame)
of the vaccine against botulism. When supplies later ran out, they were told
that one dose of the botulinum toxoid vaccine would actually be sufficient in
order for them to obtain protection against the toxin. Some soldiers felt angry
and others afraid when they heard of this shift in immunization policy. This
experience exemplifies the importance of the degree to which soldiers should
be accurately informed and the importance of honest communication.

The military acknowledges and accepts the notion that information
may be withheld from soldiers when necessary for the mission. Should
soldiers be given information when such knowledge could result in their
feeling unnecessarily angry or afraid? How this question should be answered
is difficult to determine. What should be done, for example, if there is an
attack using radiological weapons? What if the dosage soldiers receive will
ultimately be fatal? If military physicians told soldiers that they had received
a lethal dose of radiation, the possible effects could be quite different. Soldiers
who knew they were going to die might feel that they had nothing to lose and
fight harder. On the other hand, they might lose their will to continue to fight.

What should be done, then, if new biological or chemical weapons of
known or suspect lethality are used?*> What if the presence of these weapons
is detected on the battlefield but the prophylactics required to protect against
these agents are unknown? What should military physicians say? Should they
tell soldiers under these circumstances that they have been or may have been
lethally affected? Or should they withhold this information, at least for a time,
so that they would still fight? Soldiers implicitly agree, when volunteering to
serve, to forego information and to undergo any other sacrifice, including loss
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of life, when necessary for the success of the mission. The military’s need for
soldiers’ sacrifice underlies the justification of military physicians giving them
protective agents such as vaccines against botulism without their consent.

Protecting Others

Should military physicians offer the protective agents they would give to
soldiers to prisoners of war (POWSs) and detainees? These prisoners may also
be at risk of being subjected to biological or chemical warfare. The Geneva
Convention holds that since a POW is no longer a threat, he or she should
be given equal treatment.”® Ethically, the same equity could be extended to
apply to detainees. This would suggest that all protective measures offered to
soldiers, and especially those that they are required to take, should be offered
to POWs and detainees as well.*

The same question can be raised regarding civilians. For example,
if Saddam Hussein had used biological weapons during the first Gulf War,
civilians in Kuwait would have needed the same protection as our own soldiers,
Allied soldiers, and POWs. Providing such protective measures, however,
raises greater problems regarding adequate supplies. Unlike many countries,
the United States has not agreed to the section in the Geneva Convention
that would require it to provide civilians with the same medical supplies it
must give its own soldiers and POWs.* The U.S. refusal occurred because the
United States believed that in some situations, it would be unable to provide
the potentially vast amount of medical resources to soldiers, POWs, and
civilians that equal treatment might require.

Undoubtedly, as the war on terror and the wars in Afghanistan and
Iraq continue, military physicians will face ethical dilemmas regarding the
treatment of detainees and civilians if chemical or biological weapons are used.

Conclusion

The increased risks and heightened concerns posed by technological advances
and the changing nature of modern warfare have raised a number of ethical
questions for the military physician. Indeed, the pace of biotechnological
advances and their availability for use by lay persons have outstripped
society’s ability to understand their full ethical implications. Prior to this new
“age of biology,” moral priorities had been carefully worked out in regard to
conflicts in military medicine.** However, new advances in technology and
the battlefield require that we reexamine traditional ethical assumptions,
including principles of military medical triage, procedures for treating soldiers
with combat fatigue, and grounds for providing soldiers with protection from
biological and chemical warfare without their consent.
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chapter3

THE LIFE SCIENCES, SECURITY, and the
CHALLENGE s BIOLOGICAL WEAPONS:
AN OVERVIEW

MICHAEL MOODIE

year of letters containing anthrax that resulted in the deaths of five
people, the prospect of a biological weapons (BW) attack against the
United States or its interests overseas has come to be considered, along with
the possibility of a nuclear attack, as a paramount challenge to U.S. national
security. Since that time, the United States has pursued a wide-ranging agenda
both at home and abroad to address the BW risk. To that end, it has spent tens
of billions of dollars to prevent and protect itself against such a contingency.
Despite all the attention the issue of biological weapons has received, not
everyone agrees that it deserves to be made such a high priority. Indeed, since
perceptions of heightened biological-related security risks came to the fore in
the mid- to late 1990s, a debate has raged over the extent to which biological
weapons—whether used by states or terrorists—represent a significant national
security challenge. The public debate has often swung like a pendulum between
hype and complacency, and at times it has been hard to hear the voices calling
for an approach that provides calibrated responses to this multifaceted problem
based on a sophisticated understanding of all its dimensions. The challenge of
getting the approach to biological weapons “right” is exacerbated by the rapidly
changing context within which the BW risk is shaped and manifested. Major
developments such as rapid advances in relevant sciences and related technology,
sweeping trends such as globalization, and shifts in the style, location, and form of
conflict in today’s world are all fostering a strategic environment far different from
the one in which modern concerns about BW emerged almost a century ago.
Anappropriate, cost-effective,and, mostimportantly, successfulresponse
to meeting the BW challenge demands an appreciation of its complexity and

Since the tragedies of September 11, 2001, and the mailings later that
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an awareness of those changes that will shape its form and expression in the
future. It will call for a policy and strategy that are as multifaceted as the issue
is multidimensional. It will also require the active involvement of a wider
range of players—both government and nongovernment—than has been the
case traditionally in addressing national security issues. Clearly, a significant
challenge lies ahead.

Biological Weapons: Background

Biological weapons can be defined as living organisms or their inanimate
byproducts that are used as weapons against humans, animals, and plants. They
can take several forms including bacteria, or small, single-celled organisms;
viruses, or organisms requiring living cells in which to replicate; rickettsia, or
microorganisms with characteristics similar to both bacteria and viruses; and
toxins, or poisonous chemical substances produced by living things. Examples
of traditional biological weapons that fall into these categories include the
bacteria anthrax, brucellosis, and plague; the smallpox virus as well as viruses
that produce dengue fever or hemorrhagic fevers such as Ebola and Marburg;
and rickettsia such as Q fever or Rocky Mountain spotted fever. Examples of
toxins include snake venom, ricin (a byproduct of processing castor beans),
and saxitoxin, a poison produced by shellfish.

Biological weapons have their roots in antiquity.! Most discussions
of biological weapons, however, begin with the 1346 siege of Kaffa (now
Feodosiya) on the Crimean coast during which Tatars catapulted plague-
infested bodies into the city. Other early uses included the distribution of
plague-infested blankets by the British among Native Americans during
the French and Indian War, and the possible spreading by British troops of
smallpox in Boston following their evacuation of the city during the American
Revolution.” In more modern times, the Germans initiated sabotage programs
using BW in World War I, such as the use of glanders in an attempt to sicken
U.S. Cavalry horses that were to be shipped to Europe.® Virtually all of the
major participants in World War II had active BW programs, although Japan
is the only major power to have attempted to use them. The infamous Unit 731
conducted a number of experiments and attacks, for example, in Manchuria
during Japan’s occupation of that territory in the late 1930s.*

The 50 years following the end of World War II witnessed virtually no
BW use, although a number of states pursued BW programs in the decades
following the war. The search for effective offensive biological weapons was
supposed to end, however, after President Richard Nixon announced the
unilateral termination of the U.S. offensive BW program in 1969. President
Nixon’s decision also prompted negotiations with the Soviet Union and
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other countries that eventually produced the Biological and Toxin Weapons
Convention (BWC), which was concluded in 1972 and entered into force in
1975. The BWC was a historic milestone because it was the first arms control
agreement in history to ban totally an entire class of weapons, making it illegal
to develop, produce, otherwise acquire, store, deploy, or transfer them.®

The BWC's entry into force did not fully eliminate concerns about the
weapons, however, particularly as the treaty had no provisions to verify a state
party’s compliance with its treaty obligations or to investigate allegations that
states were in noncompliance. For the next two decades, the United States
continued to allege that at various times, between a dozen and two dozen
countries were violating their treaty commitments and pursuing offensive
BW programs.*

Washington was especially concerned about illicit BW activities in the
Soviet Union. Although it had been concerned about the Soviet program from
the time of the BWC’s 1975 entry into force, U.S. allegations became much
more public following an anthrax outbreak in the Siberian city of Sverdlovsk
in 1979, which Washington claimed originated in an illegal BW research
facility but which Soviet authorities dismissed as the product of people eating
tainted meat. U.S. concerns intensified substantially following the defection to
Britain in the late 1980s of a Soviet scientist who had been deeply involved in
the illegal program. Vladimir Pasechnik provided significant details about the
so-called Biopreparat program, which had been created in the Soviet Union’s
civil sector shortly after Moscow signed the BWC as a parallel effort to an
existing military program. Biopreparat, which was funded by the defense
ministry but which operated under the auspices of the Main Administration
of Microbiology Industry and had close ties to the health and agriculture
ministries, involved hundreds of research facilities and production plants,
employed tens of thousands of people, and operated on a budget of 100 to
200 billion rubles per year.” Western intelligence services knew nothing about
it. It was not until Pasechnik’s defection that they began to appreciate the
enormity of the Soviet effort. As one British report noted, “The information
was stunning: a whole ministry exposed; billions of rubles spent; a complete
organization shown to be a front; and there was the clear involvement of
Gorbachev, this friend of the West. It just went on and on.”® It was the defection
of Pasechnik that set in motion major U.S. and UK. efforts to bring the illegal
Soviet effort to a halt, including meetings “at the highest levels” Following a
public accusation by the United States and Britain of Soviet noncompliance
at the 1991 Third BWC Review Conference, Boris Yeltsin, who had become
President of Russia following the collapse of the Soviet Union, acknowledged
in April 1992 that the claims about the illegal Soviet program were correct and
ordered the program to be shut down.’
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Apprehensions about BW were reinforced during this same general
time period by developments in Iraq. After Operation Desert Storm reversed
the Iraqi invasion of Kuwait in 1991, discoveries by the United Nations
Special Commission on Iraq were especially distressing. In particular, Iraq
was discovered to have had an extensive offensive BW program on the eve
of Desert Storm. The program included research and development (R&D)
on a wide spectrum of agents, large-scale weaponization of botulinum
toxin, anthrax, and the carcinogen aflatoxin, and potential use of a variety
of delivery systems including aerial bombs and al-Hussein missiles. Several
facilities, some of which were also engaged in civilian efforts, were involved
in the program. Many Iraqi BW scientists were found to have received their
scientific training at universities and other facilities in Europe and the United
States. What was never made clear, however, was Iraq’s concept of operations
for use of its BW or the conditions under which such weapons would be used.

A third major development in this period that moved biological
weapons up on the national security agenda even before 9/11 and the
“Amerithrax” letters was the emergence of terrorist interest in BW capabilities.
Most notable in this regard were the activities of the Aum Shinrikyo, the
Japanese cult responsible for the March 1995 sarin chemical weapons attacks
in the Tokyo subway. Following that attack, investigations revealed that
the group’s activities were not limited to production and use of chemical
weapons; indeed, biological weapons may have been their weapon of choice.
The Aum performed research, for example, on both anthrax and botulinum
toxin, and reportedly it attempted to conduct at least nine separate attacks
against both Japanese targets and U.S. military bases in Japan, all of which
failed. Fortunately, the cult had acquired an attenuated strain of anthrax that
rendered it useless. Reports also indicated that the Aum tried unsuccessfully
to secure a sample of Ebola under the guise of sending a “mercy mission” to
what was then Zaire."’

The revelations regarding Aum Shinrikyo prompted attention to other
instances in which groups rather than states had tried to use biological materials,
including in the United States. One such case was the use in 1986 of salmonella
on restaurant salad bars in The Dalles, Oregon, by the Rajneeshi cult in order
to influence the outcome of a local election and referendum. Another was the
attempted use of ricin by the Minnesota Patriots Council, an American militia
group, to kill jurists who were engaged in legal proceedings against them.

This coming to light of nonstate actor interest in BW heightened
perceptions that such capabilities were insufficiently appreciated as a risk to
national security. The fact that the Japanese subway attack and the bombing
of the Murrah Federal Building in Oklahoma City were juxtaposed closely
in time fostered the sense among both policymakers and the public that
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the United States was now vulnerable to terrorist attacks, that those attacks
could include unconventional weapons, and that the United States was not
prepared to handle such attacks or their consequences. Efforts to address these
unconventional threats, then, including BW, began in the mid-1990s, before
the events of 9/11 and the autumn of 2001. The challenges posed by biological
weapons have been at or near the top of the national security agenda ever since.

The Current Challenge

Today’s BW challenge has two dimensions, and debate continues over which
one is the more important. To some, the major risk continues to emanate
from states. For the last two decades, concern has existed that up to perhaps
two dozen countries have been pursuing offensive BW programs. Countries
that have admitted to programs include the United States, United Kingdom,
France, the Soviet Union, South Africa, and Iraq. Other countries with past
or current programs include Iran, Syria, Israel, China, North Korea, and
Taiwan. Little information is available in the public record about any of their
programs, with the exception of those that have admitted to past offensive
BW efforts (the United States, United Kingdom, and France).

For much of the Cold War, the United States indicated that it believed
that as many as a dozen or more states were engaged in illegal BW efforts.
In recent years, however, it has moved to a somewhat different formulation.
At the Sixth BWC Review Conference in late 2006, for example, John Rood,
Assistant Secretary of State for International Security and Nonproliferation,
alleged only that three states—North Korea, Iran, and Syria—were engaged
in activities in violation of the BWC.”? Although the most recent State
Department assessment of nations’ compliance with their arms control
obligations (published in 2005) noted that the U.S. Government had “concerns
regarding the activities of other countries,” the report itself focused only on
alleged noncompliance with the BWC by Russia, China, and Cuba, in addition
to the three countries mentioned by Secretary Rood."

Those who argue that state-based BW programs should be the primary
concern do so because they see states as the entities with the technical and
financial resources to develop such capabilities. There are other reasons,
however, why states might be interested in these weapons: they are relatively
simple and cheap to produce, especially compared to either nuclear weapons
or large quantities of chemical weapons; the necessary agents and equipment
are widely available because they are also used in legitimate scientific and
commercial enterprises; the entry costs for beginning a program are relatively
low; covert programs are reasonably easy to conceal because neither a large
space nor specialized equipment is needed to produce a significant amount
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of agent; and gains in such scientific and technological fields as genetic
engineering and biotechnology are diminishing the barriers that traditionally
have made BW development, production, and weaponization difficult.
A further reason that states might be interested in biological weapons
is that, used in the right conditions, they could be strategic in their impact. A
well-regarded study by the Office of Technology Assessment in 1993 estimated,
for example, that, used under ideal meteorological conditions (that is, a clear,
calm night), an aerosol version of anthrax could kill between 1 million and 3
million people, a total equivalent to the impact of a small nuclear weapon.'*
Some of these attractions are also of concern to those who argue that
the more severe risks related to BW stem from their potential use by terrorists
rather than states. As noted, the autumn 2001 “Amerithrax” letters represent
the latest in a series of events in which nonstate actors have sought to exploit
biological weapons. Moreover, they highlighted a few important points that
perhaps had not been well understood until those attacks. First, biological
weapons do not have to produce catastrophic levels of casualties in order to
have a mass effect. Although only five people died, the impact on the public’s
psyche was enormous, exemplified by the fear people had of retrieving and
opening their daily mail. Underscoring the disruption that BW can cause
was the fact that because of necessary decontamination procedures, it took
months for Congressional offices to return to their normal operations, and the
Brentwood postal facility did not reopen for more than a year. Second, because
of the nature of biological weapons, it will be difficult to attribute an attack.
The question of technical skill is important because some analysts
downplay, if not dismiss, the risks of terrorist BW use in the belief that
terrorist groups have neither the inclination nor the capability to conduct
such attacks.”” This may, however, be changing. It is clear, for example, that
al Qaeda has developed an elaborate rationale justifying the use of chemical,
biological, nuclear, or radiological weapons, and materials found in caves in
Afghanistan document the group’s interest in and pursuit of such capabilities.
Heavy emphasis on the technical capabilities of a terrorist group
skews to some extent the analysis of potential terrorist BW use. Such single-
factor analyses oversimplify the issues and imply a precision in the ability to
identify bioterrorism risks that does not exist. The risk of biological terrorism
is in fact the product of a complex interaction among several categories of
factors—actors, agents, targets, and operational considerations—each of
which includes many variables. Taken together, these variables produce
a matrix that offers a large set of possible combinations and permutations,
each of which constitutes a pathway to a particular outcome. Some of these
pathways produce catastrophic consequences; others result in significant
casualties; still others yield no consequences at all. As a terrorist seeks to
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achieve the more demanding goals of higher casualties or more widespread
disruption, fewer pathways are available to reach them, and those that remain
are more difficult. The degree of risk declines, therefore, as the level of desired
casualties/disruption increases, insofar as it becomes less likely. This is not to
say, however, that the degree of risk is zero, or even negligible.

Looking to the Future

The key question regarding the prospects of both state and terrorist BW use
is whether the future will resemble the past. Will the factors that have shaped
the BW challenge for the last 50 years remain the dominant influences, or are
changes under way that could reshape it?

Three factors are converging that probably will promote considerable
changeinboth the securitylandscape and the form that the biological challenge
is likely to take in the future. Adapting to those changes represents perhaps
the most significant demand confronting policymakers with responsibility for
meeting the biological challenge.

Rapidly Advancing Science and Technology

The speed at which the science and technology related to the biological
challenge are moving is hard to exaggerate; indeed, it is happening at a rate
faster than the well-known Moore’s Law in information technology.’® The
rate at which the life sciences and its associated technologies are progressing
and knowledge of the processes of life at the molecular level is advancing has
led some commentators to suggest that the life sciences are undergoing a
profound “revolution.” They contend that the 21 century could well be “the
century of biology” The expansion of knowledge in the life sciences, however,
is not only rapid, but it is also deep, broad in that it encompasses a wide range
of disciplines, and widely available.

Moreover, the knowledge that is being gained is being put to use; that
is, it is not just remaining in the realm of basic science. More and more of that
knowledge is applied in forms that are increasingly making it a commodity.
This “commoditization” has several significant implications. Most importantly,
it demonstrates that the civilian sector—both science and business—is the key
driver in pushing this scientific and technological advance. The corollary is
that governments are less and less in control of scientific and technological
progress and “spinning on” those commercially driven developments into
their products, including in the security realm.

An Expanding Risk Spectrum

The second major factor shaping the future perspective of the biological
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challenge is the growing practice of placing the biological weapons problem
along a wider biological risk spectrum (see figure 3-1).

Atone end of this risk spectrum stand naturally occurring developments
such as chronic disease and emerging or reemerging infectious diseases.
The spectrum then runs through human-induced developments, including
accident or misadventure (the unintended consequences of otherwise benign
activities), to the other end at which stands deliberate misuse, whether for
political power, ideology, or greed.

The two elements of this risk spectrum that have received the greatest
attention in recent years are naturally occurring infectious diseases and
deliberate misuse. Over the last few years, the relationship between these two
issues has undergone a distinct change. Following 9/11, bioterrorism was the
overwhelming focus. The argument was made that if effective bioterrorism
preparations could be developed, they would also have utility in dealing with
a naturally occurring disease outbreak. Recently, however, perhaps prompted
by the SARS experience, the threat of an influenza pandemic such as the recent
HI1N1 pandemic, and the continuing scourge of HIV/AIDS, the priority given
to these two elements has been completely reversed. Today, more attention
seems to be given to infectious disease; deliberate misuse in such forms as
bioterrorism has become the “lesser included case” Some analysts might
suggest that this assertion is an exaggeration and that health and bioterrorism
threats are addressed at the same level. There is no question that these issues
are often considered together because many of the requirements for dealing
with either contingency are the same.

This shifting priority is not just an interesting intellectual point. It has
repercussions for policy priorities and the allocation of limited resources,
particularly the balance of investment in efforts to address infectious disease
and those that are directed toward more narrow bioterrorism and biodefense
concerns. Moreover, the relative priority given to each of these components
along this spectrum could be an issue of some disagreement between the United
States and those it wants and needs to work with in combating proliferation.

figure 3—1. THE BIOLOGICAL RISK SPECTRUM

Chronic Disease Accident Deliberate Misuse
Infectious Disease/ Misadventure

Emerging Infectious Disease
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At the same time, it is important to appreciate this spectrum because,
in fact, segments are not readily divided but blend into one another. This has
important implications for policy because measures designed to deal with
one aspect of the problem will have important implications—and sometimes
important tradeoffs—for others. Development of medical treatments for
infectious disease or biological attacks is only the most obvious of many
potential examples.

Globalization

The third key factor promoting the complexity of the future biological
challenge is globalization. It is a trend marked by multiplying, deepening,
intensifying, accelerating, and more complex interactions, transactions, and
interrelationships among a growing number of players on a worldwide scale.
It is further characterized by the exploitation of the information revolution,
innovation, and an increasingly prominent role of nonstate actors.

The importance of globalization for the biological challenge is difficult
to underestimate. First, globalization has fostered a rapid diffusion of the
life sciences and related technologies across the world, driven largely by the
creation of small- to medium-sized biotechnology firms.

Biotechnology growth, however, is not occurring only in the developed
world. China and India in particular have been identified as developing
countries that are likely to be biotechnology leaders in years to come. Many
other countries outside the “developed world,” including Singapore, Malaysia,
South Korea, Cuba, Brazil, and South Africa, are also investing heavily in
biotechnology as a driver of their future economic growth. As a result of these
developments, today a critical scientific or commercial breakthrough could
come from almost anywhere in the world.

Second, globalization has transformed patterns of industrial production
at both national and international levels, including in life sciences industries.
Together with new production processes, agile manufacturing, miniaturization,
lower technology costs, and increased productivity of a global talent pool,
these trends are restructuring business enterprises in fundamental ways.

Third, globalization has spurred the emergence of nongovernmental
entities operating on an international basis and in greater numbers. More and
more, these new and increasingly empowered nonstate actors are able to express
their singular interests through the tools and channels globalization provides,
allowing them to operate beyond the control of any single government. The
result is that eve