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Nature of the Problem

• There is a great deal of subjective 
discussion about the implications of 
corruption and Information Operations (IO) 
on Irregular Warfare (IW)

• Policy makers lack the ability to assess 
alternative policy options systematically to 
address actions to deal with corruption 
and IO



Karzai’s Baggage



Synthesis Panel Goals, Objectives
• Goals

– Provide an overview of the entire Workshop
• Objectives

– Based on the presentations at the Plenary
• Identify key challenges
• Capture the state-of-the-practice

– Clarify the nature of the problem by conducting internal 
panel discussions

– Derive key insights from the deliberations of the individual 
working groups

– Characterize the progress and provide observations on 
useful next steps

Presenter
Presentation Notes
	The Synthesis Working Group had one major goal: to develop a holistic perspective on the workshop plenary and working group deliberations.
	Consistent with that goal, the Synthesis Working Group pursued four supporting objectives. First, based on presentations at the Plenary, it sought to identify key challenges and to capture the state of the practice. Second, it sought to clarify the nature of the problem by conducting internal panel discussions. Third, it derived key insights from the deliberations of the individual working groups. In this objective, it focused on key, cross-cutting themes. Finally, it characterized the progress made by the workshop and provided observations on useful next steps.




Approach

• Beginning with selected questions posed by MG 
Flynn, assess the ramifications with respect to, 
inter alia, methodology, data, tools, intellectual 
capital (e.g., metrics), research

• Develop a “Corruption Tool Box” that will enable 
senior decision makers to evaluate alternative 
policy options; e.g., 
– Bottom up (e.g., begin to develop a macro-model that 

relates the IW “pillars” (e.g., economics, rule of law, 
governance, security) to meaningful outcomes)

– Top down (e.g., Corruption Perception Index (CPI))



Prior/Future IW Conferences/Workshops

Organization Activity
MORS • Assessment of MOOTW (96)

• IW (I), NPS (08)
• IW (II), Tampa (09)
• IW (III), Orlando (10)

Selected IW Activities • IW MmAWG (08)
• IW Conference, Ft. Bragg (09)
• Data for IW, NDU (09)
• IW WG (periodic)
• IW M&S SCG (periodic)
• AMSAA IW Summit, Suffolk, VA (10)

NATO • SAS-071, Munich, GE (09)
• SAS-081, Sofia, BU (10)
• HFM-202, Amsterdam, NL (10)

Presenter
Presentation Notes
Over the last several years, there have been many conferences and workshops that have dealt with the issue of Military Operations Other Than War (OOTW) and Irregular Warfare (IW). It is notable that MORS began to treat this issue nearly fifteen years ago in a meeting in Tampa, FL.
The chart suggests that several key US organizations are in the process of re-assessing the IW issue. These include OSD, TRAC, and AMSAA. These organizations are in the process of addressing the methods, tools, data, intellectual capital, and research associated with IW issues.
It is also notable that NATO nations are systematically addressing these IW issues. They began with NATO SAS-071, chaired by Jim Bexfield, OSD CAPE, which addressed the “Analytic Tools Associated with IW”. Note that the NATO nations refer to IW issues as “asymmetric warfare” issues. Over the next few months, NATO nations will be addressing the analytic tools associated with defense transformation (SAS-081) and the cultural and social dimensions of the problem (HFM-202).



Recruiting Was Tough…

“But I don’t want to model corruption!”

Synthesis
Panel

Presenter
Presentation Notes
	As many of you know, members of the Synthesis Working Group have a “daytime job” and a “night-time job”. During the day, each member of the working groujp is assigned to one of the six mission oriented panels. During off-hours we meet to share insights and develop a holistic view of the subject. Thus, recruiting can be difficult, requiring unorthodox approaches. 



Synthesis Panel: Concept of Operations

Presenter
Presentation Notes
	During the initial plenary session, it was suggested that the other working groups employ a very deliberate, systematic process in their deliberations (e.g., refine strawman capability objectives, compare these objectives to projected capabilities for key institutional processes to identify needs, assess these needs to identify and explore the highest priority activities).  However, since most working groups elected to adapt this process to their own interests and styles, it compelled the the Synthesis Working Group to be very tactical in its operations (i.e., it responded to the “crisis de jour”). The above cartoon reflects the creative nature of that adaptation.



Synthesis Team Members

Group Synthesis Team
Security • Christina Krause, CAA

• John Tiehem, NGC
Economic 
Development

• Jacek Kugler, Claremont University
• Bob Sheldon, MCCDC
• Traci Swanson, OSD CAPE
• Ted Woodcock, Consultant

Rule of Law • Dean Hartley, Hartley Consulting
• Jack Jackson, TRAC Monterey

Governance • Dave Davis, GMU
• Debbie Duong, Augustine Consulting
• Christophe McCray, OSD CAPE
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IO to Shape Behavior in Afghanistan, Dr. Arturo 
Munoz, RAND

• IO in Afghanistan is dominated by PSYOP
– Downplay

• Leaflets
• Press releases

– Emphasize
• Meetings with shuras, jurgas
• Traditional leader engagements
• Relationships with local journalists

• Taliban lead on PSYOP … we do not!
Issues:
• Integration of PA with IO
• “failure to frame messages within appropriate cultural context…”



Transparency International, Mark Pyman
• Definition of corruption: 

– “The abuse of entrusted power for private gain”
– “Corruption is a system”
– Seems not to be cultural, but there are national differences

• Selected results
– CPI (Afghanistan is next to last)
– UNODC 2010 (Corruption is issue #1)

• Counter-corruption strategy is an element of all four 
paths of the ISAF overarching support plan
– Security/military
– Political/diplomatic
– Governance
– Economic



Dr. Collins’ Panel: Culture

• LTC Dan Moy, PRT in Paktya
– Innovative idea: Generate a District Development 

book, in Pashtun, with letter by Director of Economy
• Rich DeVillafrance, ICAF

– The Lockean “social contract” is a western concept, 
that is inconsistent with Pashtun culture

• LTC Steve Erickson, PRT in Afghanistan
– Control the narrative!

• Shireen Burki, CISA, NDU
– Need to understand/leverage the culture 

• Employ Afghanistan mores to discredit Dushman’s (i.e., the 
enemy) narrative/ IO strategy (e.g., humiliation)

• “The Dushman cover their faces … like women!”



Dr. David Kilcullen (1 of 2)

• Key: how people feel about the situation
• Measures of Merit: we tend to focus on 

inputs and outputs vice outcomes
• Promising tools to identify grievances that 

we can address 
– Tactical Conflict Assessment &  Planning 

Framework (TCAPF)
– District Assessment Framework

• Multi-Line of Operations (LOOs)



Dr. David Kilcullen (2 of 2)
• Selected Conceptual Models – cyclical, not linear

– “Cross over point”: Adversary capability, host nation, coalition
– Absorption of resources

• Foreign resources
• Ability to absorb resources

– “Vicious cycle” (address simultaneously)

Corruption
& Criminality

Bad
Government

Behavior

Popular
Rage

Insurgency



Brian Tomney, DoJ
• “It is 1389; Afghanistan is a process of immersion -- there 

are few ‘true’ experts!”
• Afghanistan is not … Iraq, the US, isolated, a credible 

partner????
• What works in Afghanistan (e.g., polygraphs, mentors, 

money, security)
• Corruption in Afghanistan is endemic, opportunism

– Local (e.g., beat cops; road blocks)
– Provincial, National (e.g., skimming profits, kickbacks, drug 

trafficking)
• Competing interests 

– CT vs COIN
– Intelligence vs Evidence

“We don’t give our strategy enough time to work!”



Jim Bexfield’s Panel: Data
• LTC Dave Sanders, CAA

– “Tons of data…but problems exist with format problems, usability,…”
– Issue: how do we roll up village data?

• Major Norb Karczewski, USMC
– Challenge: interpretation of data with respect to the commander’s objectives
– Corruption: the cost of toothpaste (e.g., the bazaar vs institutional prices)

• Jack Jackson, TRAC Monterey
– “Context matters with respect to data”
– Perform exploratory analysis to discover key variables, identify response 

variables
• LTC Al Leonardo, Skope

– The key is to organize, set up, and manage the data – it’s all about the “back 
end”!

– Challenge: reduce wasting time in acquiring, adapting, and “cleaning” data –
innovate!

• Bobby Claflin – focus on
– Alignment
– Integration
– Innovation



Congressman John Tierney (D-MA)
• Challenge: to what extent are coalition 

contractors involved in corruption?
• Observations

– Prime contractors lack trucks; how do they cope with 
this issue?

– They are subject to extortion by warlords (e.g., $1,500 
per truck)

– Furthermore, we have “zero visibility” on the status of 
trucks and their cargo

• Concern: To what extent are the Taliban 
participating in extortion?

Supply chain: Our weak underbelly



Agenda

• Context
• Plenary Discussions
• Synthesis Findings, Recommendations
• Next Steps



Decomposing the Cultural-Social Modeling 
Problem

Definitions

Data

Measures of 
Merit 

(MoMs)
Theories

Tools

Verification, 
Validation & 
Accreditation 

(VV&A)

Education & 
Training

Design of 
Experiments

“Possibility 
Space”

Representa-
tions in Tools

Outreach

Representative 
Questions

Basic 
Research

Social Sciences

Operations Research

Users
All

Presenter
Presentation Notes
The figure depicts the twelve areas where the NDU’s cultural-social workshop identified key needs. These needs can be aggregated into groups that reflect the stakeholders that have the primary responsibility.
The process begins with the representative questions that are raised by the users. These questions can be decomposed into those that are posed by senior decision makers (e.g., appropriate for a future Quadrennial Defense Review) and operational users that seek to formulate and select preferred courses of action (COAs). It is anticipated that that these questions will evolve over time as the cultural-social community matures.
Consistent with these representative questions, there is a need to collect and organize the data of interest. It is anticipated that all of the stakeholders will be involved in this area for the lifetime of this program. As examples, social scientists will provide data on the Human Terrain, operations analysts will play a key role in generating relevant scenarios and vignettes, and the users will provide appropriate contextual data. It is anticipated that eventually this data collection and organization activity will evolve into a knowledge management task.
From a social scientist perspective, they will play a major role in clarifying key definitions, pursuing basic research on cultural-social modeling, developing theories for key issues, and developing meaningful PMESII Measures of Merit (MoMs). Of course, all the other stakeholders will be involved in these needs, as well.
From an operations analyst perspective, the primary areas of responsibility will be in the development of tools (to include representation in tools and characterization of the ability to explore outcomes) and the design of experiments.
Finally, the users will play a major role in participating in the verification, validation, and accreditation (VV&A) of the products, educating and training of the stakeholders, and supporting outreach (e.g., transitioning cultural-social products to the operational user).




“Measuring Progress in Afghanistan”

Indicators Representative Metrics
Population-related • Transportation prices

• Taxation collection
• Progress of NGO construction projects

Host Nation Government • Capital flight
• Budget execution
• Nepotism

Security Force • Kill ratio
• Recruitment vs desertion rates

Enemy • Price of black-market weapons
• Presence of foreign advisers

Source: David Kilcullen, “Measuring Progress in Afghanistan, December 2009
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Presenter
Presentation Notes
	The Synthesis Working Group adopted the NATO Code of Best Practice (COBP) as the framework for capturing the insights from the individual working groups. This decision was taken for several reasons. First, the other working groups each explored key aspects of the assessment process for their domain of interest (e.g., JCIDS, acquisition, PPBE, QDR, adaptive planning). By employing the COBP it made it easy to compare and contrast their results for key assessment functions. 
	Second, the ASD(NII) has mandated that the NATO COBP for C2 Assessment be employed to support future C2 assessments. Since the role of the Synthesis Group was to perform a “meta” assessment, it seemed appropriate to adopt this process as its framework.



Governance Working Group (1 of 2)
• Definition – the function of Government is…

– Management of state resources for populace
– To solve common action problems and resolve 

disputes
• Observations

– Location, location, location! [Note: Governance, Rule 
of Law, Economics vary according to location]

– Key to understanding governance causes
• Personal motivation
• Role relationships

– Challenges in governing well
• Old ways (e.g., jurga)
• New ways (e.g., corrupt bureaucracy)

– We have few hard metrics, but many inexact, “soft” 
metrics of corruption



Governance Working Group (2 of 2)
• Key issues, gaps

– Modeling the breakdown of institutions and the effects 
of intervention on new institutions

– Validating models against many uncertain and 
conflicting data

– Identifying general types and the causal patterns 
behind them so that appropriate treatments may be 
tested

• Selected recommendations
– Fund technological solutions to draw correspondence 

with, and validate against, many uncertain data
– Fund integrative frameworks to compose general 

models into specific localized scenarios
– Fund agent based models of the emergence of 

institutions



Create a CorruptionTool Box

• Approach
– Employ a mix of tools (e.g., wargames, M&S)
– Employ a hybrid mix of tools to explore “possibility 

space” (e.g., “punctuated simulation)
• Human-in-the-loop employing wargames to address long-

term issues
• Automated M&S to address short-term issues

• Begin VV&A 
– At the outset of the effort
– Continue throughout the life cycle of the tool box

• Orchestrate a mix of tools
– “Top down” tools (e.g., CPI)
– “Bottom up” tools (e.g., four pillars)



A Corruption Tool Box Should Contain…

• Agent based models that focus on personal motivations 
and role relationships; e.g., Nexus Network Learner, 
Cultural Geography model

• Cognitive agent-based models; e.g., model “Perception 
is Reality”

• Natural Language Tools (e.g., Indra, LSA)
• Automated Analysis Services that data farm the strategic 

space 
• Automated Validation Services to deal with uncertain 

data
• An integrative framework (e.g., XBM, COMPOEX)
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Evolve a Macro-Model of Corruption, IO in phases

Schematic of a Macro-Model of Corruption, IO
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Corruption Perception Index (CPI)

• Re-evaluate the methodologies that are being employed 
by alternative organizations; e.g.,
– ADB: Country Performance Assessment ratings by the Asian 

Development Bank 
– BF: Bertelsmann Transformation Index by the Bertelsmann 

Foundation
– GI: Global Risk Service by IHS Global Insight
– WB: Country Policy and Institutional Assessment by the World 

Bank
– Transparency International (source: Professor Lamsdorff, 

Passau, Germany)



Observations: Polling

• Capture information on the population
– Evaluate complications caused by multiple, disconnected pollsters
– Ensure the topics are nested, relating to campaign plan objectives
– Record the impact of coalition actions and incidents 
– Minimize duplicative polls

• Examine the credibility of polls
– Standardize the questions
– Examine the quality control of the poll execution

• Develop central repository of all interagency polls
– CAA has initiated an effort for Afghanistan polls

Establish an enterprise approach to polling

Presenter
Presentation Notes
There are a multitude of polls being conducted in both Iraq and Afghanistan by many different constituencies (countries, multiple agencies, and NGOs).  In addition to the lack of standardization of these polls discussed in the last slide, there have been many questions on the credibility of the various polls, based on the questions asked and on how the polls were executed. There is no central repository for the data from the polls to permit comparison and historical analysis to be conducted.   The Center for Army Analysis has initiated an effort to develop a central repository of all interagency polls in Afghanistan. Given that the population is the operational center of gravity, polling seems to be an excellent way to  determine perceptions, feelings, and inclinations.  Unfortunately, the amount of control and oversight over the polling process is less than satisfactory.  The result is uncertainty surrounding rigor of the process and low acceptability of the validity of poll results.  
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Next Steps
• Expand the Community of Interest (CoI) / Community of Practice (CoP)

– Leverage LinkedIn CoI/CoP
• DIME/PMESII (Dean Hartley)
• Corruption (Al Sciarretta)

– Expand the participants
• Refine the Measures of Merit (MoMs)

– Begin with, adapt Kilkullen’s MoMs
– Build on the construct in the NATO Code of Best Practice on C2 Assessment 

(e.g., MoPs, MoEs, Measures of Policy Effectiveness (MoPEs))
– Iterate!

• Create the Corruption Tool Box
– Select, employ an appropriate wargame
– Refine the conceptual models of the four pillars
– Construct a macro-model (built on the four pillars) to help senior decision makers 

evaluate options to deal with corruption, IO
– Observations

• Employ an evolutionary acquisition approach (iterate!)
• Begin VV&A throughout the life of the Corruption Tool Box
• Need: modelers to continue the job!

• Feedback!
– Go to Survey Monkey to provide your feedback on the workshop!



Portnoy’s Complaint: Punch Line

So [said the doctor]. Now vee may 
perhaps to begin. Yes?

-- Philip Roth



Back-up Slides



Rule of Law Working Group (1 of 2)

• Definition: Dispute resolution (e.g., person to person, person to 
group, group to group)

• Observations:
– Both formal systems and informal methods of dispute resolution and 

justice can support effective rule of law
– Transparency and accountability are foundational and relatively straight 

forward to measure
– At the local level, measuring the frequency and level of bribes to police, 

prosecutors and judges are a priority
– GoIRA constitution embraces Sharia law and contains language 

supporting Rule of Law IO to counter Taliban propaganda
– To some extent the Taliban have been effective in IO campaign to 

impugn [for somewhat different reasons]  
• Formal system
• Traditional (local) systems [for somewhat different reasons]



Rule of Law Working Group (2 of 2)

• Issues:
– Systems and methods to measure and promote consistency and 

accountability in informal systems are especially problematic
– The GoIRA constitution invests extensive power in the executive 

supporting centralized top-down justice and law enforcement
– Key issues

• What is the true state of Traditional (local) ROL system (by village)? 
• Is it operational or is it revivable?



Security
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Security
• Definition (at village level):

– A stable village environment that has an acceptable threat 
level that can initially be managed by ISAF/ANSF with an 
end goal ob being managed locally by local security 
forces.

• How secure is secure?
– Enhance physical security to reduce threat of insurgent, 

terrorist, nationalist, ethnic, extremist, and criminal groups 
to a level that is manageable by Afghan “rule of law” (ANP 
and Afghan judicial system) and is perceived by villagers 
as being secure

• Physical security may be measured as incidents per month
• Perception of security is that, despite the number of incidents 

per month, it is safe to start businesses, to be out and about, 
etc.



Security
• Topics

– Focused on security activities at the village level
– Included interaction with economic development, 

governance, rule of law
• Issues

– How to aggregate numerous village reports up to 
ISAF HQ level?

– How to mitigate variations in qualitative assessments 
caused by individual characteristics (optimist vs 
pessimist)?

• Recommendations
– None at this time
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