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Preventing Proliferation: Multilateral Solutions
James E. Goodby
Hoover Institution, Stanford University

Growing energy demands and the need to curb greenhouse gases have created the
much publicized “renaissance” in proposals for new nuclear reactors. Many projects
have reached the advanced planning stage or are already being constructed. Centrifuge
technology for enriching uranium also has made significant advances and the cost of
separative work has been reduced. The cost will drop further as the transition to
centrifuge technology from gaseous diffusion technology continues. The base technology
is spreading. Laser technology is just over the horizon. There may be exaggerated
expectations associated with the renaissance and the time frame for its full flowering is
likely to be very long, but new reactors are being planned on a scale unseen in recent
years. All that remains uncertain is the rate of nuclear power growth.

Assumptions suggesting that nuclear power growth will be slow depend primarily
upon some level of stability in the Middle East so that oil supplies from there are not
interrupted, and on there being no rapid and major change in the earth’s climate. If these
conditions changed, or if dependence on oil from unstable regions simply becomes too
risky for major oil exporters to tolerate, the world could decide to make a transition to a
heavy dependence on nuclear power. If the example of France is a guide, it could do so
on a global scale in 25 years. On the other hand, if there were another Chernobyl-like
accident or some dramatic diversion of nuclear materials from civil power programs to a
nuclear bomb, the predicted expansion of dependence on nuclear power might be slowed
down or even stopped. On balance, the best bet is that nuclear power plants will become a
larger part of the energy mix, which means that managing the nuclear fuel cycle will
present “front burner” issues for governments. In the United States, these issues come in
the form of a transition to centrifuge-based enrichment technology and possibly to laser-
based enrichment, persisting problems regarding storage of nuclear waste material, and
whether to begin encouraging the use of plutonium as a reactor fuel.

In addition to uncertainties about the rate of growth of nuclear power generation,
there are very strong political currents, especially in developing countries, that distort the
picture provided by objective economic analyses. One of these is the view held by many
nations that a “two-tier” world is unacceptable, that it is not right that some nations are
allowed to have enrichment and reprocessing facilities for peaceful nuclear energy
programs, while others are forbidden to have that infrastructure. Very few nations would
willingly be caught on the inferior side in a permanent “two-tier” system where some
nations are entitled to the infrastructure for a civil nuclear power industry, and others are
not. Assurances of reliable, uninterrupted supply of nuclear fuel, while removing some
incentives, do not respond to the “entitlement” motivation. To address that, a mechanism
that gives any nation that wants it at least some form of vested interest in one or more
major elements of fuel cycle services is required.

Another powerful determinant of national policies is the desire to have an option
to acquire nuclear weapons. This consideration has played a major role in several national



decisions to build uranium enrichment facilities. To address this motivation, expectations
about the future have to be changed. Nations have to become convinced that global trends
are in the direction of less dependence on nuclear weapons for security, and that there are
better alternatives. Otherwise, they will try to keep the nuclear weapons option and will
build the infrastructure needed to do so.

The Bush administration has tried valiantly to make a two-tier system work,
offering assurances of reliable supplies of nuclear fuel as an incentive. A notable example
of this was the president’s speech here at the National Defense University, in Washington
D.C., on February 11, 2004, his most comprehensive policy statement on nuclear
proliferation. He proposed seven steps to block nuclear proliferation. One of them was:

The world’s leading nuclear exporters should ensure that states
have reliable access at reasonable cost to fuel for civilian reactors,
so long as those states renounce enrichment and reprocessing...the
40 [now 45] nations of the Nuclear Suppliers Group should refuse
to sell enrichment and reprocessing equipment and technologies to
any state that does not already possess full-scale, functioning
enrichment and reprocessing plants.

The administration tried to obtain the agreement of the members of the Nuclear
Suppliers Group to this new rule but ran into strong opposition from states, including
Canada, that insist on maintaining the option to develop their own fuel cycle capabilities.
Non-nuclear weapons states parties to the Nonproliferation Treaty (NPT) believe that
Article IV of the treaty gives them the right to participate fully in the peaceful uses of
nuclear energy. Currently, the administration has modified its policies to fit with a
“criteria-based” approach proposed in the Nuclear Suppliers Group by France and
accepted by all others. This approach would permit transfers of enrichment technology
and equipment under certain specified conditions. A meeting of the Nuclear Suppliers
Group just a few days ago recorded significant progress in reaching agreement on
criteria.

Most of the nations that are interested in acquiring energy from nuclear sources
are not presently contemplating the building of a nuclear arsenal. The demand for small,
nationally-controlled enrichment facilities for civil purposes is fairly limited but high
prices for uranium, as well as uncertainties about supply may be enough to encourage
some countries to build enrichment facilities just on economic grounds. Thus, the current
economic situation may not act as a sufficient economic disincentive to the building of
small-scale enrichment facilities. Brazil and Japan offer two examples of this forecast.

Most nations in this category are opposed to the acquisition of nuclear weapons
by Iran and North Korea. But still they are not comfortable with a two-tier system. This
attitude was captured in a statement made by the IAEA director-general, Mohamed
ElBaradei, at the Oslo Conference on “Achieving the Vision of a World Free of Nuclear
Weapons”, on February 26, 2008:



...we must develop a new framework for the utilization of nuclear
energy. As | continue to advocate, a multilateral approach would
ensure security of supply of nuclear fuel, while reducing the risk of
proliferation. A number of proposals have been made, including a
fuel bank under IAEA auspices and multinational enrichment
facilities. The ultimate goal in my view should be to bring the
entire fuel cycle, including waste disposal, under multinational
control, so that no one country has the exclusive capability to
produce the material for nuclear weapons. | do not believe that any
country will give up its right to engage in fuel cycle activities
unless the multinational framework is based on equal rights and
obligations for all participants.

Thus, added to the economic and technical dimensions of nuclear energy is the
imperative identified by Dr. EIBaradei: the need to create a level playing field through a
new framework that is based on equal rights and obligations. The magnitude of the
challenge can be appreciated by recalling the solution to a very similar problem offered
by the authors of the Acheson-Lilienthal Report, in 1946. This study was mandated by
the Truman Administration and it was conducted in a world free of nuclear weapons, or
very close to it, and its authors tried to imagine how to keep it that way. Faced with this
challenge, the authors proposed the creation of an Atomic Development Authority, which
would own and operate the basic means of producing materials that could either fuel
power plants or be used to build an atom bomb. Access to uranium and plutonium was
regarded as a key choke-point in preventing nuclear weapons development. The
Acheson-Lilienthal Report specifically left in national hands the construction and
operation of energy-producing nuclear reactors, provided there was some oversight of
reactor design, construction, and operation.

The Acheson-Lilienthal recommendations would have required sweeping political
changes that were not possible in the 1940s. The question is, will international authorities
of limited scope, on a more modest scale than the one proposed in the Acheson-Lilienthal
Report, become necessary at some point if EIBaradei’s vision of “a new framework for
the utilization of nuclear energy” is to be realized? If so, is the international community
ready for that?

The past history of efforts to internationalize the nuclear fuel cycle does not give
grounds for optimism about current efforts — but times have changed. The rise of the
global economy has created economic and political conditions that are more receptive to
multinational cooperation, including the nuclear fuel cycle. The anticipated surge in
construction of nuclear power reactors create a steeply rising demand for nuclear fuel
services, including enrichment of uranium. Four new enrichment facilities now are being
planned or actually being built in the United States alone.

Another factor is the growing realization among nations that present trends in the
nuclear arena court disaster. Two Wall Street Journal articles by Secretaries Shultz,
Kissinger, and Perry, and Senator Nunn received enormous public attention around the



world. Their warning that the world is at a tipping point in terms of nuclear proliferation
resonated strongly. As states such as Iran and North Korea have acquired the means of
enriching uranium and to separate plutonium and as the clandestine network operated by
A.Q. Khan has shown the ease with which technology can be transferred to such states as
Iran, Libya, and North Korea, the proliferation of the infrastructure for bomb-making has
become a pressing security concern. Instability and terrorist activities in Pakistan suggest
that nuclear programs there also must be considered a potential crisis.

Construction of new nuclear reactors is a slow process and this affords time for
deliberation and for building a consensus regarding appropriate multilateral responses to
the anticipated demand for enriched uranium. A successful effort to internationalize the
nuclear fuel cycle is likely to be an incremental process and so a basic policy question
arises: should the process take place across the spectrum of fuel cycle operations or on a
sector-by-sector basis?

The main sectors are 1) uranium mining, 2) uranium enrichment, 3) fuel
fabrication and supply to recipient countries, and 4) reprocessing or storing spent fuel and
storing waste material. Three types of fuel cycle facilities entail high capital costs and
large economies of scale: uranium enrichment, reprocessing, and storage of waste and
spent fuel. These economies of scale can be used to support nonproliferation policies. It
appears that uranium enrichment could be the spearhead in the process of
internationalizing the fuel cycle. The lower costs of nuclear fuel provided by large,
modern centrifuge facilities should help to discourage, on economic grounds, the building
of small, high-cost enrichment facilities. It would be far less expensive for nations and
companies to take part ownership in a multinationally-owned facility, perhaps using
leased centrifuge machines under “black box™ conditions, than to build their own.

The case for this choice of priority is based not only on economics but also on the
fact that centrifuge technology is becoming more efficient, less expensive to operate, and
more widely available. The transition from gaseous diffusion to centrifuge and laser
technology means that plans have been developed to build new enrichment facilities in
the United States, which makes the political and economic dynamics more favorable for
multinational ownership than in the past. The infusion of capital would be welcomed by
most businesses operating enrichment facilities. Furthermore, there is considerable
experience in managing multinationally owned enrichment facilities. And interest has
been expressed by the Permanent Members of the U.N. Security Council, among others,
in a multinational mechanism as a viable alternative to indigenous development of
nuclear fuel services.

A few large enrichment facilities, as opposed to many smaller facilities around the
world, should help to contain the spread of national capabilities for constructing nuclear
weapons. The participation of several nations in ownership management, and, in some
cases, in plant operations should help to deter cheating. It must be recognized that for this
plan to work, some jointly owned and managed enrichment facilities must be open to
participation by those nations that are the consumers of enriched uranium supplied by
multinational facilities. One of the principal purposes of encouraging multinational



enrichment facilities is to give consumers a stake and a say in the running of such
facilities so that they have fewer legitimate incentives to build their own facilities.

The proposition that reprocessing facilities should be established on a
multinational basis has been the subject of discussion for many years. The proliferation
potential of nationally-owned facilities, which produce plutonium useable for nuclear
weapons, is the basis for this interest.

But the basic issue is whether to encourage the nuclear power industry to move on
a large scale into building reactors that burn plutonium as fuel. Currently proposed
technical solutions have not answered the concerns that many still have. It still makes
sense, at this time, for the United States to be skeptical about the widespread use of
plutonium as a fuel and to discourage the building of reprocessing facilities. Although
exploiting plutonium as a reactor fuel may, with improving technology, grow to the point
where a multinational approach to reprocessing would be justified, the rate of growth of
energy production from plutonium-based fuel (primarily MOX) over the next two
decades is not likely to be on a scale that would justify large multinational facilities. The
costs are very high and current reserves of uranium are adequate to provide fuel for
reactors for a long time to come.

A more urgent near-term need is an international used nuclear fuel storage center.
Storage of spent fuel is a valid interim or even long-term procedure. The technology
exists, the costs are low, it could be done quickly, and the benefits are large. An
international used nuclear fuel storage center would encourage supply policies that
provide for spent fuel to be returned to the supplier, since the question of where to put
waste material would be easier to answer. This option deserves serious attention as a
prime candidate for multinational cooperation.

Commercial markets have generally worked satisfactorily in terms of assurance of
nuclear fuel supply. But energy security, naturally, is a matter of prime concern for any
nation and the high costs of building a nuclear power industry cause governments to be
extra wary about the reliabilities of fuel supplies. Several plans already have been
advanced by the United States, Britain, Japan and other nations to provide assurances of
reliable fuel supply. These should be encouraged and should be developed further. These
may not meet perceived requirements for a level playing field, but they weaken one
argument for developing indigenous fuel cycle services. They may well satisfy the
economic and political interests of most consumer nations. Each of the proposals has the
advantage that it adds to the diversity of suppliers, which is one of the most effective
guarantees of uninterrupted supply of nuclear fuel. This also is true, of course, of
multinational enrichment facilities, provided that the geographic distribution and the
political complexion of the owners/managers are diversified.

Gaining control of the nuclear fuel cycle through internationalizing it could help
to turn governments away from acquiring the complete nuclear fuel cycle. Private-sector
initiatives within a policy framework established by governments and backed by
government support could play a major role. In contrast to the “top down” approach of
the Acheson-Lilienthal Report, a mixed approach, relying in part on private-sector



initiatives could become a major motivator. A political impulse will have to be provided
by high-level governmental leaders if a program of internationalizing the nuclear fuel
cycle is to gain any traction. Nations that have nuclear weapons and those that do not
should join in making this program a truly joint enterprise. But Russia has already
embarked on this course in its Angarsk facility and has advocated a network of
multinational enrichment facilities. China has worked closely with Russia on enrichment
services. China might see commercial advantages in replicating Russia’s Angarsk
initiative, also a part of a network of multinational enrichment facilities. Brazil and
Argentina already are engaged in a modest degree of nuclear cooperation; the question is
whether to deepen it and open it to other nations, especially in Latin America.

The possibility of participating in some way in a multinational facility may be the
key to discouraging totally national enrichment facilities for nations that are consumers of
enriched uranium. Many of these nations may be satisfied with assurance of reliable fuel
supplies at reasonable costs. For those that are not, the multinational options should be
available. The case for relying for enrichment services on a few large enrichment
facilities is persuasive economically if properly designed, and can provide major
nonproliferation benefits. That case may not be accepted, however, unless it is seen in the
contest of a new deal between the current possessors of advanced nuclear technologies,
including weapons capabilities, and those nations that are still considering their nuclear
options.

The utility of economic incentives in this field has to be seen in the context of the
uranium enrichment facilities being planned for construction in the United States. They
are multibillion dollar enterprises with multibillion dollar investments in proprietary
technology developed over decades. They operate in a business that has very high
barriers to entry and complex risk/reward calculations. One, located in Lea County, New
Mexico, is being built by LES, which is owned by Urenco. It will be on-line in 2009 as
the first centrifuge plant in the United States. A second, to be built 18 miles west of Idaho
Falls, 1daho, will be owned by the French-based firm, Areva. It also will use centrifuge
technology. Technology will be protected in these two cases by “black boxes.” A third,
using laser technology, is planned by the U.S.-Japan joint venture GE Hitachi Nuclear
Energy and its subsidiary, Global Laser Enrichment (GLE). The technology was
developed by Silex Systems Limited of Australia. The plant will be built at Wilmington,
North Carolina and is expected to be in operation on a commercial scale in 2012.
Cameco, a Canada-based uranium producing company, recently has brought a 24% stake
in GLE. My understanding is that Areva and GE Hitachi would be willing to accept
additional investors in their enrichment enterprises.

A fourth new plant will be built by the U.S. Enrichment Corporation. USEC is
planning to operate its centrifuge plant at Piketon, Ohio on a commercial scale in late
2009 and will have 11,500 machines deployed in 2012. It will use American technology,
developed by DOE, the only plant in the United States to do so. USEC and the U.S.
Government should give serious consideration to encouraging multinational involvement
in this facility. This would permit the United States to join with other Nuclear Supplier
Groups members to offer countries that do not possess enrichment facilities and that are



in good nonproliferation standing the opportunity to participate in the enrichment plants
of NSG member states. Such participation would involve investment and guaranteed
supplies of nuclear fuel but not access to sensitive technology.

Although I have focused as a first priority on internationalizing facilities for
enriching uranium, several other actions must be taken to prevent nuclear proliferation.
They include:

e Limiting the spread of reprocessing facilities and technology

e Controlling exports of nuclear materials and technology;

e Removing high-enriched uranium from exposed locations to secure

storage facilities.

All of these actions, as well as the effort to ensure that uranium enrichment is used only
for peaceful purposes, will be successful only if the international community is willing to
take enforcement actions in cases of violations of NPT or IAEA obligations. This
requires an international consensus, or something close to it, that violations of nuclear-
related norms and agreements present a serious challenge to international peace and
security. This consensus has been impossible, thus far, to achieve. Unless that problem
can be effectively addressed, nuclear proliferation will proceed.

Dr. Mohamed ElBaradei has drawn attention to this problem and to the need for
the UN Security Council to have a “response mechanism”. Several levels of sanctions
agreed in advance should be identified, for example: removal of nuclear-related
equipment supplied to a nation that withdraws from the NPT; an embargo on all future
nuclear-related transfers; mandatory transparency measures; financial and commercial
restrictions; and disabling of key nuclear facilities. An international review, perhaps
sponsored by the UN Security Council, should be conducted as to whether enforcement
mechanisms could be devised that could be put into practice in case of violations of
agreements. The issue of enforcement is fundamental and has never been satisfactorily
resolved in nuclear matters. It needs a thorough airing in international arenas, and
discussions by the UN Security Council. UNSC Resolution 1540 might be a suitable base
for exploring what the Council could agree to, in advance, to deal with non-compliance.
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Project Background

Sponsor: Department of State, Undersecretary of State for
Arms Control and International Security, Office of
Strategic Planning and Outreach

Point of departure: changing national guidance

— 2002: “traditional concepts of deterrence will not work against
a terrorist enemy”

— 2006: “a new deterrence calculus....we require a range of
deterrence strategies that are tailored to the situation and the
adversary.”

Key questions:

1. What can deterrence contribute to reducing the risks of WMD
terrorism?

2. What can be done to enhance its performance?



Analytical Process

1. Disaggregate “terrorists:”
. Focus: militant Islamic extremists.

«  Observation: cells conduct individual attacks but successful operations
draw on diverse resources within the network and larger movement.

«  Components: foot soldiers, career professionals, leaders, affiliate
groups, operational enablers, moral legitimizers, state sponsors, and
passive enablers

2. Review and assess experience:

. Analytic community has begun to examine behavioral patterns for
separate components.

. Patterns demonstrate some significant forms of restraint and also some
varied susceptibility to external influence.

. Observation: evidentiary base is growing but is not cumulative, so far

3. Derive policy implications and test with an expert USG group

. Utilize broad definition of deterrence: by threat of punishment and by
denial of success.

FINAINGS pmp-




Jihadil Foot Soldiers

Not all are suicide bombers—in fact, rather few
— 2005: of 11,000 terrorist attacks, 360 were suicidal (3%)
— Strongly implies that they care about operational success

— Proposition supported by their efforts to practice attacks and to have
viable op sec

Value something more than their lives—their faith

— Final chapter of al Qaeda training manual focuses on challenges of
maintaining faith in captivity

Implications:
— Deterrence by denial of success seems promising
— So too deterrence by threat of punishment—incarceration, not death.

Additional observation: data well demonstrates two effects of
deterrence efforts—restraint and defiance (a hardening of conviction)
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Terrorist Professionals

May be committed to martyrdom ultimately but not here
and now. Want to live to fight another day.

Build reputations on delivery results. They value
success—defined in operational terms, not necessarily
strategic ones.

Implication: may be deterred by uncertainty and risk.

“Defiance response” also evident here: not deterrence
but target substitution.



Movement Leaders

General:
— Also inspired to martyrdom. But later, not sooner.
— Views of US took shape in 1990s in instances of failures of deterrence.
— May welcome US retaliation—help set straight the historical narrative.

Considerable WMD restraint so far in 15-20 years of armed jihad.
Why? Multiple propositions in debate:

— Leadership division over timing, target and fear of negative results
— Preparations effectively suppressed

— WMD not articulated in operational code

— Scarce institutional resources better used for more certain means

— Little tolerance for violence that generates disaffection, disapproval, loss
of enablers and legitimizers

— Value of successful attack: right narrative, right result

Implication: both forms of deterrence seem to play some role but that
role seems modest. Data lacking.



Affiliate Groups (“Franchisees”)

* Have overlapping but not identical goals with “al Qaeda central.”

« Many of these groups are “traditional” terrorist organizations in
that they are competing for local political control and legitimacy.

— Thus they encounter the “traditional” constraints :
» fear of alienating their core constituencies
» the need to act in a way the body politic can accept as just

« and the need to calculate the red line between killing “enough” and killing
too many

» Generally focused on attacks on the “Near Enemy” and reject
attacks on the “Far Enemy” as unhelpful. Reluctant to do “off-
shore development activities.”

« Observation: disharmony between franchiser and franchisees can
be exploited.



Other Components

Operational Enablers:

Committed to jihad but not
self sacrifice.

Operate covertly and thus
stand to lose wealth, prestige,
family.

Special category:
transnational criminal
organizations, some of which
see cooperation with
terrorists as bad for business

Moral Legitimizers:

Also committed to jihad but not
self sacrifice.

But operate overtly and
typically do not see personal
costs in doing so. Some
exceptions.

Value jurisprudential standing,
which West cannot put at risk.

With important exceptions,
they have been a source of
restraint on high lethality
attacks.



Other Components

State Enablers:

State Sponsors:

Restraint re;: WMD well
demonstrated for decades.
— 4 of 5 designated sponsors

of terror are also suspected
of WMD

* Leaders seem to have
understood international red
line.

* But their WMD restraint may
have explanations other than
deterrence.

* Deterrence may be enhanced
by perceived improvements
to US forensics and
attribution capabilities.

Lack of restraint is more a
matter of capability than intent.
Lack means to control sub-
state and other elements
providing support to terrorists.

May need more incentives—
hence focus in USG diplomacy
on opportunity costs.



Assessment

Deterrence is not irrelevant. But it is only one of many tools of
Influence and it may not always be the most effective or reliable.

Deterrence is a strategy for creating or reinforcing disincentives.
Many such disincentives already exist within the militant Islamic
extremist network/movement.

Each component of the network/movement has something that it
values and that can be put at risk.

Both modes of deterrence are relevant.

Deterrence by threat of punishment: seems valuable against states
(sponsors and enablers) but also against foot soldiers and leaders.

Deterrence by denial of success: seems valuable against leaders,
foot soldiers, and professionals.
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Assessment (continued)

5. Plausible cumulative impact of deterrence strategies
vis-a-vis risks of WMD terrorism:

 Not as promising in lowering risks as in Cold War. But that’s
not the whole story.

. May help lower lethality of attacks successfully conducted, by
iInhibiting the participation of those components most important
to reaping the full lethal potential of WMD (state sponsors,
scientific and technical enablers).

. May help curtail campaigns (a particular BW risk), by inhibiting
enablers, legitimizers, affiliate groups.

. May help induce leadership to conclude that any future WMD
capabilities are employed for purposes of deterrence and
defense and not aggression and terrorism.
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1.

2.

Recommendations

To enhance future performance of deterrence by
denial, continue capability and capacity development
already underway.

To better target resources, probe more deeply into how al
Qaeda leaders understand US centers of gravity. (They read
Mao.)

To enhance future performance of deterrence by threat
of punishment, continue development of NCTC/NCPC
collaborations and of improved forensics.

But their improving capacities to punish in a targeted way adds
deterrence value only if the threat to do so also “improves.”
Hence USG focus on declaratory policy.
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Can US Threats Be Made More Credible?

Probably not with declaratory policies alone.
1. Targets of US threats already have well formed views of US.

2. They will look to US military intervention and disengagement from Iraq
for confirmatory evidence of their preexisting views.

3. The credibility of deterrence threats derives in part from a promise of
restraint, which US cannot offer al Qaeda leaders. But others do, and
their statements may be more influential. Also, promise of restraint vis-
a-vis enablers and sponsors is plausible.

Implication: what US does will be more important than what it says, and
what it does must challenge their preexisting beliefs about US.

Note: strategic communication may help reinforce deterrence by denial
of success. Function: to lend doubt, not credibility—doubt that an
operation can succeed and/or can be conducted without identifying
the perpetrators and sponsors.
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Additional Recommendations

1.

2.

3.

Accelerate the development and integration of deterrence
capacities across the USG.

2006 NSCT: “the paradigm for combating terrorism now involves
the applications of all elements of national power and influence.”

Applications for defeat seem further advanced than for deterrence.

How can the Joint Operating Concept on Deterrence be
implemented on an interagency basis?

Refresh national guidance.

Align the distinctions between deterrence and dissuasion with the
explanations of their functions. Dissuade intent, deter action.

Explore alternative deterrence contingencies.

How might the “long war” change over time?

What would be the deterrence challenges associated with al
Qaeda’s success in gaining control of a state with holy sites,
restoring a Caliphate, unfurling a nuclear umbrella, and continuing
efforts to unseat “apostate regimes” and attack the Far Enemy?
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Concerns with Emerging Nuclear
States (not yet nuclear powers)

» History informs that decades may pass before a new
nuclear-armed state develops:

» mature nuclear employment policies and doctrine;
» survivability for nuclear forces;
» security and use control measures; and

> tradition of non-use

» Early on, may view nuclear weapons as just a more
powerful type of military weapon

Ken Waltz has it backward!
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Uncertain Implications of
Next Nuclear Use

» Next use could send a message that triggers a response
» Type of response cannot be known in advance

» For example, next use could be perceived by others as:
* Ineffective and cause of massive suffering to innocent civilians

— Possible response: Renewed international effort to control
and reduce nuclear arsenals

« Key factor in achieving victory and significant gains

— Possible response: Greater incentive for states to possess
nuclear weapons

* Inconsequential (Is that all there is?)

— Possible response: Lax approach to nuclear safeguards and
nonproliferation regime
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Implications for US Policy Goals

» Global environment characterized by increasing potential for
conflicts involving one or more WMD-armed states

 Potential threats to U.S., allies, vital U.S. interests

» Deterrence of WMD use — an increasingly complex task
« Significant increase in potential scenarios involving WMD-armed states

« Some allies likely to be among new nuclear powers

» Ineffective international constraints on nuclear weapon
development and testing
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Priority Goals for US in a
Nuclear-Proliferated World

» Assure threatened allies (non-nuclear and nuclear)
» Deter first use of WMD

* |n conflicts with US and allies

 In conflicts that do not directly involve US and allies

» If WMD use occurs, respond in a manner that:

» Discourages further use; reestablishes deterrence

* Sends message to others (including future adversaries) that:
— WMD use did not result in lasting benefits

— US responded appropriately to defend threatened allies

e Limits damage
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Deterrence: Increasingly
Complex and Uncertain

» Deterrence: Affecting the decision calculus of others

 For specific leaders to refrain from a certain action in a particular
scenario

» Complex

« For each potential scenario, a strategy for deterrence requires an in-
depth understanding of decision-makers, their fears, motives, goals
and potential incentives for restraint

» Uncertain: Deterrence can fail in many ways; e.g.:
* Misunderstanding, miscalculation
» Leaders affected by illness, chemicals, illusions, hidden motives
» Breakdown in command and control
» Deliberate, calculated escalation of an ongoing conflict
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Strategic Capabilities Needed

Contemporary Environ.

Highly-Proliferated Environ.

» Modest ballistic missile defense
(tailored to rogue state threats)

» More robust active defenses; greater
capability for boost-phase intercept;

AS.SUI'e « Second to none nuclear force; greater numbers
Allies deployable to threatened regions « Continuous, more intrusive intelligence
* Paeerlnlnegttgfﬁera: purg)ose_forces « Greater range of offensive capabilities
— deployed fo threatened regions (Nuclear and non-nuclear) — deployed
* Limited number of prompt, nuclear - Prompt offensive capabilities
Deter Eirst and non-nuclear global strike weapons | jenjoved in quantity) to deny first strike
aDefen dses (actl\f/e angldpasswe) that « More robust defenses to “catch”
Use eny adversary iree-riae _ weapons not destroyed by offenses
* Perception of intelligence dominance « Actionable intelligence 24/7
« Defenses to protect allies and deployed| * Layered defenses to protect allies and
Respond to forces operating in threat region deployed forces during contingency
WMD Use « Nuclear and non-nuclear global strike * Greater quantity of prompt, precision

capabilities to tailor response to situation
and limit collateral damage

strike weapons (nuclear and non-
nuclear) of various ranges
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Implications for U.S. Strategic
Capabillities

» Offensive capabillities:

« Conventional: larger quantity of prompt global strike; some deployed
to threatened regions

* Nuclear: precision accuracy; ability to limit effects
» Defensive capabilities:

« Greater quantity, more capable active defenses

 More emphasis on boost phase defense

* Increasing emphasis on passive defenses
» Infrastructure:

« Capable of adapting military capabilities rapidly to changing needs
» Intelligence:

» Persistent, intrusive surveillance of WMD-armed states
» Multiple leadership profiles to support deterrence strategies
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Outline

*Contours of “new nuclear world”
*Proliferation implications

*Policy assessment




Nuclear Energy Today

*15% global electricity demand

*31 countries operating 439 reactors (371
GW)

*11 countries enriching uranium (50 million
SWU capacity)

*5 countries separating spent fuel
commercially

*0 countries with geologic repositories for
nuclear waste




I: Reactor Capacities, 2008*
(Gigawatts electric, GWe)
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*See separate Appendix for details, assumptions, and data for this and other maps.

©Camegie Endowment for Intemnational Peace, www.ProliferationNews.org




II: States Enriching Uranium, 2008

Existing Commercial
Uranium Enrichment

©Camegie Endowment for Intemational Peace, www.ProliferationNews.org




III: States Reprocessing Spent Fuel, 2008

KEY:

Existing Commercial
Nuclear Fuel Reprocessing

©Camegie Endowment for Intermational Peace, www. ProliferationNews.org
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| Nuclear Energy

Enthusiasm

*Since 2005, more than 25 states have
announced new plans for nuclear power

Economist

- s T b aredieh B

Nuclear power's
new age

. *Rebranded as “clean, green, secure”

*But what about proliferation?
(and cost, safety, waste?)
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Renaissance 1s about more than
numbets...

*New kinds of reactors: Gen IV vs. grid-appropriate
*New locations (Middle East, Southeast Asia, Africa )?
*New capabilities
*Recycling techniques + closed fuel cycles for more states?
*More states with uranium enrichment?

Yet, institutional frameworks are lagging to
restrict spread of sensitive nuclear technologies
and strengthen safeguards, security and safety.




*Scenario I:

*Scenario II:

Scenario III:

:.: . .
Nuclear Expansion Scenarios

Modest growth to 2030 (economic
model EIA)

Wildly optimistic (states’ plans)
to 2030

Fourfold increase (based on
climate change, MI'T’s 2003 “high
scenario)




IV. Reactor Capacities for all Scenarios* *
(Gigawatts electric, GWe)

UNITED
STATES

KEY: PN |
|I'\ ."“'l r'..
O Current Capacity L s S [

| (I/UTli ma'f'
(O 1.2030 - EIA Forecast @ &/ -8

3

I .. ‘ :
N = I
Rat 0

14
(O IL 2030 - Proposed Expansion ™)
nov

S
@ 11 2030 - Proposed New capa%{gi

() 1IIb. 2050 - MIT Expansion

-

@ 1115. 2050 - MIT New Capacity

*New nuclear capacities (red, green dots) not necessarily to scale; consult Appendix for data.  ocamegie Endowment for International Peace, wwiw.ProliferationNews.org




Proposed “New” Nuclear States
Proposals as of 2008
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V1. Nuclear Plans and Failed State Indexl' L

Proposals as of 2008
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Planned Reactors -
Approvals, funding or construction
Proposed Reactors -
| Clear proposals, but without firm commitment

Exploring Nuclear Option -
Declared interest, but proposals incomplete
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Enrichment Implications* =
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*See separate Appendix for details. Numbers are rough approximation. ©Carnegie Endowment for International Peace, www.ProliferationNews.org




VII: Enrichment Capacities for all Scenarios
(million SWU /year)
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Spent Fuel: How to Handle?

*More reactors = more spent fuel
*Storage or reprocessing? Prediction tough

*National policies vs. international norms
*Existing storage capacities (S. Korea?)
*International repository?

*Fuel cycle approaches (once-through, one recycle, fast
reactors?) and new technologies

*Cost

GNEP FACTOR




i N
Proliferation implications
(or, the problem’s about to get bigger...)

“The rise in nuclear power worldwide, and
particularly within Third World nations,

Inevitably increases the risks of proliferation”
(State Dept International Security Advisory Board, 2008)

Why and how?
*Theory

ePractice




i
Theory: nuclear power & proliferation

*Power reactors
—None (because power reactors never used to
produce nuclear weapons)
—Some (develop S&T base, and offer “excuse” for
other fuel cycle capabilities)
—Significant (can divert LEU and enrich, or use
reactor-grade plutonium for weapons)

*Enrichment, reprocessing
—All agree that these are the key technologies for a

weapons program, but processes are entirely legal
under NPT




Practice: nuclear power & proliferation

* Where best to draw the line?
— NPT = manufacture of a nuclear weapon
— Nuclear Suppliers Group = nuclear test?
— Fuel supply assurances = Enrichment?
Reprocessing?




Implications for Proliferation

More LWRs = more expertise, materials in flow, more
enrichment. CANDUs?

* New vendors (e.g., China, India, South Korea) may require fewer
nonproliferation commitments for trade

If develop a new “second tier” of nuclear energy states,
complicates diplomacy in nonproliferation regime

Prestige and latent capability may factor into decisions

about nuclear energy
* Regional security reverberations?

Still no consensus on restricting enrichment &

reprocessing

* Status of fuel supply assurances unclear
* UAE steps positive. Who will follow?




Implications for Security

*Terrorism threat
—That terrorists could steal directly weapons-usable
nuclear material from civilian facilities
—That terrorists could sabotage nuclear power plants or
fuel storage

It matters where plants are, how spent fuel pools are
designed, and how tight security is

*Mitigating the risk
—Shape fuel cycle to limit amount of directly weapons-
usable nuclear material

*LEU, closed fuel cycle
*Limit geographic spread of sensitive fuel cycle facilities

—Enhance focus on security

*Wortld Institute for Nuclear Security
*Better adherence to international standards (CPPNM)




Policy Assessment

* Before, nuclear power was “uneconomic

and unnecessary,” particularly for oil
producers. (Bushehr before 2003)

*Now, nuclear energy 1s acceptable for all
because of energy security, climate change

It might still be uneconomic and
unnecessary.




Mitigating Proliferation Risks

*Take a step back from promoting nuclear energy
for all (and especially, national plans)
*Promote all energy options (incl. efficiency) and
all approaches, including regional facilities,
cross-border transmission, regional fuel cycle
centers
*Let international financial institutions continue

with previous approach
*Adopt IAEA Additional Protocol as standard of
supply
*Increase transparency and tighten restrictions on

sensitive technologies
*Phase out national enrichment capabilities?




Are We Safer from Nuclear Proliferation and Terrorism Now than
When Cooperative Threat Reduction Began?

Keynote Address by William H. Tobey

Deputy Administrator for Defense Nuclear Nonproliferation

Good afternoon. It is an honor to speak today to such a distinguished
and experienced audience on such an important topic. | began my
career some time ago as a Presidential Management Intern in the
Office of the Secretary of Defense, and it is a pleasure to be back in
the DoD fold at the National Defense University.

| will try not to date myself, but | will say that when | began my career
at DOD, the international landscape and the proliferation threat were
dramatically different than they are today. As that international
landscape changed, most notably with the dissolution of the Soviet
Union, the nonproliferation regime and U.S. national security strategy
have evolved. A centerpiece of this strategy was the Cooperative
Threat Reduction program created by Senators Sam Nunn and
Richard Lugar to address timely new concerns brought on by these
changes. Since its inception under the first Bush Administration,
Cooperative Threat Reduction has worked to eliminate and dismantle
strategic nuclear arms, strengthen security at former Soviet nuclear
sites, and improve nuclear export control capabilities, among other
priorities. Under this rubric, and through the contributions of the
Departments of Defense, Energy and State, the United States
provided nonproliferation and nuclear security assistance to Russia
and the former Soviet states on an unprecedented scale.

Cooperating to reduce the threat of proliferation, the United States
and Russia have achieved significant progress, surprising the most
ardent skeptics. Remaining work is underway to complete the scope
of work agreed upon as a priority by both countries. In the meantime,
the international environment has continued to change, bringing with
it new security concerns and threats. Today’s more complex
proliferation threat hinges upon emerging threats by nation states and
the potential use of nuclear materials by non-state actors.



Today'’s proliferation threat is more complicated than it was when
cooperative threat reduction began. The distinguished panelists
earlier today elaborated on the varied motivations, perspectives, and
technical pathways which shape the proliferation landscape of today.
These realities must be considered to develop successful strategies
to prevent future nuclear proliferation. So must past and current
efforts. This afternoon | would like to evaluate our progress, looking
first at current nonproliferation efforts, then some specific examples of
nonproliferation successes and challenges, concluding with a net
assessment.

Material Security Efforts

The first priority of any strategy to counter nuclear terrorism and
proliferation must be to secure nuclear weapons themselves and
weapons-usable material. At the National Nuclear Security
Administration, we are working in over 100 countries globally to
advance nonproliferation objectives by detecting, securing, and
eliminating dangerous nuclear and radiological materials. We focus
on the following priorities: 1) securing fissile material at its source as
a “first line of defense” to prevent access most directly; 2) detecting
and deterring illicit trafficking as a “second line of defense”; and 3)
securing civilian nuclear and radiological materials. We recognize
the urgency of this mission and have accelerated these
nonproliferation efforts in response.

The Departments of Energy and Defense are working to secure 148
nuclear weapons or material sites in Russia. Security upgrades are
87% complete at sites in Russia under the Bratislava Initiative, and
upgrades are underway at the balance of sites. We are on target to
complete the balance of these sites by the end of this month. While
we received additional workscope after the Bratislava Initiative that
will be completed over the next two years, nuclear security in Russia
Is vastly better than it was in the 1990s.

We recognize, however, that not all material of concern is in Russia.
In response, we have expanded the scope of our international work to
new countries and civil materials. To support the minimization of the



civilian use of Highly Enriched Uranium, HEU, globally, we are
converting research reactors domestically and abroad to low enriched
uranium and repatriating the HEU back to Russia and the United
States. To date, we have converted or closed 62 reactors in some
32 countries, and have removed over 1,190 kilograms of U.S.-origin
HEU and helped repatriate 765 kg of Russian-origin HEU. Moreover,
these efforts are accelerating. For example, since the Bratislava
Initiative was announced, we have converted 13 reactors from HEU,
versus only 1 during the previous comparable period. We have also
recovered over 18,500 radiological sources within the United States
and secured more than 700 vulnerable radiological sites overseas.

Material Detection

In addition to these material security efforts, the National Nuclear
Security Administration works to advance material detection
capabilities across the globe. As an important complement to
physical security improvements, the Second Line of Defense
Program enhances our foreign partners’ ability to interdict illicit
trafficking in nuclear materials through the deployment of radiation
detection systems at high-risk land-border crossings, airports and
seaports. To date, we have installed radiation detection equipment at
high-volume, strategic “Megaports” in 19 countries, with work
underway in a total of 25 countries. We have also equipped 160
Russian border crossings with radiation detection equipment, as well
as another 53 border crossings in other countries. Portal monitors
have already detected attempts to smuggle highly enriched uranium
and other dangerous materials, resulting in seizures of material and
arrests of smugglers.

We are also taking aggressive steps to interdict illicit transfers of
weapons-usable nuclear materials and equipment, and to prevent
dissemination of related sensitive nuclear technology via
strengthened export controls and cooperation. The National Nuclear
Security Administration is on the front line of efforts to help countries
meet their security and export control obligations under United Nation
Security Council Resolution 1540.

In just the last year, we have trained approximately 1,000 licensing,
industry, and customs officers to assess export license applications



and identify strategic commodities. Commodity Identification
Training, underway with more than 50 partner countries, trains
frontline customs enforcement and export control officials to
recognize dangerous commodities shipped via commercial trade.
Our goal is to ensure that “trained eyes” monitor international
commerce to prevent illicit nuclear trafficking. We have also been
active participants in the Global Initiative to Combat Nuclear
Terrorism, which provides the practical means to achieve the legal
mandates of United Nations Security Council Resolution 1540.

Material Disposition

We also work to dispose permanently of weapons-usable nuclear
material. Through our Highly Enriched Uranium Transparency
Program with Russia, we have overseen the verifiable downblending
of more than 350 metric tons of Russian former-weapons HEU. This
material then is provided to commercial U.S. nuclear power plants to
provide half of their total fuel consumption. As nuclear power
provides 20% of American electricity, on average, one in ten U.S.
light bulbs is powered from material once aimed at the United States
or our allies. To date, this program has disposed of enough material
for 14,000 nuclear weapons.

In November of last year, we reached agreement with Russia on a
technical and financial plan to eliminate 34 metric tons of their
weapons-grade plutonium. Russia will dispose of this material via
fast reactors, while the United States is meeting its commitment to
eliminate 34 metric tons of plutonium from the U.S. stockpile by using
this material as Mixed Oxide (or MOX) fuel in U.S. power reactors.
To date, we have placed over 40,000 cubic yards of concrete and
6,000 tons of rebar at the MOX project, the largest construction
project in the Southeast United States and the largest nuclear
construction project in America. The 34 metric tons of plutonium will
provide enough fuel to power 1 million households for 50 years, and
there is every reason to believe that we will be able to add to that
total. It will also enable us to hold Russia accountable to their parallel
obligation to dispose of plutonium.



This year, we reached an historic nonproliferation milestone by
ceasing operation of two reactors located in the city of Seversk,
Russia, thus ending 43 years of weapons-grade plutonium production
there. We anticipate shutting down the sole remaining weapons-
grade plutonium production reactor in Russia no later than 2010, and
are hopeful that it can be done in the fall of 2009, more than a year
early.

These are tangible examples of nonproliferation successes in the last
fifteen years. However, a look at notable nonproliferation
developments during this timeframe, via individual case studies,
provides additional detail.

Successes: Case Studies

In the last fifteen years, the proliferation landscape has been dotted
by both success stories and emerging threats. Case studies of both
positive and negative developments shed light on whether we are
now safer from a proliferation standpoint. During this time, the United
States and Russia significantly reduced their nuclear stockpiles.

This disarmament work continues as both countries work towards the
2012 Moscow Treaty targets. Already, in the United States, fewer
than 3,800 operationally deployed strategic nuclear warheads remain
in the current U.S. stockpile. Once the Moscow Treaty targets are
achieved, the U.S. stockpile will be at its lowest level since the
Eisenhower Administration.

The exponential horizontal proliferation feared by some, most
memorably by President John F. Kennedy, thankfully did not come to
pass. Indeed, we have even witnessed reversals and renunciations
of nuclear weapons programs.

South Africa's historic decision in 1989 to halt its nuclear weapons
program, begun in the 1960s, and its subsequent accession to the
Nuclear Nonproliferation Treaty as a non-weapons state provided a
note of optimism in the then Cold War-dominated nuclear scene.

The renunciation of former Soviet nuclear weapons in the then-Newly
Independent States further demonstrated that nuclear legacies can
be undone. Together, Kazakhstan, Ukraine, and Belarus all took



action to send their nuclear weapons to Russia and dismantle their
weapons infrastructures.

The more recent case of Libya's abandonment of its nuclear program
is another significant nonproliferation success. Like the other
examples, Libya's reversal was a calculated political decision based
on numerous considerations. Similarly, it required international action
to detect, dismantle, and dispose of its nuclear program.

Earlier this year, the Departments of Defense and Energy worked
together to remove 550 metric tons of uranium oxide from the
Tuwaitha nuclear complex in Irag. While the IAEA and the Iraq
Survey Group have documented the progress and regress of
Saddam’s nuclear program, there can be no doubt that it has ended.

Emerging Challenges

Despite examples of success in preventing or rolling back
proliferation of nuclear weapons among nation states, emerging
proliferation threats pose new challenges. In the case of Iran, what
some believe to be the inherent bargain of the Nuclear
Nonproliferation Treaty is being placed under increasing stress. The
Nuclear Nonproliferation Treaty affirms the right to peaceful nuclear
technology but simultaneously confers an obligation for nuclear
safeguards. The International Atomic Energy Agency Board of
Governors referred Iran’s noncompliance with its safeguards
obligations to the United Nations Security Council. To date, Iran
refuses to provide adequate transparency to restore international
confidence. Indeed, Iran's continued uranium enrichment activities,
in defiance of United Nations resolutions, compound these concerns.

North Korea remains a concern, despite the resumption of
disablement activities at Yongbyon. The United States, along with
our partners in the Six Party Talks, must continue to work with North
Korea to ensure it fulfills its commitment to abandon its nuclear
weapons and existing nuclear programs.

Finally, the questions surrounding the case of Syria suggest a
possible new, and troubling, proliferation development, notably



collusion between Syria and North Korea. The IAEA investigation
into Syria’s nuclear activities continues, but in the interim the Syria
example has once more pushed the topic of clandestine nuclear
activities upon the international community.

Net Assessment

The post-September 11 recognition of threats posed by non-state
actors added a new dimension to the nuclear threat. However, it
also forced the acceleration and expansion of existing
nonproliferation efforts and effected a global consensus on the need
for further action. Today we have secured or disposed of hundreds
of tons of nuclear material. We have deployed far more human and
technical capabilities to detect and deter illicit trafficking in nuclear
material. We have built strong international efforts to stem
proliferation, such as the Proliferation Security Initiative and the
Global Initiative to Combat Nuclear Terrorism. While we continue to
be troubled by emerging proliferation threats, far more states have
relatively recently renounced nuclear weapons programs than are
pursuing new ones.

By these objective measures, the United States is safer now from
nuclear terrorism and proliferation than we were fifteen years ago.
Does this mean that we should feel any less urgency toward
continuing our nonproliferation work? No. Does this mean that we
can cut nonproliferation budgets? No. Does this mean that nuclear
terrorism and nuclear proliferation are no longer among the top
threats to our national security? No.

What it does mean is that we should take heart from our successes.
That while it is difficult, if not impossible, to know whether or not we
are safe from nuclear terrorism in an absolute sense—we can know
that we are safer than we were in the 1990s. This should temper our
resolve to persist in our efforts to counter nuclear terrorism and
proliferation with hope that we can succeed, and thereby strengthen
our commitment to prevail against the threats of nuclear terrorism and
proliferation.

Thank you. | look forward to your questions.
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