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Foreword

This book includes papers presented at the Second International Transformation
(ITX2) Conference, held in Rome, Italy, at the NATO Defense College (NDC) June
21-23,2011, as well as a summary of the conference discussions. Co-hosted by NDC,
Allied Command Transformation (ACT), and the International Transformation (ITX)
Chairs Network, the conference brought together academics, policymakers, and practi-
tioners from 13 nations to discuss the topic of “Capability Development in Support of
Comprehensive Approaches: Transforming International Civil-Military Interactions.”

The growing importance of the Comprehensive Approach in NATO, and com-
plex operations in individual nations, shaped the conference agenda and associated
papers. The meeting's focus on capability development provided a tangible comple-
ment to the conceptual discussions of the Comprehensive Approach that have taken
place at senior policy levels. The effort leveraged the first International Transformation
Conference, which was held in Stockholm, Sweden, in 2009. The resulting publication,
Crosscutting Issues in International Transformation: Interactions and Innovations among
People, Organizations, Processes, and Technology, is being used in U.S. Professional
Military Education institutions as well as to support ACT’s national “Chiefs of
Transformation” activities. We welcomed the chance for ACT, NDC, and ITX
Chairs Network to partner on the ITX2 conference and address these issues.

Fifteen of the chapters published in this volume were presented in Rome. The
16th was submitted afterward. The views are those of the individual authors. Based
on the themes developed during the conference, the chapters are grouped in five
categories associated with the Comprehensive Approach: (1) Concepts, Policy,
and Organization; (2) Technology; (3) Leadership, Management, Education, and
Training; (4) Integrated Approaches; and (5) Case Studies.

We hope that you will find this volume useful, and we welcome feedback.

Hans BinNENDOK Ricuarp D. Hooker
Vice President for Research and Applied Dean
Learning NATO Defense College

National Defense University

RoserT G. CooLiNG
Vice Admiral, Royal Navy
Chief of Staff

Allied Command Transformation

vii






Acknowledgments

implement a Comprehensive Approach (CA) to address international security

challenges involving civil and military actors. The importance of a CA was iden-
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The International Transformation

Chairs Network

he International Transformation (ITX) Chairs Network has its origins

in U.S. professional military education (PME) but has become interna-

tional, adding representatives from Australia, Singapore, Sweden, the United
Kingdom, the North Atlantic Treaty Organization (NATO) Allied Command
Transformation (ACT), and the Civil-Military Cooperation Centre of Excellence.
The network’s mission is to “provide a forum to challenge thinking, leverage shared
knowledge and inform the debate about the national and international security impli-
cations of global transformation.” The vision is to “assist national security leaders and
decision-makers in preparing for a future filled with complexity, chaos, and surprise.”
The network approaches transformation as a process that shapes the changing nature
of competition and cooperation through concept development and innovation manage-
ment across people, processes, organization, and technology. Research by the network
includes crosscutting interactions among those areas.

The goals for the network are to:

+ inform ongoing debate with forward-thinking concepts on major transfor-
mational issues

+ conduct research that identifies crosscutting issues, opens new vistas, and
validates (or challenges) current initiatives

+ serve as a resource in support of national and international leaders in real-
izing the transformational potential of Comprehensive Approach capabilities

+ shape and share curricula to help educate and prepare future leaders and
decision makers.

The network has contributed directly to changes in the U.S. military education
policy, published monographs, and supported a variety of U.S. Department of Defense
international activities.

In 2009, together with the Swedish Defence Research Agency, the network co-
sponsored the first International Transformation Conference in Stockholm. The
resulting publication, Crosscutting Issues in International Transformation: Interactions
and Innovations among People, Organizations, Processes, and Technology, is in its second
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printing and used in U.S. PME institutions as well as to support ACT’s national
“Chiefs of Transformation” activities.

In 2010, the network, in support of ACT, began to research ways to develop ca-
pability in support of the Comprehensive Approach. This work reinforced the natural
synergy between the two organizations, both of which are catalysts for change and seek
to bring together diverse audiences to promote learning and the development of solu-
tions. As preparations for the I'TX2 conference developed, the network invited both
internal and external papers and worked closely with U.S., NATO, and international
institutions to refine the agenda.

Current objectives for the ITX Chairs Network are to:

+ help develop and educate leaders for a future filled with complexity, chaos,
and surprise

+ forge ties to ACT and the Civil-Military Cooperation Centre of Excellence
to further the development of Comprehensive Approach capabilities

+ contribute to the development of Joint Learning Concepts in support of
capabilities development and curriculum change

+ begin plans for a third International Transformation Conference in 2013
focused on leadership education.
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Part 1
Concepts, Policy, and Organization
for the Comprehensive Approach




In 2008, the North Atlantic Treaty Organization (NATO) agreed to develop and
implement the Comprehensive Approach (CA) concept to address international
security challenges involving civil and military actors. The commitment to CA was
reaffirmed at Lisbon in the Alliance’s 2010 Strategic Concept. Motivations included
both the need for effectiveness in an increasingly complex international environment,
and efﬁciency in an era of declining defense resources.

However, implementation of the CA and its structures has to be grounded in the
political realities surrounding any major operation, whether in response to a manmade
crisis or a natural disaster. Not only will political imperatives drive the structure, scope
and timing of any CA, but they also have a tendency to change rapidly as part of either
the domestic issues of the day or the response from the international community.

Partly as a result, the Alliance has not yet agreed on a precise definition of the CA.
But this should not be a cause for inactivity. All agree that CA refers to the integration,
in some manner, of military and civilian activities, including nongovernmental organi-
zations (NGOs). The Dutch Foreign Ministry recommendation that the approach be
“as civilian as possible, and as military as necessary” seems correct.

As the papers point out, under any CA definition, NATO will need an effective
change management process to prepare for operations in complex, civil-military envi-
ronments. Developing such increased agility, in itself, can be valuable asset for facing
afuture that is likely to be filled with chaos, complexity and surprise. Moreover, many
of the capabilities that can be applied in different civil-military contingencies can be
developed at relatively low cost by leveraging private sector developments.

It became evident during the conference discussions, and in reading the submitted
papers, that there are at least four different concepts associated with CA. These are:

+ An externally-driven CA, led by an international political entity like the UN
or the European Community, which NATO supports. This view, that there
isnota “NATO Comprehensive Approach,” but rather “NATO’s contribu-
tion to a CA by the whole of the international community” was articulated by

NATO Deputy Secretary General Claudio Bisogniero (Bisogniero, 2008).
+ An Alliance-wide CA focused on NATO-led military operations that are

“multi-organizational/multi-national and of a complex nature,” and through-
out the Hallett and Thorngren chapter. This will require better civil-military
coordination among Alliance members and by nations themselves.



+ National-level activities requiring “whole-of-government” (in the United
States) or “cross government (in the United Kingdom) approaches.
Ambassador Herbst discusses this at length in describing United States
preparations for “complex operations,” as does Professor Neal in relation to
“adoption of CA at a national level.”

+ Sub-Alliance-wide activities, such as the “application of a CA in a 3-star
operational headquarters” suggested by Julian Lindley-French [Hallett 14]
or the need for forces at all levels to link to local stakeholders [see Wells,
Pudas, McNitt in Section 4].

The terms capability and capacity often are confused. Julian Lindley-French has
explained: “Capability is the military means required to be effective in robust environ-
ments over distance and under threat. Capacity is having sufficient numbers of forces
to be effective in such environments over time and in the face of any threat. Capability
is focused on immediate effect and thus emphasizes impact, whereas capacity is about
longer term effect and thus reflects mass” (Lindley-French, 2006: 262).

Professor Derrick Neal sets the stage for the book with an overview of evolving
CA-related concepts and policies, as well as efforts to gain acceptance for the approach.
He then describes the change management and organizational dimensions of CA, not-
ing that activities must be co-evolved in several dimensions (mindset, processes and
practices, understanding, etc.) if true change is to occur. He is concerned that some
of the drivers of successful change (such as a sense of urgency, or a guiding coalition)
may not be present now, recognizing that a majority of change initiatives do NOT
succeed. He recommends starting with small-scale efforts, coupled with focused com-
munications, to achieve eatly, recognized, successes.

Ambassador John Herbst examines the recent evolution of United States thinking,
policy and organizational development for complex civil-military operations to deal
with failed and failing states. He notes the way the United States has increased its
civilian capabilities for operating in such environments, and discusses the application
of these principles to NATO and the Comprehensive Approach.

CDR Michael Hallett and Mr. Oke Thorngren explore the conceptual boundaries
of the CA and offer a working definition. They consider CA as a structured design
process to generate effects through systematic interactions and the co-evolution of
capabilities. They propose an approach that downplays the importance of materiel
solutions and emphasizes interoperability and training to facilitate interactions that
add value to the lives of local populations. This reinforces the point made by the House
of Commons Defence Committee (cited by Professor Neal): “the point of war is not
just to win, but to make a better peace” (HCDC 2010).

Dr. Christopher Schnaubelt examines ways by which strategy can be developed
for the Comprehensive Approach which involves civilian organizations. He proposes
a process to link ends + ways + means to produce clear guidance, often through non-
linear, iterative steps. The chapter concludes with four characteristics to avoid that
often relate to “bad strategy.”






Chapter 1
The Comprehensive Approach: Lessons
for Its Adoption from a Change

Management Perspective

DEerrick J. NEAL

Abstract

The concept of a Comprehensive Approach (CA) is considered from the perspective
of the UK Ministry of Defence and NATO highlighting the initiatives and challenges
that are being confronted. The implementation of the CA can be seen as a change
management process and hence the chapter considers a number of change models,
the drivers and resistors to change, and then positions this against the efforts to op-
erationalize the CA. In particular the key elements of change involve establishing a
real sense of urgency for change, the role of the change agent, and change leadership
combined with recognition of the importance of the cultural dimension of change. The
chapter concludes that the scope for developing eatly wins in order to gain a degree
of momentum has a great deal of merit and that this can be best achieved through its
application on a small scale at the less complex end of the spectrum. It also concludes
that a reasonable case can be made for NATO to have some civil capability that could
be deployed as an interim measure in a complex crisis scenario. The key to success in
this activity is the provision of joint exercises and training such that confidence in the
CA can be developed and used as a basis for implementing it more fully.

Introduction

Although the concept of the CA is relatively simple to understand and the merits of
its adoption are both clear and obvious, it remains a particularly difficult concept to
bring to bear within multinational and multiagency complex scenarios. The academic
literature on strategic management, (Johnson & Scholes 2002; Mintzberg, Lampel
& Alhstrand, 2002; Hamel & Prahalad, 2000), has explained the importance of
this concept when they talk about stakeholder engagement and the need to include
stakeholder expectations in the strategy creation process. The merits of a CA are so
obvious that one might be excused for modifying the term slightly and making refer-
ence to a “common sense approach” in light of the fact that within any organisation
there is a need to work in a cooperative and collaborative manner if processes and tasks
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are to be completed efficiently and effectively. However, it is not possible to achieve
this without engaging in dialogue with stakeholders, to understand their expectations
and the value sets and propositions upon which their expectations are founded. It is
also necessary to be able to establish ways and means to find the “common ground”
such that the organisations can agree on a mode of operation that respects the aims,
aspirations, values and behaviours of all parties. There are of course, aspects of group
decisionmaking that need to recognise that some stakeholders are either more influ-
ential than others and that not everyone sitting around the table should necessarily
have an equal voice. It is often necessary to recognise that for a given situation some
skills and resources are more important than others and that it is only through an open
and honest dialogue that the value of the range of contributions can be recognised.
The notion of cooperation and collaboration can be difficult enough to implement
within a single organisation. However, the challenges escalate an order of magnitude
when organisations are dealing with multiagency bodies that may well also involve
organisations from a range of different nations. Such situations often have the ad-
ditional dimension of being time limited in terms of having to find an effective way to
work together. A commonly-quoted scenario is that of the delivery of humanitarian
assistance due to either a man-made or natural disaster. Neal & Fitzgerald (2002)
made particular mention of this in their paper that explored the challenges faced by
nongovernmental organisations (NGOs) working in a crisis situation where multia-
gency actors were involved in the delivery of aid.

Another aspect that makes the adoption of the CA particularly difficult is in
time-bounded situations and events where various levels of military intervention are
required. The environment itself can be extremely dynamic and as such the actor/
agency (or organisation) that is in the best place to lead on a particular activity can
change both rapidly and frequently. It is often held that the key skills that are neces-
sary in such a dynamic situation are those of planning, command and control, plus the
ability to pull together a range of capabilities at short notice and deploy them on an as
required basis. For right or wrong, this skill set is often seen as residing in the military
and as such they are seen as the default organisation to take the lead and act in the best
interests of the array of stakeholders. Quite understandably this has led to a number
of situations where the outcome has not been the desired state and was captured most

effectively by LaRose-Edwards (2008) with his phrase “the fog of peacekeeping.”

The Journey to Realising the CA

It may well be the case that the UK was one of the first, if not the first, to produce a
definitive statement as to what they understood by the term Comprehensive Approach,
and this is encapsulated in Joint Discussion Note 4/05 (MOD, 2006). In simple terms
the CA was defined as; “Commonly understood principles and collaborative processes
that enhance the likelihood of favourable and enduring outcomes within a particular

situation” (MOD, 2006: 5).
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The language of the day also linked the notion of the CA to the military idea
of the Effects-Based Approach’ and that this needed to be seen within the context
of the complexity, duration and nature of the situation and the potential benefits of
collaborative action.

The document highlights that there are four guiding principles of the CA con-

ceptual framework, namely:
+ aproactive cross- Whitehall approach
+ shared understanding
+ outcome-based thinking
+ collaborative working,

The document then makes a statement about enabling the CA:

the principles underlying the CA need to be at the heart of routine cri-
sis management machinery in order to support the processes which could
be put into place when assessment staffs identify that a crisis is of sufficient
gravity, urgency or complexity. An invigorated process of pooling individual
Department’s assessments of indicators and warnings would ensure that
a common and early understanding of a crisis is achieved (MOD, 2006: 7).

Although it is the intention of the document to set the over-arching approach, it
then moves the debate more specifically towards the implications for the military. In
particular it highlights how a military might adopt the CA and some of the specific
advantages that can be gained through the adoption of the CA and some of the chal-
lenges that need to be faced for the CA to be accepted and adopted.

Although the UK Ministry of Defence has taken a position on the issue of the CA,
other nations and other organisations have also put a “stake in the ground” in terms
of what CA means to them and how they interpret the implications. There is not a
great deal of evidence of alignment between key actors in this regard and whilst they
may agree on some aspects, they take a different view on other aspects of the CA and
as a consequence this has contributed to the difficulty in moving the agenda forward
in a coherent way.

However, given the significance of the challenges being faced by the UK govern-
ment in general and the UK MOD in particular, the House of Commons Defence
Committee (HCDC) conducted a review of progress on the topic in 2009 and pro-
duced a report in 2010 under the heading; “The Comprehensive Approach: the point
of war is not just to win but to make a better peace” (HCDC, 2010).

This is a large document that has been produced following extensive interviews
from many subject matter experts from within and beyond government. A number
of recommendations are made that are logical extensions of the challenges and issues
that need to be addressed for the CA to be delivered successfully. Many of these are
simply common sense and are concerned with ensuring joint training for a range of
actors both within the UK and international partners. It was particularly interesting

7
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to note the input from one SME, Professor Theo Farrell, concerning the lack of cross-
government doctrine on the CA and pointed out:

we do not have a cross-government doctrine on the CA. The doctrine that we
have was developed by the Doctrine Command, DCDC, in January 2006. Note
that it was a Joint Discussion Note (JDN), that is very important. They used
the word “discussion” because they wanted to indicate to the other government
departments that this was not a Joint Doctrine Note, it was for discussion and
they were going to engage them, but, of course, they immediately rubbed up
against the other government departments because they feel this is military
led, which it was at the time, and they do not understand why they should buy
into a military concept. As yet we still do not have one (Interagency doctrine)
whereas the Americans are developing a joint doctrine. The State Department
has a project which is led by a British Colonel (HCDC, 2010: para 22).

The CA is also covered by the British Defence Doctrine (BDD) in document
JDP 0-01 which was published in 2008. In particular, under the heading of Crisis
Management the topic of the CA is explored with particular reference being where
it states:

Above all, a CA requires those dealing with a crisis to be predisposed to
cooperation and structured to develop a shared understanding of a situ-
ation and its dynamics. This approach should aid the formulation of an
agreed collective intent and output-focused objectives, leading in turn to
the implementation of mutually supporting activities, Where it is not possi-
ble to coordinate or regulate all participants, actions and effects, then steps

should be taken to achieve de-confliction at least (MOD, 2008: para 138).

The UK has now merged the issues of Security and Defence and the publication of
the National Security Strategy (NSS) and the subsequent completion of the Strategic
Defence and Security Review (SDSR) bring together all of the key issues that need to
be addressed in a structured and coherent manner. Figure 1 highlights the emphasis
that is placed on each of the elements and it should be noted that NATO implica-
tions feature to a greater or lesser extent within each of the elements within the figure.

The NSS has a number of Fact Sheets that sit behind the document and of
particular relevance is Fact Sheet 21: Coordinating Our National Security Approach
(NSS 2010, Fact Sheet 21). This document highlights how complex the response
systems were in the UK when having to confront a threat. Under the new approach
a much more simplified structure will be used in the future and it recognises the need
for a much more “joined up” approach across all of Government and in particular the
need for cross-cutting structures.

Although these statements make it clear that the UK Government is openly
embracing the concept of the CA, it does not actually use the words but simply pres-
ents its strategic intent. Interestingly, the document then goes on to make the point
that irrespective of all of the new structures and responsibilities, what is really being
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described here is the need for a change in culture such that coordination and coopera-
tion is embraced in a positive way, ensuring resources are being used and deployed in
an efficient and effective way.

Figure 1. The Relationship between NSS and SDSR

[Strategic context] The context within which we operate
The focus of the NSS . )
[Ends] What we are seeking to achieve

How we seek to achieve these ends
[Ways]

The focus of the SDSR The resources we can devote to
[Means] L
achieving them

Source: NSS (2010), Fact Sheet 1.

NATO has, as well, made good progress at understanding and trying to define the
issues associated with the CA and much has been written about NATO operations
and the challenges that they have to confront almost daily. Lindley-French (2006)
presents a rather compelling argument that considers the Capability-Capacity crunch
that NATO is having to address where he explains that the crunch occurs when there
isa“.... gap between what needs to be done to manage crises effectively and to achieve
a peaceful solution and what can be done.” The paper then explains that, “capability
is the military means required to be effective in robust environments over distance
and under threat. Capacity is having sufficient numbers of forces to be effective in
such environments over time and in the face of any threat. Capability is focused on
immediate effect and thus emphasises impact, whereas capacity is about longer term
effect and thus reflects mass” (262).

This description is particularly important as it sets the scene for the argument
that is developed in the remainder of the paper and in particular issues associated with
challenges faced by NATO Europe. For example and paraphrasing, “there is a split
between those members who are militarily capable and those that are militarily chal-
lenged and the difficulties many are facing transitioning from main defence forces to
an advanced expeditionary role” (Lindley-French, 2006: 264). The case is also made
that some of NATO's European members are not well structured and will continue
to find it difficult to make the necessary commitment of capability to operations at a
level that the U.S. military would expect of them. To this end, some nations have to
make decisions about which elements of a 3-block war? they will engage in and those
where they cannot commit levels of capability or capacity. Such situations can only
compound the challenges and issues that need to be addressed in order to operate
within the CA concept.

Of course, as the nature of the operations themselves become more complex and
actors are operating on a stage that simultaneously involves high-intensity conflict,
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insurgency, peacekeeping and re-construction, the concept of the CA becomes more
difficult to apply. One also has to remember that although the issues of Capability and
Capacity have been at the front of the stage governments and the military themselves
recognize that other instruments of influence also have a role. For example, the use of
soft power such as Diplomacy and Economic measures has a role to play. For NATO
this is particularly challenging as it find itself in situation where it needs to be working
with UN agencies, NGOs and private sector organisations in non- or semi-permissive
situations. This has generated a debate as to whether NATO should also have a non-
military arm and resources that it can deploy. It is unfair to charge NATO with having
been slow adopting the CA. There have been a number of initiatives to try to move
the agenda forward and there have been a number of summits that have been held
considering the CA challenges. In particular the Riga Initiative in 2004 introduced
the concept under the heading of Concerted Planning Action (CPA). This was fol-
lowed by the Riga Summit in 2006 where the CA was formally put on the agenda. The
progression and issues were well presented and discussed by Petersen & Binnendijk
(2007) and they noted that during NATO's involvement in three broad operational
phases: military (Kosovo, Afghanistan), postconflict stability operations (Bosnia,
Kosovo, Afghanistan) and reconstruction operations (Bosnia, Kosovo, Afghanistan,
Iraq), they have performed well in terms of organisation for the military component.
What they believe is missing is any organised deployable civil-military capacity to ad-
dress either stabilization or reconstruction operations. They suggest that “the solution
may not be a standing force but should be at least a pre-planned menu of capabilities
organized and exercised together periodically that constitutes a viable set of civilian
skills and military resources to provide immediate triage to destabilized populations
in conflict or crisis (Petersen & Binnendijk 2007: 3).

At the GLOBSEC in January 2008, the NATO Deputy Secretary-General,
Claudio Bisogniero, made a speech entitled “Assisting Afghanistan: The importance
of a Comprehensive Approach.” Although the speech covered a number of areas,
it also highlighted the issue of there not being a single view of what the CA entails.
Bisogniero said the following:

We all know that military force is not enough on its own to safeguard and promote
security, Lasting progress in Afghanistan will only come if security improvements
are accompanied by improvements in other fields, such as job opportunities,
medical facilities, education services, power supply and transport infrastructure. ..
[L]asting progress also requires more visible in-country ownership—by which I
mean Afghan ownership. Without this, outside agencies may eventually even be
regarded as “occupiers” and the indigenous government will be perceived as weak
and ineffective... [D]elivering this overarching international strategy, with the nec-
essary in-country ownership, is what NATO means by the term “Comprehensive
Approach.” This CA, this overarching international strategy, means first of all the
effective coordination of military and civilian elements. But it also means the effec-
tive coordination of the international actors and the Government of Afghanistan.”
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He then went on to say that “First of all let me make it clear that we are not talking
just about NATO’s Comprehensive Approach,’ but about NATO's contribution to
a CA by the whole of the international community” (Bisogniero, 2008).

Jakobsen (2008) produced a report for the Danish Institute for International
Studies (DIIS) concerning the progress being made within NATO on the implemen-
tation of the CA and although the report is quite extensive, there were several key issues
highlighted that are pertinent to this paper. They identified the four requirements that
are necessary to realise CA in its ideal form as being:

+ shared understanding of the problems at hand and agreement on the polit-
ical-strategic aims and objectives that international involvement in a given
conflict should seek to achieve

+ doctrine and institutional procedures facilitating the formulation of common
operational objectives and strategies, as well as joint planning, implementation
and evaluation with other actors in all phases of an operation (pre-deploy-
ment, deployment, post-deployment)

+ a culture of cooperation and mutual understanding providing the different
actors involved with the mindset required to think and act in a comprehen-
sive manner

+ economic, civilian and military capacities required to implement CA in the

field (Jakobsen, 2008: 9).

In addition, the report notes that as a result of problems experienced in Kosovo,
Afghanistan and Iraq, most NATO members have realised that armies engaged in
stablilization and peacebuilding operations also have to fill gaps and conduct civilian
tasks in a transitional period if no civilian actors are present. Part of this response re-
lates to most militaries having a “can do culture” and when they see that a task needs to
be completed they, more often than not, simply get on with it. However, it is clear that
most militaries would much prefer to have appropriate civilian actors performing this
role as the military does not, as a matter of course, prepare and train itself to conduct
such civilian functions. Equally, the civilian capacity building remains in its infancy
and so responses tend to be more ad hoc than structured and given that militaries are
“doing the job” there is even less incentive for civilian actors to get involved until such
time as an enduring peaceful environment exists. This sort of gap filling has proved to
be counter productive in terms of embedding the CA. The Dutch Ministry of Foreign
Affairs made the recommendation that the approach should be, “as civilian as possible
and as military as necessary” (Jakobsen, 2008: 15).

While not agreeing on a definition of a comprehensive approach at the Bucharest
summit Heads of State and Government did state that:

Experiences in Afghanistan and the Balkans demonstrate that the international
community needs to work more closely together and take a comprehensive ap-
proach to address successfully the security challenges of today and tomorrow.

II
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Effective implementation of a comprehensive approach requires the coopera-
tion and contribution of all major actors, including that of Non-Governmental
Organisations and relevant local bodies. To this end, it is essential for all major in-
ternational actors to act in a coordinated way, and to apply a wide spectrum of civil
and military instruments in a concerted effort that takes into account their respec-
tive strengths and mandates. Summit declaration paragraph 11. NATO (2008).

It was also agreed that the CA should have its place in the New Strategic Concept
that was to be produced at the NATO Lisbon summit in November 2010. In
December 2009 Supreme Allied Commander Transformation (SACT) outlined a
proactive, tangible role for Allied Command Transformation (ACT) to play in sup-
porting NATO's overall contribution to a comprehensive approach.

However, it is interesting to note that within the new NATO strategic concept
document there is actually only one mention of the CA:

The lessons learned from NATO operations, in particular in Afghanistan
and the Western Balkans, make it clear that a comprehensive political, civil-
ian and military approach is necessary for effective crisis management. The
Alliance will engage actively with other international actors before, during
and after crises to encourage collaborative analysis, planning and conduct of
activities on the ground, in order to maximise coherence and effectiveness of

the overall international effort (NATO Strategic Concept 2010: para 21).

The challenge of working in a CA with NGOs was highlighted by Neal &
Fitzgerald (2002) and even in their paper they highlighted that often differences in
priorities between the various aid organisations can be problematic even when the
military are not involved. In some cases it is not even a political decision that causes fric-
tion as was found in the case of floods in Mozambique in 2000 when the key capability
needed was helicopters. The UK response was to send military helicopters and even as
they were being loaded onto the transport aircraft, a debate raged between the MOD
and DFID as to who should pay for this. As a consequence, the deployment of the
helicopters was delayed by many days and lives were lost that could have been saved.

The Change Management Dimension

So far this chapter has outlined the efforts that have been made in order to gain ac-
ceptance of the CA and has touched on a number of issues and challenges that need to
be addressed and overcome if serious progress is to be made. In effect the whole topic
is really one about bringing about change in a number of respects, such as:

+ mindset
+ processes and practices
+ understanding

+ attitude
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+ accountability
+ governance
+ stakeholder management.

The list above is by no means exhaustive and might even be considered simplistic;
however, the evidence to date is that we (the international community) have not at-
tacked even the basic issues of bringing about change. Equally, it would be naive to
expect that the application of change management theory will be sufficient to address
all of the issues. In some cases there simply are not solutions to the problems because
even with a comprehensive approach one person’s (organisation’s) solution is another
person’s (organisation’s) problem. Within this scenario it is easy to find situations
where it is “one step forward and two steps backwards” and unfortunately in many
crisis situations, the international community does not have the luxury of time to go
run decisionmaking processes multiple times to ensure that consensus is achieved.

Having put the caveat on the topic it is still useful to consider some of the basic
premises of change management in order to see where the theory might be able to
help even if it cannot solve all of the problems. For example, within the scope of the
paper and the delivery of the CA, it is fundamentally about people and how they work
together, the beliefs that they hold, the red lines that they want to maintain, the way
that their systems and structures shape that influence their behaviours. Given that the
starting point within change management theory is there must be a need to change,
commonly referred to as the “burning platform” and that the need has been clearly
and effectively communicated. Until this has happened there is little scope, if any, for
the change to have any hope of taking place.

There are many models that can be considered from the point of view of delivering
change including several three-step models such as:

+ Lewin (1951) (unfreeze—change—refreeze)

+ Tichy & Devanna (1986) (awakening—mobilizing—reinforcing)
+ Nadler & Tushman (1990) (energizing—envisioning—enabling)
+ Egan (1998) model (diagnosis—future vision—the strategy).

Similarly, there are a number of multi-step approaches such as those developed
by Kanter, Stein & Jick (1992) and Kotter (1996). Within the context of this paper
the author contends that the Kotter 8-step approach is as useful as any of the models
to help explore the issues associated in delivering the CA.

The model requires a number of key areas to be given robust consideration and it
should be noted that it is not a linear process and that it is necessary to iterate back-
wards and forwards between each of the steps. The specific steps are:

+ establish a sense of urgency

+ form a powerful guiding coalition

13
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+ create a vision

+ communicate the vision

+ empower other to act on the vision

+ plan for and create short-term wins

+ consolidate improvements and produce still more change
+ institutionalise new approaches (Kotter, 1996).

Much has been written about our understanding (or perceived understanding) of
the subject of change management and yet, as reported by Balogun & Hope-Hailey
(2004), we still see a failure rate in the region of 70% of all change programmes initi-
ated. Indeed, Burnes (2004) suggests that this may indicate a fundamental lack of a
valid framework of how to implement and manage organisational change as what is
currently available to academics and practitioners is a wide range of contradictory and
confusing theories and approaches. This has led some academics, such as By (2005), to
review the current thinking on organisational change management with a view to trying
to identify the similarities and differences present within the academic and practitioner
communities in order to establish a new framework that might have greater utility.
Whilst a clear way forward is not presented, it does highlight the challenges that must
be confronted and unsurprisingly it is also made clear that there is not a one-size-fits-all
solution. This aspect is captured in the paper in the following excerpt:

Even though it is difficult to identify any consensus regarding a framework for
organisational change management, there seems to be an agreement on two im-
portant issues. Firstly, it is agreed that the pace of change has never been greater
than in the current business environment (Balogun & Hope-Hailey, 2004;
Burnes, 2004; Carnall, 2003; Kotter, 1996; Luecke, 2003; Moran & Brightman,
2001; Okumus & Hemmington, 1998; Paton & McCalman, 2000; Senior,
2002). Secondly, there is a consensus that change, being triggered by internal or
external factors, comes in all shapes, forms and sizes (Balogun & Hope-Hailey,
2004; Burnes, 2004; Carnall, 2003; Kotter, 1996; Luecke, 2003) (By, 2005: 370).

Given that the mechanics of organisational change management is in itself a chal-
lenge and that no simple framework exists that can be applied to a change scenario
with confidence, the issue becomes even more challenging when other factors of a more
qualitative nature are also taken into account. For example, a great deal has been writ-
ten about the influence of stakeholder management and the issue of communication,
the role of leadership in change, the impact of dispersed change agents, and of particular
significance, the influence of culture on the delivery of change.

There are many examples of organisations having used management concepts
of the day, such as TQM or BPR, as a vehicle to bring about change within their
organisation. It can be argued that they saw this as a way to provide the increased
flexibility and commitment they perceived as being necessary to help them adapt and
transform in dynamic and uncertain change environments. The work of Doyle (2001)
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considered the issues and implications of dispersing change agency in high-velocity
change organisations. His paper highlighted that there are two core issues that can
result from such an approach:

Firstly, when individuals and teams exercise change agency on behalf of the
organisation (with or without its approval or sanction) they do so for a vari-
ety of complex and interrelated motives and these have to be considered and
managed as an integral part of the overall organisational change strategy. For
example, it cannot be assumed that when individuals are motivated to accept
or take change agency they will automatically exercise that responsibility in a
way that directly contributes to and furthers the goals of the organisation. In
certain situations they may, for example, seek to innovate and manage change
in a way that meets their personal or political goals to a greater or lesser extent,
and in some situations even subvert the goals of the organisation. Second, in
seeking to disperse change agency across the organisation to motivate and en-
courage teams and individuals, the findings confirm that organisations may face
a paradox of control as they seek to balance the empowering benefits of dispersing
change agency with the need to maintain the necessary and required degree of
leadership and control that enables effective management within light resource
limits and constraints. Too much control and managers and employees become
inhibited by the bureaucracy and performance monitoring. Too little control
and the organisation is faced with the change initiatives that lack strategic fit

and the potential for overlap and duplication of effort (Doyle 2001: 321-322).

However, when this qualitative aspect is considered within the context of the
change models and frameworks it can be seen as being consistent with the second step
of the Kotter model, namely the creation of a guiding coalition such that commitment
and ownership of the change programme is embedded throughout the organisation.

The issue of culture is particularly important and employees’ resistance to change
has been recognised as a main source of failure of change initiatives (Waddell & Sohal
1998; Danisman, 2010; Dent & Goldberg, 1999; Kotter & Schlesinger 1979). As
Danisman (2010) points out:

But is it widely acknowledged that change in any aspect of an organisa-
tional system is inextricably linked with the cultural context (Baba, 1989;
Manring, 2003; Schein, 1992). Cultural values and beliefs have a sig-
nificant impact on the success and failure of change efforts (Kotter, 1995;
Schein, 1992). However, empirically little is known about to what ex-
tent resistance to change is related to culture (Danisman 2010: 201).

The final dimension to be raised in this paper concerns the issue of change and
change leadership and a key paper informing this debate entitled “From Change
Management to Change Leadership” by Karp & Helgg (2008) posits the case that
Public Service organisations operate in fragmented and complex environments and
as such have a number of sector specific issues to deal with.
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They argue that in view of the complexity involved and the nature of social sys-
tems, we need a new approach to the issue of leading change. They also contend that
it is necessary to address the way people talk and the nature of the organisational
conversations that take place. However, under crisis scenarios individuals and organ-
isations often do not have the time to develop such conversations in order to develop
shared understanding. One can draw a parallel with the evolution of a relationship
between a couple and the concept of speed dating, in other words the establishment
of a viable working relationship may well need some form of shorthand in terms of
communication. Their paper concludes by suggesting that leading change has to deal
with developing people’s ability to solve tasks in new ways, by changing the way people
talk in the organisation. This leadership approach is one of influencing the patterns
of people’s interaction and avoiding design-oriented managerial interventions. One
consequence of this is that leaders may also have to live with the paradox of being in
control and not in control simultaneously.

Putting This into the CA Context

Having explored the challenges associated with the CA and a brief review of some of
the current thinking in the area of change management, the next stage is to apply the
latter to the current position with the CA to see whether there are lessons that can be
applied to help our thinking in the implementation of the CA.

In the same way that an agreed definition of the CA is difficult to find it is also the
case that there are a large number of scenarios where it is thought that a CA would be
beneficial to the outcome. On the one hand one might have a scenario where relatively
few organisations are involved and where they are dealing with a situation that is long
term, such as the development of education within a country. At the other end of the
spectrum one may be dealing with many organisations from different nations dealing
with a high-intensity emergency that in itself has multiple strands progressing at differ-
ent speeds. It is for this reason that a “one size fits all” solution is not going to be found.

A starting point for a significant change programme is the need for a sense of
urgency, or a burning platform. One could argue that until about 15 years ago the
international community has been reasonably successful in delivering a 70—80 percent
solution in dealing with man-made or natural crises. Under such circumstances, it is
quite difficult to develop a sense of urgency that will galvanise people and/or organisa-
tions to accept the need to work in fundamentally new ways. Of course, within said
period there have been examples of significant failures to respond in a coordinated
way and droughts, famine and ruthless activities of dictators and civil unrest easily
come to mind.

The key point here is that military operations, often effectively led by NATO,
have become far more complex. It could be argued that slowly but surely our ability
to deliver solutions has degraded to a level of, perhaps, 50—60 percent. Many would
argue that the experiences of Kosovo, Iraq and Afghanistan support this point of view
and that this is where the CA has a key role to play.
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The adoption of a CA at a national level is challenging but has a reasonable chance
of success because the government of the day can generate the burning platform and
ultimately there exists a leader (either a President or Prime Minister) that can direct
and deploy resources. On a military front, multinational operations can be effective
as NATO has a clear Command and Control (C2) structure, the key stakeholders
conducting the operations can share a common language and often a common military
culture and are usually backed by authority through the likes of a United Nations
Security Council resolution.

Current (and likely future) operations are going to be multi-organisational/mul-
tinational and of a complex nature. As long as the international community feels that
it is delivering viable solutions to crises there will not be sufficient impetus (burning
platform) to force organisations to make the fundamental changes to the way they
operate that will be required for the CA to be meaningfully operationalised.

One of the key barriers to being able to develop a clear vision and in being able to
establish an empowered guiding coalition is the fact that it will need to be different
for each of the scenarios or crises that arise and even the language that is used to com-
municate the vision is likely to need to be different for some or all of the stakeholders.
Thus, achieving a unity of effort becomes a real barrier to being able to extract the
benefits of the CA and this is compounded by the cultural dimension that has been
discussed eatlier in this chapter. In as much as most militaries are able to find a com-
mon language and culture that facilitates their working together, other key players
may well struggle to find very much (if any at all) common ground either between
themselves or with the military.

As highlighted earlier, the role of leadership is key to any change programme and
again for complex operations with multiple stakeholders, this can become a major
stumbling block to the application of the CA. More often than not, this tends to fall
to the military. There is of course, some logic to this as the military (either a single
nation or a coalition of nations or formally under NATO) do have well proven plan-
ning structures and a clear C2 structure. In addition, when it comes to humanitarian
crises the military has access to other key resources such as the equipment to enable
an efficient logistics chain to be established and has experience moving large quantities
of materiel and personnel at short notice. However, the mere fact that the military
may take the lead in a given situation may in itself preclude some other organisations
feeling that they can/want to be part of the proposed solution.

Conclusions

This chapter has highlighted that a significant amount of excellent work has been
undertaken in an effort to realise the potential benefits of the CA and although there
has been support and well-intentioned efforts at the highest levels within governments
and organisations such as NATO, it has not yet percolated down to the tactical and
operational levels in the ways one had hoped.
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The reasons for this are both legion and complex and an exploration of the litera-
ture on change management, highlighted organisations tend to fail in their delivery
of change through underestimating the resistance to change that is associated with
the human elements. There needs to be a real need for change that establishes a sense
of urgency, it has to be communicated in a language that all can understand and has
a vision for the change itself. Above all, the role and nature of change leadership is
such that it generates a paradox between dispersing the change agency power and the
need to retain control in order to keep things on track. This aspect links directly to
the issues associated with understanding how to bring about change within multiple
organisations when cultural values (organisational and national) need to be factored
in to the change programme.

Therefore, a reality check on the scope to apply the CA at the large scale end of
the spectrum (multiagency, multinational, complex enduring operations) is not likely
to be successful in terms of the change drivers that are commonly accepted within the
change management literature. In some ways this has been recognised in the debate
about NATO possibly spreading its sphere of influence by having a standing capabil-
ity that functions in the non-military space and that such a force would be used as an
intermediary as the environment moves from a dangerous footing to one that is at least
semi-permissive. Trying to apply the CA in large-scale complex, dynamic situations
is rather like trying to eat the whole elephant and the real challenges are not about
C2 issues but rather the organisational cultural issues and the capacity/commitment
issues associated with a given situation.

The author contends that a way forward on this agenda is to have, as a starting
point, the notion of doing things in a small way in the first instance (attack a leg) in
order to build experience of how things can function more effectively through the CA.
One can argue thata good starting point for this is to show the benefits at a national
level where the government of the day can use its influence to engender a spirit of co-
operation and then to publicise the benefits of this approach. There is little evidence
in the literature of organisations and governments being proactive in their willingness
to publicise successes, rather reporters and opposition politicians are all too keen to
highlight the failures in the press.

The second dimension to this would involve the international community being
prepared to allow NATO to develop a limited civilian capability by way of a coalition
of the willing (in organisational terms) such that this capability can be deployed in
a structured and systematic manner. Again the benefits of a coordinated approach
need to be publicised such that it becomes easier to enlarge the coalition of the willing,
However, in the latter case it would be most helpful to the cause of the CA to follow
the observation from the Dutch Ministry of Foreign Affairs, “as civilian as possible
and as military as necessary” (Jakobsen, 2008: 15).
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Chapter 2
Complex Operations and the
Comprehensive Approach

Joun E. HERBST

Abstract

The growing integration of the global economy and global society, the appearance of
more potent technology, and, widely distributed centrifugal political tendencies, have
created a world with a growing number of ungoverned spaces. Some ungoverned spaces
half a world away can pose a threat. In response to this development the United States
and NATO, like some other countries and organizations, have begun to develop a
capacity to conduct operations integrating military and civilian power. In the U.S.
this has taken place principally through the creation [at the State Department] of the
Office of the Coordinator for Reconstruction and Stabilization (S/CRS), which was
tasked to create a system for organizing the civilian agencies for stability operations and
to create a civilian surge capability. The U.S, has managed to develop a modest surge
capacity in the form of the Civilian Response Corps. But it has not yet institutionalized
a process for managing complex crises. NATO has responded to the same challenge
by developing the concept of the Comprehensive Approach. Prior to 2020, within the
Alliance, the Comprehensive Approach proceeded slowly because some members of
the Alliance have not been sure that NATO should retain the civilian capacity needed
for the Comprehensive Approach. NATO has now endorsed the Comprehensive
Approach, at both the Bucharest (2008) Lisbon (2010) Summits. NATO’s decision
to intervene in Libya underscores the need for NATO to develop its civilian capacity
in order to take full advantage of the Comprehensive Approach.

Introduction
National security doctrine and institutions develop to meet the challenges that nations
face as the international system evolves. The National Security Council in the U.S.
Government and NATO itself were created in response to the dangers presented by
an aggressive Soviet Union and the Cold War.

The post—Cold War world brought new challenges to the fore, challenges that
we were slow to grasp. While Cold War rivalries no longer provided fuel to otherwise
local conflicts, such conflicts themselves began to attract the attention of the global

23



Herbst

community. In some cases this attention was too late, for instance in the Rwanda
genocide of 1994. But gradually the international community came to see a growing
interest in limiting local conflicts, if not preventing them altogether. This is evident in
the sharp increase in peacekeeping missions in the past 20 years. Since 1948, the UN
has conducted 64 peacekeeping operations. According to the United Nations, of these
46 have been undertaken since 1991 (United Nations, 2011).

The danger represented by failed states or ungoverned spaces became evident
with Al Qaeda’s attack on the United States on September 11, 2001. Ungoverned
spaces are nothing new in history. There have always been places in which no formal
government ruled, of places of disorder which threatened neighbors. That is, for
example, how Chinese civilization looked at the steppes of eastern Eurasia and the
nomads who lived there; and how Byzantine civilization looked at the Pontic steppes
north of the Black Sea.

September 11, however, suggested something new was afoot. The attack launched
from a remote location in Afghanistan suggested that failed or failing states could pose
a danger to distant states and regions. It was in response to this danger that the United
States began its operation in Afghanistan in 2001. The problems that the United
States encountered there and later in Iraq led it to develop the concept of stability
operations', and to create additional institutions needed for such operations. Similar

factors encouraged NATO to develop the Comprehensive Approach.

The Roots of Global Disorder

A number of global trends have produced this disorderly world in which ungoverned
spaces half a world away can pose a threat. One component is the interconnectedness
of global society in economics, transportation and communication. The creation of the
Eurozone and free trade areas is facilitating the movement of goods, services, capital
and labor from country to country and region to region. An important consequence of
this has been the growth of world trade and of trade as a percentage of global produc-
tion.? This means that economic developments in any one region are far more likely
to have a global impact today. On the macro level, the American housing bubble of
2008 had an immediate impact on global markets, producing the worst global eco-
nomic downturn since the Great Depression. On the micro-level, we have seen how
an earthquake, tsunami and nuclear meltdown in Japan earlier this year affected the
global availability of automobile parts and the resultant dramatic fall in reported profits
for a number of Japanese automotive companies (Valdes-Dapers, 2011).

Of equal importance is the ongoing information revolution, which links even
the remotest places with the rest of the world. Cell phone use has exploded in Africa
and elsewhere. So has satellite television and, of course, the Internet. Now villages in
Southern Sudan can learn immediately about major developments in Beijing or Brasilia.

Yet just as technology links the global society and economy, it also provides the
means to undermine state authority. Seventy years ago the worry was that technology
was providing the means for totalitarian states to control completely the lives of their
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citizens. “Brave New World” and “1984” provided literary visions of such domina-
tion. The behavior of Hitler's Germany and Stalin’s Russia and Mao’s China made
this seem all too true. Technology enabled government to monitor and control the
activity of its citizens.

But the information revolution of the past 30 years pushed history in a different
direction. Societies that tried to control everything from above could not compete
against societies that gave their citizens the freedom to act, network and organize. This
was a point made by market-minded economists like Friedrich Hayek at the height
of the Cold War; but it became even more instructive as the information revolution
kicked in during the last decades of the 20* century.?

The Cold War ended because one side—the Soviet Union—could not compete
with the West and had leadership with the wisdom to realize it. China, the other great
Communist powet, began to leave at least Marxist economics behind in the late 1970s,
as it instituted reforms that provided incentives for individuals to work hard and to
innovate. Those reforms have made China the world’s second largest economy, and

largest exporter (CIA, 2011).

The Political Impact of the Information Revolution

By facilitating people-to-people contact, satellite TV, cellphones, the Internet,
Facebook, Twitter (and related approaches) have made it far harder for would-be
totalitarians to control information. The consequence is that just as global society and
the global economy are becoming more connected, political entities are being subjected
to centrifugal forces and in some cases are being pulled apart. The Soviet Union im-
ploded and was replaced by 15 new states. Yugoslavia became seven new countries.
South Sudan voted in January, 2011 to secede from Sudan.

While the European Union (EU) has expanded since the end of the Cold War,
its deeper integration has faced a series of setbacks in the past decade. European elites
confident of the future of the EU were stunned when the Dutch and even the French
voted down referenda on the EU constitution in 2005. The recent debt crises in
Greece, Ireland, Italy and Spain are placing strains on the union whose consequences
are still unclear, but certainly negative.

The information revolution and social media were necessary preconditions for the
Arab Spring, which has already led to major change in Tunisia and Egypt. Events are
still unfolding in Libya, Syria and Yemen and, to a lesser extent in Bahrain.

The furious growth of the global society and economy has also facilitated the rise of
Thomas Friedman’s super empowered organizations and individuals (Friedman, 2000).
These groups and individuals have found a way to tap into the international economy or
international society in a way that gives them outsized influence and power for good or
bad. Such organizations include multinational corporations, nongovernmental organiza-
tions, terrorist bands, and international criminal syndicates. Such individuals include the
people who control these organizations: for example, businessmen and philanthropists
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like Bill Gates; international terrorists like Ayman Zawahiri; international criminals
like Joaquin Guzman, the head of Mexico's Sinoalo cartel.

Failed and Failing States
The interconnectedness of the global economy, combined with these centrifugal forces
in political life, is creating the problem of failed/failing states or ungoverned spaces.

It is worth noting that some people fuss about the term ungoverned spaces because,
they correctly point out, no space is truly ungoverned. If there is no formal govern-
ment in a country, there will be informal arrangements. So, perhaps we should speak
of unofficially or informally governed spaces.

Whatever term we use, thanks to the trends outlined above, the current world
is awash in failed or failing states. Just consult the “Failed States Index” put out by
the Fund for Peace and Foreign Policy. The most recent list puts 20 countries in the
“Critical” category and another 19 on the “In Danger” Category (Fund for Peace,
2011).

To repeat, the world has always known ungoverned or informally governed spaces;
and such spaces have always proved dangerous to its neighbors. But in today’s intercon-
nected world, with the destructive power of modern technology, ungoverned spaces a
half a world away could prove dangerous. Ungoverned spaces can provide havens for
drug traffickers, terrorists, or pirates. September 11 showed that terrorists can launch
strikes that kill thousands from distant ungoverned spaces. Add in weapons of mass
destruction and that number could be millions.

Moreover, in this increasingly interconnected world, multifunctional illicit net-
works are growing, In ungoverned spaces in Central Asia, East Africa, the Balkans, the
tri-border area in South America, terrorists and drug traffickers are making common
cause. Drug operations from South America to Europe are setting up shop in West
Africa and destabilizing governments.

The Continuing Relevance of the Comprehensive Approach

This does not mean that all or most failed states require the focused engagement of
the United States or NATO. The sheer number of poorly governed states makes
that impossible. American and NATO interests are not everywhere at risk. But
dangerous threats are likely to emerge in some of these areas. That is why we must
continue to develop what NATO calls “the Comprehensive Approach” or what the
U.S. Government calls “complex operations” or “stability operations.” The two are
essentially similar responses to the problem of failed states.

There is growing talk in NATO circles of a need to return to conventional threat
analysis or rising power analysis—to move away from the current focus on failed states.
There is weariness in the United States as more and increasingly influential voices are
calling for the United States to expedite its departure from Iraq and Afghanistan and
to give up “nation-building,”
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As the analysis above suggests, that would be a mistake. Even if the United States
decides that it would like to avoid Afghanistan-like operations in the future, there are
other crises associated with ungoverned spaces that it will still have to address. For
instance, last year the United States again saw that it does not have the civilian experts
and systems to manage the crises that erupt periodically in Haiti. In addition, the
past several years have witnessed a growing danger to the United States coming from
the ungoverned city streets of northern Mexico. However tired it may be of “nation
building,” the United States will need civilian capacity to address the danger of chaos-
induced refugee flows from Haiti or drug flows and drug-fuelled violence from Mexico.

As for NATO, even as there is increasing talk in Brussels about focusing on great
or rising powers, the Alliance has taken over a mission in Libya which, if it is fully
successful will likely need a strong peacebuilding component. Developments earlier
this year in the Ivory Coast are another reminder that failed states continue to attract
European attention.

The Development of Complex Operations in the United States
The problems evident by the fall 0of 2003 in the American intervention in Iraq provided
the impetus for Washington to develop a more rigorous approach to stability opera-
tions. The Bush Administration decided at that time that its approach in Iraq had
serious liabilities, and in the future it needed to do a much better job running stability
operations. All elements of the Iraq operation were supervised by the Pentagon and the
coordination of civilian and military activities was weak. To organize the United States
better for future complex operations, the Office of the Coordinator for Reconstruction
and Stabilization (S/CRS) was established at the State Department in 2004.

National Security Presidential Directive 44, which outlined the scope of the
Office of the Coordinator for Reconstruction and Development, was issued in
December of 2005 (NSPD 2005). To ensure proper support for this mission, the
Department of Defense issued Directive 3000.05 in November of 2005 (Department
of Defense, 2005).

The S/CRS had two tasks: to build a civilian surge capacity for use in stability
operations and to organize all civilian efforts across the U.S. Government and to
coordinate with the military in such operations (Smith, 2010). Like any new bureau-
cratic structure, S/CRS faced major birthing pains. Many parts of the interagency
bureaucracy tried to limit its role. This was true of U.S. Agency for International
Development (USAID), the Justice Department and some of the regional bureaus
at the State Department.

But by January of 2007, the Office of the Coordinator won interagency agreement
on both objectives: 1) to build a surge capacity in the form of a Civilian Response Corps
(CRC) 0f 4250 people, and 2) to create something called the Interagency Management
System to coordinate operations (Smith, 2010).
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By June of 2008, the Office of the Coordinator had received funding in the Iraq-
Afghan supplemental budget to start building a 600-person CRC. By March 02009,
S/CRS had regular budget funding to build a CRC of over 1,000.

The Civilian Response Corps

As of December, 2010, the size of the CRC approached 1,200 and there was a budget
to build it up to 2,200 (Department of State, 2011). The CRC is composed of people
having the functional skills to handle all basic functions of governance. It includes those
involved in the rule of law (police, attorneys, judges, corrections officials). It includes
economists, public administrators, engineers, city planners. The CRC is made up of
personnel from eight agencies of the U.S. Government (USG).

It is divided into two parts: an Active component of approximately 150 person-
nel who do nothing but respond to crises abroad. They can be deployed within 2 or
3 days of a decision. This number will grow to 200. The second part is the Standby
component, which currently has over 1,000 members and which will grow to 2,000.
They are people whose regular work for the USG does not include stability operations,
but who train to be available for larger missions. These people can deploy within one
or two months of a decision.

The Corps is designed to deploy people with functional skills in teams that include
area experts and linguists. The purpose is to adapt the functional skills to the needs of
the country or region in crisis. In a crisis, with a Corps of 1,200, the U.S. could deploy
as many as 250 continuously. When the Corps has 2,200 members, it would be able
to deploy up to 600 continuously.

Growing deployments have accompanied a growing CRC. In 2010, the Corps
deployed 292 civilians to 28 locations (Department of State, 2011). In the short history
of the Office of the Coordinator and the CRC, over 200 people have been deployed
to over a dozen countries. Most of these deployments have been in small groups for
limited purposes—whether running stabilization projects in Port Au Prince or helping
assess the prospects for conflict in Liberia. But it has also put as many as 40 experts on
the ground in Afghanistan to help establish inter alia rigorous civilian-military planning
in all-American Provincial Reconstruction Teams, at Regional Commands East and
South, and at the Embassy in Kabul. In South Sudan, the Office of the Coordinator
has been working on a signature operation since March of 2010. It has developed
interagency plans to encourage a peaceful and orderly outcome to the referendum on
independence in South Sudan last January. As part of its operation it has deployed
over 20 people to the field, many to state capitals in South Sudan which had not seen
American officials. This is a good example of the civilian expeditionary capacity that
the United States is developing,

Coordination and Planning
While the CRC is making clear progress, efforts to integrate U.S. Government activi-
ties in stability operations have been less successful. The Interagency Management
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System (IMS) was designed to provide a loose command and control structure for
operations. It would have knit together the State Department, USAID, the military
and other relevant agencies into a single structure for managing a crisis. It would have
also ensured liaison with military commands in the field. The IMS was approved ata
high level in the Bush Administration. It was exercised a number of times, including
at Southern Command and European Command, but it was never used intentionally
in a real world crisis.

The Quadrennial Diplomacy and Development Review (QDDR)—initiated
by Secretary Hillary Rodham Clinton initiated in 2009—devoted a great deal of at-
tention to the Office of the Coordinator. The completed QDDR was made public
in December of 2010. While it validated much of the Office’s work, it dropped the
IMS. Still recognizing the need for coordination, it substituted something called the
International Operational Response Framework (IORF). This could be the institu-
tionalization of something like the IMS, but this concept has little substance at present
and, if the substance is developed, it will still need to be implemented in a largely
hostile bureaucracy. (It is worth noting here that the QDDR also recommended that
the S/CRS should become a bureau—which would strengthen its role in the State
bureaucracy—and its acronym should henceforth be CRS.)

An important question is whether Secretary Clinton implements the QDDR’s
recommendations concerning the S/CRS. The QDDR was issued in December of
2010, but as of mid-September of 2011, no steps have been taken toward implementa-
tion. This reflects the deliberate decisionmaking style of the Obama administration
and the Clinton State Department (Department of State, 2010).

If the QDDR’s changes are not put into place in the next few months, it is quite
possible that the Office of the Coordinator and the CRC will face the next Presidential
term in an uncertain status. Secretary Clinton has already expressed her intention to
step down as Secretary of State at the end of President Obama’s current term, even
if he wins re-election. The next Secretary of State will have no vested interest in the
QDDR. So if Secretary Clinton’s State Department does not enact the proposed
changes, enhancing the Office of the Coordinator’s position within the Department
and interagency, it is not clear that those changes will be made.

Yet even if the QDDR is implemented, it is likely that the USG will continue to
have problems truly integrating interagency efforts. American political culture appears
to favor ad hoc organization. When a crisis hits, different high level officials make a
bid to take responsibility for some part of the action. Decisions are made off the cuff.
They reflect the political and bureaucratic balance of power at that moment rather
than an orderly use of American assets.

A third part of American efforts to run stability operations is the development of
a serious planning capacity. The Office of the Coordinator (CRS) has a large plan-
ning division with a handful of first-rate planners. It is sending its staff to the Army
Staff College to take its Masters course in planning, These graduates are world-class
planners. So the planning capacity in CRS will only get stronger. It has also developed
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two planning courses for every member of the CRC. The purpose is to ensure that all
CRC members are at least rudimentary planners. CRS has developed sophisticated
plans for USG operations in Haiti, Afghanistan and South Sudan.

As the State Department has developed the Office of the Coordinator and the
CRC, the Department of Defense has launched the Civilian Expeditionary Workforce.
Established in 2008, this program encourages Pentagon civilians to sign up for de-
ployments abroad in support of American troops. Civilians in this program have
been deployed to Iraq and Afghanistan in direct support of American troops, but in
some instances also providing expertise to local governments. The development of
the Civilian Expeditionary Workforce gives the Department of Defense additional
civilian capacity for stability operations in case the Civilian Response Corps does not
grow beyond the current projected number of 2,200 members.

Whole of Global Society
The U.S. Government recognizes the need for as broad a partnership as possible to
deal with the problem of failed and failing states. This starts of course with whole
of government: all relevant parts of the government should contribute to stability
operations. But it moves from there to partnership with the private sector—NGOs,
businesses—and with other countries and international and regional organizations.
There are more than a dozen countries with explicit capacities for dealing with
ungoverned space. The U.S. Government is in touch with all of them. The United
States also is in regular communication with the UN, the European Union, the World
Bank, NATO, the African Union (AU), the Organization of American States (OAS),
and the Organization for Security Cooperation in Europe (OSCE) regarding possible
cooperation in this field. The United States, Canada and Great Britain launched
something called the International Stabilization and Peacebuilding Initiative (ISPI)
in the fall of 2009. ISPI is an informal, working-level network of governments and in-
ternational organizations that have joined together in their commitment to enhancing
civilian capacity globally and increasing interoperability among international actors. It
is currently comprised of 15 national governments and 6 international organizations.

The second ISPI meeting took place at the OSCE in May of 2011.

The Comprehensive Approach

The Comprehensive Approach (CA), NATO's answer to the problem of failed and
failing states, shares the same essential insights as the U.S. Government concept of
complex operations. It recognizes that we live in an era of ungoverned spaces. It rec-
ognizes that some ungoverned spaces will pose security dangers for NATO nations.
It recognizes that the answer to ungoverned spaces requires a strong civilian surge
capacity and the ability to coordinate civilian and military action. It recognizes the
importance of planning, It recognizes the need for partnership with other countries
and with the private sector.
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Of course, NATO’s CA is not identical to the U.S. Government’s work on sta-
bility operations. NATO is a multilateral organization that operates on consensus.
The relationship between NATO and the EU had exerted and will continue to exert
substantial influence on NATO activities in this area. NATO nations that advocate
a strong and growing national security role for the EU are reluctant to permit NATO
to develop the civilian capacity necessary for stability operations.

But what is striking is the steady progress the alliance has made over the past 4
years in developing the CA. Former U.S. Joint Forces Command and Allied Command
Transformation was been developing the concept for years, but within the Alliance,
it was initially controversial.

At the Riga Summit in November of 2006, NATO Heads of State and
Government agreed that “Experience in Afghanistan and Kosovo demonstrates that
today’s challenges require a comprehensive approach by the international community
involving a wide spectrum of civil and military instruments (NATO, 2010). This
decision was reaffirmed at the Heads of States and Governments at the April 2008
NATO Summit in Bucharest (Windsor-Smith, 2008).

Despite these statements from the top, actual steps within NATO to begin
considering the development of capacity for a CA came slowly. (This was also true
in Washington; it took over 15 months from the issuance of National Security
Presidential Directive to get the interagency to agree on the lead role for S/CRS in
the development of capacity for conducting stability operations). S/CRS proposed to
hold a workshop in Brussels in the summer of 2008 to discuss the Civilian Response
Corps and building capacity for dealing with failed states. This proposal was initially
controversial and only approved after the Office of the Coordinator promised that the
event would be purely “educational”—that is, it was not meant to persuade NATO
to develop such a capacity. Not surprisingly, the workshop generated a great deal of
interest.

One year later—]July of 2009—representatives of S/CRS were invited to join a
full-day session of NATO Ambassadors and senior staff on how NATO might start
to develop capacity in this area. At last Decembet’s Lisbon Summit, the CA was ap-
proved, an historic decision.

Naturally enough, in its current phase of development, the CA looks somewhat
different from the American model. In contrast to the U.S. Civilian Response Corps
with a standing core of nearly 150 professionals in the active component, and many
more on standby status, NATO is talking about developing national capacities that
would then be available to the Alliance. Naturally, this would mean a slower response
in a crisis.

NATO also must determine when it would be appropriate to use these capaci-
ties—not just in what countries or crises, but also when it would how it would fit with
possible EU action. This is a political matter that must be addressed directly within
NATO and perhaps with the EU. Unless guidelines are set for appropriate NATO
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civilian activities, the issue of whether it is NATO or the EU that provide the civilians
could further slow down decisions and deployments in any crisis.

The real world continues to press upon NATO the need to further develop this
still latent capacity. This is no surprise. The global factors promoting instability are still
potent. The global economic woes of the past three years are reminders of how we are
all linked economically. The role of social media and Al Jazeera in the development and
spread of the Arab Spring from Tunisia throughout the Arab world underscores not
just how quickly information spreads, but its potential impact on political events. The
American strike against Osama bin Laden was not just a great victory in the struggle
against terrorism, but, as the contents of his communications become public, a re-
minder that “super-empowered” Al Qaeda is still developing plans to target the United
States and Europe. Al Shabaab’s denial of food deliveries in famine stricken Somalia is
a caution that political disorder exacerbates human suffering on a grand scale.

Not all crises or most crises require a NATO response; but some do. Civil distur-
bances in Libya and the prospect of Muammar Qadhafi unleashing his army against
the civilian population of Libya prompted NATO action. Led by French President
Nicolas Sarkozy and British Prime Minister David Cameron, NATO responded
to UN Security Council Resolution 1973 approving a “no-fly” zone over Libya and
authorizing all necessary measures to protect civilians in that country. NATO officials
have stated repeatedly that their military operations in Libya are only to achieve the
two goals set down by the Security Council. As these lines are being written, Libyan
opposition forces have entered Tripoli and Qadhafi’s regime is on the ropes. If in
post-Qadhafi Libya, the Transition National Council is unable to establish order, a
dangerous power vacuum would develop, with, perhaps, only NATO on the scene.
While NATO certainly would prefer to hand off responsibility to a more suitable
actor—the UN, the African Union, the Arab League or the EU—there may be no
takers. NATO may find itself the only actor able to move if things fall apart.

However Libya turns out, a similar scenario of widespread public disorder could
recur in other locations, from the Balkans, to South Sudan to the Caucasus. To be pre-
pared, NATO needs to develop the civilian capacity required by the Comprehensive
Approach; and the United States needs to build further the Civilian Response Corps

and institutionalize a system for its use.

Conclusions

For NATO, this means that clear decisions are needed on the creation of a civilian
capacity and its use. For starters, there needs to be a nucleus of civilian experts at
NATO Headquarters devoted to this full time. They need the authorities to develop
an authoritative roster of experts from all NATO members. NATO members must
develop rosters of active professionals who would be willing to deploy in a crisis.
Procedures need to be developed to ensure that they are available in a timely way once
decisions are taken to engage. To support this NATO must develop the right training
to ensure that nationals from different countries are able to work as a team.
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All of this is a tall order; but the single most important element is political will.
IfNATO leadership wants the tools necessary to deal with the types of crises it will
be facing, the decision to develop this civilian capacity will follow. And once it does,
NATO need not start from scratch in establishing this capacity. Many NATO
members—the United States, the United Kingdom, the Netherlands, Germany,
Norway and others—have taken long strides to develop such capacity. Some of this
capacity would naturally help establish NATO’s own group of civilian experts. But
these countries have also developed training programs and logistical capabilities that
NATO could use as it builds up its own capacity.

We have already seen NATO evolve from an organization focusing on the Soviet
threat to one meeting the out-of-area challenges of the post—Cold War world. Taking
the political decisions to develop the capacity to implement the Comprehensive
Approach would be the next step in NATO's evolution as the premier security orga-
nization on the planet.
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Notes

1. Stability operations represent one category of complex operations. The definition of
complex operations has changed over time—sometimes including combat, sometimes
excluding it, sometimes encompassing disaster relief, sometimes not, and usually focus-
ing only on missions overseas. For example, the Center for Complex Operations web
site (http://ccoportal.org/) states that “stability operations, counterinsurgency and
irregular warfare [are] collectively called ‘complex operations.” Other papers adopt
a more expansive definition that includes humanitarian assistance and disaster relief,
at home and abroad. This definition has been adapted from Civilian Surge: Key to
Complex Operations (Binnendijk and Cronin, 2009).

2. Global trade (the sum of exports and imports) as a percentage of global GDP has
risen steadily since 1968, when it was approximately 25 percent until 2008, when it
was over 55 percent. See “T'rade (percent of GDP) in World” at Trading Economics.
Available at www.tradingeconomics.com/wotld/trade-percent-of-gdp-wb-data-heml.

Accessed July 13, 2011.

3. However, governments also are learning how to make us of these technologies, and
some of the power that initially accrued to citizens is being redressed.
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Chapter 3

Attempting a Comprehensive Approach
Definition and Its Implications for
Reconceptualizing Capability
Development

MicHAEL HALLETT AND OKE THORNGREN

Abstract
This chapter sets the conceptual boundaries and offers a working definition of the
Comprehensive Approach (CA). This definition becomes useful in helping guide an
organization’s actions by ensuring that, while they may not be able to say precisely what
kind of thing the CA is, they understand where it belongs in the broad set of planning
and operating approaches. This edge mapping ensures that actors are working with a
sufficiently common concept so that somewhere down the road there is not the sudden
realization that actors engaged together were using the same words but with important
variations in meaning that will have generated a wide set of unintended consequences.
While recognizing there are many different existing understandings of the CA,
for the purposes of this chapter the term the CA has been adopted. The first part of
this chapter articulates a definition of the CA as a design process. The second demon-
strates the utility of the definition by applying it to a reexamination of the capability
development paradigm, and the article concludes with a description of the advantages
of using the CA for complex crisis response.

Introduction

A precise consensus on the meaning of the Comprehensive Approach (CA) has not
yet been developed. According to Alzuyeta, Chossiere, Escorcia & Williams (2011),
NATO views its CA as primarily concerned with crisis response. In their study on
National Approaches to the Comprebensive Approach, they trace the development of CA
thinking in NATO from the Riga Summit in 2006, through the Bucharest Summit in
2008 and the Lisbon Summit in 2010. This study also provides a survey of national
approaches to the CA, with a focus on the various models for civilian expert utilization.
The NATO Defense College published a series of papers entitled Operationalizing a

Comprehensive Approach in Semi-Permissive Environments that provides an excellent
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survey of potential meanings of the CA from a NATO perspective and what the
implications of those meanings might be. Lindley-French (2010) argues for a specific
form of application of a CA in a 3-star operational headquarters.

Although the definition of the CA is still not settled, this need not hinder efforts
to operate more effectively with a wide range of actors in complex environments.
Conceptual ambiguity provides leeway for decisionmakers to act in the absence of
detailed agreements and most know what is meant by the CA when engaged in it, even
if it is not easily captured in words.

However, even though the CA may not require explicit, highly granular definition
before it can be used, this article attempts to set the conceptual boundaries and offer
a working definition of the CA. This definition can be useful in helping guide actions
by providing an understanding of where the CA belongs in the broad set of planning
and operating approaches. This edge mapping can help ensure that organizations are
working with a sufficiently common concept so that down the road they do not sud-
denly realize they were using the same words but with important variations in meaning
that are now generating a wide set of unintended consequences.

This chapter argues for a specific understanding of the CA at the highest level of
abstraction. Therefore, while recognizing there are many different existing understand-
ings of the CA, for the purposes of this chapter the author will speak in terms of the
CA. The first part of this chapter articulates a definition of the CA as a design process.
The second demonstrates the utility of the definition by applying it to a reexamination
of the capability development paradigm. The chapter concludes by highlighting the

advantages of using the CA for complex crisis response.

Edge Assumptions

Before defining the CA, it is necessary to describe the assumptions grounding its use.
Using the CA in complex operations assumes a level of commitment, and will, to work
together based on a belief that doing so will further the organizational objectives of the
participants. This benefit to organizations comes not least from increases in efficiency
and effectiveness of resource use/expenditure, that is, the CA enables a reduction of
wasted effort and increases the generation of the desired effects.

This can be further divided into two major assumptions:

First, that the self-interest of organizations is facilitated by cooperative interaction.
This does not entail perfect unity of purpose, and certainly not unity of command, but
sufficient congruence of intent so that the advantages of interaction clearly outweigh
the transaction costs. We can thus say that the CA aims not for unity of command,
but congruence of purpose.

Second, the CA assumes larger-scale operations and so the resources required to
generate the desired effects are large enough that efficiency gains from cooperation are
possible. Larger organizations, with more diffuse sets of complex activities will benefit
from CA informed interaction with other organizations, not least because it improves
the efficiency of their searching for solutions to the wicked problems with which they
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typically are dealing.! Smaller organizations with fewer resources can find niches to
plug into within the overall CA framework.

Approaching a CA Definition

The CA, as presented here, does not try to build a strong, centralized authority to deal
with wicked problems and increase local resilience. Rather, the CA focuses on enabling
local solution formation through the provision of intellectual and financial capital to fill
gaps that have developed as a result of natural disaster or conflict. Therefore, the aim
of the CA is to make resources available to individual actors and the organizations they
form (like businesses and community organizations) to meet their wants and needs,
not to develop a national government, or central international authority, with the
capacity to provide services with resources provided by the international community.

This line of argument suggests the following preliminary definition of the CA:

The Comprehensive Approach is a design process to align incentives among internation-
al and local actors to increase local resilience in the engagement space while reducing the
transaction costs associated with multiple actor interaction in complex operations.

CA as a Design Process
De Bono(1993), in his Serious Creativity, captures the applicable meaning of design

when he states:

It is perfectly true that in some situations there are a limited number of al-
ternatives... But most situations are open and there is no fixed number of
alternatives. The alternatives we see are only limited by our imagination in
designing them... Too often we think only of “analysis” in finding alterna-
tives. Design suggests that we make an effort to create new alternatives. This
can be done by shifting the boundaries of the situation; by introducing new
factors; by changing the value; by involving others (De Bono 1993: 122).

To operate in accordance with the CA means to employ a certain type of design
methodology. This includes discovering what it is that should be done, planning on
how to do it, actually doing (implementing the plan) and an assessment, analysis and
evaluation process to ensure that feedback continuously informs discovery of new tasks
and new ways of doing old tasks. This approach to strategic and operational design
increases the intervention efficiency and effectiveness.

The chapter now discusses in more detail how the effectiveness and efficiency of
each organization, and its ability to achieve its own particular mission alongside coali-
tion or Alliance objectives can be increased via the CA.

Interactions Prioritized

The CA is distinguished from previous approaches to complex operations by its
starting assumption that interaction with others is an essential precondition, not
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something “nice to have,” for effective action. Within the CA accomplishment of one’s
own organizational objectives is inextricably linked to the ability of other organizations
to accomplish theirs in the service of local capability development. Of course, there
are some activities that do not require 2 CA—but responding to complex crisis, like
civil war, major natural disasters or state building are not among them. Facilitating
structured interaction horizontally (among international actors) as well as vertically
(with local actors, including private sector personnel, local civilian organizations, local
and national government officials and agencies, etc.) is a key purpose of the CA design
methodology for increasing efficiency and effectiveness in complex crisis response.
While the CA aspires to unity of effort, it accepts that given the difficulties posed by
the high coordination costs of multiple actor interaction, such unity will not always
be achievable, and that the intellectual and organizational energy to achieve it is bet-
ter spent in service to local actors, not intra international community management.
Therefore, the articulation of a common vision to serve as a framework, or the pole star
toward which to head, is more important than establishing an organizational structure
to coordinate activities—congruence of effort, not harmonization of organizational
and political will, is the goal.

Coordination emerges based on the wants and needs articulated by local people—
their demand signal, not the external inputs available, structures resource flows.> The
first priority in the CA is thus to enhance organizational capability to interact with
others, not as an end in itself, but to increase congruence of effort as external actors
help local actors improve their resilience in fragile or postconflict situations.?

Aligning Incentives

It is crucial to align incentives, geographically, temporally and in terms of process,
to improve the interaction effectiveness of the various activities and actors. Aligning
incentives improves the overall effectiveness of the activities in the engagement space
by helping ensure that the efforts of one organization do not generate countervailing
incentives that hinder the activities of other organizations in pursuit of the same overall
goal of increasing local resilience.

But it is not only unintended effects that hinder goal achievement—sometimes
the intended effects of an activity can generate negative impacts on the actions of other
actors, When incentives are not aligned, the activities can contribute less, or fail to
contribute at all, to increasing local resilience and the ability of the state to perform its
core functions. The absence of CA incentives often inspires countervailing capacity de-
velopment that will move in different directions, some toward enhancing state or local
organizational capability and in others incentivizing spoilers and other negative actors.

CA effectiveness requires that activities reinforce one another because the increas-
ing effect is cumulative. Therefore, the CA as a design methodology looks across the
entire environment to see how sets of activities are positively and negatively interfering,
Positive interference refers to instances where the activities of one actor or sets of actors
working in the same geographic, temporal or functional area reinforce one another’s
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efforts. For example, an actor providing business start up training recommends that
the students, upon graduation, attend the workshop given by the NGO on how to bid
for police supply contracts. This workshop has been scheduled in cooperation with
the international agency mentoring the police logistics organizations so that it takes
place a week before the bids are due.

Negative interference refers to instances where the activities of one organization
run directly counter to the overall objectives of the mission. For example, counter
narcotics activities that take the form of crop eradication can create incentives for both
corruption (the large crop growers bribe the eradication teams to eradicate the crops
of the small, poorer farmers) and the insurgency because the small farmers support
insurgents to attack the eradication teams. Using a CA to align incentives in the area of
counter narcotics could take the following form: legalizing the crop production would
align incentives toward supporting the emerging security architecture by moving farm-
ers from the illicit to licit economy, while removing the risk premium from the crops
and thus reducing their value. This reduction in value would make other crops more
economically attractive, Positive interference could then take place as the alternative
livelihood teams move in with alternative crops to plant (which now offer the same or
greater income potential as the illegal ones did, since the market has collapsed due to
the now legal oversupply) in conjunction with new micro-credit facilities, underwritten
by the national government agricultural development bank which is in turn funded
by the money previously dedicated to eradication but is now available for agriculcural
loans, training, fertilizer, and the construction of storage facilities.

Transaction Costs

The CA improves the ability of the international community to add value to fragile or
postcontflict regions and states primarily by reducing the transaction costs associated
with local actors gaining access to venture capital (in intellectual, financial and human
forms) to expand the local capabilities or “tool set.”

What are these transaction costs? Utilizing Ronald Coase’s coinage of the term
in his essay The Problem of Social Cost, Carl Dahlman defines them as “search and
information costs, bargaining and decision costs, policing and enforcement costs”
(Dahlman 1979: 148). These transaction costs must be taken into account when
attempting to generate effects, especially in complex engagement spaces. Intervening
actors regularly ignore these costs, assuming that all difficulties with generating effects
(in terms of, for example, improving health outcomes, education, access to clean water
and sanitation and economic growth) will be overcome through the beneficent magic
of legitimacy emanating from elections. Too often, as in the Agreement on Provisional
Arrangements in Afghanistan Pending the Re-Establishment of Permanent Government
Institutions (or Bonn Agreement) on Afghanistan, the international community focuses
primarily on the political domain, and acts as though elections will resolve the tensions
that caused the conflict. This is due, in part, to the relative ease of holding elections
compared to the preparatory work of enhancing, through education and training, the
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local human capital. Inculcating habits of resolving conflict that result in a sustainable
reduction in the level of violence, based on well functioning institutions is difficult.
Indeed, transaction costs generate a recurring multitude of friction points not removed
by elections. Due to this friction attempts to generate a national-level organization,
without the intermediary subsidiary organizations operating effectively to reduce the
transaction costs associated with individual and local, provincial and national govern-
ment intermediation, often fails.

Intellectual Transaction Cost Reduction Methods
How does the CA reduce these intellectual, financial and organizational transaction
costs? Intellectually, members of organizations deployed serve as a human supplement
to the Internet, performing the searches, packaging the information appropriately,
ensuring valid comparisons and providing training on how to apply the knowledge in
the specific circumstances, not just of the host nation as a whole, but in a particular
village. This knowledge is derived not only from activities in other similar regions (for
example, watershed management techniques from a similar climatic zone) but also
from the history of the local area. Understanding this historical knowledge base may
have been degraded or lost due to warfare. Life-denying cultural forms, such as those
justified by extreme interpretations of religious texts, under the stresses of the conflict,
may have become prominent in ways that do not reflect the fullness of the culture and
cause damage to or eradication of traditional practices. Unscrupulous politicians can
exploit this impoverished cultural understanding for their own ends. Academics and
expatriate communities serve as means to access this lost knowledge and help local
actors grow their culture in life-enhancing ways.

Transaction costs are also reduced by sharing knowledge about good and best
practices, plus lessons identified and lessons learned in the various functional domains.

Financial Transaction Cost Reduction

Often there is a tension between providing funding to the government (in order to
build government capability) and spending money directly on various projects. The
CA as a design methodology provides a means to manage this tension better and enable
the direction of external resources to the highest leverage points. For example, money
can go to the central government in the few areas in which the central government
has the lead (for example, in rule of law development programs, military and national
police training and equipping programs) or to sub-national government institution
development, while the bulk of the funding can be directed toward more effective and
efficient private sector actors. Indeed, one of the major potential advantages of the CA
is that it provides a conceptual framework within which to provide financial capital to
actors with the greatest capacity to act as economic growth force multipliers, providing
services and creating jobs—local entrepreneurs. Thus, the financial component of the
CA can involve micro-credit, foreign direct investment, and venture capital provision
for entrepreneurs, all bundled together with training (such as business development
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training, how to win military and external actor government contracts for projects,
etc.) to utilize the funding.

Organizational Transaction Costs Reduction through Training
The limiting factor in many postconflict situations is the availability of local personnel
with the skill sets required to get things done in more effective and efficient ways. The
international community has generally responded to this situation by hiring those with
the highest skill level to work in their own organizations, alongside large numbers of
expatriate workers. Some external organizations even pride themselves on their high
number of local hires. This is of course commendable if those local hires are being
trained to perform the service currently provided by the external organization. Itis far
less commendable when the external agency is acting like a human resource vampire,
removing experts from the local (for example, medical) talent pool.

Therefore, the third way the CA can reduce transaction costs associated with
developing more effective and efficient organizations is by providing training and, most
importantly, developing the capability of local actors to provide training themselves.
Training, even more than actual service provision, should therefore be seen as a core
task of the external actors within a CA. For example, the measure of effectiveness of
international community medical organizations should be based not on providing
medical services, but training local actors to provide medical services; not drilling wells,
but training local actors on water management based on sustainable technologies and
rooted in local cultural practices.

Capability Development through the
Comprehensive Approach Prism

Organizations, if they are to survive and thrive must respond to changes in the com-
plex environment in which we all live. A large part of this response is reflected in the
modification of existing capabilities or the creation of new ones in order to perform
emergent tasks or persistent tasks in innovative ways.

This capability development does not take place in a vacuum. Instead, it is gov-
erned by mental models or paradigms. Seeing capabilities in terms of Doctrine,
Organization, Training, Materiel, Leadership, Personnel, Facilities and Interoperability
(DOTMLPFI) constitutes one such paradigm. NATO uses the DOTMLPFI para-
digm to guide its capability development activities including the concept development
and experimentation (CD&E) process as well as the other capabilities development
activities undertaken by organizations like NATO'’s Allied Command Transformation
and the NATO member, partner, and troop-contributing nations.* How does it do
this? The DOTMLPFI paradigm helps guide capability development by providing
a framework within which to articulate each element of a new capability. It surfaces
the full dimensions of a capability so that people are not seduced, under the pressure
of resource constraints, into thinking that changing one element, like writing a new
doctrine, will result in the generation of the desired operational effects. Not only may
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a new doctrine (or subsidiary textual guidance) be necessary, but the organizations
may need to be changed, and additional personnel required to perform new func-
tions. These personnel must not only be trained, they may also need new equipment
(materiel) to use and new buildings (facilities) in which to use them. NATO added
the Interoperability I to DOTMLPFI (some nations use only DOTMLPF) because
as an Alliance the ability of the various nations to work together is at the forefront of
all NATO activities. Enhanced effectiveness of the Alliance demands easy “plug and
play” compatibility among national capabilities, just as within Nations the various
elements of national power must be able to seamlessly work together in order to most
efficiently and effectively generate the desired effects.

Capability Development within the Comprehensive Approach

The prism provided by the CA as a design process refracts the view of the DOTMLPFI
paradigm, so that the priority of effort among the capability elements shifts. The
view of the paradigm from the CA (interagency, multi-actor, complex engagement
space) perspective reveals the paradigm not as DOTMLPFI but ITOPLFDm, with
Interoperability and Training being very important, and dedicated, new types of materiel
being much less so. This section will describe each of the capability elements from this
CA perspective, using the reordered acronym as a way to focus on the specific character
of capability development (based on interactivity and consensus, not direction from a
central authority) within the CA.

Interoperability

A major advantage of undertaking complex operations using a CA design methodology
is that the CA brings to the forefront the tremendous improvements in operational
efficiency and effectiveness generated by intimate interaction with a broad set of orga-
nizations and actors. Interoperability is not an afterthought but is included, from the
very beginning, of both the capability development and mission planning processes.
Thus interoperability from the CA perspective refers to thick and frequent interaction
among the organizations and individuals involved in complex engagement spaces as
they engage in planning, decisionmaking, and operations. Developing the means for
facilitating this interoperability constitutes the main content of this primary enabling
capability element within the CA. Without this interoperability effort the remaining
elements are unable to combine constructively to align incentives and reduce transac-
tion costs.

Training

CA-specific training is focused on improving interactions between organizations to
align incentives and reduce transaction costs to achieve congruence of effect. At the
highest level, the CA provides a holistic (or comprehensive) view of the engagement
space, a view enriched by the blending of multiple perspectives from a widely diverse
set of actors. Therefore, the highest level CA training should include instruction on
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regional and state assessment methodologies, frameworks for increasing local resilience,
principles for engagement with local and international actors, negotiation and media-
tion techniques for complex engagement spaces and familiarity with various other
“toolkits” focused on multidimensional interactions.

The operational-level CA training takes place along two axes— the horizontal,
to improve mutual understanding between international actors (the various national
agencies, organizations, international organizations, military organizations, private
sector businesses, nongovernmental organizations, etc.) and the vertical—between
the international and local actors to enhance local capabilities.

This two dimensional training on aligning incentives must provide an enriched
understanding of how to execute one’s own organizational mission in accordance with
the mandate and financial requirements while supporting, or at least not negatively
interfering with, the activities of other organizations in the same area. This instruction
therefore consists of mutual awareness training on capabilities and cross training in
areas of functional expertise.

Mutual awareness training is designed to enable improved understanding of or-
ganizational specializations, capabilities, funding processes, operational practices and
existing interagency/interorganizational planning processes. Cross training refers to
allowing members of other organizations to attend one’s own training courses. Both
types of training enable staffs to better contribute to the overall effort by encouraging
multiple actors to act in cumulatively beneficial effect generating ways. By making
planners aware of the additional capability availability in other organizations, mutual
awareness training in conjunction with cross training that provides an understanding
of the processes the other organizations need to follow in order to act, will enable the
required coordination.

This does not mean that CA training must cover the full range of Stabilization and
Reconstruction (S&R) functional area training, The CA specific training is training
on supporting interaction to enhance operations across a broad range of fields—not
the specific expertise enhanced by the interaction. CA S&R-related training is there-
fore a sort of meta-training: training not on specific task performance, but training on
how to interact with organizations which have the required training and operational
capabilities.

Organization

Looking through the CA prism, organization is concerned primarily with asking the
right questions about enhancing interoperability, not at defining the sort of organi-
zation each actor should adopt within a CA. Organization thus refers to questions
more than answers at this point in development of CA. A key question may be: Who's
going to lead the overall Comprehensive Approach that NATO can support? Other
questions include: How to organize to facilitate interaction in complex engagement
spaces among different organizations? What sort of coordination is required? What
sort of organization should be established to facilitate decisionmaking (concerning
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the priority of aircraft landing in the aftermath of a natural disaster for example)
among many organizations responding to a crisis? Does better coordination require
new command and control structures, or should the focus be on adjusting elements
of existing organizations to facilitate self-synchronization among the wide variety of
organizations? Many lessons identified exist, like those associated with the positive
effects of dual civilian and military leadership structures in Provincial Reconstruction
Teams, and organizational capability element development within a CA will rely
heavily on these as it matures.

Personnel
In addition to the cultivation of a broad set of personnel who can contribute to missions
within a CA through training, “Personnel” in the CA context refers to institutional-
izing the success derived from the good will and hard work of people engaged in the
complex engagement spaces. This includes the creation of a set of people with the
experience and capability to serve as Senior Representatives and engage in focused
interaction with local actors. This means providing people with opportunities to ex-
pand their skill sets by serving in a broad range of jobs, including those outside the “fast
track” of their own organizations, and ensuring that these experiences do not negatively
impact their career advancement. It may even be necessary for organizations to develop
career paths for experts in CA so that the specific expertise, developed at great cost
through participation in complex operations, is not lost between major crisis responses.
Personnel also refers to the development of the human resource management tech-
niques to deploy experts on short notice, and to loan people to other organizations.
Perhaps most importantly, it must cover the development of protocols for pay and
benefits when people are serving outside their original organization. Supporting our
people as they flexibly undertake the complex activities required by the CA (which
often means operating outside of organizational comfort zones) is essential for gen-
erating sustainable effects.

Leadership

Leadership in the CA thus makes greater demands on the practical wisdom of leaders
than that required in so called “normal operations” when the well ingrained habits of
the organization can be relied upon to provide guidance on dealing with commonly
encountered problems. Within the CA, not only is increased flexibility required by
leaders, but the judgment to know when the flexibility is appropriate and when flex-
ibility would violate organizational rules designed with the very good intention of; for
example, serving as a responsible steward of taxpayer resources or protecting valuable
information. The CA also places greater demands on leader-to-leader interaction.
This is necessary for two reasons. First, to develop ever increasing effectiveness and
efficiency in performing core functions, and second, to expand organizational bound-
aries and operational scope when necessary to undertake new tasks. In some cases an
organization must stretch its capabilities to contribute to a process that may only be
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tangentially related to its primary mission but that has significant importance for the
undertaking as a whole. Strong leadership is required to inspire these extra efforts.

Facilities

Thereis a need to explore, as part of CA design, questions concerning the arrangement
of personnel to facilitate interaction. For example, are the interagency partners sitting
in cubicles next to the military logisticians, or are they in a different building across
town? Should we hold a meeting in a government compound or at a downtown hotel?
Is there a meeting space at the Provincial Reconstruction Team accessible to the full
range of local actors? Do separate meeting spaces need to be provided for women? Are
simple video-teleconference systems required to facilitate interaction (for example, a
video cable from one tent to another so that people 100 yards away can also see what
is going on in the main meeting)? In short, the main question in facilities related CA
capability development is “Do our facilities make interaction easier, or create additional
barriers to interaction?”

Doctrine

In DOTMLPF], doctrine has a very specific definition—it is the highest-level textual
guidance for how organizations must perform their functions. As NATO's AAP 6
defines it, Doctrine is “fundamental principles by which the military forces guide their
actions in support of objectives. It is authoritative but requires judgment in applica-
tion.” (NATO 2010) Within a CA, doctrine in the formal sense is not yet developed
and therefore within the Doctrine category of the ITOPLFDm paradigm, Doctrine
has a broader meaning, It refers to the textual guidance for acting including the orga-
nizational policies, standard operating procedures, and guidance (written and verbal)
generated to accomplish the mission. Indeed, Doctrine is in the case of the CA, a lag-
ging capability element—it follows behind the advances made in the field. This is not
to say that it is unimportant—if we are to sustain the increases in our organizational
effectiveness created by the pressures of operating in the field, capturing those improve-
ments and incorporating them into doctrinal texts is essential. Why? Because if we
do not officially capture them in texts the new processes and procedures will remain
personnel dependent—that is, they will remain tacit knowledge in the minds of the
people involved, not explicit knowledge accessible by the organization. The negative
effect on knowledge base development, and thus operations, of rapid short-term
deployments to theatre is all too evident in recent complex international operations
in failed or fragile states and regions. For example, while face-to-face discussions are
essential ways to transmit knowledge, if the knowledge is not captured and training
programs changed to consistently transmit it, the effectiveness of the knowledge will
degrade rapidly. This failure to shift from tacit to explicit will hinder the institution-
alization of the new capability. Clear doctrine can help mitigate these effects.
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Materiel

The important issue here is to resist the temptation to develop specific materiel.
Within the CA Materiel should not refer to the equipment or “kit” needed to execute
operations in accordance with a Comprehensive Approach. Indeed, the CA will be
enabled by the effective utilization of commercial and crowd-sourced technologies
(smart phone applications, open-source Geospatial Information System (GIS) tools,
renewable energy, etc.) not, for example, the creation of specialized intergovernmental
communication systems. Hence the m in ITOPLFDm is lower case. However, within
a CA, sharing lessons learned and best practices concerning appropriate technolo-
gies and processes would be very useful, and is an area in which a low investment in
intellectual energy to gather, analyze and disseminate insights on especially effective
materiel technologies could provide an extremely high return on investment. For ex-
ample, sharing good practices to address the question of “What are effective techniques
for constructing cold storage facilitates in Afghanistan so the farmers can move up
the agricultural value added chain instead of having to ship their produce out of the
country for cold storage only to buy the same produce back at a higher price later?” is
an example of materiel-related activity within a CA.

Advantages of the CA

Within the context of this chapter it is important to address the key question “so
what?” Why spend the time/effort and financial resources to work within the CA?
What added value to complex operations and the capability development process
does utilization of a CA provide? The chapter examines the advantages in three broad
categories: enhanced organizational interaction, improved understanding, and more
effective and efficient partnership development. All three categories affect planning,
operations and assessment in complex crises.

Enhanced organizational interaction. The CA is organically interactive—it is based
on the insight that helping other organizations reach their goals in service to local
actors helps us achieve ours. Thus the CA provides a multidimensional, interactive
framework that enables the team-based development of new means of influencing (se-
ducing some, coercing others) actors to, in turn, shape the environment. Importantly,
its influence can be exerted most effectively in preventing conflict, not only responding
to it. The CA is a way to develop a system-of-system of effectors and influence within
which coordination takes the form of self-synchronization enabled by a decrease in
transaction costs. It is not primarily a way to harmonize efforts through a central plan,
or broader or more collaborative command and control structures, but is a way to
empower local actors to create outcomes that can improve their lives.

Improved engagement space understanding. Within the CA, the accumulation of
multiple perspectives of the diverse groups, most importantly the local actors with
their superior local knowledge, generate improved understanding of the engagement
space informing planning, operations and assessment. The improved understanding
results from the discourses that emerge from the blending of the mental models of
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the various actors. As Boyd said, in his Strategic Game of ? and ? “We must be able
to examine the world from a number of perspectives so that we can generate mental
images or impressions that correspond to that world” (Boyd, Strategic Game of ? and
? (Boyd 1991). Acting within a CA provides a structure for accessing these perspec-
tives and thereby generating new ideas concerning what needs to be done to improve
the situation while simultaneously increasing understanding of the means available.

More effective and efficient partnership development. Their blending not only enriches
the mental models of each individual actor, but also affects the frame within which
actors approach their individual activities in the engagement space. In other words,
the blending of mental models enables both improved individual organizational
understanding and organizational learning by all the actors in the engagement space.
Blending makes it possible not just to look at, but also to see the deep structure of the
environment, the nature of the actors within the environment (international and local)
and the intended and unintended feedback and feed forward effects of their activities.
The CA thus transforms the multiplicity of actors from a problem into an opportu-
nity for improved efficiency and effectiveness by providing a design methodology for
multilateral, understanding-enriched activity.

Improved Division of Labor

Within the CA the goal is not to find or create the optimal organization to execute the
activity, but to link with organizations that are good enough to get the work done. The
CA facilitates this because increased partnership opportunities are a natural positive
externality of improved interaction. Therefore, the CA enables satisfying, not optimiz-
ing, task accomplishment by diverse participants. Partnership, facilitated by the CA
design methodology, can increase the speed of delivery as seen by local people. For
example, an organization with a large footprint in theater, but which lacks a specific
capability, can acquire the required capability through partnership, trading access to
their support infrastructure in the engagement space for functional expertise.

To illustrate, an indigenous power plant builder and operator might be the ideal
candidates to build and operate a power plant, if they were available. However, in
the absence of such a local actor, the CA facilitates creation of an organization built
around military experts to deliver and perform maintenance on the generators, logistic
professionals to arrange for fuel, a local trucking company to deliver it, and a joint
international/local pipeline operator to start pipeline construction. This, combined
with a NGO specializing in powerplant operation training who form a collaborative
training program with the local university, gets the job done and establishes the foun-
dation for sustainable operations.

Base Camp Metaphor

The incentive alignment and transaction cost reduction provided by the CA as a design
process can be compared in their effects to the implicit protocols governing life at a
base camp of a major climb, for example, Mt. Everest. Many different organizations are

47



Hallett and Thorngren

present at the base camp, each with the goal of summiting the peak. Diverse individuals
and organizations have gathered to accomplish a goal. They are unwilling to coordinate
in a formal sense but recognize the benefits to all of enhancing their interaction and
sharing resources in functions like weather forecasting, sanitation, and emergency re-
sponse. In this model, the camp is like a complex engagement space, with many actors
attempting to support common goals, but unwilling to subordinate their activities or
yield donor funding to other organizations. The CA is a design process that facilitates
interaction among these groups. When cooperation reduces the costs for everyone,
like in shared weather forecasting, it will easily take place. In situations where give and
take are necessary, like sequencing summit attempts, sometimes coordination will take
place and other times not, but the CA at least makes explicit where the friction points
will most likely occur and provides a way to better manage them.

Conclusion

The CA is the structured design process through which people attempt to generate
effects, using organizations as tools, within the systems of interaction that are created
(such as by a UN resolution or North Atlantic Council decision) or emerge in the
effort to deal with a complex crisis. By reducing friction in the interaction process the
CA aims not at conventional command and control and the articulation of superior
and subordinate relationships, but at enabling self-synchronization among actors
working in the various functional areas. The CA is thus a design approach used by
groups in a network of interactions, or system of systems, focused on contributing to
local actor efforts to increase their resilience in the aftermath of a complex crisis. The
CA provides a design methodology for enhancing both the efficiency and effectiveness
of these interactions, adding value for all involved actors.

Capability development in the CA is a complex, not merely complicated process,
involving a broad set of constantly shifting actors, each with their own special organi-
zational expertise, decisionmaking processes and objectives. Nations therefore have
three main options for CA-related capability development: one, they can develop the
expertise within their own militaries, investing the resources necessary to develop the
professionals to engage in the full range of tasks required for effective intervention,
including, for example, Stabilization and Reconstruction (S&R) competencies; two,
they can develop that expertise in other government organizations (which also requires
significant resource investment) or three: they can contract with private organizations
to acquire the capabilities required. A fourth option is to recognize that some CA-
related capabilities will pave to be provided by others outside the nation and to develop
interoperability as appropriate. In practice, Nations will likely use a combination of
all the methods based on their specific existing capabilities, resources, and political
will. Membership in Alliances, like NATO, adds additional capability development
possibilities—such as common funding of capabilities for the Alliance as a whole and
national specialization in niche capabilities.
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The ITOPLFDm paradigm can help all actors engaged in the CA think through
the capability development process so that it facilitates interaction. The aim of the CA
is to ensure that external involvement in complex engagements adds significant value
to the lives of the local people as they work to increase their resilience (preferably)
prior to or in the aftermath of a major crisis. A capability development paradigm shift
focused on the CA is essential if we are to achieve this aim.
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Notes

1. For a definition of wicked problems see Rittel and Webber Rittel, H.-W.J. and
M.M. Webber (1973). “Dilemmas in a General Theory of Planning,” Policy Sciences
4:155-169.

2. How does the CA relate to stabilization and reconstruction? S&R activities create
incentives. The CA aligns incentives and reduces transaction costs—we thus use a
CA to more effectively and efficiently accomplish S&R activities. A full description of
how CA supports the creation of incentives through stabilization and reconstruction
activities is beyond the scope of this paper.

3. Organizational culture of course has a strong influence on the potential forms,
intensity and effectiveness of the interaction. Importantly, these cultural differences
should not be understood primarily in terms of distinctions between civilian and mili-
tary cultures. The culture of military organizations generate intra-military interaction
challenges no less significant than those between civilian and military organizations,
just as civilian organizations have a wide set of different cultures. Cultural diversity is
far richer than the categories of military or civilian can contain. For a further discus-
sion of the implications of this point, see Capabilities-not clothes, Hallett, M. (2011).
“Capabilities—Not Clothes.” Armed Forces Journal (July 2011): 28, 30, 32.

4, See Hallett 2009 for a description of the NATO Lessons capability in terms of
DOTMLPFI.
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Chapter 4
Strategy and the Comprehensive
Approach

CHRISTOPHER M. SCHNAUBELT

Abstract
Successful execution of a Comprehensive Approach is often hampered because civilian
and military practitioners lack a common approach for developing strategy. Most mili-
tary organizations have a standard methodology for writing plans and strategies, yet
there are no widely agreed upon processes used by civilian organizations. This chapter
attempts to bridge that gap by proposing a framework for developing civil-military
strategies using the formula: Strategy = Ends + Ways + Means, wherein ends are
the objectives or the “what” the strategy intends to accomplish; ways are the strategic
concepts/courses of action or the “how” that describes the methods of applying the
means to attain the ends; and means are the resources, typically elements of power
such as military, political, economic, and diplomatic assets, used to attain the ends.
This chapter is intended to help build the capacity of civilian organizations to
participate in a CA by filling the need for a relatively brief overview of strategy and
providing a generic template for its development. It attempts to establish a common
baseline to assist teams of civilians and military personnel working collaboratively to
develop a strategy. The thoughts and concepts presented here do not present original
thinking but are instead a distillation of many books, articles, and presentations on
the subject.

Introduction

The Comprehensive Approach is a term of art that refers to activities where military
and civilian organizations must work together to achieve common and/or interrelated
goals, usually in relation to crisis management. Typical examples include counterin-
surgency and stability operations where the military is needed to provide security for
civilian organizations to improve governance, economic development, rule of law, etc.,
while progress in these areas reinforces security gains and over time should eliminate
the need for military intervention. Furthermore, in many cases military units must
perform what would normally be considered “civilian” activities due to a shortage
of civilian expertise and a high level of threat to civilian personnel (Stavridis, 2011).
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One of the factors that make implementation of a CA so challenging is lack of
universal argot, planning techniques, and processes for developing strategy. Because
they lean heavily on a body of guidance called “doctrine,” military leaders have a great
deal of commonality in these areas. Military organizations typically have standardized
routines for developing plans and strategies. NATO, for example, has publications
that delineate agreed upon terms and definitions and describe how to plan, execute,
and provide logistic support to allied joint operations (NATO, 2011)." Although it
is common to speak of things categorically as “civilian” versus “military,” there is no
single “civilian” mode of planning or developing strategy that is nearly as systemic,
homogeneous and coherent as that of the “military.”

Of course, one cannot expect to become an expert or even a moderately successful
practitioner from reading this one short paper. For those truly interested in the subject
of strategy, and those whose job will be to develop it, this paper will at best present
an amuse bouche. A thorough education regarding strategy requires extensive study.’

The intended audience for the courses taught at Yale by Professor Gaddis, et al,
are students at one of America’s most elite universities, some of whom will presum-
ably go on to be influential civilian government officials and policy makers. Indeed,
civilians who understand strategy may become increasingly in demand if the goals of
U.S. Secretary of State Hillary Rodham Clinton, as evinced in the first Quadrennial
Diplomacy and Development Review (QDDR), come to be realized. The 2010
QDDR presents a vision of “Leading through Civilian Power” with Chiefs of Mission
performing as “CEOs of a multiagency effort.” The QDDR notes that one of the
key steps that must be accomplished in order to realize its goals is to: “develop a
high-level strategic planning process, strategies for regional and functional bureaus,
and Integrated Country Strategies that bring together all country-level planning for
diplomacy, development, and broader foreign assistance into a single, overarching

strate: . Department o tate, L XVill).
gy’ (U.S. Dep f State, 2010: xviii)

What Is Strategy?

There are numerous definitions of strategy, as well as a surprisingly large number of
works on strategy that do not provide an explicit definition but either expect readers to
infer its meaning from the discussion or assume they are already familiar with the term.
There is also considerable debate in the literature on levels of strategy; some authors
identify distinctions between related concepts such as “strategy,” “theater strategy,”
“national strategy,” and “grand strategy.” The question is not merely semantic, but
for purposes of this chapter it is sufficient to treat “strategy” and “grand strategy” as
synonymous and to provide a handful of definitions as examples.

The Merriam-Webster (2011) online dictionary defines strategy as “the science
and art of employing the political, economic, psychological, and military forces of a
nation or group of nations to afford the maximum support to adopted policies in
peace or war.” According to business professors Gerry Johnson and Kevan Scholes,
“strategy is the direction and scope of an organisation over the long-term: which achieves
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advantage for the organisation through its configuration of resources within a challeng-
ing environment, to meet the needs of markets and to fulfill stakeholder expectations”
(Johnson & Scholes, 2006: 10).

One of the most succinct definitions is offered by Bartholomees, Jr. (2010c: 15),
who calls it “simply a problem-solving process.” Somewhat more expansive, according
to Brimley (2008-09: 28): “strategy is the art of connecting aspirations with prudent
plans and finite resources.” One of the most brilliant strategists of the Cold War era,
Brodie (1973: 452), wrote that “strategy is how to do it’ study, a guide to accomplish-
ing something and doing it efficiently.”

Along similar lines, Gaddis (2009) tells us that “grand strategy is the calculated

relationship of means to large ends.” Expanding upon this concept, he writes:

It's about how one uses whatever one has to get wherever it is one wants to go.
Our knowledge of it derives chiefly from the realm of war and statecraft, because
the fighting of wars and the management of states have demanded the calculation
of relationships betweens means and ends for a longer stretch of time than any
other documented areas of collective human activity.... But grand strategy need
not apply only to war and statecraft: it’s potentially applicable to any endeavor in
which means must be deployed in pursuit of important ends. (Gaddis, 2009: 7)

Each of the preceding definitions has both value and limitations. Nonetheless, the
author proposes the following working definition based upon the model developed by
Arthur Lykke (Yarger, 2010): “strategy is a statement that unambiguously defines the
ends that are to be achieved, the means that will be employed to achieve those ends,
and the ways in which those means will be used.”

This can also be expressed as a formula: Strategy = Ends + Ways + Means,
wherein ends are the objectives or the “what” the strategy intends to accomplish; ways
are the strategic concepts/courses of action or the “how” that describes the methods of
applying the means to attain the ends; and means are the resources, typically elements
of power such as military, political, economic, and diplomatic assets, used to attain the
ends (Jablonsky, 2010).

Developing strategy is an intellectual process that primarily entails art rather than
science.” This characteristic obtains because the conditions that produced the need
for a strategy will always be dynamic and reciprocal. As Collins (1973) has put it,
“[strategy] is not a game that states can play by themselves” (cited in Gray, 2009: 2).

This holds true even if the situation is not competitive. In a security context, the
requirement for strategy is generated by a thinking, adaptive enemy or adversary who
will react and change its own strategy according to the progress of a war or largely
peaceful conflict. Yet the same dynamic nature applies in highly cooperative situations
such as those involving domestic populations whose behavior a government intends
to influence through public policy. To provide just a few examples, people will often
change their behavior in an unexpected manner as a reaction to tax policy, urban
planning regulations, gas taxes, or health care laws promulgated by a government they
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perceive to be entirely legitimate—implementing a peaceful, domestic political or gov-
ernmental strategy also involves reaction as well as action. Simply put, human beings
will respond to changes in their situation in ways that are often difficult to anticipate.
A good strategy must take into consideration this dynamic.

Understanding the motivations, culture, and beliefs of individuals and groups
will reduce the risk of unintended consequences, but human behavior is frequently
unpredictable. As an example, U.S. Secretary of Defense Robert McNamara's failure
to dissuade North Vietnam from attacking South Vietnam through a quasi-scientific
and formulaic application of graduated military force (calculated by his subordinates
consisting of the “Best and the Brightest” from America’s top universities) seems to
illustrate this assertion. How else to explain America’s defeat by a nation that possessed
only a tiny fraction of U.S. military and economic power?

For this reason, it is critical that developers of a strategy consider the second- and
third-order effects (that is, the action-reaction cycle of thinking human beings) that
their implementation of ways and means will produce. It may be trite, but it is none-
theless true that in armed conflict “the enemy gets a vote.” Equally true in terms of
domestic policy, citizens will react to strategies that intend to raise revenue or shape
behavior with changes to their work habits as well as voting at the ballot box and/or
“with their feet” by moving to another jurisdiction.

As will be described further in the model below, developing strategy is usually an
iterative process. Very rarely, if ever, can a strategy in pursuit of important ends be de-
veloped, tasked for implementation, and then forgotten. Yet, there is a tension between
the need for a strategy to be forward looking and far reaching and the requirement to
track its implementation and make adjustments when needed.

On the one hand, a good strategy is usually big, bold, and at a high conceptual level
so that it does not require constant tweaking and reformulation. A typical time frame
will encompass years rather than days. Creating the means may take a long time before
they can be employed, especially when they entail recruiting, training and educating
personnel; creating doctrine; or building aircraft, ships, and missile systems or other
resources that require long lead times to produce. Advanced technological tools may
give a nation a great advantage, but as MacGregor Knox (1994: 641) has written, “...
machines need an inordinate time for their development, tend by their nature towards
specialization, and require time-consuming adjustment to fit into integrated ‘weapons
systems’ needed to crush or counter the ‘systems’ of potential enemies.” Thus, a good
strategy will usually have an enduring quality.

But on the other hand, the situations that require a CA will often be “wicked
problems” that experience systemic shifts in unpredictable ways due to the inputs that
flow from execution of the strategy.®

Table 1 depicts the characteristics of various problems categorized according the
complexity of their structure:
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Table 1. Types of Problems and Solution Strategies

Well-structured “Puzzle”

Medium-structured
“structurally Complex
Problem”

llI-Structured “Wicked
Problem”

Problem The problem is self- Professionals easily Professionals will have
Structuring evident. Structuring is agree on its structure. difficulty agreeing on
trivial. problem structure and
will have to agree on a
shared starting
hypothesis.
Solution There is only one right There may be more than | Professionals will

Development

solution. It may be
difficult to find.

one “right” answer.
Professionals may
disagree on the best
solution. Desired end
state can be agreed.

disagree on:

- How the problem can
be solved.

-The most desirable end
state.

-Whether it can be

attained.
Execution of | Success requires Success requires Success requires
Solution learning to perfect learning to perfect learning to perfect
technique. technique and adjust technique, adjust
solution. solution, and refine
problem framing.
Adaptive No adaptive iteration Adaptive iteration is Adaptive iteration is
Iteration required. required to find the best | required both to refine

solution.

problem structure and to
find the best solution.

Source: U.S. Army TRADOC (2008: 9)

As the problem, situation, or threat evolves or reacts, the means necessary and/
or ways they are employed will usually need to be adjusted to fit these changes.
Additionally, as the costs of executing the strategy become clearer, the desired ends
might be reconceived.

During the Korean War, for example, the United States and its United Nations
Command allies shifted the desired end several times as the perceived costs of achiev-
ing it shifted. Initially, the goal was to merely restore the status quo ante bellum and
restore the independence of the Republic of Korea (South Korea). In the wake of
MacArthur's spectacular advance to the Yalu River, the goal changed to the utter defeat
of the Democratic People’s Republic of Korea (North Korea). However, following the
Chinese intervention and the rout of MacArthur’s over-extended forces, the desired
end shifted back to maintaining the independence of South Korea and restoration of
the status quo ante bellum. Arguably, this is an example of shifting the ends in the face
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of unanticipated costs—in other words, bringing the ends into balance with the ways
+ means—whereas the defeat in the Vietnam War was due to a failure to align the
ends with ways and a level of means that would be acceptable to the American public.

As Gray (2010: 38-39) argues, strategy is developed within a context of “politi-
cal, social-cultural, economic, technological, military, geographical (geopolitical and
geostrategic), and historical” factors. This is illustrated by the chart below, to which
the author has added human individuals as a significant factor.

Social-
cultural

Technological

Individual

This set of contexts impacts the development of strategy in multiple aspects. It will
determine who is chosen to develop the strategy in question, determine the stakehold-
ers the strategists must report to, and define the problem set—to include existing and
potential influences upon the behavior of the actor(s) the strategy is going to target.
Identifying the nature of these contexts and how they interact with each other is a key
aspect of developing “understanding” of the situation.

A Process for Developing Strategy

The conditions a strategy is expected to address and the context in which it is devel-
oped will vary widely. The following is a generic process for developing a strategy.
Other approaches may be more useful in certain contexts. For example, if the de-
velopers have very clear, specific guidance and fit within a well established hierarchy
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(such as a military headquarters), a linear deductive process such as the Guidelines for
Strategy Formulation in Appendix I of The U.S. Army War College Guide to National
Security Issues, Volume II: National Security Policy and Strategy (Bartholomees, 2010b:
397-402) may be more useful. However, in cases where the ends must be established
largely from scratch without clear direction from a higher echelon (for example, teams
of collaborative planners without a single common higher headquarters), the following
approach may be more useful.

(Note: The following process is not necessarily linear. Strategists might vary
the order in which they address the various components and perform some of them
several times, thus moving “back and forth” through the process. Furthermore, it is
usually iterative.)

Estimate the Development Timeline

Determine the deadlines for completing development of the strategy. When a strategy
team is tasked by a higher echelon, it will usually be given a “due date” for completion.
However, when the team is at the highest echelon or when a specific deadline has
otherwise not been externally established, it should establish its own deadlines and
decide how much time to apportion various parts of the development process. In a
crisis situation, such as the NATO operations in Libya that were ongoing when this
chapter was written, there will be a limited amount of time available before action
must begin and this will limit how much of it can be devoted to various elements of
the process. Otherwise, some parts—such as developing understanding—could take
virtually forever.

Develop Understanding

Gather information and relate it to conditions and actors, This element of the process
attempts “to explain the qualitative relationships embedded within complex problems,
including their history, dynamics, propensity, and trends [but nonetheless] recognizes
that complete knowledge is not achievable, and therefore constantly questions the
limits of existing knowledge and prevailing public myths or paradigms” (U.S. Army
TRADOC, 2008: 15). It requires more than the simple collation of facts or assump-
tions. The contexts identified above provide a starting point to list the key situational
aspects that must be analyzed. At the most basic level, any strategy is about changing
the behavior of an actor or actors. This places a premium on knowledge about the
key stakeholders, their points of view, capabilities, and interactions. A good starting
point might be to ask: “What can we not control?” This leads to other useful questions
such as: What can we control? What can we influence? What conditions are more
susceptible to our influence?

Be as explicit as possible regarding the degree of uncertainty, for example, what is
the level of confidence in estimates, information, and predictions? What do we strongly
believe that we “know” versus what is an “educated guess” that is necessary to proceed
in an absence of knowledge?
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Frame the Problem(s) and Opportunities

Determine what is the question or problem to be solved. This closely relates to de-
veloping understanding and there will probably be a back and forth between these
components of the process—framing the problem will usually expose shortfalls in
understanding. Strive to capture the nature of problem realistically rather than let
wishful thinking about it dictate the approaches used to address it.

Questions to consider include:

+ The external problem context’
+ What s the history of the problem? What is its genesis?

+ Who are the parties interested in the problem and what are the
implications of likely outcomes?

+ What caused the problem to come to the fore?

+ The internal context for the strategy development process

+ Who is directing the creation of the strategy (a higher echelon or
group of stakeholders)?

+ What are their expectations?
+ Whay, if any, policy guidance should shape the strategy?

+ Can the ends be deduced or must they be inferred?

Draft Proposed Ends

Envision what is to be accomplished. In other words, describe the outcome that is
expected to result from implementation of the strategy. This element of the process
establishes the scope of the strategy and gives it focus. However, as the strategy is
developed the originally proposed ends may need to be adjusted as the ways and
means are explored and the likely costs of achieving the initially desired ends become
recognized. It may turn out that the projected costs of the means necessary to achieve
the ends will exceed the perceived value of those ends.

Determine the Ways and Means
Compare the contemporary problem frame with the vision of what should be achieved. How
can we proceed from here to there? What resources are available? How can they best be
used? What are the options? How do they compare in terms of cost and effectiveness?
One approach to evaluating a potential strategy is by applying the standards of
feasibility, acceptability, and suitability. These characteristics should be considered as
potential combinations are developed. Are the means realistically available? Are the
ways legal and the means worth the cost? Is it likely the strategy will actually achieve
its ends?
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Consider Risk

Assess whether the end, ways, and means are in sustainable balance. A corollary to our
formula for strategy is that: Ends = Ways + Means + Risk. Risk is the probability
that our strategy will fail to accomplish its ends. The nature of complex problems is
such that there will always be uncertainty and thus some level of risk is always present.
However, it should be recognized that there is an interdependent relationship between
ends and the ways and means such that if the means are reduced, while the ends and
ways are held constant, there is an increase in risk.®

Reframe the Problem

Consider the likely evolution of the situation in light of proposed actions. This element of
the process should be conducted frequently, if not continuously. In a sense, all strategy
is prediction in the form of an “if-then” statement: if we do x, the object of our strategy
will do y in response. Nonetheless, strategists should be wary of making predictions,
and especially about relying on them, but consider how the enemy may react (or in
cases other than armed conflict, how the situation may change) in response to imple-
mentation of the strategy. What might be the second- and third-order effects that
result from implementation of the policy? Even after the strategy has been promulgated
and resulting actions have begun, reframing of the problem must continue in order to
assess the effects of the strategy and the need for revision.

Finalize the Statement of Ends, Ways, and Means

Wrrite the strategy. There is no “school solution” to the challenge of writing a strategy.
There are too many possible variations in requirements, contexts, detail, and degree of
complexity to suggest a specific format or outline. Examples of current and historical
national security strategies, military strategies, and business strategies abound on the
web. Length is not necessarily indicative of quality or likelihood that a strategy will be
successful. In some cases a succinct, one-page statement will be best. One of the most
critical characteristics is that the strategy must be clearly understood by the organiza-
tions and individuals who will implement it. How to effectively convey the desired
ends and the ways and means to achieve them, again, entails more art then science.

Monitor Strategy Implementation and Effect; Revise as Necessary

Determine whether the strategy is being properly implemented, is producing the expected
effects, and progressing adequately towards the desired ends. If not, revise the strategy or the
plans and/ or activities that implement the strategy. It would be difficult to overemphasize
the dynamic, interactive nature of strategy. A good strategy will include mechanisms
to see whether it is generating the desired effects and to make adjustments if the object
of the strategy is not behaving as desired.
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Some Concluding Thoughts

Developing good strategy is extremely difficult. Because of its dynamic nature,
providing a simple template or “one size fits all” process is impossible. In an adversarial
or competitive situation, however, there may be some comfort in recognizing that one’s
opponents are faced with similar challenges (Gray, 2010). Ironically, it is often easier
to identify approaches that do not work than best practices.

Rumelt (2010) identified four characteristics that usually equate to “bad strategy.”
The following may provide some useful tips regarding things to avoid when creating
a strategy:

Failure to face the problem. If strategy is simply viewed as a problem-solving process,
cleatly identifying the problem to be solved is an essential requirement. A strategy that
fails to define the correct problem(s) is highly unlikely to achieve the desired outcomes.

Mistaking goals for strategy. Some leaders believe it is sufficient to simply establish
extremely high goals and then to push organizations to achieve them without provid-
ing a logical plan that identifies the necessary resources related to useful methods for
employing them. Evoking the great offensives during World War I, Rumelt writes:
“A leader may justly ask for ‘one last push,’ but the leader’s job is more than that. The
job of the leader—the strategist—is to also create the conditions that will make the
push effective, to have a strategy worthy of the effort called upon.”

Bad strategic objectives. There are two aspects of this error: “a scrambled mess”
(fuzzy objectives) that is “just a list of things to do,” and “a simple restatement of the
desired state of affairs or of the challenge” (blue sky objectives) that “skips over the
annoying fact that no one has a clue as to how to get there.” As the Ends = Ways +
Means + Risk formula so nicely illustrates, a good strategy must not only define what
to accomplish but also how to accomplish it and with what resources.

Fluff. Rumelt writes that the “final hallmark of mediocrity and bad strategy is
superficial abstraction—a flurry of fluff—designed to mask the absence of thought.”
The readers of this chapter can no doubt think of numerous political or organizational
pronouncements that relied on the use of buzzwords rather than logic and clearly
expressed concepts. If the fluff is removed or replaced with simple and easy to define
terms, does the strategy still make sense?
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Notes

1. Among the most important in the context of this article, Allied Administrative
Publication-6 is the NATO Glossary of Terms and Definitions while Allied Joint
Publication-01(D) provides the keystone doctrine for planning and conducting
NATO operations.

2. Civilian organizations often use the terms “strategy” and “planning” interchangeably.
In military terminology, however, development of strategy is a qualitatively different
activity that takes place at the highest echelons while planning is conducted at the
operational and tactical levels. For an analysis of the differences at the operational

level, see Schnaubelt (2009).

3. The 2010 reading list for students at the U.S. Army War College, for exam-
ple, included two volumes of collected articles on “Theory of War and Strategy”
(Bartholomees, 2010a) and “National Security Policy” (Bartholomees, 2010b) that
exceed 600 pages. The 2009 syllabus for the two-semester course at Yale University on
Grand Strategy taught by Professors John Lewis Gaddis, Charles Hill, Paul Kennedy,
Walter Russell Mead, and Paul Solman requires a summer research project with in-
ternational travel as well as dozens of books with thousands of pages of readings in the
Spring semester alone. Even with this reading load, Gaddis states that the students are
only “superficially” exposed to classic works such as those by Thucydides, Sun Tzu,
and Machiavelli (Gaddis, 2009). This is not meant to suggest that either the U.S.
Army or Yale programs are the ideal models for teaching strategy, but to give an idea
of the amount of study that certain programs feel are required to become thoroughly
familiar with the topic.

4. There may be cases where an ambiguous statement of the desired ends may be useful
for rhetorical purposes or as a negotiating tactic, but it is difficult to identify cases where
this has been successful in the context of a democracy or in an alliance of democratic
states such as NATO. Perhaps there is no theoretical reason a strategy must be writ-
ten. Luttwak (1979) infers ancient Roman strategy from their behavior rather than
anything they wrote as such, but in our era it is necessary for practical reasons.

5. For this reason an emerging view holds that strategy should be “designed” rather
than “developed” or “planned,” but there is no need to debate this interesting question
within this particular paper.

6. The Australian Public Service Commission (2007) provides a good overview on
wicked problems.

7.U.S. Army TRADOC (2008) provides the following: “Context: the set of circum-
stances or facts that surround a particular event, situation, etc. Context as described by
Mao Tse Tung: Thus the different laws for directing different wars are determined by
the different circumstances of those wars—differences in their time, place, and nature.
As regards the time factor, both war and its laws develop; each historical stage has its
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special characteristics, and hence the laws of war in each historical stage have their
special characteristics and cannot be mechanically applied in another stage. As for the
nature of war, since revolutionary war and counterrevolutionary war both have their
special characteristics, the laws governing them also have their own characteristics,
and those applying to one cannot be mechanically transferred to the other. As for the
factor of place, since each country or nation, especially a large country or nation, has
its own characteristics, the laws of war for each country or nation also have their own
characteristics, and here, too, those applying to one cannot be mechanically transferred
to the other. In studying the laws for directing wars that occur at different historical stages,
that differ in nature and that are waged in different places and by different nations, we
must fix our attention on the characteristics and development of each, and must oppose a
mechanical approach to the problem of war.” (23)

8. Strategy is far more art than science; but even in the fine arts, an understanding of
balance and proportion is usually required for a piece to be successful.
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Technology impacts lives at all levels, from the individual to the organization and
even to the nation. It can provide many benefits to a society, but it also can have nega-
tive effects, either inadvertently or deliberately. Technology can help us do current
activities more efficiently and effectively, and enable things that we previously could
not do at all. There are six great scientific revolutions of our time: (1) information
technology, (2) biotechnology, (3) nanotechnology, (4) robotics, (5) alternatives to
hydro-carbons, and (6) socio-cognitive research. A key policy question is how “info-
bio-nano-robo-hydro-cogno” will interact in ways that affect security. In each of these
areas, technology is developing exceptionally fast. In information technology alone, in
15 years one can expect more than 100,000 percent change in computing power per
unit time.! Biotech is changing even faster.

Technology is not without its risks, as evidenced when Financial Market traders
employed an automated trading system. The system was designed to streamline trad-
ing, but actually put the entire market at risk. In the end, the system had to be shut
down to avoid a cataclysmic international financial meltdown.

Hardware- and software-driven systems are only one part of an effective tech-
nology capability. Just as in the previous chapter, the full range of DOTMLPFI (or
ITOPLFDm) must be co-evolved to achieve success. Often, the human element is
the weakest link. In the case of Network Enabled Capability (NEC in the United
Kingdom) or Network Centric Operations (NCO in the United States), the full
value of very large investments has yet to be realized due to human behavioural issues.

However, the basic premise of “power to the edge” remains valid. When organi-
zational and procedural constraints are reduced and those in a network are able to
self-synchronize their actions based on shared situational awareness, exceptional re-
sults can be delivered. The growth of social networking that has been enabled through
the development of communications technologies has been a key player in responses to
crises and has been evident in the uprisings that form the Arab Transition. All these
concepts require that key actors to have a shared understanding of the issues being
confronted. It is necessary to be able to coordinate efforts and resources appropriately,
irrespective of whether the actors are dealing with 2 man-made or natural crisis.

From the standpoint of implementing the Comprehensive Approach in a con-
strained resource environment, these commercially-based technologies can bring
benefits to the Alliance for the fraction of the cost of developmental systems. For the
moment, this primarily is true of information technology but, in the future, it will apply
to the other technologies as well, as well as extraordinary new opportunities such as
additive manufacturing (3—D printing).

66



This part includes three chapters that explore the role of technology from a num-
ber of perspectives in the delivery of the Comprehensive Approach:

Col (Dr.) John Geis, Col (R) Ted Hailes, and Dr. Grant Hammond introduce
a concept called the Emergency Data and Transfer System (EDATS), built on the
distributed sharing of data that remains controlled by its diverse owners. The goal is
to allow both governmental and non-governmental participants to share according to
their own rules.

Dr. Velizar Shalamanov outlines a model for the cooperative development of
capabilities among NATO and partner nations for crisis management in support of
the Comprehensive Approach. The focus is on “Comprehensive C4ISR” (Command,
Control, Communications, Computers, Intelligence, Surveillance, Reconnaissance)
Approach through the NC3A (NATO Consultation, Command and Control
Agency). Although centrally coordinated, these are intended as “bottom up” ap-
proaches responding to user needs, incorporating disparate funding mechanisms, and
involving industry.

Ted Rybeck outlines an innovative approach to mobilize public-private capabilities
for crisis logistics by leveraging a wide variety of social media. It is based on an open
architecture called “Knowledge Banking” that lets data owners maintain control over
the content of their information and its access privileges. This promotes post-disaster
supply chain management at very low cost.

Note

1. One interpretation of Moore’s Law postulates that the amount of computing power
per unit cost doubles about every 18 months. In this case, 15 years would allow for 10
doublings. 2'°is 1,024, or more than a 100,000 percent increase.
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Chapter 5
Technology and the Comprehensive
Approach: Part Problem, Part Solution

Joun Geis, Tep HaiLes, AND GRANT HAMMOND

Abstract

Technology which has facilitated rapid globalization has also magnified the impact of
crises: man-made or natural. The problems created by crises have become so diverse,
complex and severe, that the solution often exceeds the capability of any one organiza-
tion, nation or alliance to accomplish independently. While many agree on the nature
of this challenge and accept the need for cooperative action, most find the solutions
too hard to execute. Competing political, military, economic or humanitarian interests
create a complex environment where participants stumble over details such as: a) Who
is in charge? b) Which interests are preeminent? ¢) Who has the capability? and d)
Who can be trusted? This chapter examines the use of technology to create a frame-
work that makes it easier to provide answers to the above questions. The creation of
this framework, through which all actors can be linked, can provide data, knowledge,
goods/services and cyber security to all participants. By not assuming control, but
rather providing support, this framework can ameliorate the principal issues faced by
participants. Technology alone is not a complete solution, but such a system can make
worthwhile contributions.

Introduction

The issue at hand is how to manage disasters, natural or man-made, that exceed the
scope of unitary action, These disasters have always been daunting, but for thousands
of years most people really did not plan for such events, since they did not have the
information to work with or the ability to effect real change. In today’s and certainly
in tomorrow’s world, we watch these events unfold in often grisly detail, with the at-
tendant result that we do care for both practical and humanitarian reasons, and more
to the point, we now have the capacity to make a difference.

Yet the breadth and depth of such disasters often exceed the capability of any one
individual, group or even nation to truly effect meaningful change, relieve suffering or
find solutions. While it is intellectually simple for nations, groups and individuals to
work together to fix things, it becomes very hard to implement solutions in a world
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with thousands of actors torn by conflicting interests, separate agendas, a lack of trust,
and very real political sensitivities.

This chapter argues that the very technologies that have made us aware of the
scope of these problems can also assist in solving them. It proposes a system that deals
with the reality of distrust, while taking advantage of areas of mutual interest and
understanding, creating a framework enabling collective action. The solution revolves
around a simple set of concepts: remove some of the human element, avoid sensitivities
that surround differing actors and their agendas, and focus on enabling the relatively
free movement of knowledge. To this end, a constructed Emergency Data and Transfer
System (EDATS) is introduced.

The EDATS program is designed to overcome challenges facing any system that
tries to resolve many of the basic challenges of bringing together disparate groups
within “The Comprehensive Approach” framework. Among these challenges are
answering pivotal questions such as: Who is in charge? Who controls the flow of
information? How is information attributed? Can it be trusted?

At least a partial solution to these problems can be realized by implementing a
system that is largely self-nominating in participation, decentralized in organization
and based on a community of mutually overlapping self interests. In EDAT'S, partici-
pation and contributions are focused on accomplishing a set of common goals based
on shared information. No one individual or organization is in charge. Everyone is
empowered with the ability to push information into the system, or pull information
from EDATS. In this system, the users have control over what they submit, whether
its origins are displayed, how the data is interpreted and what actions they should
accomplish. Trust is developed by the user through assessment of the data in hand,
not from confidence (or lack thereof) of other parties involved. As such, trust and
verification of the data is an evolutionary process enabled by the EDAT'S system.

The essence of the program is its ability to gather vast amount of information
from open sources throughout the world. It does not require anything from anyone
other than a common interest in addressing the problems at hand. If concerns exist,
one need not contribute or share. But to the degree that they do add their input to the
vast data base, the capabilities are enhanced, both individually and collectively. This is
the essence of a comprehensive approach built on a foundation of mutually overlapping
self-interest through shared information. Required trust for effective crisis response
is moved from the organizations to the information system. EDATS acts as a buffer
between actors, accumulating and distributing critical information while giving each
participant the degree of anonymity they desire to best complete their own mission.
The remainder of this chapter illustrates the attributes of EDAT'S (as shown in table
1), details its mechanics, provides examples of the system in action in both natural and
man-made crisis and ends by demonstrating the application of EDATS and its added
value to the concept of Comprehensive Approach.
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Attributes

For EDATS to be successful, it must aggregate input from a diverse collection of
people, organizations, and nations. Dealing with crisis management is always hard.
Having a mixture of participants, all with varying agendas, conflicting interests, and
often a visceral dislike for each other, can make the difficult become impossible. For
EDATS to be effective in this taxing environment, it must be palatable to a large and
constantly changing audience. It must alleviate or bypass the tensions between military
organizations and other groups. These include governmental agencies, nongovern-
mental organizations (NGOs) whose reputation requires staying clear of government
affiliations, charitable groups that require independent and often clandestine action
and indigenous elements that may seek to exert control over parts of the operation.

Table 1. Attributes of EDATS

EDATS Does Not EDATS Does

Does not direct or control Does provide information
Does not judge Does provide detail actions
Does not fund or execute Does not need attribution

There have already been international efforts to begin to share, in a more sys-
tematic way, information on different aid programs, their cost and sponsorship. The
systems approach includes a standardized data format that is available to other aid
participants as well as the communities they serve. One example is the International
Aid Transparency Initiative (IATT), launched in Paris in 2005. Its aim is “to bring
together donors, partner countries, and civil society to enhance aid effectiveness by im-
proving transparency.” (www.aidtransparency.net/about, 2011) IATT has established
standards for sharing information among donors and stakeholders which specify what
will be published, how detailed the information will be, what electronic format will be
used, along with a code of conduct for doing so. The partnership includes donor and
recipient governments, multilateral aid agencies, private organizations and NGOs.
They use a common aid language to assist in data aggregation and geo-coding of the
information provided. They have also produced a “Development Loop” which is a
web-based application that allows practitioners and local stakeholders to provide feed-
back on the aid projects. While obviously not designed for comprehensive approach
purposes, the IATT reporting standards prove that coordination and information
sharing among disparate entities in aid projects are possible. The EDATS takes this
several steps further.

Another program already underway is the very useful and transformative work
done by the U.S. research program STAR-TIDES: Sharing to Accelerate Research-
Transformative Innovation for Development and Emergency Support. STAR-TIDES
seeks to share knowledge about sustainable support to populations under stress (post
war, post-disaster, and impoverished). It provides reach back “knowledge on demand”
to decisionmakers and those working with the affected populations in the field. In
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doing so, it seeks to catalyze the panoply of players involved in such assistance efforts—
public-private, whole of government, and transnational organizations—to encourage
unity of action where there is no unity of command. It maintains a website (Star-tides.
net) where anyone in the network can publish their research on such problems for
feedback, critique and implementation, and conduct quality field experimentation.
STAR-TIDES thus provides research, results, and field experience with regard to
the tools to assist in such circumstances.

These types of efforts provide important contributions in the effort to construct
and implement a Comprehensive Approach. But we need to move beyond them to cre-
ate a system for planning, reporting, and reacting as events unfold to help the disparate
players involved coordinate their activities for maximum effect. These examples illus-
trate a strong trend towards digital assistance in crisis management allowing disparate
groups to work towards a common objective. EDATS will capture this momentum;
stabilize the approach and speed access by being a “system in place.”

Astable 1 delineates, what EDAT'S does not do is as important to many as what
it can accomplish. To be accepted, the system cannot control or direct action, neither
can it judge or restrict information, nor be responsible for funding or executing opera-
tions. Conversely it must add value by providing vast, relevant and constantly updated
information, a summary of programs in place or on the books, and keep attribution to
the minimum and only to the level agreed on by the participants. In many instances,
the identity of the provider of material, medical support, and security operations can
be stripped from the information flow so participants can know what is being accom-
plished but not necessarily by whom.

Mechanics

EDATS builds on the other systems to create a technologically-enabled system that
removes much of the baggage associated with the human element and human mo-
tives, while presenting timely and accurate information for all to use in facilitating the
management of complex crises. EDATS accomplishes this by drawing readily available
technologies that are active today, and builds on them. Programs such as Google's
search engine and Microsoft's Photosynth programs are but two of the capabilities
this system will incorporate.

Software that can fuse and geo-tag billions of photographs is already freely avail-
able on the Internet. These pictures can be geographically and geospatially fused
together to provide a three-dimensional view of any frequently photographed loca-
tion. These algorithms have been developed and three-dimensional walkthroughs of
various locations are now resident on the Internet. (Snavely, 2009) (Szeliski, 2006)
These three-dimensional renderings can be compiled using keyword-based searches,
and can use images capturing motion as well as still pictures.

Computer algorithms have been developed which compensate for panoramic
warping and other distortions caused by various camera lens types. Further, such
images can be developed to provide up to a 360-degree image. Among the challenges
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is that as objects move through photographed space, computer algorithms had to be
developed to either ignore, or to track the moving objects.

While seemingly trivial, when spread across billions of Internet photographs,’'
these types of pictures have the potential to paint a three-dimensional picture of any
location on the planet (Geambasu, Gribble, and Levy, 2009). With the ubiquitous
nature of cell phones with cameras, we already have seen a massive infusion of photos
as crises unfold such as in Egypt during their revolution or Japan as it suffered a 9.0
earthquake.

As each day passes, millions of pictures are added to the network from every corner
of the world creating a data base that expands exponentially. It is inherent in human
behavior that as crises emerge, people feel compelled to document them with words
and pictures creating an instant “army” of intelligence gatherers. The algorithms to
fuse this data in real time across the “cloud” of computing have existed for years. This
fusion is being accelerated by three key technological factors: “a faster and cheaper
network fabric, a common storage infrastructure, and a potential for a richer than ever
runtime environment (Geambasu et al, 2009).” Within this emerging cloud-computing
environment, multiple data fusion tools have been freely made available to the public.
Flickr (Flickr, 2011) allows free photo-sharing with an inventory of over three bil-
lion photos? Microsoft's Photosynth program creates 3-dimensional composition
of geographic space from photos, and ALIPR automatically tags photos using image
recognition (Li and Wang, 2008).

Photosynth, a free service by Microsoft, will store up to 20 GB of photos. Of those
objects or regions where multiple pictures are taken, the synth algorithms will in sec-
onds automatically produce a three dimensional view of that region and place it on the
Internet. (Microsoft Corporation, 2011) The option exists to make the Photosynth
product private, but anyone who knows the URL can view it. Private merely means
it will not turn up in the search engine. This software would allow, in emergency
situations, for NGOs, governmental agencies, or private citizens, to provide three-
dimensional views of any location, in real-time, to all other coordinating relief efforts.

This type of data is readily available in many parts of the world. The city of
Chicago, for example, operates a network of over 10,000 cameras, which also include
audio recordings. The system is able to differentiate the sound of breaking glass or gun-
shots and direct first responders to locations where the event is occurring, (Pasquale,
2009) (Tareen, 2011) One result of these systems has been both a reduction in 911
calls since responders are on the move and preventing situations from becoming emer-
gencies, Mayor Richard Daley has stated that the system has been directly responsible
for the arrest of over 4,000 people whose criminal activities were able to be tracked by
the systems. (Tareen, 2011). This type of technology can obviously be used effectively
for multiple purposes, and crisis management certainly is one.

In addition to the video and pictorial information on the Internet, the data resident
in other media is vast. As of mid-February 2011, Google had catalogued more than
25.7 billion web sites, each of which contains a repository of data. (Google, 2011)
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(Website 101, 2009) This data, however, is meaningless if it cannot be sorted and
analyzed. Recent computational algorithms have managed to make such knowledge
possible, as the analytical capabilities of computers are increasing rapidly.

The ultimate measurement of knowledge or data fusion is the Turing Test.
(Turing 1950) Proposed by Alan Turing in 1950, this test suggested that if a com-
puter could, in a blind test with multiple judges, defy identification after a 5-minute
interview on any subject the interviewer chose, then the computer could be said to
think. This test is now administered annually in a competition known as the Loebner
Prize. In 2008 the leading computer entrant missed by only one vote. (Ellis, 2011)
In 2010, the threshold was surpassed as “suzette,” a computer from California State
University, was voted by two-thirds of the panel as being one of the human entrants,
and one of the human entrants was selected by two-thirds of the panel as being the
computer. (Loebner Prize Foundation, 2010). Since then, computer data fusion has
become even more sophisticated.

On February 17, 2011, in prime-time television, a computer pitted itself against
two human competitors in a game of making sense of questions written in some of
the most obscure semantics known, in the most complex language on the planet. The
contest was a game show called Jeopardy where the clues are often filled with cryptic
references to double entendres and where the participants must respond, not with the
answer, but rather the question to which the clue is the answer. In this most complex of
linguistic and cognitive sorting situations, a computer named “Watson” outperformed
the two top contestants in the history of the game show, each of whom had a record of
besting more than 50 consecutive opponents earlier in the game’s history. (Ferrucci,
et al 2010) Watson had proven itself capable of making sense out of data presented
in convoluted text, with deliberately hidden meanings, and searching its database
for the appropriate question, formulating that question in appropriate English, and
doing so markedly faster than the most accomplished humans (in this context) on
the planet. The computer not only had a performance of roughly the equivalent of its
human opponents, it bested each of them by a margin of greater than three-to-one.
(Huffington Post, 2011)

Computers are already approaching the skill level in analysis of doctoral degree
holding radiologists in diagnosing fractures from X-Rays, and have algorithms that
will soon rival experienced lawyers at finding deep complexities within the legal code of
Western States. (Ford, 2011: a). Martin Ford expands on this problem, arguing that
the days are soon coming, when artificial intelligence algorithms may exceed human
capability across a wide spectrum of fields. (Ford, 2009: b) In short, computers are
fusing data at ever increasing speeds, and this fusion of data is already at levels useful
to those involved in complex operations.

From a systems design standpoint, it is important to realize that today, in 2011, we
already have the ability to fuse pictorial information and track in four dimensions (spa-
tially and chronologically) activities in any area within the coverage of a smart phone
or a camera device. We have the ability to fuse data from the Internet or encyclopedic
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databases with error rates equal to or below that of humans, but do this at machine
speeds. We have the ability to disseminate these data in a way that intuitively com-
municates to the humans who need to make decisions rapidly in a whole of government
operation. The key question is how such a system should be designed.

In 2010, the Air Force Center for Strategy and Technology was asked a question
which required researching this answer. In examining how to deter actors who seek
to employ novel weapons of mass destruction or disruption, the Center found that an
environment of greater awareness would serve as a deterrent to such attacks, by deny-
ing an actor the chance to succeed, and denying him the chance to remain anonymous.
(Geis, Hailes, Foster and Hammond, 2011) Such a system would have to be able to
fuse data across space and time, to enable finding a person through various media to
determine his or her intent before an attack occurs. In short, the system should be
able to conduct global intelligence, reconnaissance, and surveillance (ISR) and be as-
sessed and filtered to produce a list of targets and/or things of interest. Such systems
are already in the works.

To assist their personnel both in planning for and responding to complex op-
erations, the country of Singapore has developed and fielded a system which uses its
resident databases to provide decisionmakers data on current situations and trends and
to facilitate reactions to imminent problems. Called the Risk Assessment and Horizon
Scanning (RAHS) program, this system, like “Watson,” ingests huge amounts of data
and is able to respond to queries in a manner humans can readily understand. (Centre,
2009) The purpose for creating RAHS was to help Singapore conduct comprehen-
sive and issue-specific scenario exercises to facilitate cross-agency planning for crises.
(Zorn, 2010) In short, RAHS was developed to help Singapore to better its way of
implementing the “comprehensive approach.” As Habegger points out, its existence
may well have helped Singapore weather the recent financial crises better than other
South-east Asian counterparts. (Habegger, 2009)

The Risk Assessment and Horizon Scanning tool is able to ingest data in real
time using multiple methods from virtually anywhere, to include automatic ingestion
of data available on the Internet. (Centre, 2009) The RAHS system uses a variety
of display mechanisms to assist analysts in understanding vast quantities of data in
a variety of types of tables, graphs and charts. This speeds the ability to discern and
discover irregularities in patterns, including quantitative and geospatial data sets.
These tools allow rapid quantitative and qualitative analysis of data as well as using
a variety of modeling tools to formalize strategy development. RAHS 2.0 includes
network, hierarchy and factor-based models, which can assist in testing theories. Based
on these theories, analysts can trigger the system to warn if new data of specific inter-
est becomes available. As the system is capable of “time-slice” analysis, the system is
able not only able to detect these changes in patterns, but display them in a variety of
different modes which are selectable based on the preferences of the operator or the
nature of the situation. In short, by speeding research and analysis, perspective shar-
ing among analysts, and via modeling, the RAHS system provides Singapore with a
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robust ability to plan for and respond to crises, and enhance its ability to participate
in Comprehensive Approach events. (Centre, 2011)

The system designed by Singapore provides a template that can guide the devel-
opment of EDATS, which is specifically designed to meet the need for collaborative
efforts in a crisis situation. Due to the challenges some NGOs have with working
directly alongside governmental, and especially military organizations, the challenge for
disaster relief operations is the need to modify this system in a manner which enables
organizations to reach into EDAT'S to gain access to data to help them perform their
traditional missions, without being tainted by working for or allying themselves with
a particular organization or government.

Figure 1. Crisis Management Cycle
Source: Geis, et al (2011)
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To enable and support the diverse needs of all participants, this chapter proposes
a system similar to RAHS but with a couple of key differences. The ability to “plug
in” to this system anonymously to extract data is one modification. Like the Internet
itself, once such an information backbone is built, a variety of organizations can come
together to leverage their respective talents to bring a crisis to an end. What is clear is
that the ability to fuse both pictorial and data-intense information on the Internet now
exists. Singapore has shown the world that this data can be fused to run exercises across
the whole of government based on potential scenarios, to include disaster response.

This data fusion has also been demonstrated in an ad hoc manner. Shortly after
the 7.0 magnitude earthquake that struck Haiti at 4:53 PM on January 12,2010 (U.S.
Geological Survey Earthquake Information Center, 2011), numerous responders
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prepared to provide relief. To assist in helping residents locate relief centers, reach
aid, and reconnect with loved ones, the Thomson Reuters Foundation launched a
free disaster information service to the people of Haiti. Haitians needed only text
their name and location to an SMS shortcode, and the system would direct them to
the nearest shelter. To locate loved ones, one merely registered their phone number
and that of family members, and the system would automatically provide updates on
family members” status and location inside Haiti. (Brough and Gilbert, 2010) This
communication proved crucial, as many humanitarian aid facilities were destroyed in
the quake, as were the air and seaports and the public telephone system. (News.com.
au, 2010) (Fraser, 2010)

In addition, an international network of technologists under a humanitarian
initiative funded by Harvard began to use technology to map ongoing efforts within
crises. Using low-flying remotely piloted aircraft, CrisisMappers can map terrain with
100-1000 times better resolution than can Google or other satellite data distribu-
tors. (Sutter, 2010) InSTEDD (Innovative Support to Emergencies Diseases and
Disasters) brought Geochat to Haiti. An open-source communications tool that can
use SMS, email, and Twitter, helped fuse the communications and the mapping tech-
nologies to create a visual picture. (InSTEDD, n.d.) The fusing of the communication
with the mapping technology was able to speed humanitarian agency responses from
time-lines that normally would have taken weeks, down to only a few hours. While the
dynamics are not yet fully understood, the combination of mapping, communication,
and crisis response teams from communities and humanitarian operations literally
around the world, showed a strong potential in facilitating and speeding the response.
(Meier, 2010).

In addition, the combination of low-bandwidth communication, and the map-
ping and ground pictures capabilities provided by CrisisMappers, allowed for family
members overseas to more quickly discover the status of their relatives in Haiti.

Simultaneously, the rapid spread of the video feeds allowed news agencies to
quickly report on the scope of the disaster. These systems, all of which came to-
gether in an ad hoc manner, sped up not only the internal relief efforts, but also had a
major impact on the speed and scope of the international response to the earthquake.
(Rasmussen, 2010)

Rasmussen describes an informal, yet highly effective system similar in nature to
the proposed EDATS approach. Where EDATS differs from the ad hoc approach
above, is in the breadth of resources it will draw from, and its extant processes that
dramatically reduce the time for preparation and coordination and the inclusion of all
resources from nations, groups and individuals. The strength and value of EDATS
is in the formal and pre-scripted algorithms that accumulate, fuse and organize infor-
mation through such programs illustrated by Photosynth, the RAHS system from
Singapore, mapping software, and the contributions of multiple interested groups with
highly specialized talents. In EDATS, this is all ready for use before disaster strikes.
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Cases to Consider

It is worthwhile to remember the types of situations that would require the EDATS
system. The ranges of crises, whether natural or man-made, are unlimited but their
notable attributes are that they are big, important and must be dealt with rapidly. So,
two examples are briefly covered to put context to theory.

At some point in the future, Italy, NATO, the European Union (EU), North
Africa and the Eastern Mediterranean, if not the rest of the planet, will be confronted
with the consequences of a major volcanic eruption: Mt. Vesuvius near Naples, Italy.
This is not a question of “if” such an event will occur; it is only a question of “when”
it will happen. A major eruption will likely cause panic in the local population, create
chaos in efforts at evacuation, cause significant damage to habitats and infrastructure,
kill tens of thousands (or more) people, and have extended climatological effects.

Vesuvius is a stratovolcano at the junction between the European and African
tectonic plates, with a history of catastrophic Plinian eruptions. It is supplied by one
of the largest magma chambers in the world, with approximately 400 cubic kilometers
of molten rock beneath its core. (Pappalardo and Mastrolorenzo, 2010) The most
dangerous type of volcano, Vesuvius gave name to the worst type of eruption when
Pliny the Younger wrote the only surviving full account of the eruption of A.D. 79,
when Vesuvius buried Pompeii and nearby Herculaneum. Thus, the phrase Plinian
was coined.

Vesuvius has had major eruptions roughly every 2,000 years, with less catastrophic
ones averaging 500 years apart. Today, 700,000 people live in the “Red Zone” for
evacuation—a region with narrow roads that would take several days to clear. Yet,
the “Red Zone” does not include the three million person city of Naples, which recent
research has discovered had been buried in ten feet of ash from previous pyroclastic
flows. (Fraser, 2007). It has now been 2,000 years since Vesuvius” last cataclysmic
eruption, and neither Italy nor Naples is ready for another.

Vesuvius' next Plinian eruption will spew hot gases, toxic fumes, and pyroclastic
flows at speeds of 160 km per hour. For those in the immediate vicinity, instant death
and destruction would likely be caused by the thermal shock wave of gases whose
temperature would approach 500° Celsius or nearly 900° Fahrenheit. (Zanella, Guroli,
Parechi and Lanza, 2007) These gasses would cause massive fires and kill everything
in their path.

Such a catastrophe would be more than Italy could handle and would require
assistance from NATO, the EU and the rest of the world. Infrastructure within the
blast zone, which could extend to all of Naples, would most probably be destroyed
and volcanic ash would short out communications, computers, and mobile devices
at distances up to 1000 kilometers, especially downwind of the eruption.’ (U.S.
Geological Survey, 2010) Dealing with the scale of these problems and providing for
basic communications, the reporting of damage and needs assessments, the distribution
of water, food, fuel, makeshift shelters, medical care, mortuary services and the like
would require the extensive use of NATO military forces, EU assets, UN agencies, the
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intervention of other international governmental groups as well as non-governmental,
private and voluntary organizations. Coordinating these disparate efforts would be a
massive undertaking lasting weeks, if not months or years.

Like nature, man can also cause changes which can have sudden and dramatic ef-
fects. As the recent events in North Africa and the Middle East reveal, the likelihood
of mass migrations of refugees of all sorts—dissident citizens and protesters who fear
retribution, foreign nationals caught in the country, migrant foreign workers, defecting
police and military members, average citizens trying to escape the battle zone, former
mercenaries who have changed sides, members of the ruling family and their supporters
all ﬂeeing to neighboring countries—is a reality' First, Tunisia, then Egypt, then Libya
suffered uprisings which occasioned refugees who feared for their lives as a result of the
chaos that ensued. They fled by whatever means available—small boats, ships, planes,
cars, trucks, buses and on foot—and headed for wherever they could to escape. The
countries on either side of Libya had just experienced their own revolutionary changes
in regimes and were ill equipped to handle the massive influx of refugees from the
Libyan conflict. European countries, Malta Italy, and Greece in particular, continued
to be swamped by the influx of those seeking refuge and in some cases asylum.

Estimates are that as of February 28, 100,000 migrant workers, most from Tunisia
and Egypt, tried to flee From Libya and return home. Early in the Libyan struggle,
Malta had received some 8,000 refugees from 89 different countries, including 1,800
workers from China, Pakistan, Thailand and Vietnam. The Chinese have evacuated
nearly 20,000 Chinese workers from the Libyan construction and oil industries by a
variety of means to a number of different countries. Greece received over 7,000 foreign
nationals from Libya on board three Greek ferries. The Russian government was
trying to evacuate nearly 1,200 Russian nationals by ship and plane. It is estimated
that some 15,000 Turks (out of 30,000 in Libya), and 1,400 Italian nationals have
been evacuated as of the first of March. Many of these people, particularly those on
the borders of Libya and the multiple nationalities on various ferries, would have to
be screened, separated, housed, fed, guarded, and sustained for an indefinite time
while governmental organizations decided how to handle them. Legal issues regard-
ing asylum and immigration, Schengen visas, deportation, as well as the provision of
emergency medical services, routine health care, and provision of food, water, clothing
and shelter are essential. Coping effectively would require the services of the UN, the
EU, numerous international groups and their effective coordination. (Hui, 2011)

(Singapore Press, 2011)

Mechanics

How could a comprehensive approach for planning for such events diminish the suf-
fering that would ensue? How could the necessary services be provided quickly for such
sudden events? The tools to do so exist and with proper pre-planning these events can
be managed. But having the system of technologies in place and making people and
organizations aware of the process to utilize them effectively requires strategic thinking
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in a comprehensive approach. Using a system such as EDATS speeds up that process,
establishes the necessary linkages and begins immediately both the planning process
and its implementation and is one way to begin.

Figure 2. Emergency Data & Transfer System (EDATS)

- General knowledge
- Data generated via web
- Information provided by users

- Current events
-Actions planned and taken
- Critical/time sensitive requirements

- Sensitive information
- Protected data
- Limited distribution

The EDATS has a three-layered system resident in cyberspace. A very small
amount of sensitive data will reside in its central core and will be accessible only to
those organizations that can be trusted and have chosen to fully cooperate with the
governmental agencies in the field. What is important to realize, however, is that alack
of access to this central core will not hinder actors, whether NGOs, IGOs, commu-
nity or private voluntary organizations from coordinating and rendering assistance as
needed. The outer two layers contain the preponderance of data that will be accessible
by all. Actors can input into and pull from the information at will.

Furthermore, actors can input with attribution, or anonymously. As stated above,
this is crucial for those actors who cannot risk being seen working in concert with
military or official organizations and who have as part of their mission a need for
impartiality.

In the Vesuvius scenario above, the Italian government can push to EDATS all
known information on the names, addresses, locations, map data, etc., of all persons in
the affected disaster area. To the extent possible, the Italian and regional governments
would also publish data on known locations where survivors are trapped or require
rescue. If sensitive government facilities were affected, this data may be reserved for the
central core, but all other data would be in the outer layers. As humanitarian assistance
and other countries’ assistance groups atrive, or plug in virtually, each can search the
database for where relief operations or specialized services are needed. As they select
areas to begin their operations, they can post this data to the system so follow-on
organizations can use their assets where they are most needed, avoiding duplication.
Further, they can post this data along with their identification or, if they need to remain
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truly neutral in a situation, do so anonymously. In addition, the populace, via Twitter
and SMS text messages, can post data and pictures that EDATS can access, which
can be fused with the necessary algorithms to provide pictorial, three-dimensional,
real-time situational awareness for the relief agencies. In short, EDATS enables
decentralized execution of a relief operation, without the burdens that centralized
control places, especially on those organizations that must be seen to be independent.
It enables a whole-of-government and whole-of-world approach to a crisis, without
creating a bureaucracy that would drain assets from the immediate relief operations,
cause tensions among participants and avoid the “who’s in charge” debate.

In order to be prepared in advance for crises like those mentioned above, EDATS
will need to have the capacity to gather and focus data rapidly from around the world,
creating a vast repository of information covering all aspects of the crises. As a side
note, EDATS can be brought online for exercises as well by mapping real or exercise
scenarios and allowing participants to practice the exploitation of and confidence in
the EDATS program.

The information drawn into EDAT'S will come from many sources. The largest
source by far will be the data mining that will pull open source information emanating
from social networks, large data bases, and general knowledge. As the crisis unfolds,
the most timely and valuable information will come from victims in the field and
participants working to mitigate the crisis. The last inner circle, which alters in size
moment to moment depending very much on the political sensitively of the crisis, will
be controlled information available only upon subscription and approval. In most cases
then, getting access to the vast majority of information is relatively easy and open to
all interested parties.

The assessment, validation and extraction of information will be totally decentral-
ized and at the discretion of the individual users. Since EDATS principal mission is
to collect information and develop a vast and rapidly changing data base, the ability
to sort, prioritize and organize the data into valuable knowledge is a vital task. It will
use a system of selectable common “intelligent agents” to provide the users a choice of
applications they can use within EDATS that will sort, graph and fuse the most com-
mon types of information needed. EDATS will also have a user friendly “tool kit” to
enable organizations to build their own specific applications, should they prefer data
to be displayed or organized in a format more to their liking, This approach allows
all participants to use the system to pull the information they need to perform their
part of the crisis relief operations, and allows users to remain anonymous if political
circumstances require.

The degree of anonymity is flexible. For some organizations, such as Doctors
without Borders, it may be mission essential for them to not be seen as associated
with government entities, yet their efforts can be made much more efficient using the
information collected. For other organization such as the Red Cross, whose role can
be openly discussed, anonymity may be far less important. The EDATS approach can

deal with either set of requirements.
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Conclusion

The proliferation of information technology has enabled the wotld to understand bet-
ter when our fellow citizens are in need from natural disasters or political conflict. As
such, it has been the catalyst for an increasing number and increasing size of humanitar-
ian and crisis response operations in recent years. The natures of these crises are such
that they can readily exceed the ability or capacity of any group to solve and some form
of collaborative action is mandated. But this ability to respond does not solve the real
problems created by diverse groups with conflicting objectives and varying political
associations. As table 2 indicates, a system needs to be in place that does not dictate
answers nor control distribution or filter information but does provide timely accurate
information to allow for effective planning. EDATS is an enabler that fuses data for
interested parties, enabling a comprehensive approach to solving wicked problem:s.

Table 2. EDATS Operating Concept

Challenges EDATS Solutions

Who is in charge? Trust? No one—Admin only

Who controls distribution? Only controlled in “Sensitive” area

Who filters/censors/deletes? No one—user responsibility to asses value
Is there attribution? User choice

By using technology to catalogue and fuse data, and output that data in a format
that governmental and nongovernmental agencies alike can use, a comprehensive,
yet decentralized approach to crisis relief operations can be developed. This chapter
argues that a system that has as its primary features a database that can be updated in
real time—into which all organizations can push and pull data free from attribution,
judgment, or outside control—is a system best suited to enable the cooperation of the
widest array of potential contributors. Modeled in part after systems like Singapore’s
RAHS, and the system now in place by CrisisMappers, technology represented by
EDATS can remove the human limitations that have impeded eatlier attempts at co-
operative action and have a viable system in place to meet crisis management challenges.
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Notes

1. As of the writing of this chapter, at least 6.672 billion pictures were verified to be
available for searching, stitching and fusing via searches limited to the English language.
To conduct this verification, the author used a Boolean algorithm to search across the
indexed photographs in English, using simple articles or phrases. By excluding previ-
ous search results from subsequent searches, the author was able to locate nearly 6.7
billion separate images in less than 30 minutes. Other credible estimates suggest over

13 billion may be available.
2. Flickt’s own web site at 4:33 AM UTC on February 20, 2011 (a Sunday) had

recorded 4,826 pictures posted to its site in that minute, with over 3.7 million im-
ages geotagged so far in February. Assuming these numbers are representative, Flickr
catalogues over 289,000 images per hour, over 6.949 million images per day, and over
2.5 billion per year. Google lists a total of over 110 sites that catalogue images in ad-
dition to Flickr.

3. Volcanic ash has accumulated from Vesuvius’ previous eruptions at these distances.
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Chapter 6

Comprehensive C4ISR Approach:
Bringing Nations, NATO, and
the EU Together from Development

to Operations

VELIZAR SHALAMANOV

Abstract

The study outlines a model for cooperative capability development among NATO and
Partner Nations in support of the Comprehensive Approach for crisis management.
It draws on the experience and corporate knowledge of the NATO Consultation
Command and Control Agency (NC3A) as one way to address emerging security
challenges. The paper posits that developing a “Comprehensive C4ISR Approach”
(Command, Control, Communications, Computers, Intelligence, Surveillance,
Reconnaissance) through NC3A could be a useful instrument, not only for op-
erationalizing the Comprehensive Approach for crisis management, but also for
change management across all of NATO. Key elements include: addressing the
requirements of the Integrated Security Sector as a whole (more than just Defence
Ministries); providing coordinated support throughout the full life cycle of C4ISR
capabilities; and combining diverse funding streams. This approach is supported by
several newly available tools and venues for coordination. These could help match
top-down requirements with “bottom-up” solutions to strengthen interoperability in
secure environments for many players—NATO, Partner Nations, and other inter-
national organizations, including those associated with the European Union (EU) or
the UN. In turn, this approach could lead to a Network of Excellence in support of
the Comprehensive Approach, although full realization of the network will require
significant organizational innovation and change management.

Introduction

In April 2008, NATO agreed to develop and implement a Comprehensive Approach
to address new kinds of complex security challenges. In 2010, a new division on
Emerging Security Challenges (ESC) was established within the NATO International

Staff. This period also has seen an increase in the speed and scope of change, uncertainty
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and complexity in the security environment, influenced by the global economic crisis,
among other things. These were reflected in NATO's new Strategic Concept, adopted
at the Lisbon Summit in 2010.

These challenges can be addressed in several ways: through improved strategic
assessments, more use of dynamic planning and appropriately focused exercises, devel-
oping more joint capabilities through “bottom-up” engagement, better coordination of
efforts among NATO bodies and Member Nations and outreach to Partner Nations
and organizations (especially the EU and the UN). Collectively, these would go along
way towards adoption of a “smart Defence” approach (NATO, 2011).

Figure 1. NATO & Nations Security and Defense Environment:

Realignment with the New Strategic Concept and National Strategies
Source: Author, 2009
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More and more, individual nations and the Alliance as a whole will look to com-
bine military approaches with “whole of government” and “whole of issue” engagement
as shown in figure 1. This will strengthen the vision for applying a Comprehensive
Approach to all emerging security challenges, outside of the Article 5, Collective
Defence. Military and civilian bodies need to be provided with Civil-Military Network
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Enabled Capabilities (NEC) that are genuinely effective. This will have implications
for the new NATO Defence Planning Process, Operations Planning and Command
& Control (C2). With the shift to an “incident management” model, intelligence,
surveillance and reconnaissance (ISR) capabilities include more and more joint and
interagency components. More exercises and experiments are needed to gain a better
understanding of the Comprehensive Approach, and how to operationalise it.

The Comprehensive Approach requires effective interaction and information
sharing between civil and military organizations. Such interactions can occur in many
functional areas such as:

+ Civil-Military Cooperation and Coordination (CIMIC/CMCO) activities

performed before, during and after a crisis;

+ Analysis, monitoring and control functions that routinely are performed
jointly, for example, for criminal/terrorist investigations or border control,
as well as during responses to civil and humanitarian emergencies and the
management of their consequences;

+ Protection of high visibility events (for example, G8 meetings, Olympic
Games) and security of critical infrastructure (for example, for energy or
food production).

Figure 2. Evolving the Comprehensive C4ISR Approach in NATO
Source: Author, 2009
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The need for this sharing has been shown across a range of recent events: disaster
relief operations, complex emergencies and crises. Such civil-military interactions vary
in intensity and quality, ranging from cooperation to coordination to coexistence.
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In the context of these emerging security challenges, this chapter suggests that the
development of a Comprehensive C4ISR (C2, Communications, Computing, ISR)
Approach in the NATO Consultation, Command and Control Agency (NC3A),
and execution in cooperation with other agencies, can be a powerful instrument for
change management in NATO. This approach can improve civil-military interactions,
which are key elements in operationalising the Comprehensive Approach for crisis
management. It does this by (a) inserting transformational concepts into the Integrated
Security Sector' (which includes multiple ministries and agencies, as well as industry
and relations with civil society), (b) promoting cooperative support across the life cycle
of C4ISR systems, and (¢) integrating funding from multiple sources. Given the aspira-
tion for NATO to take a broader role simply highlights the more specific challenges
in being able to operationalise the concepts against the backdrop of constraints that
exist within the governance structures of some of the NATO members.

Figure 2 summarizes the Comprehensive C4ISR Approach, which was initiated
in 2009 by NC3A, through the NATO Consultation, Command and Control Board
(NC3B). On implementation, it would provide C4ISR support to NATO and nations
in the evolving, complex security and defence environment that now has been included
in the New Strategic Concept from Lisbon, 2010.

The three main pillars (main circles as seen in figure 2) of the Comprehensive C4ISR
Approach were explained by NC3A in 2009 (NC3A, November 2009). They are:

+ support to requirements from all elements of the integrated security sector

on national, regional and NATO levels
+ cooperative support from across NATO over the whole life cycle of C4ISR

capabilities
+ integration of all possible funding mechanisms in support of the “smart
Defence” concept.

Implementation of the Comprehensive C4ISR Approach will require a large
effort by both NATO and nations. But NC3A, with a team made up of representa-
tives from both NATO sponsoring accounts and participating Nations, decided to
emphasize a “bottom up” approach to capability development related to the initiation
of several critical bilateral and multinational projects (in the areas of C-IED, Cyber
Defence, Defence Support to Civilian Authorities and the NATO Exercise Toolbox,
for example). These efforts need to be paralleled by common funded capabilities to
achieve greater interoperability for complex operations more quickly and at less cost.

This combination of top-down and bottom-up approaches to capability develop-
ment, and integration of common, joint, multinational and national funding, could
allow NC3A to help strengthen interoperability in secure environments for many
players—NATO and Partner Nations, as well as other international organizations,
such as those associated with the EU or the UN.

Instead of establishing a stand-alone CoE (Centre of Excellence) for
Comprehensive Approach, operationalising the concept in this way could let the
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Alliance realize its first truly distributed Network of Excellence. C4ISR would play
a critical role in such a network and NC3A could be a hub where many interrelated
efforts could be maintained through virtualization.

Capability Development Challenges and the
Evolving Comprehensive C4ISR Approach
As noted above, the Comprehensive C4ISR Approach rests on three pillars:

+ increased levels of coordination among security sector organizations, other
governmental entities and nongovernmental organizations

+ interagency and international cooperation across the whole life cycle of

CA4ISR systems and capabilities

+ more integrated efforts within the security sector and alignment of associated
funding streams to develop and operate new crisis management capabilities,

including C4ISR.

The first pillar reflects the concept of integrated security sector and “whole of
government” approach to security and, by including industry and nongovernmental
organizations as well as other players, moves the state to embrace the “whole of the
issue” approach in addressing the emerging security challenges.

The second aspect is related to the requirement to have seamless capability man-
agement throughout all the phases of the life cycle—"from cradle to grave.” This is
extremely important because inefficiencies and unexpected costs appear when we fail
to plan holistically and delays appear during the transfer of authority as we move from
phase to phase.

The last pillar is providing best use of all funding mechanisms and it is of critical
importance because of the eligibility aspects of budgeting projects as well as providing
maximum ﬂexibility in times of financial constraints. A customer-funded regime for
NATO and national agencies is the base for using these multiple funding mechanisms
with high degree of transparency, accountability and integrity of the process.

These three pillars are considered as a base for the Agency’s reform in NATO as
outlined recently during the summit in Lisbon, 2010.

Several kinds of cross-cutting changes will be needed if these pillars are to be
integrated into effective operational capabilities:

+ doctrine, organizational arrangements and tools must reflect the
Comprehensive Approach in addressing emerging security challenges and
crisis management

+ strategic assessments and scenario-based planning need to consider the
diverse problems and approaches, particularly comprehensive C4ISR
capabilities

+ governance of ICT (Information and Communications Technology) must
support development of comprehensive C4ISR capabilities, including models
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for multinational cooperation among Allies, Partner Nations and even non-
g
governmental entities.

All this will require closer cooperation between operational, transformational and
implementation authorities in the framework of the political guidance provided by the
North Atlantic Council, when it comes to NATO capability development process.

Serious study is also required on the application of advanced ICT to support
the implementation of the Comprehensive Approach, as well as the development of
capabilities based on technologies such as:

+ smart sensors, particularly for identification of unconventional threats, in-
cluding improvised explosive device (IED) scanners and sniffers

+ situational awareness and Civil-Military User-Defined Operational Pictures
(UDOP), rather than just singular Common Operational Pictures (COP),
including information sharing and knowledge management in complex
environments

+ collaborative/coalition decisionmaking and C2 tools, particularly tools sup-
porting incident management

+ core services and network management for seamless secure communication
in diverse environments, including cloud computing and grid technology

+ distributed modeling and simulation, training, advanced distance learning,
etc.

+ most of these technology areas are covered in the NC3A catalogue of exper-
tise, but through closer cooperation with industry and national agencies it is
possible to extend the base for supporting capabilities development for the
Comprehensive Approach in a more innovative way.

The three pillars of the Comprehensive C4ISR Approach are supported by several
instruments. One is the NC3A Catalogue of C4ISR expertise, developed for the first
time in 2010, It covers areas of support to the capability development process that are
provided by the Agency (NC3A, May 2010). Two interrelated models of cooperation
(bilateral and multinational) can be developed, based on the content of the Catalogue.
They draw on the corporate knowledge and tools of the Agency to support capability
development for both nations and organizations. The model of bilateral cooperation
is supported by the framework C4ISR Memorandum of Understanding between a
Nation and NC3A. The multinational cooperation development model (NC3A,
October 2010) is based on operational activities, with more than 10 projects on-going
and about same number just started, or soon to be so. In both models the Agency is
a facilitator within the NATO environment and provides technical support as an ex-
ecutive agent for Nations to develop and acquire required critical C4ISR capabilities,
involving academia and industry as well as government sources.
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Such approaches require a genuinely adaptive organization which is sensitive to
the customer environment (Moreland & Jasper, 2009). To improve its agility, NC3A
initiated an annual Chief Information Officers (CIO) conference in 2010 which
complements existing annual industry conferences that take place in the Autumn
and Spring. The latter involves partnering with AFCEA (formerly the Armed Forces
Communications-Electronics Association) and the U.S. National Defense University's
information resource—focused iCollege. Recognising that many NATO nations have
excellent staff colleges for the development of senior officers it would be an appropriate
aspiration to have them accept the need for the inclusion of significant coverage of the
Comprehensive Approach within their curricula. Whilst it is acknowledged that add-
ing material to current curricula is a major challenge, one option going forward might
be that the NATO Defense College (NDC) in Rome and the George C. Marshall
Center in Garmisch-Partenkirchen position themselves as delivering courses that
have the Comprehensive Approach as a cornerstone within the curriculum and that
attendance at these establishments is deemed to be a pre-requisite for key NATO
positions. For some NATO and Partner Nations these two establishments would be
viewed very positively and this approach may also help persuade other staff colleges
to embrace the Comprehensive Approach more fully within their curricula. Both the
CIO and Industry conferences are supported by legal instruments—Basic Ordering
Agreements (BOA) for industry and framework Memoranda of Understanding with
Nations—to enhance information sharing, longer term planning and also quick reac-
tion in emergencies. Thus, the three pillars of the Comprehensive C4ISR Approach
are supported by models of bilateral and multinational cooperation, with the Catalogue
to explain available capabilities and twinned conferences to link the NC3A better with
both customers and Industry.

From Capability Development to Operations

The NC3A is a NATO agency that shares the legal personality of NATO. Its char-
ter was approved by the North Atlantic Council (NAC). The agency is 100 percent
funded by its customers. NC3A is part of the NATO C3 Organization, along with
the NATO C3 Board and NATO Communication and Information Systems (CIS)
Services Agency (NCSA).
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Figure 3. Scope of Expertise and Support

for the Comprehensive C4ISR Approach in NC3A
Source: NC3A, 2010
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NC3A’s mission is to be an enabler to NATO's success through the unbiased
provision of comprehensive C4ISR capabilities. This mission is achieved within
the framework of the strategic plan, the current version of which is available online
(NC3A, July 2010). Each plan is approved by the NC3 Board.

NC3A has significant expertise in the Comprehensive C4ISR Approach, ranging
from defence planning to combat support as shown in figure 3. Coherence and interop-
erability are overseen by a strong Chief Technology Office, while the principal limit
to implementation lies in the capacity of the Directorate of Production. All areas of
expertise are covered in the NC3 A Catalogue. The first edition was distributed in 2010
and the next version is being developed in close coordination with Partner Nations.

This diverse C4ISR expertise, together with competence in program, project and
financial management, as well as excellent relations with stakeholders in the NATO
environment, positions the Agency well to propose solutions to nations on a bilateral
basis, or to facilitate multinational projects. This is shown in figure 4 (NC3A, October
2010). A comprehensive, multinational C4ISR roadmap is being prepared for presen-
tation in the May-June 2011 timeframe to the NATO Task Force on Multinational
Approaches to Capability Development.
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New projects are initiated based either on requirements defined by NATO HQ
and Strategic Commands or on requests from nations and other organizations.” To
support these, based on unique corporate C4ISR knowledge, NC3A can plan and offer
to nations either the use of NATO-off-the-shelf (NOTS) tools on a bilateral basis or
the development of cooperative capabilities through new multinational projects. These
can either be based on NOTS or NOTS' customization, according to the customer’s
requirements. NC3A’s Annual Report for 2010 shows more than 500 diverse projects
under development or implementation (NC3A, March 2011).

These bottom-up approaches provide opportunities to use existing tools and
Research & Development results, which are available under the common funded,
top-down capability development process, to inform nations (including industry)
about “low hanging fruit” that can be implemented on either national or multinational
approaches.

The CIO and Industry conferences, mentioned earlier, are used to inform the user
community and companies about these opportunities and to facilitate exploitation of
these solutions for delivering critical capabilities effectively.
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Smart Defence will require a new generation of organizational innovation in
NATO, the EU and nations (government, academia, industry) to be able to benefit
from such opportunities. This is a serious change management challenge that will
influence the culture of the organizations involved (Neal & Carver, 2009), but it is
necessary if the Alliance is really committed to developing network enabled capabilities
for the Comprehensive Approach.

From the capabilities perspective, the next challenge is to transition Expert
Domain Tools (toolboxes) to Mission-Oriented Suites (figure 5). The best recent
example is the operationally-driven Afghanistan Mission Network (AMN). In the
past, the Bi-Strategic Commands Automated Information System (Bi-SC AIS) served
as a good example on which to base lessons learned. Efforts to achieve an Integrated
Air Defence System, and now to add Theatre Ballistic Missile Defence capabilities, are
other examples of mission-oriented approaches to integrating C2 systems. With the
transition to the Comprehensive Approach, a new goal is to define suites of capabilities
for Civil-Military complex operations. This not only includes understanding how to
use civilian capabilities in support of military operations. It also means redefining the
toolbox for Defence Support to Civilian Authorities missions in Crisis Operations, as
well as for support to transition operations. This can be a vehicle for closer cooperation
between NATO and the European Union (EU), as well with the UN.

There is much to learn from national experiences (Wells & Christman, 2009),
but NATO and its Agencies also must engage to support this part of the capability
development process if the Comprehensive Approach is to be implemented success-
fully at an international level. This is a management challenge of a different magnitude.

Figure 5. Evolving Domain Specific Tools to Federation
in Service Oriented Architecture for Mission Oriented Suites

| Bi-SC AIS - NNEC |

| Defence Support to Civilian Authorities and Transition |

| Other missions...other NATO identities in the postmodern world |
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Figure 6. Process of Capability Development, Supported by Planning,
Exercises, Experiments Using Same Shared Scenarios
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Complex operations are, as a rule, coalition based with the involvement of many
diverse international organizations, so pure national approaches are not enough.
Success in such operations must be built on a process of capability development, where
cooperation on technical and industrial levels paves the way to operational excellence.

As shown in figure 5, in addition to developing more technical capabilities, there
is a growing need to cooperate in the areas of Planning, Architectures and Exercises.
Therefore, the Comprehensive C4ISR Approach focuses on capabilities that enhance
the environment for interagency and multinational planning, using the architectural
approach and support exercises to train with the new capabilities, new concepts and
plans in integrated scenarios. This approach to capability development in support
to Comprehensive Approach is presented in figure 6. In practice we have CWIX as
experimental exercise, CMX as crisis management exercise, new NATO Defence
Planning Process to include crisis management capabilities and new scenarios, derived

from the New NATO Strategic Concept as a base for this approach.

Defence Support to Civilian Authorities/Transition

Support Capabilities for the Comprehensive

Approach in a NATO-EU Context

NC3A’s role in complex crisis management is diverse and really focuses on inte-
grated capability development and service provision. The Agency works with Allied
Commands Operations and Transformation (ACO and ACT) to identify require-
ments and maintains close coordination with CIMIC-related entities (CIMIC Fusion
Centre—CFC, CIMIC Centre of Excellence—CCoE and CIMIC Groups) and en-
sures coherence with national programmes on Civil-Military Interoperability (CMI),
including cooperation with industry in Research and Technology Organization
(RTO) and NATO Industrial Advisory Group (NIAG) formats. C4ISR capabili-
ties and expertise are generally provided to NATO-relevant bodies (Euro-Atlantic
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Disaster Response Coordination Centre—EADRCC, NATO Crisis Response
System—NCRS, NATO Intelligence Warning System—NIWS and NATO
Situation Centre) in support of Complex Crisis Scenarios. The Multi-National
Civil-Military Interoperability (MN CMI) initiative enables direct NC3A support

to nations and organizations that agree to join the project. NC3A also liaises on tech-

nological issues, in coordination with NATO HQ, to non-NATO bodies, such as:

+ UN Office of Coordination of Humanitarian Affairs (OCHA), High
Commissioner for Refugees (UNHCR) and World Food Program (WEP)

+ EU Humanitarian Aid and Civil Protection (ECHO), European External
Action Service (EEAS), Monitoring and Information Centre (MIC) and

Common Emergency Communication and Information System (CECIS).

The MN CMI initiative, supported by NC3A, is intended to complement the
efforts of NATO, National and International Organizations (for example, Strategic
Commands, CCOE and others) in the DOTMLPF (Doctrine, Organization,
Training, Materiel, Leadership, Personnel, Facilities) by providing a ful NEC/Web
2.0 capability architecture (DOTMLPF + Interoperability) addressing the principles
of federations and service-oriented architecture (SOA). Experiences from maritime
environments (Wells & Christman, 2009) could be extended to expand the toolbox
in support of the Comprehensive Approach. Such expansion is a goal of the MN
CMI project.

The MN CMI Project is designed to improve Civil-Military Interaction and pro-
vide comprehensive solutions to nations by establishing a collaborative forum where
critical civil-military problems are identified and analyzed, and technical solutions
are explored, specified and validated. NC3A has extensive experience in supporting
NATO efforts in Crisis Response Operations and complex C4ISR interoperability
endeavours that could be used by nations, which may decide to contribute to such
initiatives on their own.

Interoperability is addressed at three levels:

+ operational, including the development and demonstration of concepts of
employment and the Standard Operating Procedures (SOP) required for

the operational implementation of the technical solutions

+ architectural/system, including the design of patterns for the implementation
of the technical solutions with the participating systems in various employ-
ment scenarios

+ technical, including the specification of interfaces and profiles for services,
protocols and data to be used by each of the participating systems, as much
as possible by adopting, tailoring and completing (if required) available in-
ternational or de facto standards.
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Figure 7. Interoperability Focus Areas (IFAs)
Source: NC3A, 2011
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Interoperability Focus Areas (IFA), based on specific Interoperability Enablers,
are identified in figure 7 and selected to support the core stages (in bold) of the crisis/
emergency management phases: Vulnerability Analysis, Mitigation and Prevention,
Preparedness and Planning, Prediction and Warning, Response, Recovery and
Stabilization.

The MN CMI project’s target participants are national and international enti-

ties, including civil and military commands, units or agencies, national industries,

responsible for:

+

+

Military Crisis Management
Emergency Monitoring and Response Coordination and Management

Support to Emergency Response and Consequence Management operations,
including Critical Infrastructure Protection

Civil-Military Coordination and Information Management
Incident Management

Counter-terrorism Operations

Border Security and other perimeter security operations

Law Enforcement (during crises or in routine operations).
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Some specific capabilities for operationalising the Comprehensive Approach are
under development through separate multinational projects, such as the ones started
in the area of C-IED, Cyber Defence, the Computer-Aided Exercise (CAX) toolbox,
and even Integrated C2 and Maritime Information Services.

The C-IED multinational project demonstrates the important role that NC3A
plays in support to NATO efforts, from clearinghouse analysis to direct implementa-
tion of agreed national and multinational projects (figure 8). This area is a model for
the transfer of operational lessons learned from Afghanistan into the development of
critical capabilities that were identified during the Lisbon summit.

C-IED is one example of the innovative use of JISR (Joint ISR) technologies to
address emerging challenges related to terrorism. It is an example of capabilities that
are required not only by the military, but also by other security sector organizations.
The multinational project known as MAJIIC (Multi-sensor Aerospace-Ground Joint
Intelligence Surveillance and Reconnaissance Interoperability Coalition) is considered
amodel for the power of cooperatively developing capabilities with the direct involve-
ment of national industries within flexible frameworks. This will enable adaptation
and allow deployment of these capabilities to support scenarios for the Comprehensive
Approach to Crisis Management.

Another multinational initiative—Cyber Defence—is providing an example of
the use of ACT-funded research in establishing the foundation, not only for common
funded critical capability as NCIRC (NATO Cyber Incident Response Capability) —
one of the top priorities from the Lisbon Summit—but also for effective bilateral and
multinational projects between NC3A and nations in support of larger efforts to
protect cyber space. Cyber Defence, being a new area, shows how important it is to
have an agreed technical framework and a maturity model as a base for coordinated
efforts in a multinational environment.

Ongoing preparation of a multinational project on the NATO EXercise Toolbox
(NEXT), with special focus on Comprehensive Approach-type scenarios, will use the
above lessons to contribute to the critical capabilities for experimentation and train-
ing—so important to support any transformational/change management process.

Successful multinational, integrated C2 projects, and existing tools such as JPECT
(Joint Planning Execution and Control Tool), as well as the implementation of net-
work and core service experiences from the Afghanistan Mission Network (AMN),
form the basis for transferring information to other elements of the C4ISR suite tai-
lored the Comprehensive Approach. When it comes to the Civil-Military C2 domain,
we could refer to Multinational Maritime Information Services (MIS—a joint ACT-
NC3A initiative to support Civil-Military cooperation at sea) and NATO-Russia
Council Cooperative Airspace Initiative (NRC CAI—a system for NATO-Russia
cooperation in air security/safety). In this area, Sweden’s initiative on Crisis NEC as
an extension of a joint NATO-Swedish experiment in 2008, where NC3A will have an
opportunity to work with the European Defence Agency (EDA) under the leadership
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of NC3B/Sweden, is another good model for the development of capabilities in sup-
port of the Comprehensive Approach.

Operations such as those in Kosovo and Afghanistan (and sooner or later for any
other NATO operation) eventually will face the Transition phase, which includes
the transfer of authority to national/regional powers. This phase creates specific
requirements for capability development for the national/regional authorities and
the transfer of some of the expeditionary capabilities to these organizations. Several
projects, such as support to the NATO Training Mission in Afghanistan (NTM-A),
providing Internet access to Afghan universities (SILK—Afghanistan), consultations
to support the development of a management information system for the Ministry of
Kosovo Security Forces, and many others, are examples of the diversity of follow-on
support efforts needed to operationalise the Comprehensive Approach.

The challenge of operationalising the Comprehensive Approach from the capabil-
ity development point of view is focused mostly on interactions among many different
capabilities from a variety of organizations (civil and military), as well as the transition
from expeditionary capabilities to local capabilities.
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A short review of possible C4ISR-related areas in support of the Comprehensive
Approach shows that the main challenge is, and will be, less in the area of technology
and even architectures than in the governance, financing and management of such
projects, programs, portfolios in a genuinely international environment. This must
involve the members and partners of NATO, in cooperation with industry, academia
and even nongovernmental organisations.

Conclusions

NC3A’s experiences so far, especially in the development and implementation of the
Comprehensive C4ISR Approach, show that it is possible to provide bottom up/
capability-driven ways to operationalise emerging security and defence strategies.
Bottom-up capability development, service provision and overall life cycle support for
NATO, nations and partner organizations, using different funding mechanisms and
involving industry, is practically the only way to support the Comprehensive Approach
effectively. It is worth noting that good cooperation in capability development prob-
ably also will facilitate cooperation in planning and operations for crisis management.

There are limits in top-down solutions for implementing the Comprehensive
Approach, simply because of the very dynamic decisionmaking environment at those
levels. Bearing in mind that NC3A addresses the first “C"—the Consultations among
Nations—the Agency is well positioned to integrate bottom-up developed capabili-
ties in ways that could support top-down consultations and decisionmaking before
the activation of an ad-hoc “coalition of the willing” of nations and organizations to
address the problem through the Comprehensive Approach. Real success could be
achieved when C4ISR arrangements in such coalitions are able to support effective
implementation of political and resource decisions. In this sense, development and
implementation of the NATO Comprehensive C4ISR Approach, initiated by NC3A,
is of significant importance in making it possible to operationalise the Comprehensive
Approach to Crisis Management.

NC3A is only one element of the greater Network of Excellence required to
implement the Comprehensive Approach, butit is a critical one for the development of
the required capabilities. With Agency reform within NATO and potential coopera-
tion between NATO and the EU in capability planning/development, maintaining
an adequate mandate will be very important for the future Communications and
Information construct. The construct must cover the full range of C4ISR expertise
required by an integrated security sector both through the integration of life-cycle sup-
port to C4ISR capabilities and also through customer funding, The goal is to develop
the comprehensive management of a program of work for NATO, nations, groups of
nations and other organizations (including the UN and EU).

For the development of Comprehensive Approach capabilities, it will be especially
useful to investigate the modalities of the NATO C4ISR Integration Fund (NCIF),
initially proposed by NC3A as a model to support partners and transition countries
when NATO nations have clear interests in developing their capabilities for the
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future joint operations (NC3A, June 2010). The NCIF is just a construct to provide
an environment to use the NC3A expertise and corporate knowledge to serve the
interests and goals of contributing nations. Adopting of the NCIF model in a truly
comprehensive way—outside the limitations of eligibility and consensus—is important
for crisis management scenarios and the development of new partnerships. Of course it
will not compromise the essence of Article 5 support that the Agency provides under
common funding projects, and on all key decisions nations will consult at the North
Atlantic Council level before engaging the Agency as an executive body for any project
outside the purely NATO environment.

Agency reform is focused on savings, but first of all its priority is on ﬁnding effec-
tive and efficient ways to deliver NEC-related outcomes. It recognises the importance
of organizational innovation and required cultural change (Neal & Carver, 2009). The
development of capabilities for the Comprehensive Approach could help make the fu-
ture Communications and Information Agency into a genuinely adaptive organization
(Moreland & Jasper, 2009), but they also could become a driving force for transforma-
tion across NATO and nations by encouraging the combination of efforts for collective
defence, crisis management and partnership as key missions of the Alliance.
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Notes

1. In some NATO countries, it is the case that the constitution (or other governing
documents) draws formalized boundaries between governmental and private security
organizations, thus making a fully integrated approach extremely challenging.

2. An important dimension of this is the need for interoperability for all actors in-
volved in an operation. The STANAGs, which in theory are designed to standardize
equipment, systems and procedures, have never been really successful. A lack of in-
teroperable tools caused serious communications difficulties in the Balkan conflicts.
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Chapter 7
Bridging the Gap Between Enterprise
Apps and Community-led Social Media

TED RYBECK

Abstract

This chapter focuses on one approach to community-led mobile social media in
support of NATO’s Comprehensive Approach (Wells, Pudas & McNitt, 2011), an
open source-based architecture called Knowledge Banking which is a simple, secure
application to let the world collaborate. The system emerged from nonprofit, public,
and private sector leaders working together after Hurricane Katrina in 2005 and the
Haiti earthquake in 2010. The goal was to develop a way for the public to engage
with official systems more effectively during a crisis. The result is Knowledge Banking
Private Groups that enable members to add their own enterprise or personal content
to an access-controlled collaboration environment. Given that bandwidth will vary
across Comprehensive Approach environments, Knowledge Banking always takes
into account that even SMS (Short Message Service) texting may not be available in
extreme circumstances. In that context, Private Groups intelligently combine SMS
texting with emergency response applications (for example, Ushahidi), and with
relevant social media (for example, Wikipedia, Facebook, Twitter, YouTube, Flickr,
news, blogs, etc.). Knowledge Banking Private Groups will soon be released publicly,
but have already been used successfully in beta release with nonprofit, government,
and corporate pilots.

Knowledge Banking differs from traditional collaboration software because it will
be offered as a free resource and includes Wikipedia and other social media as a refer-
ence within each Private Group. Unlike Wikipedia, each Private Group’s members
can maintain the integrity of their own content and access privileges. The result is a
knowledge-based social network that combines the collaboration capabilities with
relationship-based social network capabilities.

Introduction

Mobile social media now reaches across all channels as a standard part of our way to
find information and to be heard. In less than a generation, phones have gone from
representing a “place” with a land line to representing a person who carries their own
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mobile device. Today, mobile phones also represent a global community node that
can reach and be reached by unlimited numbers of people worldwide with only one
tagged message. Witness SMS texting from Haiti or Tahrir Square. If Hurricane
Katrina were to take place now, the grassroots response would be unprecedented and
one way or another, the public-private mobilization would be dramatically different.

Around the world, public and secure forms of social media already enable volun-
teers and professional teams to be reached more effectively. In many crises, social media
offer straightforward benefits for senders and receivers compared to one-to-one voice
and email communications. Most importantly, one-to-one voice or email contacts can
fail based on any single point. For example, the individual caller or emailer may lack
the right contact number or email address to reach out to the exact person they need.
Conversely, the individual receiver, for whatever reason, may not pick up the phone
or email in time. Even if that individual does pick up, they may be the wrong person,
and the “passing the buck” process begins which for everyone involved is expensive,
inefficient, and annoying at best, and life-threatening at worst.

For a variety of emergency services, social media can target public requests and
updates to all the interested professionals and volunteers from the public and private
sectors. In many cases, the volunteers will be the ones in the right place, at the right
time, with the right skills and resources to help. For those cases when only a profes-
sional can do the job, social media can make it possible for the entire professional
team as opposed to one individual to get the message even when they cannot access
their special-purpose professional networks. Moreover, those professional teams can
almost always use volunteer community help in one way or another, if only to take on
more off-loadable tasks. The February 13,2011, crowd in Cairo embodied this point
by volunteering to clean the streets after their own revolution.

Despite the mobile revolution, people still cannot connect from their social media
to most government systems. The bridging of community-based social media to of-
ficial enterprise systems will become a burning platform issue for every part of the
public sector from constituent services to emergency response. To introduce a JFK 2.0
paraphrasing of U.S, President John F. Kennedy’s famous words, “Ask not what your
community can do for you. Ask what you can do with your community.”

Traditionally, the public has been discounted as a resource because of the discon-
nect between volunteer goodwill and the tasks at hand. Today’s social media—based
volunteer management systems fix many of these disconnects through real-time map-
ping of the current needs against the skills and resources offered by the community.
For many of today’s project management or emergency response requirements, social
media—based networks now outstrip the quick response capabilities of the official
government or enterprise resource management (Wikipedia, 2011:b) applications.

Many of these community-based systems are open source volunteer efforts,
but private sector companies are actively engaging the public as well. For exam-
ple, in any given month, Amazon’s Mechanical Turk (Wikipedia, 2011:c) has over
100,000 individuals taking on what Amazon calls “Human Intelligence Tasks.”
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This new reality is why Craig Fugate, U.S. Federal Emergency Management Agency
(FEMA) Administrator, makes a top priority of engaging the public (FEMA, 2010)
as a resource. Worsening budget crises across virtually every jurisdiction will make
Administrator Fugate’s approach a standard operating procedure for many govern-
ment authorities at the local, state, national, and international levels.

Meanwhile, individual expectations for government services will continue to rise
along with customer experience improvements offered by private sector service provid-
ers, In response, government-led reengineering projects are making improvements to
bridge official systems into community social media. However, efforts to engage more
directly with the public through social media find themselves hindered by unresolved
issues of privacy, work rules, liability, and scope.

Solving the Right Problem via the Drivers, Strategies, Enablers, and
Technologies Methodology

Given the challenge to develop a way for the public to engage with official systems
more effectively during a crisis, an innovative way forward has resulted in an approach
known as Knowledge Banking Private Groups in that it enables members to add their
own enterprise or personal content to an access-controlled collaboration environment.

Knowledge Banking differs from traditional collaboration software because it will
be offered as a free resource and includes Wikipedia and other social media as a refet-
ence within each Private Group. Unlike Wikipedia, each Private Group’s members
can maintain the integrity of their own content and access privileges. The result is a
knowledge-based social network that combines the collaboration capabilities with
relationship-based social network capabilities.

Because of the Wikipedia look and feel, new Private Group users are immedi-
ately familiar with Knowledge Banking’s user interface. That means they avoid the
time and cost of specialized training normally needed for getting started with propri-
etary collaboration systems. Knowledge Banking also uses the standard application
programming interfaces (APIs) of MediaWiki and other social media apps, so that
Google Apps and Microsoft’s SharePoint, Excel, and Word can more easily import
and export to the Private Groups.

For individuals, nonprofits, government, and business, Knowledge Banking
Private Groups will offer a way to bridge the gap between enterprise applications
behind the firewall and community applications on social media (Wikipedia, 2011:a).
The test is to enable anyone or any enterprise to be a stronger catalyst in their com-
munity, however those communities are defined. The range of potential personal
or enterprise uses of the Private Groups is only constrained by the barring of any
illegal activities. Initial pilots focused primarily on emergency and customer service
applications with nonprofits, governments, and business. However, commercial or
non-commercial enterprises can immediately apply Private Groups across every ac-
tivity of an organization and its partners (for example, Customer/Member Services,
Administrative & Finance, Sales & Marketing, Supplier Management, Production
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& Operations, Research & Development). The adoption of Knowledge Banking for
these everyday applications will prepare contributors to serve during a crisis.

Knowledge Banking grew out of an effort after Hurricane Katrina where
Benchmarking Partners, a Cambridge, Massachusetts, software and strategy firm
brought together the leadership of the public-private organizations representing the
whole of community (government, private sector, nonprofit, and citizens) to figure
out how community-led systems could be integrated into official efforts more ef-
fectively, Knowledge Banking then integrated experiences from over two hundred
large and small organizations internationally based on a common-sense but rigorous
methodology developed by Benchmarking Partners called DSET (pronounced Dee-
Set). DSET has been used by over 30,000 organizations wotldwide. For example,
in the mid-1990s, Walmart used DSET with Benchmarking Partners to get agree-
ment among its thousands of suppliers on Walmart's first collaborative forecasting
and replenishment system over the Internet. Benchmarking then used DSET with
retailers and suppliers globally as part of the successful effort to create a Collaborative
Planning, Forecasting, and Replenishment (CPFR) standard. DSET has also been
used at Harvard Business School, Wharton, MIT, University of Chicago, and other
strong training grounds for business and government around the world.

DSET contextualizes the external forces on an organization’s success (that s, the
“Drivers”), the “strategies” an organization should take to address those Drivers, the
“Enablers” or capabilities needed to achieve those Strategies, and the strengths and
weaknesses of the various “Technologies” needed to support those enabling capabilities.
Typically, organizations start with Technologies and mistakenly work from right to
left (that is, T-E-S-D) because plenty of vendors have Technologies to sell that ad-
dress some of the Drives that organizations face and the CIO can then be blamed if the
leadership team never aligned onan understanding of the Drivers. By starting with the
entire CEO team to identify the full set of Drivers and moving from left to right (that
is, DSET), the CEO gets executive leadership and constituents aligned on the full set
of Strategies before deciding which Enablers and Technologies need to be deployed.

The resulting DSET-based alignment, risk/reward analysis, and shared priorities
can dramatically accelerate an organization’s effective mobilization with its partners
on the new social media and collaboration platforms. DSET would also apply to
NATO support to Comprehensive Approach environments. The DSET approach
also offers enough detail from the highest strategy level to the functional and technical
levels that development and implementation will be far more affordable and success-
ful than typical large scale initiatives. The results help governments and private sector
enterprises focus less on each location’s departmental organization charts and more
on what everyone wants: the situation-specific, effective delivery of information and
services across all jurisdictions during a crisis.
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Knowledge Banking’s DSET
For example, one of the primary DSET's for public-private mobilization that guided

Knowledge Banking was developed between January—April, 2010 in response to
the 2010 Haiti Earthquake. However, the techniques clearly could be applied to the
kinds of humanitarian assistance, stabilization, or capacity building operations where
NATO and its partners might be involved. The authors were CEOs and their teams
were from federal, state, military, relief, and corporate enterprises. Each organization
first created their individual DSET based on their particular interests as the basis for
a collaborative business case represented in their joint DSET shown below.

Drivers (External forces beyond our control):

1.

6.

Countries are not as prepared as they should be for disaster prevention,
response, or recovery.

The resources for effective disaster management exist among independent
organizations and individuals though they lack integration among themselves
let alone as a joint force.

News coverage will increasingly focus on missteps as part of the competition
for ratings.

Widespread Internet and cell phone use opens up multiway communication
that TV and radio did not, but it is difficult to manage the abundance of
information and filter out the bad information.

Constituents (for example, customers, citizens, donors) demand more vis-
ibility into how resources are allocated and costs are managed.

Legal and regulatory frameworks can constrain responsiveness.

Strategies (How we will respond to the Drivers):

1.

Determine how to use grassroots new media (for example, SMS, Wikipedia,
Facebook, YouTube, Twitter, etc.) so that the governments and the public
work together in a multiway communication.

Collaborate with the private sector on their needs and capacities (for example,
Where is power out? What does everyone have to offer?).

Build metrics on spending in the disaster management lifecycle so constitu-
ents appreciate the Return-on-Investment from prevention, mitigation, and
preparedness through recovery.

Develop disaster technology solutions that enhance the volunteer experience
and are intuitive and simple to use. Establish systems and processes that
enhance the volunteer experience and passion rather than frustrate the user.
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Enablers (Capabilities needed to achieve the Strategies):

1.

Enterprise integration with free, simple, every-day social networks for infor-
mation sharing, collaboration, and commerce at the local, community, state,
regional, national, and international levels.

Enterprise, local, state, regional, national, and international engagement of
the people and infrastructure capacities for each community in conjunction
with their social networks.

Integration of the community networks to the official disaster management
systems and security systems at the enterprise, local, state, regional, national,
and international levels.

ared disaster management plans at the enterprise, community, state, re-
Shared disast g t plans at the enterp ty, stat
gional, national, and international levels in response to the demographic and
infrastructure realities of the most vulnerable areas.

Enterprise, local, state, regional, national, and international drills to ensure
that the best equipped individuals and communities are ready to take care of
themselves, and the least equipped get the added support they need.

Real-time metrics on the results of spending in the disaster management
lifecycle, generated as a natural by-product of system usage rather than a
separate and expensive administrative process.

Technologies (Tools to implement the Enablers):

1.

2.

Integration of existing enterprise systems into easy to use cell phone and
Internet based systems using open, industry standard protocols.

Open mashups of popular and specialized social media (for example,
Wikipedia, Facebook, YouTube, Twitter, etc.) with anti-spam filters that
enable grassroots reference hubs with private and public spokes.

Enhancement of our Enterprise Resource Planning (Wikipedia, 2011:d)
systems with our community ecosystem to enable Real-time Operational

Optimization and Transparency (ROOT).

Knowledge Banking’s DSET-based Technology
As shown above, in a generalized architecture, Knowledge Banking integrates the
range of social media into a knowledge-based social network for collaboration among

individuals and enterprises. A Knowledge Banking Private Group on top of the public

group enables individuals or enterprises to create a reference hub for collaboration
restricted to the members they choose. Knowledge Banking Private Groups have the

same social media aggregation capabilities as the public group, but they add propri-

etary extensions for security across sources. Every individual who logs in starts with a

“personal space” Private Group for themselves, but they can create others as needed.
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Individuals might create a Private Group just for their family members or other private
networks for whatever purpose. For enterprises, the Private Groups can be used for
whatever kind of collaboration they want restricted to their employees or partners.

Knowledge Banking Private Groups provide for four levels of membership:
Observer, Peer, Leader, and Chair. A member designated as an Observer can see the
Private Group content, but cannot edit it. A member designated as a Peer can edit
the Private Group fully. A member designated as a Leader can manage the various
functions of the Private Group including the ability to invite or remove members. The
originator of the Private Group is called the Owner and Chair. A Chair has the added
ability to close down the entire Private Group and can also designate other Chairs.
There is no limit to the number of Chairs or Leaders in a Private Group.

Figure 1. Integrating Social Media & Enterprise Info
thru Open & De Facto Standards

Source: Benchmarking Partners (2011)
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Secure Private Groups for community, content, collaboration, and commerce
can be demanded by virtually any personal or professional scenario. For example,
an international relief organization and an international retailer have both worked
with Knowledge Banking to create Private Groups that could be used with internal
systems at the international, national, regional, and local levels to engage communi-
ties with social media to improve emergency response. Use begins at the individual
level because each person within the respective ecosystem can create a personal space
for themselves as secure storage of their professional data (for example, user profiles,
passwords, skills, certifications, etc.). This array of Personal Spaces, Private Groups,
as well as Public Groups on the open Internet, enables the entities to respond more
effectively during an emergency because the user experience would be the same whether
someone is using the platform for their needs at work or their personal needs outside
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of work. Likewise, training becomes more efficient since most young people start their
careers already knowing how to use the popular social media tools that make up the
Knowledge Banking user interface. Ideas for process innovation multiply because of
the platform’s every day/all day use. For any particular Comprehensive Approach
environment, innovation and integration will take place in the context of the specific
proprietary and international standards that apply.

Enterprise Information Icon Key
Databases (for example, Enterprise Resource Planning, etc.) consist of organized col-
lections of data for one or more uses, typically in digital form.

+ RSS (most commonly expanded as Really Simple Syndication) is a family of
web feed formats used to publish frequently updated works—such as blog

entries, news headlines, audio, and video—in a standardized format.

+ Keyhole Markup Language (KML) is an XML-based language schema
for expressing geographic annotation and visualization on Internet-based,
two-dimensional maps and three-dimensional Earth browsers. KML was de-

veloped for use with Google Earth, which was originally named EarthViewer
3D.

+ ESRI Shapefiles or simply a shapefile is a popular geospatial vector data format
for geographic information systems software. It is developed and regulated by
ESRI as a (mostly) open specification for data interoperability among ESRI
and other software products. ESRI is a software development and services
company providing Geographic Information System (GIS) software and
geodatabase management applications.

+ Google Earth is a virtual globe, map, and geographic information program
that was originally called EarthViewer 3D, and was created by Keyhole, Inc.,
a company acquired by Google in 2004. It maps the Earth by the superim-
position of images obtained from satellite imagery, aerial photography, and

GIS 3D globe.

+ Bing Maps Platform (previously Microsoft Virtual Earth) is a geospatial
mapping platform produced by Microsoft. It allows developers to cre-
ate applications that layer location-relevant data on top of licensed map
imagery. The imagery includes samples taken by satellite sensors, aerial
cameras (including 45-degree oblique “bird’s eye” aerial imagery licensed from
Pictometry), Streetside imagery, 3D city models, and terrain.

Open Source Innovation with Proprietary Security Extensions
Knowledge Banking’s open source (Wikipedia, 2011:e) methodology enables anyone
to “wikify” (Wikipedia, 2011:f) their specific content along with Wikipedia to create a

secure referenced model that provides a private Internet reference page for any topic.
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By expanding on MediaWiki, the underlying open software for Wikipedia, Knowledge
Banking enables users to build on a de facto standard in content management software.
The expansion of MediaWiki makes each of these data sources available to authorized
members on the system. However, a combination of open source and proprietary
security extensions to MediaWiki secure Wikipedia and any other social media or
data sources so that they never bleed from one to another.

Further expansion of MediaWiki allows live data feeds to be “semantically
wikified” (Wikipedia, 2011:g) which converts data into wikitext documents with
parameter driven properties. The result transforms any static text document into a
database “form” with parameters set by the enterprise and its partners according to
their specific needs. The wikified forms enable these automated or manual data feeds
to populate metrics dashboards from the real-time execution data in the field. These
metrics dashboards can be applied across a portfolio of interdependent data feeds,
providing transparency, responsiveness, and accountability that spurs innovation
among any group members.

Benefits of expanding MediaWiki and its extensions:

+ open source, platform neutral
+ massively scalable as demonstrated by Wikipedia

+ simple integration with legacy systems, enterprise systems, and data feeds
from any source

+ simple integration to open source extensions for commerce

+ simple application programming interfaces (Wikipedia, 2011:h) to personal
and professional social networks

+ support for automated and user-generated content and links

+ support for automated and user-generated analytics and ad hoc queries

+ ubiquitously accessible through any browser

+ ability to add WYSIWYG (What You See Is What You Get) editing

+ computer security at whatever level necessary.

Helping the Web Evolve

Beyond the contribution Knowledge Banking can make during emergencies, this
effort is part of a larger movement to expand the societal impact of MediaWiki,
Wikipedia, and other open source technology. Wikipedia and its underlying open
source infrastructure, MediaWiki, already stand as an unrivaled de facto standard for
global encyclopedic reference and content management. The underlying MediaWiki
software is scalable enough that its largest enterprise user after Wikipedia itself is the
U.S. Intelligence Community’s Intellipedia (Wikipedia, 2011:i) for government-wide

information sharing and collaboration. This community transformation to a very
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low-budget MediaWiki approach had to get past huge resistance from the entrenched
budget owners and software vendors in the Washington, DC, area who were used
to comparatively high-budget spending. The Wikipedia/MediaWiki duo won out
because they offered unprecedented advantages: they are free, ubiquitous, massively
scalable, used by over 400 million users in over 200 languages, and build on software
that is maintained and extended every day by thousands of open source programmers
around the world.

As a whole, however, the private and public sectors typically underestimate
Wikipedia and MediaWiki as nothing more than a nonprofit Encyclopedia Britannica.
The underestimation comes easily since Wikipedia defines itself as an online encyclo-
pedia as shown in figure 2 above; and that definition led Wikipedia to become the fifth
busiest site in the world based on Internet traffic. Moreover, media attention tends
to “follow the money,” and Wikipedia/MediaWiki are maintained by volunteers and
owned by the nonprofit Wikimedia Foundation (Wikipedia, 2011:j) which precludes
itself from commercial involvement. (The Wikipedia content itself is made available
under the GNU Free Documentation License [Wikipedia, 2011:k] which allows for
redistribution for any purpose as long as certain conditions are met. For example, de-
rivative works must also support the GNU Free Documentation License and sources
must receive attribution.)

Nevertheless, the notion that Wikipedia/MediaWiki are merely an encyclopedia
infrastructure is misguided in the same way that conventional wisdom once saw the au-
tomobile and its combustion engine as a horseless carriage. Wikipedia and MediaWiki
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would be more accurately characterized as two of the most important advances in open

source computing after the World Wide Web itself.

World Wide Web and Wikipedia as the
Watershed Moments in Open Source

Several noteworthy advances in open source occurred over the years since the creation
of the World Wide Web, from Mosaic to Linux to OpenOffice. But in each case their
contribution has either been quickly eclipsed by a proprietary alternative as in the case
of Mosaic and Netscape; or more commonly, the open source contribution itself was a
copy of something that was already entrenched from a proprietary vendor (for example,
Linux desktops and OpenOffice as they relate to Microsoft Windows and Office).
None of these facts take away from these other open source contributions.
However, Wikipedia breaks out of that open source mould. Although it began in 2001
leveraging the latest available, out-of-copyright version of the Encyclopedia Britannica,
any connection to Britannica is long gone. For example, Britannica is less than one
tenth the size, considered off-limits to users who might want to edit, correct, or add
to Britannica articles, and missing any notion of the user-generated links that are the
basis of MediaWiki and Wikipedia. Moreover, even the highly respected scientific
publication, Nature, found the quality of Wikipedia and Britannica nearly equal.
Today, Wikipedia is in a class of its own. So far, there is no “other Wikipedia”
that has anything like Wikipedia’s unprecedented worldwide adoption, participa-
tion, depth, or continual improvement. Likewise, there has never been a collaborative
infrastructure like Wikipedia's MediaWiki as measured by its simplicity, ubiquity,

and massive scalability.

Yahoo and Google Roles vis-a-vis Wikipedia and MediaWiki
Historically, two of the approaches for organizing information on the Internet have
been categorization into directories and search using algorithms and natural-language
processing. Yahoo's late 1990s effort to hire a team that manually categorized the web
into common sense web directories made Yahoo a Wall Street darling, But Yahoo's
current troubles and the rise of Google came from the fact that no top-down catego-
rization of the web will ever suffice when the web’s knowledge universe is so big and
interrelated.

Google seized on the structural failure of top-down taxonomies by indexing the
web and then letting search happen from the bottom up. Google gave searchers the
most relevant locations that might answer a query by ranking each page on the Internet
using Google’s secret, link-based PageRank algorithm that the founders developed at
Stanford and license from Stanford back to the company. Rather than invite the com-
munity to categorize the web, Google mainly invites individuals to ask any question
and then the secret algorithm returns a prioritized list of the relevant locations where
the individual can find the answer. The upside has been tremendous, making Google
an everyday part of the Internet for most users. For common queries, the downside
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is that millions of answers tend to come back for an individual to cull through for the
context-specific information wanted (for example, John Deere the person vs. John
Deere the tractor) from unconnected and often unfamiliar and unreliable sources.

Figure 3. Wikipedia & MediaWiki Expansion’s Role

in the Evolution of the Internet
Source: Benchmarking Partners (2011)

Wikipedia gives a reference internet
page to anything encyclopedic

MediaWiki Expansion gives an internet
reference page to any thing, being, space,
activity, event, idea, or relationship

Google indexes the web

Enter Wikipedia. As shown in figure 3, the explosion of user-generated reference
through Wikipedia allowed for a third approach for organizing information on the
Internet. Wikipedia’s position as the world’s reference, and the resulting collection of in-
coming links, causes its articles to be returned in the first page on the majority of Google
searches. Moreover, many people begin navigating through Wikipedia when they want
to understand all the meaningful information linked to some topic, as opposed to going
to Google when they want to see all the sites with information related to that topic.

Today, Wikipedia’s cultural and technical combination gives an Internet reference
page to anything encyclopedic. This contribution of Wikipedia is a watershed moment in
open source, arguably unequaled since the introduction of the World Wide Web by Tim
Berners-Lee (Wikipedia, 2011:1). Ultimately, the expansion of Wikipedia/MediaWiki
could provide an Internet reference page to any thing, being, space, activity, event, idea, or
relationship. In this solar system, search increasingly acts as an essential service that orbits
around an expanding sun-like reference model of user-generated, meaning-based links.

Google will be an important partner in this expansion as it and other search en-
gines continually evolve to combine the best of machine-based algorithms with context
that can best be added by peers who understand the nuance of which meaning they
want. For example, “civil war” in a particular use is a concept of civil war vs. the “civil
war in the U.S. from 1861-1865" vs. the “civil war in England from 1642-1651" or any
other examples of each “civil war” throughout history around the wotld. In each case, it
suffices to write “civil war” as long as the expression is backed up by a peer-produced,
meaning-based link that connects to the appropriate meaning in that context. Each
individual who creates that link knows the context and can link it accordingly using a
common social and technical protocol.
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How are Wikipedia and MediaWiki expanding to meet this demand? An increas-
ing flow of extensions to the open source content and software of Wikipedia and
MediaWiki are meeting the demand for integrated, secure, global social networking
described above. Specifically, these extensions expand Wikipedia to compensate for
Wikipedia's restrictions against non-encyclopedic and organization-specific content,
ratings and rankings of all content and contributors, secure permissions management,
commerce capabilities, and a standard word processing editor. The result, which
Knowledge Banking aims to accelerate (see table 1), will be a global, multi-language,
bottom-up, open source-based, Private Group infrastructure that broadens the com-
munity already brought together by Wikipedia, Google, Facebook, Twitter, and the

range of social media.

Table 1. Customer Priorities for Expanding Wikipedia

Requirements

Original Content No Yes
Mandatory log-in by contributors for accountability No Yes
Secure Permissions and Identity Verification No Yes
Secure public and private collaboration No Yes
Commerce No Yes
Removal of slander from the history pages No Yes
Ratings & rankings for each contributor No Yes
Commercial Content No Yes
Product/services ratings & rankings No Yes
Biographic or organizational profiles judged not to be globally
No Yes

notable
Contributions by parties related to the content even if identified; N

; A [o] Yes
non-neutral point of view
Easy-to-use, multi-source integration of social networks, micro- No Yes
blogs, video, web news & photo sharing, chat, & other apps
Advertising No Yes

Source: Benchmarking Partners (2011)

Enabling Secure Mashups

At a technical level, expanding Wikipedia and MediaWiki combined with Google,
Facebook, Twitter, YouTube, and all the other social media will create the ultimate
mashup of the entire Internet for every conceivable use from global and local research
to emergency delivery of goods and services. To guard against the inevitable misuse
of these mashups, additional MediaWiki extensions and social protocols can create
secure mashups like those enabled by Knowledge Banking and others. Secure mashups
reinforce privacy and civil liberties protection for individuals and organizations to allow
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for everyday safe and ad hoc conglomeration of various data sources and applications
without taking away each person’s control over how their sensitive information may
be used by others.

Pragmatically Addressing the Semantic Web
In 1999, according to Wikipedia,

Tim Berners-Lee originally expressed the vision of the Semantic web as follows:
“Thave a dream for the Web [in which computers] become capable of analyzing
all the data on the Web—the content, links, and transactions between people
and computers. A ‘semantic Web’ which should make this possible, has yet to
emerge, but when it does, the day-to-day mechanisms of trade, bureaucracy and
our daily lives will be handled by machines talking to machines. The ‘intelligent’
agents” people have touted for ages will finally materialize.” (Wikipedia, 2011:m)

Wikipedia and MediaWiki help make a pragmatic realization of that vision possible
by adding in the human element of peer produced, meaning-based linking that goes
beyond what machines could have done on their own. The Wikipedia and MediaWiki
platform does not offer the elegant object-oriented methodology that underlies Tim
Berners-Lee's theory of the semantic web. But in the “keep it simple” spirit, meaning-
based linking is strongest when each individual around the world has the chance to
contribute their creative force. For better or worse, worldwide involvement demands a
much simpler model than the complex theoretical structures that make up most predic-
tions for the advent of the semantic web. Wikipedia and MediaWiki offer that simplicity
and provide the “primordial ooze” (Wikipedia, 2011:n) out of which the world could

progress much faster toward Tim Berners-Lee’s goal than he may have ever imagined.

Conclusion

Official systems and community systems need a way to come together in Comprehensive
Approach environments. Supply chain systems share this need with every other appli-
cation area. Knowledge Banking brings together social media with specific emergency
response applications such as Ushahidi to bridge the gap by supporting Private Groups
that are secure and separate, but can exchange information with each other and with
public hubs as appropriate. Approaches like Knowledge Banking will continue to evolve
in the field. However that progress develops, the catalyst for success will be finding ways
to engage the world’s collective resources of individuals, nonprofits, governments, and
businesses who can help. Practicing this “everyday” multi-sector engagement will be a
critical enabler to support Comprehensive Approach environments.
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Part 3
Leadership, Management,
Education, and Training and the

Comprehensive Approach




All organizations need to be led and managed. It is relatively easy to identify those
that are exemplars of good or bad practice, as reflected in their performance, but
the majority of organizations live in a twilight zone of getting by, not realizing their
potential for doing better. This reinforces the importance of educating and training,
for both the leaders and staff, and of exercises to reinforce the education and training
to change actual behaviors.

There are many schools/theories of leadership, ranging from the “great man
theory” to “situational leadership theory” to “contingency theory” to “participative
theory” to “behavioral theory,” to name but a few. Each theory includes a range of
models and concepts that have been studied, taught, and applied. No single style or
approach to leadership works for everyone and no single style or approach works for
every situation. The real skill in leadership is the ability to be able to flex in response
to the situation and hence to operate on multiple levels, which requires an innate sense
of what is required at any given point in time, Theories and approaches to leadership
doubtless will continue to develop in light of the ever-changing nature of the environ-
ment within which organizations have to operate.

A recurring theme in change theory is that true transformation needs to in-
corporate changes across a mix of people, process, organization, and technology.
Organizations (business, government and civil society) are under enormous pressures,
driven by globalization, technology, demographics, changes in social norms, and so
on. As a consequence, the way organizations actually conduct business has changed
dramatically during the last 20 years. This requires new or different management
systems and processes which, in turn, may well require new approaches to leadership.
For example, the explosion in communications technology has spawned a need for
distributed leadership, which some organizations have been able to implement well
while others have not.

Leaders and managers need to be able to lead change and also to manage a change
process within their organizations. Despite many studies, theories, and courses, the
evidence to date is that organizations are still not very good at delivering change ef-
fectively. Three elements need to work together for an organization to maintain its
competitive position in a commercial setting, or to be able to demonstrate that it is
operating efficiently and effectively in a public sector setting, First, it must be able to
develop appropriate and robust strategies. Second, it needs a depth and breadth of
leadership skills. Finally, it must have the skills and competencies necessary to imple-
ment the change(s) associated with the strategy.
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All too often the focus of a change program is on the systems, structures, and
strategies while the softer issues associated with the human dimension of change are
treated almost as an after-thought. Too often it is assumed that such matters will
happen without leadership or effort on the part of the organization.! These tools and
techniques of change management that are commonly portrayed in the text books need
to be broadened to encompass the human dimension of change. As Professor Neal
pointed out in his chapter in section 1, a case can be made that we are dealing with:

Managing change = change management + transition management.

This is not a simple case of playing with words. The fact is that the tools and
techniques associated with change management can make it sound like a simple man-
agement process that can be precisely controlled. However, transition management is
about taking people on an emotional journey. This is where real leadership skills are
needed to identify where people are in their emotional journey (not everyone progresses
at the same speed in such matters) and to respond and support (lead) in an appropriate
manner to help them over doubts and obstacles.

Education and training need to be an inherent part of the leadership and manage-
ment strategy. Tendencies to cut these areas when under financial pressure should be
resisted. The importance of training and education is not lost on the military. When
it comes to operations under life and death conditions, it is only through rigorous
training and exercises that the Service personnel can ensure that they know what to
do, how to do it, and have a clear understanding of why they need to take particular
actions and when they need to act. The U.S. Professional Military Education (PME)
establishments and the equivalent Defense Academies and similar institutions in other
countries have a key role to play in ensuring that a nation’s military has the necessary
skills, structures, capabilities, and culture to deliver what is demanded of it on either
the national or international stage.

The Comprehensive Approach requires both training and education at multiple
levels within organizations and between them. Joint Service organizations have par-
ticularly important roles to play to gain traction with the Comprehensive Approach
concept as they bring together actors from a number of Services and provide a frame-
work to facilitate shared understanding,

With this in mind, the chapters in this section cover leadership and change man-
agement, as well as education and training based on the challenge of delivering the
Comprehensive Approach within a nation’s military or a broader framework such as
NATO. A particular focus is on the need for civilian as well as military knowledge
transfer, with all the cultural and budgetary issues that entails. The ultimate goal is
to change behavior. Until behavior is changed, lessons cannot be said to have been
learned, only “observed.”

Dr. Richard L. Hughes and his colleagues address “Boundary Spanning Across
Leadership Cultures,” which demands very different skills from those typically

found within most large, hierarchical, or government organizations. At the same
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time, boundary-spanning approaches are particularly well suited to Comprehensive
Approach environments.

MG (Ret) Ralph Doughty and Col (Ret) Jon Stull examine the role of education
in promoting the acceptance of change and revising institutional values. They also look
at the joint, interagency, and Comprehensive Approach environments.

Wing Commander Neville Gregory and Commodore Richard Menhinick in-
troduce an Australian perspective to multiagency, joint, and transnational education.
Australia has the advantage of integrated oversight of military education and training,
They also make the important link to emergency management, which has many ele-
ments in common with Comprehensive Approaches.

CDR (Ret) Elizabeth Lape looks at the particular case of the education, training,
exercises, and cultural change needed to implement UN Security Council Resolution
1325, which calls for the “full and equal participation of women from early conflict
prevention to postconflict reconstruction, peace and security.” A particular feature,
applicable to coalition operations and the Comprehensive Approach, is a study of the
resolution’s implementation (often not effectively) in Provincial Reconstruction Teams
(PRTs) in Afghanistan. Greater integration of women should be seen as part of the
need to bring “greater capacity” to bear in a variety of crisis situations.

Note

1. The Chief Financial Officer of Google, during the Fortune BRAINSTORM
TECH conference in July, 2011, made a compelling case that Human Resources is
an essential part of the “people-technology convergence” process that's going on in the
business world today. For example, Google considers the 300 commuter bus routes/
day it provides as great investments—the company gets an hour each way of wifi
engagement from employees, with less parking and less gridlock (but bus contractors
must bring costs down every 6 months). Free food helps keep employees healthy.
Google raised salaries by 10 percent last year to signal that they are the workplace of
choice. They had 600,000 applicants last year (total company size is about 20,000).
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Chapter 8

Boundary Spanning Across Leadership
Cultures: A Leadership Strategy for the
Comprehensive Approach

RicuArp L. HuGHES, CHARLES J. PALUs,
CHuris ErRNST, GEORGE G. HousToN, AND JouN B. McGUIRE

Abstract

One obvious, challenging and defining quality of the comprehensive approach is
the sheer number and diverse nature of organizations engaged in collective effort.
Effectively leading a collective effort across such a myriad of organizational interfaces
requires very different approaches to leadership than those typically practiced within
large, hierarchical organizations like the military. Thus, a different approach to lead-
ership is called for by the Comprehensive Approach (CA), one that might be called
boundary spanning across leadership cultures, In fact, boundary spanning leadership
can be thought of as the ideal leadership strategy for the Comprehensive Approach.
Notably, it represents the approach taken by senior Department of Defense (DOD)
and State Department leaders in Iraq in seeking ways to build needed capabilities in
their teams. This chapter will describe the concept of leadership strategy, the nature
of boundary spanning leadership, and the kinds of leadership development activities
designed to develop it.

Introduction

Army General David Petraeus used an oddly anachronistic painting in speaking with
the troops whom he was soon to take command of in what became widely known
as “the surge” in Iraq. The painting was The Stampede, painted by Western artist
Frederic Remington in 1908. It depicts a cowboy in the 1800s riding desperately to
survive a stampeding herd of cattle panicked by a thunderstorm. As Thomas Ricks
tells the story in The Gamble, an account of the surge, Petraeus used the painting to
convey to his subordinates his notion of command: “I don’t need to be hierarchical,”
he explained. “T want to flatten organizations. I'm comfortable with a slightly chaotic
environment. I know thatit’s okay if some of you get out ahead of us. Some of the cattle
will get out ahead and we will catch up with them. And some will fall behind and we
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will circle back and we won't leave them behind.... We're just trying to get the cattle

to Cheyenne” (Ricks, 2009, p.154).

Across Leadership Cultures

The Center for Creative Leadership (CCL) was invited to Iraq in 2010
by the Commander of U.S. Forces-Iraq and the U.S. Ambassador in
Iraq to facilitate a combined vision development seminar, and to men-
tor and teach boundary spanning techniques. These techniques were in
service of implementing effective interdependent practices between two
proven but culturally different organizations in order to achieve a common
goal for the United States and Iraq. In the intervening months, CCL has
continued to receive positive feedback regarding the seminar and its impact.

Non-disclosure and confidentiality prevent us from describing the specific pro-
cesses and outcomes of the Iraq U.S. Forces and U.S. Ambassador boundary
spanning case. Given the nature of CCL'’s work, we often hold confidentiality
agreements with our clients. As such, the comments in this chapter are a general
view of the relevant theory, research, and some typical practices, and not a spe-
cific commentary on the Iraq case. In our research and applied practice, we have
developed a number of insights and questions regarding boundary spanning
across cultures within an interdependent world. In this article, we discuss the
theory of boundary spanning and the importance and role of developing a lead-
ership strategy for spanning different organizational and institutional cultures.

Leadership Challenges in a Comprehensive Approach

The chaos of a stampede is an apt metaphor for the challenging environments facing
many organizations, and certainly for NATO leaders collectively trying to implement a
comprehensive approach to global security challenges, including conflict resolution and
stability operations. A Comprehensive Approach to global security challenges attempts
to align the work of the relevant actors across a complex set of boundaries. Petersen

and Binnendijk made this case for a CA in 2007:

Experience has shown that conflict resolution requires the application of all
elements of national and international power—political, diplomatic, economic,
financial, informational, social, and commercial, as well as military. To re-
solve conflicts or crises, the North Atlantic Treaty Organization (NATO)
should adopt a Comprehensive Approach that would enable the collaborative
engagement of all requisite civil and military elements of international power
to end hostilities, restore order, commence reconstruction, and begin to ad-
dress a conflict’s root causes. NATO can provide the military element for a
comprehensive approach. Many other national, international, and nongovern-
mental actors can provide the civilian elements. (Petersen & Binnendijk, 2007:1)

The leadership challenges inherent in a CA become apparent even in a cursory
look at the kinds of interactions among diverse parties inherent in the approach' One
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way to understand the distinctive nature and challenge of a comprehensive approach
to stability operations is to conceptualize it as the outermost ring in a set of concentric
circles representing increasingly complex and heterogeneous sets of organizational
actors. For example, while proficiency in joint operations is itself a notable DOD
achievement, more recent efforts to take a whole-of-government approach integrating
the work of all departments and agencies (that is, not just military) have taken that
challenge to a new level. Further extending the set of organizational actors to include
civilian and military agencies from other governments, not to mention other private
sector and nongovernmental organizations, complicates the process almost seemingly
beyond the realm of feasibility.

Needless to say, the leadership challenges inherent in a comprehensive approach
are daunting. What's more, the challenges are not only daunting in and of themselves,
but likely even more so since they demand perspectives, skills, and practices previously
not deemed essential to leadership in a large, hierarchical, and traditional organiza-
tion like the U.S. Army, for instance. And since they were not essential—not “core
competencies”—such perspectives, skills, and practices generally would not have been
needed, encouraged, or practiced. But just as with other large, formal, hierarchical, and
tradition-laden organizations in government (for example, the U.S. Post Office) and in
the private sector (for example, automobile manufacturing companies) whose culture
and practices may have been well-adapted to competitive environments that were rela-
tively stable and predictable, those same cultures and practices are not optimally suited
for environments that are highly volatile, uncertain, complex, and ambiguous (VUCA).

Take the practice of collaboration as a case in point. Collaboration in some form
or other is practiced in virtually all organizations, but the phrase “some form or other”
proves to be the catch. It turns out that what collaboration means in some settings may
be quite different than what it means in other settings.! A critical distinction should
be made between what has been called simple collaboration and complex collabora-
tion. The distinctions are highlighted in table 1 (Mankin, Cohen, & Fitzgerald, 2004;
Hughes & Palus, 2005).

With simple collaboration, tasks are routine and well defined. They are predictable
and manageable, and the procedures for addressing them are well understood. On the
other hand, complex collaboration is characterized by tasks that are non-routine and
highly uncertain. The simplest form of collaboration is between just two people, and
it becomes more complex when multiple people are involved. Furthermore, it is not
just the number of people that impacts the nature of collaboration. Greater diversity
among parties also increases its complexity, whether it’s diversity across points of view,
personalities, values, loyalties, or other differences. Differences in goals and objectives
significantly increase the complexity of collaborative efforts, and it is simpler and
easier (relatively speaking) when the parties can meet face to face. Collaboration is also
obviously more challenging when the very conditions in which the parties are trying
to work are themselves in flux.
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Table 1: Simple and Complex Collaboration

Simple Collaboration Complex Collaboration
Well-defined task High task uncertainty

Two people Multiple people

With much in common Diverse

Common goals Different goals and agendas
Face to face Virtual interaction

Stable conditions Dynamic conditions

In the case of a Comprehensive Approach, collaboration becomes even more
complex because of the sizable number of different agencies (not just “multiple people”)
having diverse agendas, interests, constraints, and perspectives. That added complexity
may be better conveyed with the diagram in figure 1 than with words (adapted from
FM 3-07, Stability Operations, October 2008: A-14).

Figure 1. A Schematic Representation of the
Comprehensive Approach

Military Forces

\ ]

Operations Center

2N

Private Sector

Furthermore, the very nature of the Comprehensive Approach represents rather
extreme conditions of all dimensions of VUCA as well. Amid such challenging con-
ditions, there fortunately are fundamental and well-accepted strategic principles
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that point diverse parties in a desired direction (Guiding Principles, 2009). While
developed to serve as strategic doctrine for civilians engaged in peacekeeping missions,
these fundamental principles are consistent with official guidance documents on inter-
national stabilisation and reconstruction missions, and constitute a kind of strategic
intent for a comprehensive approach. The principles include:

+ Interdependence, or the idea that “everything is connected to everything
else.” The desired end states for a comprehensive approach are part of an
interlocking “systems of systems.” For example, maintaining the rule of law
requires assuring a safe and secure environment; that, in turn, requires a
sustainable economy, which depends upon having stable governance, which
itself is dependent upon overall social well-being and rule of law, and so on.

+ Cooperation, the idea that different actors can have somewhat different
agendas yet still share a common strategic vision and work together toward
the same goal.

+ Prioritization, because in most societies emerging from conflict there are
competing demands that exceed available resources. While priorities must
be established, they also must remain flexible.

+ Nesting, in which short-term objectives are nested in longer term goals. For
example, the need to establish order may require the early engagement of
international police, but this should be nested in longer term objectives for
law enforcement ultimately to be the province of local rather than interna-
tional police.

+ Flexibility of Sequencing and Timing that is dependent upon context and
changing conditions. Constant learning and calibration of strategies are
required because the circumstances in any particular country will always be
dynamic.

+ Measurement of Progress, using a system of metrics that helps to translate
lofty goals into measurable outcomes.

As noted, these fundamental principles give parties to a Comprehensive Approach
a kind of strategy for their shared work. On the other hand, they provide relatively
little helpful direction about how these parties should work together in ways that foster
collective progress in this shared strategic direction. To put it differently, what does it
“look like” when people truly behave interdependently across the boundaries of their
different agencies, interests, and perspectives? And what kind of leadership does it take
to encourage and enable such diverse parties to behave that way? These questions make
it useful for us now to examine the differences between what has been called business
strategy and leadership strategy.
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Business Strategy and Leadership Strategy

Let us be clear at the outset that what we mean by the term business strategy applies
to all organizations, not just those in the private or corporate sector. In that sense, all
organizations have a business strategy (not necessarily a good one), including govern-
ment agencies, military organizations, churches, charities, etc. When most people
talk about their organization’s strategy, what they have in mind is what we are calling
the organization’s business strategy. Thus, while it is easy enough to understand that
General Motors and General Electric have business strategies, we are also saying that
so does the Red Cross, the Central Intelligence Agency, and NATO. The general
applicability of the term may be easier to appreciate when we define it more precisely:
“Business strategy is the pattern of choices an organization makes to achieve sustainable
competitive advantage” (Hughes & Beatty, 2005: 28). In all organizations, whatever
the sector, strategy involves a pattern of choices reflected in different parts of the over-
all operation. In the business sector, for example, if being a high-quality provider is a
critical element of an organization’s strategy, then investments related to quality would
be apparent wherever you look. Product design would include high-end features; cus-
tomer service would be fully staffed with highly capable and knowledgeable workers;
the sales force would assure a personal touch with customers, and so on. As we have
indicated, it is useful to distinguish the idea of a leadership strategy from that of a
business strategy. We will shortly explain why the distinction is so important, but first
let us define more precisely what we mean by the term leadership strategy. “Leadership
strategy describes the organizational and human capabilities needed to enact the busi-

ness strategy effectively” (Hughes & Beatty, 2005: 28). More fully:

Leadership strategy represents an organization’s strategic intent about leadership,
including its philosophy, values, and general approach to leadership and leadership
development. Leadership strategy encompasses matters of organizational values
and culture as well as the role of systems in facilitating leadership and leadership
development throughout the organization. It also includes the organization’s
strategy for developing the effectiveness of individual leaders and strategic lead-

ership teams. (Hughes & Beatty, 2005: 35; see also Pasmore & Lafferty, 2008)

With this background on what a leadership strategy is, we now are in a better
position to tackle the question of why the distinction between business strategy and
leadership strategy is so important. Some of the most dramatic evidence concerning
the importance of having a clear leadership strategy comes from those cases where it
was absent. On many occasions this was the primary cause of failure in organizational
transformation efforts.

The record of successful organizational transformations over the past several
decades is fairly dismal—only about one in four is successful (Beer & Nohria, 2000a,
2000b; Hirschorn, 2000; Roberto & Levesque, 2005). An examination of many of
these attempted transformations indicates that most involve either exclusive or primary
emphasis upon changes in organizational structure, systems, or processes. Typically
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there is insufficient attention (if any at all) to the leadership and cultural dimensions
of transformation (McGuire & Rhodes, 2009). In the corporate sector, for example,
such inattention is considered to be the most common reason for the relatively small
proportion of mergers and acquisitions which actually performed at levels commen-
surate with original expectations.

In the business strategies called for in the Comprehensive Approach, this kind of
inattention to leadership and cultural dimensions is also typical. In our experience, it
is specifically the leadership cultures of the organizations and institutions (communi-
ties, etc.) that must be recognized and compared for fit and function to the business
strategy. The leadership culture is the web of shared beliefs and practices for producing
effective leadership in a collective of any kind. In a sense this is the “operating system”
for leadership; it is the “logic in action” for producing shared direction, alignment, and
commitment. Leadership culture tends to be stable over time, as culture tends to be.
Leadership cultures vary widely between collectives, and they vary within organiza-
tions as subcultures of shared leadership beliefs and practices. When organizations
with very different leadership cultures attempt to work together, the result can be
conflict and dysfunction, as the operating systems refuse to synch, and the undetlying
logics disagree.

We believe leadership strategies suited to the Comprehensive Approach must
address this variability in leadership cultures. Such a leadership strategy must nec-
essarily include a greater capability for recognizing and spanning the boundaries of
leadership cultures.

Let us look more closely at the three kinds of culture that are inevitably involved.
There is a hierarchy of leadership cultures from Dependent, to Independent, to
Interdependent (figures 2 and 3). Each successive culture is more capable of dealing
with greater volatility, uncertainty, complexity, and ambiguity.

It is usually a mistake to reduce an entire organization into a single type of culture.
Typically there are many subcultures, representing different leadership logics. For
example, even within a dependent leadership culture the typical subcultures range
from autocratic to diplomatic to specialist-expert leadership subcultures (McGuire

& Rhodes, 2009; Rooke & Torbert, 2005).
Figure 2. Three Levels of Leadership Culture
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Figure 3. Three Levels of Leadership Culture and the Production of Direction,

Alignment, and Commitment
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We often do a simple series of exercises as part of the discovery phase of setting
leadership strategy. Using the model in figure 3, we ask: Where is your organization
overall? (And, where are you personally?) Where does the leadership culture need to be to
support the business challenge? How do you (will you) produce shared direction, alignment,
and commitment? What are the leadership cultures of the organizations or institutions with
whom you must collaborate? How will differences in leadership culture affect the collabo-
ration? How will you span those boundaries? These questions are, of course, all about
leadership and leadership development within a nascent leadership strategy.

As the forms, types, and size of leadership cultures expand within a CA, boundary

spanning practices become increasingly critical for strategy implementation.

Boundary Spanning Across Leadership Cultures

Boundary Spanning: Art and Theory

Boundary spanning is an approach developing more interdependent organizations
and networks of organizations based in a long-term research project at the Center
for Creative Leadership (Ernst & Chrobot-Mason, 2010). Its premise is that while
technology has enabled a truly interconnected world and effectively removed physical
boundaries as a barrier to effective interaction, our social boundaries remain as formi-
dable as ever. The social boundaries by which people naturally separate themselves
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into groups of “us” and “them” thwart finding effective solutions to problems that can
only be solved by groups working collaboratively together.

For example, it has become nearly axiomatic in organizations today that it is im-
portant to “break down silos.” In a recent survey, 86 percent of senior executives said
that it is extremely important for them to work across boundaries yet only 7 percent
believe they are very effective at doing so (Yip, Ernst & Campbell, 2009). Building
more interdependent organizations and societies requires that boundary spanning be
practiced both within and across organizations. A useful starting place for doing so is
to recognize that there are two different meanings of the word boundary:

1. Something that indicates bounds or limits; a border.

2. Also called frontier. The location of the most advanced activity in an area.

(Random House Dictionary, 2009)

The second definition is the more useful one for fostering greater interdependence
in organizations. Boundary spanning leadership can be taught when boundaries are
viewed as frontiers and areas of advanced activity. Recent research shows that effec-
tive boundary spanning leadership is possible with the right frameworks, strategies,
practices, and tactics. There are five kinds of social boundaries to 