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Preface

For the last three years, the Center for Technology and National Security Policy (CTNSP)
at the National Defense University (NDU) has been pursuing a broad range of activities
on ways to link advanced commercial information technologies (IT) to improved military
capabilities. In the National Defense Authorization Act for Fiscal Year 2006, the House
Armed Services Committee (HASC) included language that requests that a report be
provided that documents “...the results of the program and plans for future efforts with
the submission of the fiscal year 2007 budget request to Congress.”

The first part of the report includes an Executive Summary and a detailed summary of the
CTNSP IT program. The second part includes three appendices, including synopses of
the many activities that CTNSP staff have performed in support of the IT program and
short biographies of the authors and contributors to the reports. It should be noted that the
findings and recommendations in the studies summarized in this report represent the
work of individual researchers and do not necessarily represent the views of the National
Defense University, the Center for Technology and National Security Policy, or the
Department of Defense.
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Executive Summary

In the National Defense Authorization Act for Fiscal Year 2002, the Report of the
Committee on Armed Services, House of Representatives, stated that the “Department of
Defense can no longer depend on a dedicated defense industrial base, but will need to
find ways to link advanced commercial technologies to improved military capabilities.”
Congress asked the Center for Technology and National Security Policy (CTNSP) to
implement a program “to find practical ways in which the defense information
technology (IT) community can gain a mutual understanding of defense needs and
industry capabilities and identify opportunities to integrate technology innovation in the
U. S. military strategy.”

Subsequently, in the Report of the Committee on Armed Services for the National
Defense Authorization Act for Fiscal Year 2006, the Committee requested that a report
be provided that documents “...the results of the program and plans for future efforts
with the submission of the fiscal year 2007 budget request to Congress.”

This report summarizes the major findings and recommendations that CTNSP has
developed through its IT program. These results were developed over three years through
a structured set of nearly 40 coordinated activities, including studies and analyses,
surveys, interviews, workshops, conferences, and prototypes. To the extent feasible, the
program leveraged selected activities at CTNSP and related efforts at other centers at
NDU. CTNSP also has taken steps to involve the most creative members of government,
industry, academia, and think tanks in these activities.

Setting the Stage

To establish a foundation for the effort, CTNSP undertook activities to define the
problem of using commercial technology in defense systems by understanding the
perspectives of the various stakeholders, clarifying DoD’s IT needs, and identifying
relevant technology trends.

As an initial step, a series of fourteen assessments were performed to capture the
perspectives of four key classes of stakeholders in the problem: commercial industry,
DoD laboratories, key allies and partners, and key Asian nations. These studies provided
the following insights:

¢ Small and medium-size innovative commercial IT firms are frustrated in their
dealings with DoD. They believe that they have much to contribute to DoD but
find the DoD market to be bureaucratic, opaque, and difficult to navigate.

e The DoD laboratories tend to be a useful catalyst in identifying and leveraging
commercial IT, but they are perceived as parochial, focusing on single-Service
issues.

e Our NATO allies are generally not allocating sufficient resources to applied
defense science and technology (S&T), and there is concern that a gap may be
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emerging that may limit our ability to conduct effective operations with them in
the future.

e An interesting commercial-military model is emerging in Sweden that may
provide useful insights for DoD. However, this initiative is still in its infancy, and
there is concern that it might not scale effectively to meet DoD needs.

e We are witnessing dynamic growth of commercial IT initiatives in Asia, with the
possibility that they may “leap frog” the U.S. and adversely affect our economic
and military status. This is particularly true of China, which announced in its
December 2004 White Paper on National Defense that it is undertaking an
“informationalization” strategy. Consistent with this strategy, China has declared
its intention of “building an informationalized force” and is “aiming at ... winning
an informationalized war.”

As a second step, CTNSP performed a series of five studies to clarify the technology
trends that are affecting the issue. At the physics level, it was observed that Moore’s Law
(which predicted the doubling of transistor density about every eighteen months) may
overstate the future rate of growth in chip capabilities, reflecting the technological
challenge of scaling ever-smaller components. This slowdown is likely to adversely
affect the performance of IT systems. Several additional studies highlighted the growing
vulnerability of IT-based systems to attacks by adversaries. These vulnerabilities include
the threats of computer network attack, electromagnetic pulse attacks, and cascading
effects if critical infrastructures are targeted.

To further set the stage, CTNSP staff conducted a series of workshops and assessments to
characterize DoD’s IT needs. These assessments revealed that DoD is aggressively
pushing the limits of IT and will require ambitious breakthroughs in, inter alia, mobile, ad
hoc communications, robotics, and information assurance. Furthermore, interoperability
remains a pervasive problem if DoD is to function effectively across Service lines and
with interagency and multinational partners. Substantial efforts should be made at the
strategic, policy, institutional, systems, training, and technology levels to deal with these
problems.

Recommended Actions to Enhance the Injection of Commercial IT
into DoD Systems

Based on this understanding of the nature of the problem, CTNSP conducted several
initiatives to enhance DoD’s ability to exploit commercial IT. In view of the inability of
DoD to communicate effectively with small and medium-size commercial IT companies,
CTNSP undertook a prototype effort to create an interactive website for Joint Forces
Command (JFCOM). The approach taken in this initiative, EMISARS (“Early Military
Involvement Speeds Acceptance and Results”), would be of mutual value to DoD, which
will be positioned to influence the development of IT products by early engagement, and
to the commercial IT sector, which will gain important market input for development and
build military contacts.
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Second, DoD and the Intelligence Community (IC) are conducting a variety of venture
capital-related prototype activities (e.g., the CIA’s In-Q-Tel and OSD’s Defense Venture
Catalyst Initiative) to enhance the rapid injection of innovative commercial IT products
into DoD and IC systems. A study of these efforts reveals that there are broker, equity,
and portfolio models for employing venture capital techniques, but no single right way
for DoD to employ these techniques. These efforts are in their infancy and should be
monitored closely to derive best practices that can be disseminated among this emerging
community of interest.

CTNSP performed two studies to explore the use of commercial-off-the-shelf (COTS)
products in more traditional DoD acquisitions. These studies concluded that successful
endeavors employed open architectures and spiral development processes. However,
myths about the use of COTS need to be recognized and dispelled. For example,
experience reveals an intelligent practitioner will factor in both COTS-based system
sustainability costs as well as acquisition costs. Furthermore, COTS products should be
modified as a last resort; when modified they cease to be COTS, and modifications create
sustainment and evolvability issues.

Finally, several studies explored the role of lead system integrators (LSIs) in acquiring
complex, IT-intensive, systems of systems. Those studies emphasized that the use of an
LSI, although appropriate for highly complex acquisitions, does not absolve the
Government from assuming final accountability.

CTNSP activities related to the use of commercial IT in DoD systems culminated in a
report, entitled “Actions to Enhance the Use of Commercial IT in DoD Systems.” That
study sought to address the major obstacles that the earlier CTNSP studies had identified:
non-attractiveness; non-transparency; non-agility; non-dominance; an isolating market;
and the attitudes of prime contractors/LSIs. To overcome these obstacles, a balanced mix
of initiatives was recommended by the study:

1. Enhance communications/organization. To enhance communications, “technology
prospectors” should be created to conduct more focused searches and facilitate the
injection of COTS into DoD systems. Web portals should be created to coordinate use
of commercial IT and “acquisition guides” should be provided to smaller companies
to help them navigate the DoD acquisition process. A new organization should be
created at JFCOM to coordinate the use of commercial IT and support these activities.

2. Increase resource flexibility. Provide Combatant Commands (COCOMs) the ability
to generate procurements using a joint task force for COCOMSs (perhaps led by
JFCOM), building on the limited acquisition authority model provided to JFCOM by
USD(AT&L). The Defense Security Cooperation Agency (DSCA) model for
procurement should be emulated vice the creation of a new major acquisition group.
A bridging fund should be created to support the acquisition of key commercial IT
products.

3. Reduce acquisition barriers. Meaningful measures could include changing DoD
rules on Intellectual Property Rights (IPR) and increasing thresholds for applying a
simplified acquisition process. In addition, other transaction authority (OTA) should
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be adopted as the approach for commercial IT R&D and procurement.

4. Promote cultural change. This is a difficult task that might begin with increasing
DoD education and training for commercial IT development and procurement,
providing incentives for program managers and LSIs to use COTS, and adapting
GAO-recommended best practices to acquire commercial-component business
systems.

5. Review testing. Evaluate expanding Underwriter Laboratory-style testbeds and
expanding operational testbeds to evaluate the impact of the technology on mission
effectiveness.

6. Adopt requirements for specific missions. Explore opportunities for commercial IT
to support specific missions such as stabilization and reconstruction (S&R)
operations, homeland security, and information operations.

The findings and recommendations of this study have been briefed widely within DoD to
some of the senior-most decisionmakers in DoD (e.g., Chairman, Joint Chiefs of Staff
(CICS); Commander, JFCOM; Service Chiefs of Staff).

At the conclusion of a briefing in the “Tank,” then-VCJCS GEN Pace directed that LTG
Shea, Director, J6, Joint Staff, pursue options for rationalizing the CTNSP
recommendations with on-going initiatives in the Joint Staff. Subsequently, meetings
were held with members of the Joint Staff and the Institute for Defense Analyses (IDA)
to rationalize the recommendations. Follow-on discussions were conducted to explore
options to modify three of the key recommendations: enhance
communication/organization, increase flexibility, and review testing.

Based on those discussions with the Joint Staff, CTNSP has implemented the following
modifications to the recommendations:

e Create an organization for rapid capability delivery that could perform the roles of
tech-prospector, acquisition guide, and champion of industry-DoD
communication interface. This role could be played by JFCOM, perhaps in
concert with STRATCOM and the Defense Information Systems Agency (DISA).

e Create a Systems Engineering and Integration (SE&I) organization that would
deal with system of systems issues. This might be resident at DISA with strong
COCOM participation.

e With respect to increased resource flexibility, it is recommended that COCOMs
be provided with limited acquisition authority. However, it would be
inappropriate to create a new major acquisition group. Rather, a model like the
DSCA should be adopted, which directs acquisition, using the Title 10 authorities
to do so. Also, a Joint Task Force (JTF) procurement group should be established.
This group could be under the Joint Staff with major roles for JFCOM and
STRATCOM.

e With respect to testing, it is recommended that testbeds be expanded for product
evaluation. Variants of these testbeds should be used to explore the impact of
technology on mission effectiveness. This capability should be undertaken by the
proposed SE&I organization.



Recently, CTNSP staff members have met with GEN Pace, CJCS, to discuss these
rationalized recommendations.

JFCOM has recently undertaken a number of initiatives that are broadly consistent with
the spirit of these recommendations. These include the receipt of national laboratory-like
authority, the creation of the Office of Research and Technology Applications (ORTA),
and the use of limited acquisition authority.

Critical Areas to Address

During the course of the IT program activities, CTNSP staff identified several additional
critical IT issues that warrant immediate, in-depth assessment.

First, it is important to follow through on the recommendations that CTNSP staff
formulated on the timely injection of innovative commercial IT from small and medium-
size companies into DoD. CTNSP can play a major role in supporting the initiatives of
JFCOM, ASD(NII), and the Joint Staff to ensure that follow-on activities are
implemented effectively and efficiently.

Second, DoD is depending heavily on the concept of Net Centric Operations to achieve
substantial advantage over future adversaries. Building on that concept, CTNSP has
begun to examine the “next edge” of networked warfare. A forthcoming CTNSP book,
Battle-Wise: Gaining Cognitive Advantage in Networked Warfare, calls for improving
the cognitive abilities of warfighters, reforming command and control, and enhancing
collective intelligence. This is an extremely fertile subject for follow-on research and
analysis.

Third, CTNSP has begun to explore opportunities to employ commercial IT to enhance
S&R operations. To shed light on this major challenge, CTNSP is in the process of
generating two key products. First, it has produced a policy paper entitled “I-Power:
Using the Information Revolution to Succeed in Stabilization & Reconstruction
Operations.” This paper includes a discussion of an information and communications
technology (ICT) business model to guide the coordinated activities of the many
participants in an S&R operation. Versions of this paper have been presented to several
COCOMs, and it is serving to provide the framework for a serious dialogue on the issue.
Second, working in partnership with the staff of the ASD(NII), an initial version of “A
Primer on ICT Support for Civil-Military Coordination in S&R and Disaster Relief
Operations” has been completed. It characterizes the existing ICT architecture,
formulates options to ameliorate ICT shortfalls, and captures community best practices.
Both products are living documents that must be expanded and evolved to guide the
changes in this critical area.

Fourth, CTNSP is conducting a study of cyberpower to help understand the consequences
of developments in cyber infrastructure, content, and institutions on the balance of power
with potential adversaries of the U.S. In the absence of such a framework, the U.S.
potentially will pursue fragmented, ill-coordinated cyber initiatives in the technical,
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operational, legal, governance, and policy domains. The results of this study will serve to
provide the intellectual underpinnings for coherent actions in this vital area.

Finally, CTNSP staff members have begun to focus on the challenges that the U.S. faces
in the evolution of the Internet. From technical and operational perspectives, these
involve the actions that the U.S. must undertake to reduce the vulnerabilities of the
Internet to adversary actions. From a governance perspective, new mechanisms are
required to ensure that the Internet needs of other nations are addressed without
compromising the national interests of the U.S. These are timely, critical issues, which
will require immediate, in-depth analyses.
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The IT Program at CTNSP

Introduction

This paper documents the activities that have been performed in the Information
Technology (IT) Program at the Center for Technology and National Security Policy
(CTNSP), National Defense University (NDU).

The report is organized as follows. A brief introduction presents the Congressional
language that gave rise to the IT program and discusses the goals and objectives of the
report. This is followed by a section that describes the nature of the IT problem. This
section reports on several assessments, workshops, and conferences that were convened
by CTNSP to capture the perspectives of key stakeholders—commercial industry, DoD
laboratories, allies and partners, and key Asian nations—to explore important technology
trends and to identify DoD needs for IT. Based on that understanding, staff members at
CTNSP undertook several analyses, workshops, and prototypes to identify and explore
possible solutions to injecting innovative commercial IT into DoD systems, including a
prototype of a web portal, assessments of venture capital-related initiatives, lessons
learned on the use of COTS IT in DoD systems, and assessment of the value of
employing lead system integrators (LSIs) in acquiring complex system of systems. These
efforts culminated in the CTNSP study “Actions to Enhance the Use of Commercial IT in
DoD Systems.” The study formulated six major recommendations that this report
discusses in detail.

These initial activities have led to the identification of five critical IT issues that remain
to be addressed: implementing CTNSP’s major recommendations on the timely injection
of innovative commercial IT from small and medium-size companies into DoD systems;
evolving the concept of Net Centric Operations to gain cognitive advantage; employing
commercial IT to enable stabilization and reconstruction (S&R) operations; developing a
framework to address issues associated with cyberpower; and addressing challenges that
the U.S. faces in evolving the Internet. The main report concludes with a brief summary
of the key features of CTNSP’s IT program and is followed with three appendixes.
Appendix A contains synopses of the CTNSP activities discussed in this main report.
Appendix B provides brief biographies of contributors to CTNSP studies and Appendix C
provides a glossary of abbreviations and acronyms employed in this report.

Background

In the National Defense Authorization Act for Fiscal Year 2002, the Report of the
Committee on Armed Services, House of Representatives, stated that the “Department of
Defense can no longer depend on a dedicated defense industrial base, but will need to
find ways to link advanced commercial technologies to improved military capabilities.”



To respond to this circumstance, Congress asked CTNSP to develop a program “to find
practical ways in which the defense information technology community can gain a
mutual understanding of defense needs and industry capabilities and identify
opportunities to integrate information technology innovations in the U.S. military
strategy.”

In the Report of the House Committee on Armed Services for the National Defense
Authorization Act for Fiscal Year 2006, the Committee requested that a report be
provided that documents “...the results of the program and plans for future efforts with
the submission of the fiscal year 2007 budget request to Congress.”

To achieve the IT program’s objectives, CTNSP staff members led and participated in
approximately 40 different activities over a 3-year period. These activities included
studies and analyses, surveys, interviews, workshops, conferences, and prototypes. To
elicit the best ideas, these activities involved the leading thinkers from the technology and
policy communities in government, industry, academia, and think tanks. To derive the
maximum benefit from the resources allocated to this effort, steps were taken to leverage
other activities at the National Defense University—other studies at CTNSP and
collaborative efforts with other Centers, such as the Institute for National Strategic
Studies and other colleges, such as the Information Resources Management College.

The program adhered to the general roadmap depicted in figure 1.

Figure 1. Roadmap for the Report

Nature
of the
Problem
/N Do L /\
Needs

Longer-term, Short-term,

Commercial IT Shortfalls Innovative IT Shortfalls
Candidate ) Commercial IT Innovative IT ¢ Candidate
Solutions Recommendations Recommendations Solutions

Next Steps Next Steps



To initiate the program, considerable effort was spent on understanding the true nature of
the problem. This included understanding the perspectives of the various stakeholders
and clarifying relevant technology trends. That was complemented by an effort to
characterize DoD’s IT needs. By comparing the nature of the problem to DoD’s IT needs,
two pictures emerged. First, an understanding was developed of DoD’s need to inject
commercial IT into DoD systems in the short-term, i.e., within a 6- to 18-month window.
Second, commercial IT needs were identified to support the more traditional acquisition
process, which takes place over several years. In support of the former issue, several
studies were conducted to identify innovative options, such as the development of web
portals and the use of venture capital-related mechanisms. Based upon these activities, a
major presentation was developed, entitled “Actions to Enhance the Use of Commercial
IT in DoD Systems,” which has been briefed to the CJCS; VCJCS; Chiefs of Staff of the
Services; Combatant Commander, JFCOM; and ASD(NII). Similarly, several studies
were undertaken to explore options to inject commercial IT into more traditional DoD
acquisitions. The studies included lessons learned from prior experiences and the use of
lead system integrators (LSIs). Based on insights gained from that analysis, additional
studies have explored innovative ways for DoD to exploit commercial IT over the long-
term. This paper briefly identifies and discusses the activities that were undertaken to
implement this roadmap.

Appendix A of this report provides more extensive synopses of these activities. The
synopses describe the nature of each project, provide a project summary, identify major
findings and recommendations, and discuss the project impact. It is important to note
that, because the individual recommendations in these supporting activities have not been
coordinated with DoD, they remain the personal recommendations of study authors.

Contextual Studies

The contextual efforts can be divided into two major categories. The first set of activities
sought to characterize the nature of the problem. This consisted of two sub-categories: an
understanding of the perspectives of the major stakeholders in the process, and an
appreciation of key technology trends, particularly in the area of emerging IT
vulnerabilities. The second category deals with DoD’s requirements for IT. The latter
effort subsumes several workshops and analyses that resulted in the generation of a
monograph on the subject.

Alternative Stakeholder Perspectives

To capture the views of stakeholders, assessments were performed for four key classes:
commercial industry (addressing the views of small, medium, and large commercial IT
firms); DoD laboratories (considering the activities in each of the Services); allies and
partners (focusing on the views of NATO allies and Sweden, a member of the Partnership
for Peace); and key Asian nations (focusing on the activities in China and, to some
extent, India). The following discussion identifies the major insights that emerged from
these assessments.



Commercial IT Perspectives. To capture the perspective of primarily small and medium-
size commercial IT companies, a survey of IT industry was conducted by the University
of Baltimore, under contract from CTNSP. The primary objective of this survey was to
identify key obstacles to the injection of commercial IT into DoD systems by these IT
companies.

The survey yielded a number of insights. The small and medium-size IT companies stated
that they lacked visibility into DoD IT needs. They observed that doing business with the
DoD involved excessive “red tape.” As examples, they noted that the process is
extremely slow and personnel-intensive (e.g., the need to perform additional record
keeping). On a more fundamental basis, they viewed the DoD market as “exclusionary,”
and opined that they had a sense of “no opportunities.” They cited several significant
barriers to working with DoD, including the lack of information about how to contract
with DoD and the challenge of coping with security requirements. With respect to the
latter, many of these firms lack personnel with proper security clearances or facilities in
which classified activities could be performed.

To focus the CTNSP efforts, a study was conducted on “Commercial IT Possibilities—
Future Role in Military Operations.” The primary purpose of this study was a proof of
concept to identify that there were areas of commercial IT that held promise for DoD
applications. Even though the study was not comprehensive, it did provide the proof of
concept and identified three areas of commercial IT that appeared to be good matches for
DoD needs: assured Information Assurance (IA) availability, information collection and
retrieval, and information visualization and knowledge creation. The report went on to
discuss two key issues. First, it emphasized the importance of identifying IT products
early in their life-cycle. Early identification is important for two reasons: it provides the
opportunity to influence the features of the product (e.g., allowing attributes important to
the military to be added at reasonable cost while the product is still malleable) and it
enables the commercial firm to address issues associated with competition or potential
threats. Second, the report concluded that personal contacts matter. Entrepreneurs
typically work outside traditional defense networks and find that they encounter high
barriers to entry in the DoD market.

To elicit broad community perspectives on the use of COTS products to support DoD
transformation, CTNSP convened a conference on “Commercial IT for Defense
Transformation—Common Technology.” The conference revealed that there will be a
continuing need to require MILSPEC products for a variety of applications (e.g.,
weapons, sensors, and force protection), even though there is enormous promise for the
enhanced use of COTS by the military.

With respect to the use of COTS products, both positive and negative dimensions were
identified. On the positive side, it was concluded that the use of COTS products could
serve to save time in acquiring systems, has the potential to save resources, and could
ultimately enhance joint and multinational interoperability.



Several negative aspects of COTS also were cited. First, COTS products will be available
to all buyers, including adversaries; equality of access might undermine the military
strategy of achieving information and decision superiority. Second, COTS products will
generally not include defense-specific features and technologically leading-edge
capabilities. Furthermore, since the use of COTS applications can constrain the degrees
of freedom available to the acquirer of systems, it may lead to sub-optimized DoD
processes. The participants stressed that when a COTS product is modified, it generally
ceases to be a COTS product (i.e., it is generally not covered by warranties and may not
be compatible with future versions of the commercial product). Hence, adding MILSPEC
modifications to COTS products should be resisted strongly.

The conference served to highlight two key residual issues. First, it observed that the
DoD policy on Intellectual Property Rights (IPR) poses major problems for small and
medium-size commercial IT firms. Thus, a new model might be desirable to ameliorate
this barrier. Second, it was observed that Congressional constraints tend to adversely
affect the use of COTS. Those constraints include issues of contracting flexibility and
oversight.

The final CTNSP product on commercial IT corporate perspectives focused on one of the
giants in the field as an example of how to deal with the larger IT companies: Microsoft.
CTNSP staff convened several meetings with senior representatives of Microsoft to elicit
their views on the role that Microsoft might play in support of DoD IT needs. On the
positive side, Microsoft spends enormous resources on R&D (on the order of $40B over
six years). Furthermore, Microsoft’s corporate strategy is to seek closer ties with DoD,
and Microsoft is embarking on activities that are important to DoD, including the creation
of products that are more reliable and secure and the development of more user-friendly
human-machine interfaces. On the negative side is the significant concern that Microsoft
could overwhelm and dominate any smaller commercial IT companies that sought to
provide innovative products to DoD.

Defense Laboratory Perspectives. To elicit the perspectives of the Defense Laboratories
on IT, CTNSP conducted two complementary assessments. First, CTNSP conducted a
Section 913 Report on Information Science and Technology and the DoD laboratories.
The report sought to rate the relevance of work performed by the DoD laboratories and to
gain a better understanding of them. The review was limited to laboratory work
associated with sensors, IT, and weapons. One representative organization was selected
from each Service: SPAWAR (USN), CECOM (USA), and AFRL (USAF). The review
concluded that the work of the laboratories is indeed relevant to DoD. However, two
important issues were raised. First, it was observed that the laboratories are placing too
heavy an emphasis on short-term, quick-fix activities. Second, it was noted that each
laboratory focuses almost exclusively on the needs of its own Service.

The second CTNSP study of defense laboratory perspectives explored the connectivity
between the defense laboratories, industry, and academia in the area of IT. This study
enumerated many of the opportunities for the defense labs to interact with these entities,
such as Cooperative Research and Development Agreements (CRDAs) and Service-



sponsored institutes in academia. The assessment concluded that the levels and types of
interaction are strong and healthy and that the scale and quality of collaboration is
adequate.

NATO and Allied Perspectives. CTNSP conducted five studies to explore the IT
perspectives of NATO nations and Sweden. As a point of departure, an assessment was
performed of the extent and impact of the widening technology gap between the United
States and NATO. The study observed that the United States invests over $13B annually
in defense S&T. That sum exceeds the total annual defense spending of each of our
NATO allies, with the exception of the UK, France, Germany, and Italy. It was
concluded that the order-of-magnitude difference in defense funding between the United
States and other NATO members, if sustained, will eventually cause such a wide gap in
technical capabilities that divergence will occur. This divergence could be limited with a
small, but consistently sustained increase in investment in allied S&T.

A second study on NATO, entitled “Bridging the Gap: European C4ISR Capabilities and
Transatlantic Interoperability,” developed insights that are at some variance with the prior
study. It concluded that the gap is overstated. The authors noted that Europe possesses
considerable C4ISR technology and capabilities in the defense and commercial sectors
and that it can compete and cooperate with the United States and work through
interoperability issues. At the time of the study, European nations did not take a network-
centric approach to military planning. However, in the interim, many of our NATO allies
have embraced network-enabled capabilities (NEC). From that vantage point, “plug and
play” may be a good option for linking into U.S. systems.

A third NATO study addressed “The NATO Response Force (NRF): Facilitating
Coalition Warfare Through Technology Transfer and Information Sharing.” The authors
examined the issues associated with the transfer of U.S. technology and information to
stand up the NRF. The authors concluded that there is a tenuous link between the goals
and operations of the NRF due to three factors: there is no specific plan or roadmap as to
how the NRF will catalyze the acquisition of new capabilities; there is no clear plan to
facilitate NRF interoperability; and there is no clarity concerning the extent to which the
U.S. will contribute its advanced net centric “enablers” during NRF Phase II. They note
that critical NRF technology transfer is needed to enhance interoperability and long term
capability acquisition. However, current U.S. policy and processes would likely result in
an expeditionary force with less potency due to limited interoperability and connectivity
to advanced U.S. net-centric warfare enablers.

The final CTNSP study on NATO perspectives addressed “Transforming NATO
Command and Control for Future Missions.” The study looks at how NATO is
integrating its networks to facilitate rapid political-military decisionmaking with capital
cities and creating a mobile, net-enabled response force to implement collective
decisions. The study concluded that the political decisions on mission transformation,
although slow and deliberative, are largely complete. However, the acquisition of military
capabilities to perform new missions remains hampered by resource constraints.
Furthermore, adoption of emerging operational communications and information systems



(CIS) has progressed faster because experimental systems can be procured by the
responsible NATO agency. However, the NATO system of standards setting remains
archaic and is far too slow for the pace of CIS coming into military use by networked
forces.

CTNSP staff complemented their assessments of NATO perspectives by undertaking an
assessment of the role of commercial IT in Sweden’s military systems. This study,
entitled “Sweden’s Approach to the Utilization of Commercial Information Technology
for Military Applications,” focuses on the policies and processes that enable the Swedish
military to use high technology systems successfully to compensate for a small standing
force. The authors observed that the Swedes are pursuing a military transformation
strategy that is not unlike that of the U.S. At its foundation, they are exploiting
sophisticated technology, mobility, and adaptability to counter unforeseen threats.
Sweden’s acquisition policy requires that commercial technology be used in military
systems wherever possible. Although this policy is bearing fruit, the authors caution that
the Swedish approach to the military use of commercial IT is still unproven and cannot
simply be transplanted to the U.S. Among the reasons for exercising caution are
differences between Sweden and the U.S. in three key dimensions. First, Sweden’s
economy and armed forces are miniscule in comparison to the U.S. Second, the Swedish
acquisition community is extremely small and centralized. Finally, the fact that Sweden
deals with fewer, smaller programs, dramatically simplifies such important functions as
monitoring commercial IT for applicability and performing tradeoff studies to ascertain
acceptability.

Asian Perspectives. CTNSP staff have conducted three studies aimed at exploring the IT
perspectives of select Asian nations, with emphasis on China. As a point of departure, an
initial study, “Beyond the Mainland: Chinese Telecommunications Expansion,” explored
the international security implications of Chinese telecommunications expansion. The
study noted that China has developed one of the most advanced telecommunications
infrastructures in the world. This capability has been achieved partially through China’s
purchase of several large telecommunications networks in Asia. As a consequence of
China’s emergence in this area, much of American telecommunications manufacturing
capacity has moved to China. Due to this transition, China has significantly enhanced its
engineering and network operations, management and executive capability, and
information technology.

As a second perspective, CTNSP staff assessed “Global Networks: Emerging Constraints
on Strategy.” This paper assesses the changing geopolitical structure of the international
telecommunications system and the consequences for the U.S. The paper observes that
four major centers of telecommunications influence and innovation are emerging: the
U.S., Europe, India, and China. In assessing this trend, three key aspects of the
international telecommunications infrastructure are appearing. First, basic units of
networks are domestic networks connected by international hubs. Second, national
governmental funding for R&D is being replaced by funding from multinational
corporations. Third, technological sharing and imitation is occurring. The consequence of
this trend is two-fold. First, the technology gap in telecommunications between the U.S.



and other countries is closing. Second, the result of this closure of the technology gap
may provide other nations with the opportunity to match America’s power in selected
areas.

The most recent CTNSP assessment in this area, “The New Reality of International
Telecommunications Strategy,” explores the relative decline of U.S. telecommunications
leadership and assesses the consequences. Four significant insights emerged from this
assessment. First, U.S. network operators in the international telecommunications market
have often been replaced by Chinese and Indian companies. Second, the trend is for
leading American companies to be the assemblers and sales distribution channels of
Chinese manufacturers. Third, much of the key telecommunications equipment is based
on open systems that are broadly available to potential adversaries. Finally, China is
moving aggressively to advanced IT. As one manifestation, they are “leap frogging” to
implement Internet Protocol version 6 (IPv6). It is hypothesized that this may prove
advantageous to them in the military sphere.

Major Trends in Technology

As the second dimension of the nature of the problem, it is important to understand the
major trends in IT. These trends were captured by CTNSP in two types of technology
assessments. The first of these assessments explored developments that have fueled the
exponential growth in IT capability and some that may slow it. The remaining
assessments focused on the vulnerabilities that we foresee for IT. These vulnerabilities
are a consequence of both technological developments and the emergence of adversaries
who are more skilled in employing IT to exploit and degrade our systems.

As a foundation, the CTNSP staff undertook a study, entitled “Moore’s Law: A DoD
Perspective,” to examine the prognosis for silicon integrated circuit (IC) technology from
a DoD perspective. The study concluded that DoD has counted on rapid advances in
electronics of all types to maintain technological superiority and is not prepared for a
slowing rate of advance. However, solid-state microelectronics will enter a new regime
over the next seven to ten years, when the current scaling paradigm will no longer hold.
That is, the familiar “Moore’s Law” doubling of IC density every 18-24 months will slow
down. The report concludes that DoD should search aggressively for alternate paradigms
beyond those on which Moore's Law is based to ensure new technology capabilities and
that DoD should invest in long term research that focuses on new materials and new
electronic phenomena in order to maintain information superiority and total situational
awareness in the future.

In the area of IT vulnerabilities, CTNSP has undertaken two significant initiatives. First,
a book was published entitled Information Assurance: Trends in Vulnerabilities, Threats,
and Technologies. The objective of this project was to gain insight into DoD’s
transformation risks in four areas: trends in information system threats and
vulnerabilities; vulnerabilities introduced by the complexity of the new digitized
battlefield; the impact of degraded information systems on battlefield operations; and
trends in information assurance technologies and system design. After exploring these



areas, three classes of threats and vulnerabilities were identified as being of particular
concern: physical attack on critical information nodes, electromagnetic attacks against
ground, airborne, or space-based information assets, and cyber attacks against
information systems. It was observed that attacks and system failures are facilitated by
the increased level of complexity inherent in the multiplicity of advanced systems.

Next, CTNSP convened a workshop on “Complexities and Critical Infrastructure
Vulnerabilities” to identify issues related to critical infrastructure protection and cyber
defense that require further study. As secondary objectives, the workshop was designed
to promote social networking in the community and to educate the participants about the
nature of the problem. As a result of the deliberations, it was concluded that our cyber
infrastructure is fundamentally vulnerable and that the vulnerabilities are poorly
understood. It was hypothesized that our knowledge of biology and biochemistry, if
applied creatively, could prove to be useful in protecting critical infrastructure. The group
stated that the U.S. Government needs to be doing much more than it is currently doing in
the areas of offensive or defensive proactive infrastructure defense.

DoD Requirements

Multiple CTNSP studies on the nature of the IT problem have served to characterize the
existing and projected capabilities of the key stakeholders and the associated
technologies. To complement these studies, CTNSP undertook three initiatives to
characterize DoD needs for IT. By comparing these IT needs against perceived IT trends,
CTNSP was able to identify key shortfalls that needed to be addressed.

To establish a foundation for DoD needs, several workshops were convened, entitled
“Connecting Service Requirements and Commercial Technology.” These workshops
sought to identify Service IT requirements and commercial IT that might be useful to the
Services. The workshops revealed that industry is very interested in working with DoD to
identify areas where it can provide DoD with state-of-the-art technologies. Through
working with industry, DoD can better identify the best IT solutions possible.

One of DoD’s flagship transformation activities is the Army’s Future Combat Systems
(FCS), which seeks to develop a “system of systems” subsuming eighteen systems plus
an integrating network/command and control capability. In view of the criticality of this
program, CTNSP performed a study entitled “Relevancy and Risk: The U.S. Army and
FCS.” This study explored the challenges facing the development of six critical FCS
technologies. It was concluded that the least mature of these technologies is the network,
which must be capable of supporting wideband, ad hoc networking in complex terrain. In
addition, the performance of three of the technologies—the network, munitions, and
robotics—is critical if the FCS concept is to be fully enabled. CTNSP staff observed that
it is exceedingly difficult to predict when the sensor, robotics, and network technologies
will exhibit the nonlinear advancement needed to satisfy FCS requirements.

Recently, CTNSP issued “Making IT Happen: Transforming Military Information
Technology,” which summarizes the IT thrusts of the Services, characterizes the nature of



the interoperability problem, and discusses the problem of sharing information with
NATO allies. The monograph concludes that the Army’s greatest unmet needs include
the development of mobile, ad hoc networking protocols and architectures, collaborative
Battle Command applications that can be executed over a distributed network, the fusion
of data, interoperability, and computationally efficient modeling & simulation (M&S) of
large scale communications and sensor networks. The study concluded that the Air Force
has a serious imbalance between long-term and short-term information science research,
with more emphasis needed on long-term research. One of the more contentious issues
lies in the quest to enhance interoperability at the joint, interagency, and multinational
levels, which requires a careful balancing of benefits and costs and coordinated initiatives
at strategic, policy, management, operations, training, systems, and technical levels.
Based on a series of case studies, the authors observed that a key to interoperability lies
in the creation of testbeds to address many of these issues. Finally, it is noted that NATO
is in the process of modernizing IT systems in three broad areas: optimizing management
information systems, creating network-enabled military capabilities, and military
information operations.

Recommended Actions
Preliminary Commercial IT Studies

This section of the report builds on our understanding of the problem to formulate
recommended actions to enhance the rapid injection of commercial IT into DoD systems.

Based on our understanding of the nature of the problem and U.S. military requirements,
several analyses, workshops, and prototypes were undertaken to identify and explore
possible solutions to using commercial IT. Two perspectives were considered. In order to
address the short-term problem of rapidly injecting commercial IT into DoD systems,
initiatives were undertaken to develop the prototype of a web portal and an assessment
was made of venture capital-related initiatives. Second, to address the issue of
incorporating commercial IT in longer-term acquisition programs, two assessments were
performed. Case studies were performed to identify lessons learned on the use of
commercial IT in DoD systems and to explore the value of employing LSIs in acquiring
complex systems of systems.

Short-Term Issues. CTNSP undertook a prototype effort to create an interactive website
for JFCOM. The purpose of the website is to allow information exchange between
government acquisition experts and the commercial sector. It is envisioned that such a
capability would constitute a significant win for both DoD and the commercial sector.
DoD would influence development of IT products by early engagement, gain early access
to cutting-edge products, and review products without spinning up the acquisition
process. I'T companies would gain important market input for development, demonstrate
market value to funding sources, build military contacts, and gain a foothold in the
military market.
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CTNSP subsequently undertook a study entitled “An Assessment of the Ability of
Venture Capital-Related Initiatives to Support National Security Objectives.” The study
identifies issues associated with venture capital-related initiatives and formulates
recommendations to enhance their utility to DoD. Currently, there are multiple models
for employing venture capital-techniques in DoD. The study concluded that there is no
single right way for DoD to employ these techniques. At this early stage in the life of
these initiatives in OSD, the Services, CIA, and the National Geospatial-Intelligence
Agency (NGA), it is difficult to characterize their success. However, early efforts to
create and sustain a “community of practice” have been fruitful. They have stimulated the
sharing of insights and resources and have begun to promote the systematic use of
measures of merit for these initiatives. The major challenge for these initiatives is to
inject identified product solutions into government systems. Problems include dealing
with mismatches in technology (e.g., the proposed commercial IT that is to be injected
and the DoD’s IT infrastructure) and sustaining the product, including support of training
and updating.

Longer-Term Issues. CTNSP performed several case studies of Army and Navy
programs to generate lessons learned on using COTS in DoD systems. The study report,
“Lessons Learned on Commercial IT in DoD Systems,” concludes that the keys to
successful COTS injection include use of an open system architecture and a spiral
development process. The case studies reveal that there are many myths about the use of
COTS that have to be recognized in order to take advantage of the benefits of COTS
while avoiding potential pitfalls. For example, in certain circumstances, COTS-based
system sustainability issues overwhelm acquisition costs. In addition, under some
conditions, the costs to maintain a COTS-based system equal or exceed that of custom
software. As a general rule, military IT systems involving the integration of multiple
COTS components should avoid the modification of COTS products. Finally,
demonstrations, pilots, and test beds are key tools for the acquisition and maintenance of
a COTS-intensive IT system.

CTNSP also performed several studies of LSIs. These studies explore the issues
associated with using an LSI to support the acquisition of complex systems of systems.
The studies served to identify a set of best practices for the use of an LSI. These include
the following:

the LSI should augment the System Program Office (SPO) to lower overall risks;
the Government’s expectations of the LSI need to be articulated clearly;

the Government must be resourced to maintain its accountability;

the program must remain “right sized” in order to address risks adequately; and
conflicts of interest must be recognized and addressed promptly.

Rapid Injection of Commercial IT into DoD Systems
Based on the supporting studies discussed above, several key dimensions of the problem

have emerged. First, the successful injection of IT is critical if DoD is to accomplish the
broad spectrum of missions that it must perform and maintain the technological lead that
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it enjoys against its current adversaries. However, it is becoming apparent that much IT
technological innovation is occurring outside the traditional DoD acquisition process.
Consequently, DoD is missing major opportunities to capitalize on those technological
innovations. This is particularly troublesome because potential adversaries—for example,
transnational terrorists and potential near-peer nation-states such as China—have full
access to the IT technological innovations that are emerging from commercial industry.
This poses the concern that DoD’s technological lead in the area of IT could erode
substantially in the coming decades. This concern is exacerbated by the observation that
DoD cooperation with the commercial IT industry is hamstrung in a variety of ways.
These findings have led CTNSP to address the following key issue: How can DoD
capture IT capabilities that have been developed outside the traditional processes?

Baseline. DoD has recognized the problem and sought to take steps to address it. A
decade ago, Secretary of Defense William Perry issued a well-publicized white paper that
stressed that DoD “...must increase access to commercial state-of-the-art technology.”'
More recently, in 2003, Deputy Secretary of Defense Paul Wolfowitz signed a revised
DoD Instruction 5000.2 that mandated that the DoD acquisition process “...make
maximum use of commercial off-the-shelf (COTS) technology.”™

To comply with this guidance, DoD employs a broad spectrum of methods to capture
commercial technology. However, the bulk of its resources are allocated to “business as
usual” activities. This includes such processes as issuing requests for proposals (RFPs),
supporting independent research and development (IR&D) activities by industry,
conducting pilot activities, and promoting initiatives by program executive officers
(PEOs). In general, these activities deliver systems to the user that are often characterized
by timescales in excess of a decade, although expedited delivery of core capabilities and
system increments is being sought through the adaptation of evolutionary acquisition
strategies.

In an effort to be more consistent with the characteristic timescales of commercial IT
products, DoD is turning to a variety of other techniques. These include the use of
websites and bulletin boards to advertise DoD needs to commercial industry, the use of
integrated process teams (IPTs) to facilitate communication among all the participants in
the acquisition process, and the adoption of special initiatives. As an example of the
latter, ASD(NII) has promoted the Rapid Acquisition Initiative-NetCentric (RAI-NC) to
accelerate the acquisition of commercial IT products, but resource limitations have
severely restricted the scope of this initiative.

Congress has consistently supported the Small Business Innovation Research (SBIR)
program along with the related Small Business Technology Transfer (STTR) and Fast
Track programs. As a benchmark, the annual DoD share of these activities is on the order

! Secretary of Defense William Perry, Memorandum on “Specifications & Standards — A New Way of
Doing Business,” June 29, 1994.

? Deputy Secretary of Defense Paul Wolfowitz, DoD Instruction 5000.2, “Operation of the Defense
Acquisition System,” May 12, 2003.
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of $1B. However, relatively few of these initiatives get to the third phase of the program,
commercialization, which would facilitate their fielding to the force.

More recently, DoD and the Intelligence Community have sponsored venture capital-
related initiatives to harness the knowledge and insights of venture capitalists and
facilitate the identification and fielding of commercial products. These initiatives include
the CIA’s In-Q-Tel, NGA’s Rosettex, OSD’s Defense Venture Catalyst Initiative
(DeVenCl), the Army’s OnPoint, the Navy’s Commercial Technology Transition Office
(CTTO), and SOCOM’s Arrowhead. Although many of these efforts are promising, most
are currently in the pilot stage and are supported by relatively limited resources (less than
$50M per year).’

Furthermore, DoD is using a variety of tools to facilitate the flow and expedited fielding
of commercial technology. Specific examples include cooperative research and
development agreements (CRDAs), advanced concept technology demonstrations
(ACTDs), and Service-sponsored institutes. As an example of the latter, the Army has
sponsored the establishment of the Institute for Creative Technologies (ICT) at the
University of Southern California (USC) to tap the technological skills of the
entertainment industry in Southern California.

Finally, there is an interesting array of COCOMs and Agency initiatives to capture
commercial technology. One continuing effort is the Coalition Warrior Information
Demonstration (CWID) (formerly the Joint Warrior Information Demonstration) in which
the COCOMs, in concert with the Defense Information Systems Agency (DISA), sponsor
a yearly event to identify promising new technologies. Other useful activities include the
Enterprise Software Initiative (which promotes the joint acquisition of software), the
Enterprise Integration Toolkit (to support the acquisition and management of COTS
business systems), the DTIC web site and associated resources, and the resources of the
Defense Acquisition University (DAU) (which provides acquisition courses to the DoD
community along with a community of practice website) and the Information Resources
Management College (IRMC).

Extensive as these initiatives are, they have not overcome the obstacles that make it
difficult for DoD to identify and acquire commercial IT in a timely fashion. The next
section of this report identifies and discusses those obstacles.

Obstacles. Six broad classes of obstacles have been identified that impede DoD’s ability
to capture IT capabilities developed outside the traditional defense acquisition process.
These obstacles revolve around the fact that DoD constitutes a market for commercial IT
products that is non-attractive, non-transparent, non-agile, non-dominant, and isolating.
Furthermore, DoD’s ability to tap commercial IT is sometimes limited by the attitudes of
the prime contractors and LSIs that acquire major defense systems. Each of these
obstacles is identified and discussed below.

3 Stuart Starr, “An Assessment of the Ability of Venture Capital-Related Initiatives to Support National
Security Objectives,” CTNSP, NDU (forthcoming 2006).
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Non-Attractive. As noted above, CTNSP sponsored a survey of small and medium-size
commercial IT firms that infrequently do business with DoD.* Firms that currently do not
engage in business with DoD gave the following major reasons for their reluctance to
enter the DoD market:

“They do not know what they want.”

“The application/bid process takes too long.”
“DoD only deals with large companies.”

“Our products are not needed by DoD.”

“We do not want to work with DoD.”

“There are too many barriers to the bid process.”

Similarly, DoD conducted a study of commercial IT firms to learn why they are reluctant
to do business with DoD.? The study concluded that non-traditional defense firms are
reluctant to enter the defense market because of IPR issues (for example, small and
medium-size firms are extremely reluctant to cede IPR to the Government); the long
development times associated with defense procurements; and the substantial cost
accounting, auditing, and oversight requirements levied by the Government.

Non-Transparent. In the CTNSP-sponsored survey of IT firms, current DoD contractors
explained why they perceive DoD policies, processes, and procedures to be opaque. They
noted that the process is too difficult, slow, and confusing. They decried the limited
information that is available to small and medium-size business and noted the lack of
opportunity for firms that have not won prior contracts. They also observed that it is
desirable to ease the security clearance process and stated that the current DoD
acquisition process is exclusionary. Finally, they complained that they lacked clear
information about Federal contracting.

Non-Agile. The planning, programming, budgeting, and execution (PPBE) system
requires participants to predict technology transitions 18 to 24 months in advance.
However, the program manager community cannot always predict the pace of innovation
two years in advance, and funding may not be available for fast-moving projects that are
ready for transition. Consequently, a desirable S&T project may stall for two years
awaiting funding (the so-called “valley of death”).

Non-Dominant. In the 1960s, DoD was the dominant player in the IT market. However,
the situation has changed dramatically over the last decade. As noted in the “Manager’s
Guide to Technology Transfers in an Evolutionary Acquisition Environment,” “DoD is
unable to acquire intellectual property rights for commercially developed technology, as
it has done for defense-funded technologies in the past, because DoD’s financial
involvement will be limited and its demand is not dominant compared with the
worldwide commercial market.”®

4 “Survey of Information Technology Firms,” Schaefer Center for Public Policy, October 31, 2003.
> Defense Procurement and Acquisition Policy, OUSD(AT&L), “Manager’s Guide to Technology
Transfers in an Evolutionary Acquisition Environment,” January 31, 2003.
6 .

Ibid.
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Isolating Market. Historically, DoD requirements (which tend to be battlefield oriented)
demand capabilities that are not found in the commercial sector. A good example of this
gap is illustrated in table 1, which compares the communications and networking
characteristics of the commercial sector with those of the tactical military.” This table was
derived from information provided at the 2004 Information System Technology (IST)
Technology Area Review and Assessment (TARA). It compares communications and
networking for the commercial sector and the tactical military user for six factors: mobile
subscriber infrastructure, networks, antenna towers, frequency spectrum availability,
protection, and low probability of detection/jam resistance. It can be seen that the military
faces the problem of working in an environment where little or no infrastructure exists.
Thus, it needs mobile/transportable, flexible resources that are highly protected from
potential adversary actions. Even though there appears to be a broad chasm between the
two needs, the commercial sector is actually beginning to offer commercial products that
are more responsive to military needs.”

Table 1. Communications and Networking Comparison (2004 IST TARA)

Factor Commercial Tactical Military

Mobile Subscriber Fixed Mobile

Infrastructure

Networks Preconfigured Ad hoc, self-organizing
Antenna Towers Tall, fixed Small, easily deployed
Frequency Spectrum Greater Restricted
Availability (geographically)
Protection None-to-privacy None-to-TS/SI

Low Probability of Not an issue Critical

Detection; Anti-jam

Primes/LSls. During the course of ancillary studies, the roles of primes and LSIs were
assessed with respect to the adoption/adaptation of commercial IT.” Three specific issues
were identified that suggest that primes and LSIs may be a significant obstacle in this
area. First, prime contractors may have a natural tendency to prefer internal technology
because they can see the design and make it work. Second, prime contractors may have

7 Information System Technology (IST) Technology Area Review & Assessment (TARA), conducted at
Naval Research Laboratory, MD, July 2004.

8 Discussions with representatives from Ericcson (Stockholm, Sweden), at CTNSP, NDU, May 2004.

? Kenneth Jordan, “Lessons Learned on Injecting Commercial IT into DoD Systems,” CTNSP, NDU
(Forthcoming 2006).
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conflicting objectives about adopting technology from an outside provider. This can
range from something as intangible as the “not invented here” syndrome, to more
tangible issues, such as displacing the prime contractor’s revenue base. In addition,
primes may also be concerned about complex issues, such as problems with the
timeliness and compatibility of technologies built by outside organizations.

Recommendations

To deal with the obstacles that limit DoD’s ability to capture IT capabilities developed
outside the defense acquisition process, a six-step approach was recommended:
enhancing DoD-commercial communications and implementing organizational change,
increasing DoD’s resource flexibility, removing a variety of barriers to commercial IT
acquisition, stimulating cultural change in the defense community, reviewing the testing
process, and adapting requirements for specific missions. It must be emphasized that
there is no single change, in and of itself, that will serve to mitigate these problems
adequately. Thus, a suitable set of recommendations will have to be crafted and
orchestrated if substantive improvement is to be achieved.

Enhance Communications/Organization. One of the fundamental problems that DoD
faces is lack of knowledge about the products that the commercial IT community is
creating. In particular, it lacks visibility into these products early in their life cycle, when
DoD-required features could be designed with a relatively small cost. To address this
issue, it is recommended strongly that a cadre of “techfinders” be created to conduct
focused searches that could benefit the DoD community. It might be more appropriate to
label these individuals “tech-prospectors,” because their role is analogous to the miners
that had to sort through extensive slag to find a few precious nuggets. These tech-
prospectors could be organized to specialize in commercial IT areas that are potentially
of greatest interest to DoD. As an initial taxonomy, it might be useful to track the IST
TARA structure and organize tech-prospectors into the categories of communications and
networking, information security, modeling and simulation, knowledge and information
management, and computing and software technology. This structure would provide
logical connections to existing members of the DoD S&T community.

Second, although the DoD community has begun to use the Web to enhance
communications with the commercial sector, its initial efforts have been fragmented and
only partially successful. It is recommended that DoD adopt the metaphor of a “virtual
mall” in which “individual boutiques” could be embedded to respond to tailored needs.

To implement the virtual mall, a web portal should be established and maintained to
coordinate the use of commercial IT. The virtual mall would be characterized by the
following features. It would provide information to industry employing multi-layered
access to ensure appropriate levels of security. It would encourage DoD collaborative
information-sharing in a variety of ways, such as testing data, system reliability, and
virtual IPTs. At the outset it would support joint efforts but would evolve over time to
support multi-agency and coalition efforts.
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As a key “boutique” element of the virtual mall it is recommended that a prototype web
site along the lines of EMISARS (Early Military Involvement Speeds Acceptance and
Results) be populated and maintained.'’

Third, to deal with the lack of transparency that many small and medium-size commercial
IT firms have complained about, it is recommended that “acquisition guides” be created
and empowered to assist such firms. It is envisioned that these guides would assist
companies as they traverse DoD’s technical, procedural, and cultural barriers. In view of
the potential demands on these resources, it is recommended that they limit their services
to producers of products that are of highest value to DoD.

If these three recommendations are to be implemented effectively, it is vital that a new
organization be created to perform those functions. It was recommended that this new
organization be located at JFCOM (which could utilize a Joint Task Force approach) to
ensure that its actions are responsive to the needs of the COCOMs who have the primary
need for commercial IT products that can be implemented expeditiously (within 6 to 18
months). It is envisioned that JFCOM would create an entity that would operate the Web
Portal and EMISARS, provide tech-prospectors and acquisition guides, and enhance
internal DoD communications on commercial IT.

An additional recommendation is that consideration be given to the creation of other new
institutions to address DoD’s commercial IT needs. One possible step would be to create

a Center of Excellence for the injection of commercial IT into DoD systems. By analogy,
it might be conceived as a new, joint “Bell Labs” for the injection of commercial IT, with
distributed reach to industry and academia.

In addition, an evaluation should be performed to assess the value of establishing
collocated laboratories and manufacturing facilities that would bring together users, R&D
staff, and manufacturers. The core of this capability could be a “purple” laboratory to
coordinate the IT S&T activities of the individual Service labs. This capability would
address the concern cited in an earlier CTNSP study, which concluded that the Service
laboratories were excessively focused on individual Service needs. This organization
could serve as a “skunk works,” leveraging commercial industry capabilities.

Increase Resource Flexibility. If DoD is to improve its ability to capture commercial IT
outside the traditional defense acquisition process, it will require additional resources. It
is strongly recommended that this be done by providing COCOMs with a capability to
ensure that acquisitions are of greatest value to them. This could be done by building on
the limited acquisition authority model provided to JFCOM in a recent USD(AT&L)
memorandum.'' To minimize bureaucracy and inefficiency, it is recommended strongly
that a new major acquisition group not be created.

1% Joseph N. Mait, “EMISARS — Early Military Involvement Speeds Acceptance and Results: Introducing
Innovative Information Technology Vendors to the Military Market,” Standard Advantage, March 2004.
' Mike Wynne, Acting USD(AT&L), “Assistance to Commander, U.S. Joint Forces Command for
Development and Acquisition of Certain Equipment,” June 4, 2004.
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Organizationally, it is recommended that a JTF procurement group be established to play
this role. It was originally envisioned that the JTF would be led by JFCOM, with
representation from the other COCOM’s to elicit their inputs. (After further analysis, as
discussed below, the Joint Staff might be best positioned to lead the group. It should be
noted that as a parallel effort, Northern Command (NORTHCOM) could be given
analogous procurement authority for information systems that support homeland defense
and homeland security operations.)

If those new organizations are to implement prompt procurement of commercial IT
products, the procurement group will require a flexible fund. Although it is premature to
estimate the precise size of that fund, it would be appropriate to begin with a fund of
approximately $300M per annum and evolve it based on successful performance.

In addition, the procurement group should administer the fund to facilitate the transition
of commercial IT products from R&D to procurement. This fund would help avoid the
“valley of death” cited above. In addition, such an initiative should include sufficient
resources to support such critical functions as test and evaluation (particularly to ensure
interoperability) and sustainment (for example, personnel training and upgrading systems
as technology evolves). Furthermore, greater reprogramming flexibility should be
allowed when commercial IT is to be acquired.

Decrease Barriers. An earlier section of this paper highlighted the barriers that inhibit
DoD’s ability to exploit commercial IT products. Several steps are recommended to
lower selected acquisition barriers. First, DoD’s rules on IPR should be changed. Given
the concerns of small and medium-size, commercial IT companies, it would make sense
to utilize a licensing vice a rights model for IPR. Second, to facilitate the navigation of
the acquisition process, thresholds should be increased for the application of a simplified
acquisition process. This would entail modifications to the Federal Acquisition
Regulations (FAR).

Third, other transaction authority (OTA) should be used as the norm in acquiring
commercial IT. Note that OTA authorizes commercial-type arrangements, not FAR-type
contracting. In addition, OTA should be made available in procurements. Currently, OTA
is generally available only for R&D and prototyping activities (although it had been
applied to the Army’s FCS activity, until that contract was revised recently).

Promote Cultural Change. It is well known that there is nothing more challenging than
stimulating cultural change in a well-entrenched organization. However, if DoD is to be
more agile and flexible in acquiring commercial IT products, it is vital that such a cultural
change be implemented.

To initiate that process of cultural change, the following three steps are regarded as
essential. First, steps must be taken to increase DoD education and training for
commercial IT development and procurement. The key organizations in this process are
DAU and IRMC. Several years ago DAU taught a module on this subject, but with the
stress on the curriculum (given the recent changes in DoD requirements and acquisition
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processes), its role in the curriculum has waned. It is important that the DAU update the
commercial IT material and provide adequate room in the curriculum for this vital
subject. More recently, IRMC has been playing an increasingly prominent role in IT
education, and it has the capability to do more.

Second, changes must be made to provide incentives for program managers (PMs) and
LSIs to use commercial technology. Since “what gets measured gets accomplished,” it is
suggested that performance ratings be instituted for PMs to assess their ability to
transition commercial IT into fielded DoD systems. Similarly, steps should be taken to
incentivize LSIs to manage commercial IT, though it should be noted that commercial IT
is used effectively in some LSI-led programs.

Finally, GAO recently recommended best practices to acquire commercial-component
business systems.'? It is suggested that those best practices be adapted, as appropriate, by
DoD.

Review Testing. A key issue in DoD’s use of commercial IT is the testing process. Many
vendors make claims for their products but it is necessary to adhere to the Reagan
admonition: trust but verify. It is particularly important that these products be tested in
environments that are representative of DoD’s information infrastructure.

It is recommended that an evaluation be conducted to assess expanding Underwriter
Laboratory-style testbeds to test the performance of candidate commercial IT products. In
addition, many small and medium-size, commercial IT firms lack the clearances and
facilities to perform testing in classified environments. Steps should be taken to establish
those classified testing environments, perhaps on a “hoteling” or shared basis. In this
latter area, it should be possible to use DoD laboratories and National laboratories more
effectively.

It is important that DoD go beyond performance testing to evaluating the impact of
potential commercial IT products on mission effectiveness. To do so, consideration
should be given to expanding existing operational testbeds. As one step, a review should
be conducted on the value of expanding the Service battle labs to play this role. In
addition, NORTHCOM has discussed the creation of a “cyber-range” in which candidate
commercial IT products could be evaluated to assess their potential impact on homeland
defense and homeland security effectiveness. Consistent with NORTHCOM s interest in
a cyber-range, JFCOM is in the process of implementing an Information Operations (IO)
Range. The initial version of this capability is to be achieved in the summer of 2006 by
integrating ten existing ranges. The initial capability will emphasize the evaluation of
computer network attack capabilities, although the final IO Range is projected to support
the evaluation of all of the pillars of IO by FY11.

12 Government Accountability Office, “Information Technology, DoD’s Acquisition Policies and Guidance
Need to Incorporate Additional Best Practices and Controls,” July 2004.
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Adapt Requirements for Specific Missions. Commercial IT products have the potential

to play a significant role in support of key specific missions. During the course of CTNSP
IT research, several applications were identified that warrant further study. These include
support to stabilization and reconstruction (S&R) activities, support to homeland security,

support to such key cross-cutting installations as commissaries and hospitals, and support
to 10O.

In the area of S&R activities, the participants generally include DoD, inter-agency
organizations, multinational military partners, international organizations, non-
governmental organizations (NGOs), host nation organizations, and businesses. The
importance of achieving a minimal level of interoperability to exchanging requisite
information among participants implies the need for a common package of commercial
IT resources. To support the creation of this common package, CTNSP has generated a
“primer” to characterize Information Exchange Requirements (IERs), the information and
communications technology (ICT) needed to support those IERs, the data strategy needed
to implement net-centric operations, and the education and training required of the
participants.

In support of homeland security, it has been proposed that commercial IT be used with
the National Guard to provide a “backbone” network. Consistent with this concept,
commercial IT packages would be provided to state and local organizations. A study of
this proposal is required to establish its feasibility and cost.

The DoD has common IT requirements for a variety of such cross-cutting installations as
commissaries, and hospitals. A study is required to ascertain whether commercial IT can
be used cost-effectively to support those functions.

Recently, DoD has generated a draft DoD Directive for Information Operations to guide
the maturation of this increasingly vital activity."” It is important that a study be
undertaken to understand the role that commercial IT has to play in this mission area.
This study should consider commercial IT from the perspective of computer network
defense (for example, vulnerabilities in commercial IT products that could be exploited
by an adversary), computer network exploitation (features of commercial IT that could be
exploited by U.S. forces during various phases of conflict), and other computer network
operations.

Follow-on Actions

The findings and recommendations of this study have been briefed widely within DoD to
the decisionmakers at the highest levels. On July 27, 2005, this material was briefed to
senior DoD decisionmakers in the “Tank.” The audience included the CICS, VCICS,
Commander JFCOM, and the Chiefs of Staff of the Services. At the conclusion of the
briefing, then-VCJCS GEN Pace directed that LTG Shea, Director, J6, Joint Staff, pursue

13 Gordon England, Acting Deputy Secretary of Defense, Draft DoD Directive 3600.1, “Information
Operations,” (in coordination).
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options for rationalizing the CTNSP recommendations with on-going initiatives in the
Joint Staff.

Subsequently, meetings were held with members of the Joint Staff and the Institute for
Defense Analyses (IDA) to rationalize the recommendations. Follow-on discussions were
conducted to explore options to modify three of the key recommendations: enhance
communication/organization, increase flexibility, and review testing. Based on
discussions with the Joint Staff, CTNSP staff have implemented the following
modifications to the recommendations to enhance communication and organization:

Create an organization for rapid capability delivery that could perform the roles of
tech-prospector, acquisition guide, and champion of industry-DoD
communication interface. This role could be played by JFCOM, perhaps in
concert with STRATCOM and DISA.

Create a Systems Engineering and Integration (SE&I) organization that would
deal with system of systems issues. This might be resident at DISA with strong
COCOM participation.

Those discussions have led CTNSP staff to implement the following modifications to the
recommendations on increasing resource flexibility and review testing:

With respect to increased resource flexibility, it is recommended that COCOMs
be provided with limited acquisition authority. However, it would be
inappropriate to create a new major acquisition group. Rather, a model like the
Defense Security Cooperation Agency (DSCA) should be adopted, which directs
acquisition, using the Title 10 authorities to do so. Also, a JTF procurement group
should be established. This group could be under the Joint Staff with major roles
for JFCOM and STRATCOM.

With respect to testing, it is recommended that testbeds be expanded for product
evaluation. Variants of these testbeds should be used to explore the impact of
technology on mission effectiveness. This capability should be undertaken by the
proposed SE&I organization.

Recently, CTNSP staff members have met with GEN Pace, CJCS, to discuss these
rationalized recommendations.

It should be noted that JFCOM has recently undertaken a number of initiatives that are
broadly consistent with the spirit of these recommendations. These include the receipt of
National laboratory-like authority, the creation of the Office of Research and Technology
Applications (ORTA), and the use of limited acquisition authority.

Critical Areas to Address

This section of the report discusses critical issues that warrant more in-depth analyses in
the future. Building on the base of effective injection of commercial IT into DoD
systems, CTNSP is beginning to address four major areas: the evolution and extension of
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the concept of Net Centric Operations to gain cognitive advantage, the employment of
commercial IT to enhance S&R operations, a study of cyberpower, and the challenges in
evolving the Internet. Each of these areas is discussed below.

Evolving the Concept of Net Centric Operations to Gain Cognitive Advantage. CTNSP
has performed a number of assessments to explore how advances in IT can help realize
the vision of Net Centric Operations. As an example, in response to a request from
Congress, the staff of CTNSP recently developed an Alternative Fleet Architecture
Design. This study explored options for the USN to acquire substantially more, smaller
ships, taking advantage of the flexibility provided by network-enabled operations.

Furthermore, it is understood that the concept of Net Centric Operations raises issues that
transcend the physical and informational domains. If the advantages of Net Centric
Operations are to be realized, it is vital to achieve a deeper understanding of the cognitive
dimension of the problem. This entails issues such as “sensemaking,” where the
operational staff needs to formulate a meaningful conceptual framework into which
relevant data and information can be aggregated.

In support of these issues, CTNSP staff undertook a study, “Battle-Wise: Gaining
Cognitive Advantage in Networked Warfare.” The study concluded that a battle-wise
lead for the armed forces can be cultivated in three key areas, which must go hand-in-
hand. First, the cognitive abilities of individual warfighters must be improved by
strengthening recruiting standards and strategies, including requiring relevant education
and training and identifying, retaining, promoting, and utilizing those who excel. Second,
command and control should be reformed by expanding the opportunity for battle-wise
problem solving from “the few” senior officers to “the many” junior officers. Such
changes would permit more effective horizontal collaboration by enabling warfighters,
units, and whole forces to solve problems at the lowest appropriate level. Finally,
collective intelligence can be achieved by forming coherent, if temporary, teams to tackle
particular operational problems to deliver sound decisions and offer greater flexibility
than vertical command and control. Additional study is needed to refine and extend these
major findings.

Employing Commercial IT to Enhance S&R Operations. To complement these studies,
CTNSP staff have been working in partnership with ASD(NII) to explore the value of
enhanced IT in support of S&R operations. As a tool for planners and operational staffs,
CTNSP has produced a first version of a Primer on ICT for S&R. That Primer identifies
the heterogeneous participants in civil-military coordination, describes their current ICT
baseline, identifies significant shortfalls in that baseline, and formulates key initiatives to
ameliorate those shortfalls. It also identifies a set of best practices based on experiences
with recent S&R operations and disaster relief operations. It is envisioned that the Primer
will be a “living document” that will help all members of the civil-military community
acquire and employ ICT to enable them to work collaboratively in future S&R
operations.
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To support the policy community, CTNSP is refining a white paper entitled, “I-Power:
Using the Information Revolution to Succeed in S&R Operations.” This paper argues for
the criticality of creating, sharing, and disseminating appropriate information to support
S&R operations. Consistent with that observation, it maintains that senior civil-military
leadership needs to recognize commercial ICT as a key enabler of the operation.
Furthermore, an ICT Business Model is needed, inter alia, to facilitate coordination,
cooperation, and information sharing with key partners. An ICT Business Plan is also
needed for host nation capacity building. Early versions of this product have been briefed
to selected COCOMs, and it is expected to evolve based on feedback from them.

In addition, an assessment was made of the value of using innovative IT to support net-
capable operations in the context of S&R for Darfur, Sudan. That study, entitled
“Learning from Darfur: Building a Net-Capable African Force to Stop Mass Killing,”
argues that I'T has the potential to enhance dramatically the effectiveness of forces that
could be forthcoming from the African Union.

Undertaking a Study of Cyberpower. The U.S. Government needs a framework for
cyberpower to evaluate a broad range of policy issues that will have a profound effect
upon the Nation’s ability to exercise effective power against a broad range of potential
adversaries. As a foundation for such a framework, CTNSP has developed a structure to
facilitate the logical decomposition of the problem. At the base of the pyramid lies the
infrastructure that subsumes the computers and communications that provide the
foundation for cyberspace. This infrastructure can be viewed as layers that include
component elements (e.g., integrated circuits), protocols and standards (e.g., Internet
Protocol Version 6), applications (e.g., Voice Over IP), systems (e.g., routers, servers),
and systems of systems (e.g., Internet Service Providers). All of the layers of this
infrastructure are in the process of rapid change.

Figure 2. Decomposing Cyberspace

Aggregate Measures of
Power Effectiveness
DIME
Measures of
Cyberspace: Performance,
« Infrastructure Constraints
* Content

 Institutional Factors
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At the next level of the pyramid is the content that rides on the infrastructure. This
includes the aggregate set of mass media as well as the information that is being
disseminated on the Internet.

Furthermore, consideration has to be paid to the institutional factors that guide the use
and limitations of cyberspace. This includes factors such as the institutions that control
the Internet, the legal factors that limit the use of cyberspace, and the actions that are
taken to defend cyberspace from attack.

At the next level of the pyramid are the classic pillars of power that are available to the
Nation: Diplomacy, Informational, Military, and Economic (DIME). These pillars of
power are strongly dependent on the underlying trends in the three lower layers of
cyberspace. One of the major challenges is to understand the relationship between the
evolution in cyberspace (characterized by measures of performance and constraints) and
the aggregate power that the U.S. is able to achieve against potential adversaries such as
nation states, terrorists, and transnational criminals (characterized by measures of
effectiveness).

CTNSP is in the process of identifying, clarifying, and assessing the key policy issues
associated with cyberpower. During the course of this effort, it is anticipated that the
CTNSP team will explore the similarities among, and differences between, cyberspace
and other global commons, such as the open seas and international air space. In addition,
the effort will describe the law of cyberspace, both as it is and what it should be.

Ultimately, there is a need to develop cause-and-effect relationships between projected
trends in cyberspace and the power that is achievable through DIME activities. This is an
extremely challenging issue that will take the concerted efforts of the most capable
interdisciplinary team that CTNSP can assemble. In view of the difficulty and importance
of these issues, it will take several years of concerted effort to develop and refine the
insights that the U.S. Government requires.

Addressing Challenges in Evolving the Internet. There are multiple issues associated
with the Internet that require immediate attention. First, in recent years, the Internet has
come under increasingly sophisticated attacks from a variety of sources (hackers,
transnational criminals, agents of nation states). If the Internet is to evolve and prosper, it
is vital that the U.S. identify and implement innovative actions to mitigate the effects of
these evolving attacks. In particular, there is concern that the privately owned critical
infrastructures of the United States might not be able to withstand a concerted attack by
our adversaries. That raises the issue about the role of the Government in thwarting such
threats.

Furthermore, the U.S. has controlled the Internet since its inception, but other institutions,
for example, the United Nations and the European Union, are requesting a more
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significant role.'* This issue was raised at the recent World Summit on the Information
Society (WSIS), but it is clear that additional in-depth analyses of the major issues will be
needed.

Summary

It is widely recognized in the defense community that advances in IT are the key to
transforming the military from an industrial age, platform-oriented force to an
information age, net centric force. In support of that understanding, the IT program at
CTNSP has created an extraordinary intellectual reservoir that can help DoD navigate
that transformation effectively and efficiently. The cumulative value of the CTNSP work
has been to support four objectives: clarify the nature of the IT problem that DoD faces;
identify the needs of the users of this technology; identify and recommend actions to
enhance the injection of commercial IT into DoD systems; and explore innovative ways
of employing IT to enhance the effectiveness of future U.S. Government operations.

The IT program at CTNSP is notable for two key features. First, it has enlisted a multi-
disciplinary set of the most knowledgeable and experienced members of the technology
and national security policy communities. These complementary views have served to
clarify the major technical issues and to explore the impact of those issues on national
security. Second, it has resulted in the generation and dissemination of an exceptional set
of peer-reviewed products that are characterized by their breadth and depth. It is
particularly notable that, with extremely modest resources, CTNSP staff members have
been able to produce nearly forty assessments, conferences, workshops, books, and
prototypes that have shaped the discourse on this critical area in the defense community.

In view of the success of this pilot effort, CTNSP believes that the program should be
continued on a formal, institutional basis. Building on the base that was established
through the pilot effort, the staff at CTNSP are well-positioned to address critical issues
where future commercial IT has the potential to affect U.S. Government capabilities and
strategy. In particular, two broad areas require continuing assessment. First, with respect
to short-term issues, there is a need to pursue opportunities to enhance the timely
injection of innovative commercial IT from small and medium-size companies into DoD
systems. Building on the results of CTNSP’s work, JFCOM, ASD(NII), and the Joint
Staff are pursuing this goal and are looking for continued support from CTNSP to
implement key initiatives. Second, a host of long-term issues on commercial IT require
serious, in-depth analyses. These include the evolution and extension of the concept of
Net Centric Operations, the contribution of information and ICT to S&R operations, the
formulation of a framework for cyberpower, and the evolution of the Internet. Given the
extraordinary accomplishments of the CTNSP IT program and the significance of these
future IT challenges, NDU believes that this pilot project should receive continued
funding.

' Kenneth Neil Cukier, “Who Will Control the Internet?,” Foreign Affairs, Vol. 8, No. 6,
November/December 2005, pp. 7-13.
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Appendix A

Synopses of Selected CTNSP Products
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The views expressed in these summaries are those of the authors and do
not necessarily reflect the official policy or position of the National

Defense University, the Department of Defense, or the U.S.
Government.
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Overview

Key Stakeholder Perspectives
A. Commercial Industry
e Information Technology Industry Survey
e Commercial Information Technology Possibilities: Perspectives on its Future
Role in Military Operations as Inspired by Visits to Selected Sites
e Common Technology 2002 Conference
e Microsoft Research and Development Program: An Overview

B. DoD Laboratories

e Information Science and Technology and the Department of Defense
Laboratories

e A Study of the Connectivity between the Defense Laboratories, Industry, and
Academia in the Area of Information Technology

C. NATO Allies and Partners

e NATO Technology: From Gap to Divergence?

¢ Bridging the Gap: European C4ISR Capabilities and Transatlantic
Interoperability

e The NATO Response Force: Facilitating Coalition Warfare Through
Technology Transfer and Information Sharing

e Transforming NATO Command and Control for Future Missions

e Sweden’s Approach to the Utilization of Commercial Information Technology
for Military Applications

D. Asian Nations
e Beyond the Mainland: Chinese Telecommunications Expansion
e Global Networks: Emerging Constraints on Strategy

e Constraints and Leap Frogs: The United States and the New Geopolitics of
International Telecommunications

Trends in Information Technology
e Moore’s Law: A Department of Defense Perspective
e Information Assurance: Trends in Vulnerabilities, Threats, and Technologies
e Complexity and Critical Infrastructure Vulnerabilities Workshop

DoD Requirements
e Connecting Service Requirements and Commercial Technology
e Relevancy and Risk: The U.S. Army and Future Combat Systems
e Making IT Happen: Transforming Military Information Technology

Possible Solutions to Utilizing Commercial IT
e Creating an Interactive Website for JFCOM
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An Assessment of the Ability of Venture Capital-Related Initiatives to
Support National Security Objectives

Lessons Learned on Commercial IT in DoD Systems

An Assessment of Lead System Integrators/Transformation and the Defense
Industrial Base: A New Model/ The Deepwater Program and the Role of
Commercial Technology

Actions to Enhance the Use of Commercial Information Technology in
Department of Defense Systems

Extensions of Net Centric Operations

Alternative Fleet Architecture Design

Battle-Wise: Gaining Cognitive Advantage in Networked Warfare
Extending the User’s Reach: Responsive Networking for Integrated Military
Operations

Information and Communications Technology (ICT) and Stabilization
& Reconstruction (S&R)

Stabilization & Reconstruction (S&R) Workshops

Information Communications Technology (ICT) to Support Stabilization
and Reconstruction (S&R) Operations

Learning from Darfur: Building a Net-Capable African Force to Stop Mass
Killing
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Key Stakeholder Perspectives

A. Commercial Industry
Information Technology Industry Survey

Nature of Project

CTNSP commissioned a professional survey of primarily small and medium-size firms in
the IT industry to gather statistically grounded information on commercial firms’
attitudes toward doing business with DoD. The results would inform recommendations
for regulatory or legislative improvement to the processes of DoD contracting. In
particular, the interest was in speeding the contracting process to take early advantage of
IT products that too often became obsolete before DoD could import them into its
inventory.

Project Summary

In mid-2003, CTNSP retained University of Baltimore’s Public Policy Research Center
to survey the leaders of 4,600 IT firms across the United States. The purpose of the
survey was to examine IT industry attitudes about doing business with DoD. Specifically,
questions addressed why some businesses forego competing for DoD business and what
companies that do contract with DoD think should be done to improve the contracting
process. A report was produced in late 2003 that drew conclusions based on the responses
of a statistically relevant industry sample. The respondents included firms that were
currently doing business with DoD as well as firms that had had stopped doing business
with DoD or had never ventured into the DoD market. Firms were divided into software
and hardware firms as well as into business sectors (e.g., telecommunications, network
integration, navigation, and intelligence).

Findings

e Many firms would like to do business with DoD but are unaware of what products
are being sought due to a lack of visibility into DoD IT needs.

¢ Businesses that work with DoD were critical of red tape and additional record
keeping.

e There is a sense of “no opportunities” among firms desiring to do business with
DoD that have never won a DoD contract.

e There is a general lack of information about how to contract with DoD.

e There is a sense that DoD contracting is exclusionary and that some firms have an
inside track to selection based on prior contract awards.

e The process of contractor selection and project award is too slow.

e Profit margins for DoD business are not a concern for most companies surveyed.

e Security requirements pose an obstacle that may be difficult to overcome for
small and medium-size firms with limited resources.
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e Firms not doing business with DoD want more accurate and detailed information
about DoD requirements as well as a contact office or person where more
information is available.

e The majority of firms not doing business with DoD would welcome being
contacted by DoD.

e Most firms not doing business with DoD indicated the current bid and proposal
process was too time and personnel intensive and had too little chance of success
to warrant their doing business with DoD on their own.

e There is significant interest in a DoD “matchmaker” web portal where potential
IT vendors could find project specifications and guidelines and as much detail
about requirements as possible.

¢ Small and medium-size firms in particular would like to see DoD venture capital-
like initiatives expand and reach out to smaller incubator enterprises.

e Most firms surveyed would compete for contracts if DoD made the process easier
and faster.

Recommendations

¢ DoD should make information about its contracting processes more readily
available, particularly to small and medium-size businesses, which may feel
excluded or overwhelmed by current processes and security requirements.

e DoD should make its current and future IT requirements more readily known
through an unclassified interactive website where IT firms could get information
on DoD contacts and defense IT trends and requirements.

e Streamline the DoD contracting process to reduce red tape.

e Make contract announcements via multiple media, including list serves, websites,
and fax lists.

e Expand DoD venture capital initiatives.

Project Impact

The survey report was published on-line. Copies of the survey were sent to members of
Congress, relevant primary offices within DoD, policymakers and industry leaders.
Results of the questionnaire were discussed with the Joint Chiefs. It has been used as a
reference on IT industry attitudes on doing business with DoD as well as a benchmark for
identifying areas where both regulatory and legislative changes might make the prospect
of doing business with government more inviting, especially to small and medium-size
enterprises. Many of the suggestions for change from this survey were incorporated into a
separate report and briefing, entitled “Actions to Enhance the Use of Commercial IT in
DoD Systems.”
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Commercial Information Technology Possibilities: Perspectives on its
Future Role in Military Operations as Inspired by Visits to Selected Sites
Desmond Saunders-Newton, December 2003

Nature of Project
“Commercial Information Technology Possibilities” is a report on relevant emerging
technologies available from selected companies.

Project Summary

This report describes CTNSP efforts to assess the availability of IT to support current and
future military operations. It identifies technological products that are currently available
and that can easily be adapted by users and institutions within DoD to effectively support
future operations. The report describes a number of IT R&D efforts initiated and funded
by private-sector firms. Eight firms were visited for this report. Included in this report are
detailed case studies of relevant firms and the results of their R&D efforts, as well as
reflections on the process of identifying relevant technologies in the commercial sector. It
identifies a number of firms producing technologies associated with three categories
important to current and future operations: assured information infrastructure availability;
information retrieval and collection; and information visualization and knowledge
creation.

Findings
e Based on the case studies derived from this study’s sample, currently available
technological products can be easily adopted by users and institutions within DoD.
e These technologies will be able to support future operations effectively.
e Personal and credible contacts matter:
0 Many entrepreneurs work outside traditional defense acquisition networks.
0 DoD is typically viewed as a market with high barriers to entry.
e Identifying technologies in their completed form often results in a decreased ability to
influence the utility of the products in emerging defense systems.
e The ability to act earlier in the R&D cycle affords DoD an increased ability to deal
with competition or potential threats.

Recommendations

While the products described in the report do not arise from DoD investments, they, and
variants of the underlying technology, are capable of supporting future military
operational concepts and addressing anticipated national security challenges.

Project Impact

This was a proof-of-concept study, confirming the central thesis of the entire project: that
DoD is not acquiring emerging commercial technologies that could be useful to its
operations. This report was published on-line as a CTNSP paper and has been distributed
to the Services. It has been included in briefing packages to Rep. Adam Smith (WA) and
his staff.
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Common Technology 2002 Conference

Nature of Project

This project was a two-day workshop on IT attended by U.S. and European government
and industry professionals and experts. The goal was to explore the potential and
limitations of COTS, particularly as applied to command and control (C2) and
information resource management activities. Participants and presenters engaged in
discussions on possible solutions to DoD IT requirements over the next 20 years and
shared ideas on IT applications for defense transformation.

Project Summary

Defense transformation is a single, DoD-wide enterprise composed of two distinct
endeavors being pursued simultaneously. One is DoD corporate transformation, a major
public-sector organization moving from old bureaucratic methods into best business
practices, many already proven in the private sector. The other is DoD force
transformation, aimed at transforming military doctrine, concepts, structures, and systems
to achieve force-wide, network-centric capabilities. Both transformations are made
essential by information age technologies, new threats, and the ubiquity of information.
There is broad advocacy by industry and wide acceptance among DoD professionals,
both civilian and military, that COTS systems provide the baseline for acquisition for
defense transformation—Ileast costly, most standardized, and easiest to upgrade to latest
technologies.

Findings

e The largest industry players determine COTS standards. If DoD wants to
influence COTS design standards, it must participate in industry project teams and
standards-setting groups during the R&D phase of emerging technologies.

e The downside to COTS includes: it is available to everyone, including
adversaries; it will not include defense-specific features; and leading edge
capabilities are not included. COTS also can invert the idea that IT should support
business processes; DoD processes may have to sub-optimize to conform to
COTS applications.

e DoD access to pre-COTS will be limited and primarily through larger companies
that have the ability to bring new technologies to market. Industry cautions that
pre-COTS, often first invented in micro-enterprises, are unknowns. Direct
adoption could stick DoD with costly, non-standard, non-upgradeable systems.

¢ Industry consolidation has given a new role to the remaining prime contractors.
They have become the integrators of a multitude of critical second- and third-tier
contractors increasingly involved in large and complex programs.

e [fa single contractor in a critical supply area wins two or more consecutive major
DoD contracts, it may be advisable to offer one or two competitor firms R&D
contracts to maintain competition in the area.

e DoD can speed development of pre-COTS technologies by keeping industry
informed of DoD interests in new technologies.
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DoD can work with venture capital firms to identify innovations; however, this
method will usually not obviate the need to team with a larger industry player to
develop and standardize the technology.

DoD is increasing its investment in business software products and innovative
management concepts to improve all its management processes.

In spite of the emphasis on COTS for IT, DoD will continue to require MILSPEC
technologies, most notably for weaponry, sensors, and force protection.

At their boundaries, ERPs must interface with legacy systems—sub-systems,
external systems, and inter-functional systems. Often the advantages of the
investment are diluted until related systems can be upgraded.

Network-centric warfighting means interoperable forces, which is difficult,
expensive, and time consuming to achieve, both across the Services and with
allies. Interoperability will require continuous, top-down emphasis.
Networking of forces creates robust, real-time, information flows and moves
“power to the edge” where information is most needed. The hierarchical
command structure remains, but the flow of information does not parallel it as
before. Rather, information flows both peer-to-peer and through the command
chain.

Brakes on transforming the DoD acquisition of IT from commercial developers
include issues such as intellectual property rights (IPR), the burdensome
government procurement system, and the potential reluctance of Congress to
allow greater contracting flexibility and reduced Congressional oversight.

Recommendations

When procuring systems, opt for COTS wherever possible and resist temptations
to add MILSPEC modifications to requirements.

Accept the notion of adjusting defense processes to COTS wherever commercial
products can meet core operational requirements. This is particularly applicable to
DoD “corporate transformation” processes such as planning, logistics, and human
resources processes. These processes have parallels in the private sector for which
COTS systems often feature “best practice” solutions.

Military add-on features and “packaging” are acceptable, but the core should
continue to be COTS.

Project Impact

This conference set the tone for the overall CTNSP IT project by 1) gathering
information quickly about the nature of the project and the problem; 2) developing a
network of individuals used throughout the project; 3) building connections between the
commercial IT industry and DoD; and 4) creating ideas for future research in the IT
program at CTNSP.

The conference was widely attended by the Services and joint military communities as
well as industry representatives and several congressional staff members. The conference
report was made available to the Assistant Secretary of Defense (Networking and
Information Infrastructure) and the Chairman of the Joint Chiefs of Staff.
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Microsoft Research and Development Program: An Overview
Nancy Palma, Summer 2004

Nature of Project
This report provides an overview of Microsoft’s research and development (R&D)
program in contributing to the general advancement of the IT industry.

Project Summary

With a budget of $6.8 billion in 2004 and proposed expenditures of $40 billion over the
next six years, Microsoft takes the lead over all other companies in terms of R&D
spending. Its large expenditures and high levels of innovation have allowed Microsoft to
compete in an increasingly global, interconnected environment.

Findings

e Microsoft has been eager to develop closer ties to DoD and has created a special
office headed by a retired two-star general.

e Concern exists that Microsoft would overwhelm and dominate smaller companies
also trying to develop ties with DoD.

e Microsoft strives to make software more reliable and secure. Microsoft working
groups do this by focusing on prevention and early detection of defects, creating
more simplified systems, developing specialized algorithms to ensure the secure
exchange of data across systems, and closing the gap between the time when
vulnerability is discovered and when a patch is applied.

e Microsoft is overseeing efforts to enhance interaction between humans and
computers by concentrating on programs that will analyze, understand, and
generate languages, and by finding solutions to elements that hinder human-to-
computer dialogue. Developments underway include a product that will
abbreviate email messages so that they can be displayed on a cell phone. The
Personalized Language Model seeks to enable a computer to learn the voice
characteristics of individuals to translate and understand what is being said more
accurately.

e To maximize communications and networking, Microsoft has led research in
three areas: communications and collaboration, wireless and networking, and
systems and networking. Some of the projects in these areas include: intelligent
people-tracking, which automatically detects specific speakers in a meeting or
lecture environment by using audio-visual data, XML compression and bandwidth
sharing, and face recognition technologies that provide accurate face detection
under variations of lighting, pose, and expression.

Recommendations
DoD should seek to take full advantage of the large Microsoft R&D program.

Project Impact

This overview provided the background for a briefing on commercial information
technology.
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B. DoD Laboratories

Information Science and Technology and the Department of Defense
Laboratories
Don J. DeYoung, July 2002

Nature of Project

Section 913 of the National Defense Authorization Act for Fiscal Year 2000 required that
the Secretary of Defense develop a performance review process for rating the relevance
of the work performed by DoD laboratories. NDU was selected to design and implement
this process. The objective of the NDU effort was twofold. Its primary purpose was to
assess whether the S&T programs of the DoD laboratories were relevant to meeting the
national security threats likely to arise over the next decade. The secondary purpose was
to use the reviews as an opportunity to gain a better understanding of the laboratories.
Three technology areas were chosen for analysis: sensors, IT, and weapons. These were
selected because they best captured the range of capabilities that U.S. forces will need to
achieve the full spectrum dominance called for in Joint Vision 2020.

Project Summary

CTNSP examined the DoD laboratories’ most forward-looking work, which is in the
S&T spectrum of the DoD research, development, test, and evaluation program. S&T
includes the budget categories for Research (6.1), Applied Research (6.2), and Advanced
Technology Development (6.3), which together provide the source of future military
capabilities. While predicting the impact of S&T on future military requirements'> may
range from the feasible to the impossible, informed judgments about the relevance of
individual projects to broad defense mission areas are possible. To reach these informed
judgments, CTNSP relied on a study team of nine experts composed of four retired four-
star Flag/General officers (one to represent each Service); three senior technical experts
selected for both their expertise in scientific and technical matters and their experience in
high-level defense (and non-defense) R&D management; and two members of a George
Washington University (GWU) study team. The job of the GWU team was to provide a
connection with a parallel study on the historical relevance of DoD laboratories. The
study team made three site visits to major performers of Information S&T; Space and
Naval Warfare (SPAWAR) Systems Center (SSC) in San Diego, California;
Communications—Electronics Command (CECOM) Research, Development and
Engineering Center (RDEC) in Ft. Monmouth, New Jersey; Air Force Research
Laboratory (AFRL) in Rome, New York.

Findings

e The laboratories are performing relevant work; all understand their mission and are
very knowledgeable of their respective Service’s warfighting requirements.

e While there are high-quality S&T programs at each of the laboratories that have the
potential to make a significant impact on the warfighting capabilities of the armed

" In this report, the term “requirement” is generally used in the colloquial sense pertaining to future
warfighting concepts, capabilities, and needs.
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services, there were very significant differences in quality between the best and “the
rest” of the programs presented.

The team found a much heavier emphasis on command R&D (i.e., problems of a
short-term, “quick-fix” nature). This is understandable, given that these are more
engineering centers than laboratories.

Operating environments affect laboratory performance.

Surveys show that the customers are involved and largely satisfied, but that there are
also significant indications of concern.

The laboratories are more stove-piped than they should be, with an almost exclusive
focus on their own Services.

Recommendations

Two of the three sites visited spent only about $1-2 million annually on research;
most of them focus on applied research and advanced technology development. The
study team concluded that this amount is not enough to conduct significant research
explorations of a long-term, high-risk nature with a potential of revolutionary payoff.
The study team strongly endorses a viewpoint expressed in a long line of studies
beginning with the 1962 “Bell Report.” That report, written by President Kennedy’s
Commission on Government R&D Contracting after the contracting abuses of the
1950s, affirmed the importance of maintaining in-house technical competence.
Much more needs to be done to create a “purple” or “virtual joint” laboratory,
especially in the IT/C4 area.

Project Impact

This report has been briefed and given to its sponsor, the Director, Defense Research and
Engineering (DDR&E), Office of the Secretary of Defense. CTNSP used the findings in
this report to suggest that the Information Science and Technology Laboratories are the
most viable to become an integrated “joint” laboratory.
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A Study of the Connectivity between the Defense Laboratories, Industry,
and Academiain the Area of Information Technology
Dr. Alan Berman, July 2003 (revised April 2004)

Nature of Project

This report was commissioned to assess the current status of the DoD Laboratories’ work
in IT and the status of their relationship with the IT industry. The scope was later
expanded to include their relationship with academia and other DoD laboratories. The
impetus for the study was the Congressional mandate in FY02 for CTNSP to develop a
pilot program “to find practical ways in which the defense information technology
community can gain a mutual understanding of defense needs and industry capabilities
and identify opportunities to integrate information technology innovations into the U.S.
military strategy.”

The defense laboratories, given their size and focus, are the best places to create an
ongoing interface with research in the commercial IT industry. These defense laboratories
are not taking the lead, because the commercial sector is so far ahead. The people
working at the branch level in the laboratories need to be in constant contact with their
counterparts in the private sector. The project was designed to find out to what degree
this is occurring.

Project Summary

There are many ways that a DoD IT laboratory can interact with commercial
organizations, academia, Federally Funded Research and Development Centers
(FFRDCs) and other DoD and Government organizations that sponsor IT R&D. The
modes of interaction considered by the CTNSP study team included:

e Cooperative research and development agreements (CRDAS)

e Sponsor-directed joint activities with industry or academia

e Service as contracting officer’s technical representative (COTR) for IT R&D
contracts with industry and academia

e Contractual relationship (industry or academic organization works for DoD IT
laboratory under contract)

e DoD IT laboratory serving as contract monitor or agent for the Office of Naval
Research or the Defense Advanced Research Projects Agency to oversee/manage
R&D activity with industrial or academic performing organization

e 10 U.S.C.2563 “Sales of Articles or Services” agreements with industrial funding

of DoD IT laboratories by industrial sponsors

Faculty sabbaticals or summer employment

Licensing and royalty agreements

Joint authorship of papers submitted to refereed journals

Direct support of graduate student research (salary and facility support)

NRC/NAS/NAE post-doctoral programs

Specialized local area partnerships (e.g. Center for Commercialization of

Advance Technology)
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e Membership in state or university sponsored consortia (e.g. California Institute for
Telecommunications and Information Technologies)

e Ad hoc professional relationships between laboratory staff members and their
peers in industry and academia

All of the organizations reviewed by the team could claim that, to some degree, they used
all of these modes of interaction.

In response to its tasking, the team visited the following DoD IT laboratories:

e The SPAWAR Systems Center San Diego (SSC-SD)

e The Naval Research Laboratory (NRL), Washington, DC

e The Air Force Research Laboratory Information Directorate (AFRL/IF) or
(AFRL-RRS) Rome, NY

e The Communications-Electronics Command (CECOM) Research, Development
and Engineering Center (RDEC), Fort Monmouth, NJ

e The Marine Corps Warfighting Laboratory (MCWL), Quantico, VA

A typical visit involved an initial informal interview with the senior technical official and
members of the senior management staff. The objectives of the visit were explained and
the reactions of local management to the issues of laboratory interactions with industry,
academia, FFRDCs, and sponsoring organizations were elicited. The informal interview
was typically followed by a formal brief that presented the organization’s overview of the
situation. The overview brief was followed by briefings presented by 8 to 12 mid-level
managers (typically branch heads) who discussed their programs, constraints, branch
culture, and interactions with external organizations. Time was left for interactive
discussions between the study team and the presenters. At the end of the day, a wrap-up
discussion was held with senior laboratory management to discuss the sub-group’s
impressions.

Findings

e The level and types of interactions between DoD laboratories, IT industry, and IT
developments in academia are generally strong and healthy.

e The scale and quality of collaborations between the DoD IT laboratories and the
IT industry appear to be adequate, with mechanisms available to implement such
interactions. Some technical and legal impediments exist, but management has
always been able to find work-around solutions.

e Laboratory interaction with the IT industry is a function of the nature of the work
of each laboratory, its perception of its mission, and its sources of funding.
Laboratories use the same techniques to foster interactions with industry and
academia.

e For a majority of the laboratories visited, management was proud of the
professional interactions and the positions of influence that staff members hold in
the worldwide IT community.

e [t is important that Service laboratories have internal expertise to link to their
external collaborators to advise senior leadership on acquisition decisions.
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Recommendations

e DoD should submit an annual report to Congress that summarizes the extensive
nature of the entire range of interactions of DoD IT laboratories with industry and
academia. The report should be given broad dissemination and should be
highlighted as one of the significant contributions of these organizations to the
continuing development of the Nation's information technology infrastructure.

e The ad hoc nature of the numerous interactions that were discussed in this report
should be institutionalized by a system of rewards and incentives. Among the
rewards and incentives that should be considered are:

o

Financial awards or other recognition for DoD employees who serve as
co-authors of publications with colleagues affiliated with industrial or
academic organizations.

The establishment of a designated overhead account to pay for the
activities of DoD IT laboratory personnel in support of national
professional IT societies and standards-setting panels.

Annual performance evaluation factors of senior DoD IT laboratory
managers should include activities that have resulted in demonstrable
improvements in the interactions between their organizations and IT
organizations in industry and academia.

Agencies that sponsor IT S&T activities in DoD laboratories should be
directed to designate a small, fixed percentage of the funds that they
transfer to the DoD IT laboratories for exclusive use as seed money for the
development and support of new interactions with industrial and academic
IT organizations.

e When setting up external centers of excellence for collaboration, the defense
laboratories should:

o

(0}

o
o

Select the topical areas through a careful assessment of internal strengths
and weaknesses.

Build external capability through consortia of academia and industry
rather than individual firms or schools.

Make certain internal matching strengths are well supported.

Require agreement as to the movement of staff to and from centers.

Project Impact

The results of this study were included in briefing packages to Rep. Adam Smith (WA)
and his staff. This report is publicly available on the CTNSP website but has not been
formally published.
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C. NATO Allies and Partners

NATO Technology: From Gap to Divergence?
Donald C. Daniel, July 2004

Nature of Project

The key premise of this report is to bring attention to the widening technology gap
between the United States and NATO that, if left unchanged, could challenge the ability
of NATO to function as a cohesive, multinational force in the future.

Project Summary

Over several decades, great disparities in the funding of defense research and technology
by NATO members has produced a widening technological gap that threatens to become
a divergence. The technology gap, in turn, is creating a capabilities gap that undercuts the
operational effectiveness of NATO forces. But this divergence can be stopped. With
slight modifications to current total defense expenditures, and using funds that will be
available as they restructure their forces, European members could not only double their
current investment, but take significant strides to ensure that they are not left behind in a
world dominated by technology.

In addition, and of equal importance, the United States must share more of its
fundamental basic and applied research with NATO partners, take a greater role in
NATO’s Research and Technology Organization (RTO), and increase participation
across all technical areas in the RTO.

Findings

e The widening NATO capabilities gap is driven by many elements, the most important
of which is defense spending.

e Small, but consistently sustained, investments in research and technology could make
a significant difference in the technology gap.

e The United States invests over $13 billion annually in defense science and
technology, exceeding the total annual defense investments of each of its NATO
allies, except the UK, France, Germany, and Italy.

e The United States is the only nation in the world investing significantly in longer-
term technologies, such as hypersonics.

e The order-of-magnitude differences in defense funding between the United States and
other NATO members, if sustained, eventually will cause such a wide gap in
technical capabilities that a divergence will occur.

Recommendations

e Every NATO member should commit to invest 3 percent of its military budget in
defense research and technology programs.

e The United States should take a much more active role in sharing basic and applied
research with NATO partners.
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e Three key technologies should receive priority consideration for funding because of
their importance to the mission of the NRF: information technology, distributed
mission training, and sensor fusion.

e The RTO should seek more involvement and participation with defense industries
from both sides of the Atlantic.

e The RTO should request the NATO Industrial Advisory Group (NIAG) to investigate
the possible role of defense industries, with specific emphasis on the magnitude and
technical excellence of non-government-sponsored, defense-relevant, industrial
research.

Project Impact

This report was written by the Chairman of NATO’s Research and Technology Board,
who sought to implement many of the recommendations directly. The report has been
briefed many times to a wide variety of audiences and has enjoyed a large audience in the
NATO defense community in Europe. The paper was briefed in March 2005 in Paris,
France, to the Federation for Strategic Research (FRS)/Royal United Services Institute
for Defence and Security Studies (RUSI) Seminar on “Science and Technology for a
Transforming Alliance,” and to the NATO Army, Navy and Air Force Armament Group
Chairs, as well as the NIAG Chair. It has also been briefed approximately four times at
the NATO Staff Officers Orientation Course at NDU.
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Bridging the Gap: European C4ISR Capabilities and Transatlantic
Interoperability
Gordon Adams, Guy Ben-Ari, John Logsdon, Ray Williamson, November 2004

Nature of Project

The study analyzes the deployed and planned command, control, communications,
computers, intelligence, reconnaissance, and surveillance (C4ISR) capabilities of seven
European countries: France, the United Kingdom, Germany, Italy, the Netherlands,
Spain, and Sweden. Capabilities discussions are divided into command and control (C2),
communications and computers, and intelligence, surveillance, and reconnaissance (ISR).
The study examines the extent to which advanced C4ISR and network doctrines figure in
the defense planning of these nations and explores the extent of interoperability within
and between these national forces and between the European forces and those of the
United States. The study also examines the C4ISR doctrines and capabilities of the
NATO alliances and C4ISR related work being done under the aegis of the European
Union.

Project Summary

This study is the result of a two-year examination of the presumed defense technology
gap between the United States and Europe. Its focus is information and communications
technologies and their integration into military systems in what has come to be called
network-centric warfare. These C4ISR technologies are at the heart of modern
warfighting. They act not only as force multipliers for the military platforms into which
they are integrated, but also as the means to better link air, sea, and land forces.
Moreover, they can connect forces of different nationalities, enabling interoperability and
the efficient use of military resources.

Findings

e The “gap” is overstated: Europe possesses considerable C4ISR technology and
capabilities in defense and commercial sectors, can compete and cooperate with the
United States, and can work interoperability issues.

e No European country takes a network-centric approach; “plug and play” is a good
option for linking into U.S. systems.

Recommendations

e The EU needs to make intra-European and transatlantic interoperability in C4ISR
within EU and NATO defense planning concept a priority. The study suggests that
this commitment is not strong at the trans-European level and is uneven at the
transatlantic level.

e Europeans need to have a clearer focus on C4ISR and inter-European as well as
transatlantic interoperability, within NATO and within EU defense planning contexts.

e U.S. policy needs to understand European strategic perspectives, take European
C4ISR technology and intentions seriously, work through NATO for greater
connectivity, and reform the U.S. export control and technology transfer regime.
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Project Impact
The study was published as CTNSP Defense & Technology Paper 5, which is distributed

broadly to technologists, scientists, and policymakers. This study has been widely cited in
the press. The article can be accessed on the CTNSP website at:
http://www.ndu.edu/ctnsp/Def Tech/C4ISR%20Gap_5.pdf.
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The NATO Response Force: Facilitating Coalition Warfare Through
Technology Transfer and Information Sharing
Jeffrey P. Bialos and Stuart H. Koehl, September 2005

Nature of Project

The report examines the issues associated with transferring U.S. technology and
information to stand up the NATO Response Force (NRF) for early entry into high
intensity conflicts.

Project Summary

At the Prague Summit in 2002, NATO Heads of State announced the creation of the
NREF, a relatively small expeditionary force for “spearhead operations” in out-of-area
conflicts. The central concept was to create, over time, an advanced, primarily European
force for high-intensity conflicts that would catalyze force transformation and capability
acquisition in Europe, promote transatlantic force interoperability, and provide Europe
with out-of-area capabilities to match its new strategic direction. The hope was that this
type of operational force would help revitalize the NATO alliance and improve
transatlantic security relations.

A six-month rotational force, the NRF will have three phases of development: the stand-
up of an initial “spearhead” force in 2004-6; full operational capability in 2006 (using
European ground elements together with U.S. “enablers” in areas such as intelligence and
surveillance and reconnaissance; and, in 2013 and beyond, the integration of European or
NATO “enablers” as Europe and/or NATO acquire advanced capabilities.

Undoubtedly, the sharing of U.S. technology and technical information would facilitate,
and in some cases be essential to, the development and fielding of a highly capable and
interoperable NRF. Unfortunately, however, the history of recent transatlantic armaments
initiatives suggests that the complex problems associated with such technology and
information sharing with the United States could be a significant limiting factor in
standing up the NRF. Hence, this study is primarily an examination of the issues
associated with transferring U.S. technology and information needed for standing up such
an advanced force for early entry into high intensity conflicts.

Section I of the analysis includes an understanding of the purposes, operational realities
and developmental path of the NRF. Section II identifies and prioritizes the technology
transfer and information sharing needs associated with standing up the NRF, including
those related to force operation and doctrine, interoperability, and the incentives in the
acquisition of enhanced capabilities. The research is based upon projections about the
force’s likely trajectory. Section III assesses the specific technology transfer issues,
concerns and impediments likely to arise with respect to the releasability of needed
technologies, and information sharing under applicable U.S. laws, rules and policies. This
section also provides recommendations on specific and realistic steps needed to address
these concerns so that the NRF can achieve its stated purposes.
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Findings

e The NRF—a tenuous link between goals and operations.

0 There is no specific plan or roadmap regarding how the NRF will catalyze
the acquisition of new capabilities.

0 There also is no clear plan to facilitate NRF interoperability.

0 There is no clarity concerning the extent to which the United States will
contribute its advanced net-centric “enablers” during NRF Phase II.

o Critical NRF technology transfer needs relate to interoperability and long-term
capability acquisition.

0 Interoperability concerns, technology transfers, and information sharing
are necessary for full situational awareness.

0 Acquisition issues must be addressed to meet the long-term goal of
European capability acquisition for NRF phase III.

e Current U.S. policy and processes would likely result in a constrained NRF with
limited interoperability, limited connectivity to advanced U.S. net centric warfare
enablers and, hence, less potency as an expeditionary force.

0 The cumulative thrust of current U.S. policies and programs undermines
rather than facilitates allied force interoperability.

0 U.S. national disclosure policy and technology transfer rules are at odds
with a changing security paradigm with an emphasis on coalition
warfighting.

0 Interoperability initiatives have not been successful.

0 The “interoperability gap” will worsen, not improve, due to divergences in
transatlantic spending patterns.

Recommendations

e Develop overall C4 architecture for use with potential coalition partners.

e The United States and its NATO partners should adopt a range of other necessary
steps to improve interoperability.

e The United States should adopt new “top down” approaches to technology
transfer and information sharing— including considering “one stop shopping”
modalities and other more flexible mechanisms that recognize the necessities of
sharing information on a sustained basis during the planning, training, and actual
operations necessary for successful coalition operations.

e The United States should adopt a more flexible approach to information sharing
that gives more priority to coalition warfare.

e The United States should tackle the “enabling” issues of technology transfer
reform, exert leadership, and develop meaningful and comprehensive modalities
to this end.

Project Impact

The research was published as a CTNSP Defense & Technology Paper 18 with a
distribution of 1,500. The report can be found on the CTNSP website at:
http://www.ndu.edu/ctnsp/Def Tech/DTP%2018%20NATO%20Response%20Force.pdf.
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Transforming NATO Command and Control for Future Missions
Charles L. Barry, June 2003

Nature of Project

This report analyzes NATO’s transforming C3 systems as well as its Communications
and Information Systems (CIS) architecture. It is the result of a year-long study of
emergent decisions to make alliance decisionmaking, planning, and implementation of
forces more responsive to new missions. In particular, it looks at how NATO is
integrating its networks to facilitate rapid political-military decisionmaking with capital
cities and to create a mobile, net-enabled response force to implement collective
decisions.

Project Summary

NATO C3 and CIS are examined in depth, and the report concludes that the blueprint for
transformed alliance command and control are in place. The main factor impeding its
realization is national investment in the systems necessary to network forces as
prescribed by NATO’s latest technical and operational architectures, including C3 for
forces deployed well beyond NATO frontiers. Nations are also slow to agree to increase
NATO spending on CIS. Notwithstanding, the analysis concludes that almost all legacy
systems are programmed for replacement by newer systems largely based on COTS
systems that are less costly and more readily upgradeable. While the command structure
is more streamlined and newer systems are slowly coming on line, some basic references
have not been changed, such as interoperability levels and command relationships. These,
too, will have to come under scrutiny by Allied Command Transformation as NATO
gains operational experience in extended range C3. This report should be re-examined in
2006 due to the rapid pace of change toward networked forces and continuing mission
evolution, including the growth in NATO stability operations.

Findings

e NATO has been transforming its forces since the end of the Cold War from a
focus on territorial defense to a focus on crisis response in protection of collective
allied interests far beyond Europe. The political decisions on mission
transformation, though slow and deliberative, are largely complete.

e The acquisition of military capabilities to perform new missions remains
hampered by resource constraints, especially at the national level among
European NATO members.

e Alliance adoption of emerging operational CIS has progressed faster because
experimental systems can be procured by the responsible NATO agency when
funded by NATO commanders with limited resources, both for exercises and
actual NATO operations in Bosnia, Afghanistan, and elsewhere.

e However, deployed NATO forces require new doctrine for logistical support and
sustainment cost sharing that recognizes that few nations can sustain their own
forces over long distances independently—nor should NATO want multiple
independent logistics communications, information, and transportation systems.

e The NATO system of standards setting remains archaic and is far too slow for the
pace of CIS coming into military use by networked forces. Before a standard is
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agreed by all NATO nations, the technology under consideration is often already
obsolete.

Recommendations

e NATO should expedite the acquisition of systems its members have already
agreed are essential to transform NATO forces for future missions.

e NATO members should increase their national investment in CIS so that they do
not become disconnected as NATO transitions to deployable network enabled
operations.

e As a priority, NATO should concentrate on transformation of the necessary C3
systems and CIS to support the NATO Response Force and a deployable
Coalition JTF HQ and Logistic Center.

e ACT should invest in the necessary exercises, experimentation, and joint
multinational doctrine to establish optimum alliance network enabled forces and
supporting command and control architectures.

Project Impact

This analysis has been widely hailed for its thoroughness and comprehensive analysis of
all aspects of NATO command and control. It is valued in particular for grounding
NATO CIS in the context of the full breadth of command and control transformation,
including command relationships, levels of interoperability, various response force
structures, and major systems architectures. The paper has been widely distributed,
including overseas, in print and electronic formats. It has been selected as a reference at
the NATO library in Brussels. Due to the pace of systems and mission evolution, there
have been calls to reexamine NATO’s command and control transformation in 2006. By
then, with the NRF fully operational, the contribution to future missions, including
stability operations, will need to be better understood from a U.S. perspective. The paper
can be found on the CTNSP website at:
http://www.ndu.edu/inss/DefHor/DH28/DH28.pdf .
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Sweden’s Approach to the Utilization of Commercial Information
Technology for Military Applications
Franklin D. Kramer and John C. Cittadino, October 2005

Nature of Project

This paper focuses on the policies and processes that enable the Swedish military’s
successful use of high-technology military capabilities to compensate for a small standing
force. Sweden was picked as a case study to examine government-industry relations to
determine ways to improve DoD’s ability to capitalize on the use of commercial
information technology (CIT) in military systems.

Project Summary

This case study found more similarities than differences in Swedish and American
policies and processes for acquiring CIT for military systems. The most significant
difference is that in Sweden, the policy for maximum utilization of CIT has been
embraced by government and industry participants in the acquisition process, whereas
Americans still debate whether CIT can do the job in warfighter or other DoD
applications. Furthermore, Sweden has initiated an acquisition process that routinely
examines all requirements to determine the potential to do the job with CIT and then
performs tradeoff analyses to determine acceptance.

Findings

e Swedish acquisition policy requires that commercial technology be used in military
systems wherever possible.

e A 1999 parliamentary decision put the Swedish armed forces on a path of
modernization to counter lack of manpower with sophisticated technology, mobility,
and adaptability to meet new and unforeseen threats. This in not unlike the American
approach to military transformation.

e The Swedish approach to military use of CIT cannot simply be transplanted to the
United States since Swedish policies in this area are new and the government does not
yet have much experience with the results.

e Sweden enjoys many advantages over the United States in innovating in procurement:

0 The nation and its armed forces are small; fewer and smaller programs
simplify monitoring for CIT applicability and performing tradeoff studies to
ascertain acceptability.

0 Acquisition is centralized, and a small (20-person) headquarters staff can
ensure that the policy of employing CIT is being followed to the highest
degree practical.

0 Many of Sweden’s military systems are procured internationally.

Recommendations

e Establish a center of excellence to monitor the status of CIT and publish information
online for all DoD developers. Such a center could be established at JFCOM in
conjunction with its C4ISR testbed capability.
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e Establish a methodology to be used by all DoD acquisition centers to review new
developments and major upgrades for applicability of CIT to meet requirements. Such
a methodology could be developed at the Defense Acquisition University.

e Include in the Defense Acquisition Board process a requirement to present tradeoff
analysis on CIT considered to meet program requirements.

e Rather than develop a new system (primarily software) to meet the way the
organization “has always done business,” encourage the user to consider changing the
way of doing business when a CIT product implements a more efficient/effective
way.

¢ Introduce more flexibility in acquisition by providing a statement in all RFPs that use
of CIT is encouraged and that tradeoffs, including the opportunity to challenge
specifications, are invited.

e Explore methods of motivating defense contractors, especially the major system
integrators, to use more CIT vice tailored development.

e Take a more proactive role participating in international standards organizations to
influence and stay abreast of commercial standards that drive new technology.

Project Impact

The report was published as Defense Horizons 50 and distributed to over 4,000 people.
The report can be found on the CTNSP website at: http://www.ndu.edu/ctnsp/

defense horizons/DH_50.pdf .
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D. Asian Nations

Beyond the Mainland: Chinese Telecommunications Expansion
Robert C. Fonow, July 2003

Nature of Project

Commercial Information Technology (CIT) is now available globally—it is no longer a
technology the United States or DoD has proprietary rights over. CIT is growing not only
with our European allies but with potential adversaries as well. This article examines the
international security implications of Chinese telecommunications expansion.

Project Summary

Telecommunications development, a major component of IT, is a function of national
capabilities. In the last 10 years, China has developed one of the most advanced
telecommunications infrastructures in the world, partly through the purchase of several
large telecommunications networks in Asia that were previously owned by U.S.
investors. The result is that the American telecommunications manufacturing industry has
predominately moved to China. Through its growing telecommunications industry, China
has experienced improvements in engineering and network operations, as well as an
enhanced management and executive capability at the expense of U.S. technological and
commercial hegemony. This in turn has facilitated the general expansion of IT in China.
Notable is the impact that information technology will have on the advancement of
Chinese warfare. The growth and development of China’s telecommunications assets
pose a national security threat to the United States. Without stronger U.S. trade
diplomacy, China will eventually usurp the advantages held by the United States in
controlling the telecommunications environment in Asia and between the United States
and Asia.

Findings

e Several features are notable in China’s technical policy, including import
substitution to protect domestic industries by subsidizing local firms, financial
support for indigenous technology products, and increasingly open policies
designed to attract foreign investment and technology flows.

e China’s reliance on an external market will mean an increasing emphasis on the
importation and replication of configuration technologies rather than a reliance on
complete systems, which include proprietary knowledge, which is more difficult
to engineer. This poses a threat to the preservation of U.S. technology and
research and development.

e China’s expansion into international telecommunications will make it more
difficult for U.S. diplomats and trade negotiators to mold economic policies in
Asia.

e Recent advances in Chinese commercial technology development indicate a
capability for similar military advances, particularly information warfare. China’s
accumulation of wealth from its telecommunications industry could also be used
to purchase weapons.
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Recommendations

e A favorable competitive climate should be ensured within the United States to
accelerate technical innovation. The Federal Communications Commission must
begin to recognize that it is now an instrument of national security.

e Policymakers, specifically the Committee on Foreign Investments in the United
States, must become more aware of the complexities and interlocking ownership
of the international telecommunications infrastructure.

e [t is important to keep a close watch on the contribution that American allies
make to Chinese technology.

Project Impact

Published as Defense Horizons 29 and distributed to 4000 people. The report can be
found on the CTSNP website at: http://www.ndu.edu/inss/DefHor/DH29/DH29.pdf.
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Global Networks: Emerging Constraints on Strategy
Robert Fonow, July 2004

Nature of Project

This article assesses the changing geopolitical structure of the international
telecommunications system and analyzes the problems for the United States in a vastly
expanding information technology environment.

Project Summary

The international communications system is rebalancing into new centers of influence
and innovation—Europe, India, and China are emerging as centers of IT development. If
the current trend of regionalization of communications technologies persists, the United
States will be hard pressed to keep a strategic advantage in network capability. There is
also a trend of an emerging unitary global telecommunications system outside the
complete control of any one political sovereign. Three aspects of the international
telecommunications infrastructure are factors in the rebalancing of the system: the basic
units of networks are still domestic networks that are connected by international hubs;
national government funding for research and development is being replaced by funding
from multinational corporations; and technology sharing and imitation is occurring. The
result is the closing of the technology gap between the United States and other countries.
At the very least, American technical power, and by extension its military power—
especially aspects that are based on international communications networks—may be
severely constrained in the future.

Findings

e The emergence of communications clusters will lead to the extension and
solidification of regional culture (i.e. the extension of Chinese culture throughout
East and Southeast Asia).

e In India, the economic development initiated by homegrown entrepreneurs may
give India a long-term advantage over China. India has spawned a number of
indigenous companies that compete internationally with the best American and
European companies.

e Chinese companies are likely to replace Western companies as vendors of choice
for infrastructure expansion in developing countries based on China’s low-cost
equipment and expanding research and development spending.

e China is joining India and the Philippines as a destination for outsourced service
jobs.

e While Europe as a whole seems reluctant to use telecommunications and IT to
operate more efficiently and to exploit market opportunities, specific countries are
finding unique niches in telecommunications. Finland is the most “wired” country
in the world and home to Nokia, and Russia has critical technical ties with China
and India.

e Since telecommunications facilitates information warfare and network warfare as
much as it facilitates trade, political control of military technologies is becoming
increasingly difficult. China and India will be able to develop offensive
information warfare capability.
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e Ultimately, the security of the United States, in a strategic environment dominated
by information and network warfare, depends more than ever on the education of
its population. More specifically, enlisted recruitment and retention, key factors in
maintaining service-level information warfare capabilities, will increasingly
depend on educational and promotional opportunities.

Recommendations

e From a public policy perspective, it will become increasingly important to fund
American postgraduates for programs abroad to understand the international
telecommunications system in depth.

e Scholarships are needed to send both civilians and junior military officers to
technical and management programs in countries such as China, Russia, India,
Romania, Brazil, and Indonesia.

e The human resource and training functions of the military must also change to
ensure a very high degree of information warfare capability. The military should
send more junior officers abroad on Master’s degree and Ph.D. programs—and to
civilian universities, not just military academies.

e DoD should support accelerated degree programs at an undergraduate college for
enlisted and junior noncommissioned officer staff. Prototypes of this program
could be developed by the National Defense University. The objective would be
to produce trained cadres of information warfare specialists in the mid- and senior
enlisted ranks.

Project Impact

Published as Defense Horizons 43 and distributed to 4,000 people. The report can be
found on the CTSNP website at: http://www.ndu.edu/ctnsp/defense horizons/DH43.pdf.
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The New Reality of International Telecommunications Strategy
Robert Fonow, January 2006

Nature of Project

This paper traces the relative decline of U.S. telecommunications leadership from both
geopolitical and technical perspectives, as well as discusses the problems that this decline
produces in the area of U.S. network-centric military operations.

Project Summary

As unlikely as it seems, the United States is rapidly losing primacy in international
telecommunications. Within five to ten years, the United States will be one of several
regional telecommunications centers, and not necessarily the most powerful and
influential. This is a consequence of greater intra-regional telecommunication links
between Asian and European networks, accelerating technical expertise and changing
education demographics within these regions, the capability of competitive nations to
develop leap frog technologies in IT, and technology transfer of commercial IT and
outsourcing of their manufacture to competitive countries outside of the United States
These telecommunications trends have profound effects on U.S. national security. The
telecommunications network system that the battle space relies on is not only
experiencing competition, but is more than ever depending on a fragile
telecommunications network infrastructure that is increasingly international and ceasing
to be controlled by U.S. military authorities. This represents a threat to future U.S.
military operations in the area of network-centric warfare.

Findings

e The United States owns only a very small share of the international
telecommunications network; U.S. network operators in the international
telecommunications market have been replaced by Chinese and Indian companies.

¢ Increasingly, network-centric warfare will depend on foreign manufactured
equipment at the end of foreign-managed circuits, and run by foreign contract
engineers. The leading American companies producing and selling net-centric
operations (NCO) equipment and services are, more and more, the assemblers and
sales distribution channels of Chinese manufacturers.

e Most DoD traffic crosses other national networks, including those of potential
adversaries, thus foreign nationals control U.S. military information once it leaves
the United States Though U.S. critical military traffic is encrypted, other countries
control much of the routing infrastructure.

e Much of the equipment and software that supports NCO is based on open
systems. All potential adversaries have the same equipment and operating
systems. It will become increasingly difficult to develop unique applications that
cannot be replicated.

e NCO rests on a very fragile infrastructure that can be crashed by anyone with a
serious intention to do so. The vulnerability points are easy to locate and easily
destroyed by any reasonably informed terrorist organization, and certainly any
state adversary with its own telecommunications infrastructure. Particularly, U.S.
leadership is threatened in the telecommunications technologies that make up the
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underlying routing and protocol fabric of the Internet. Internet Protocol version 6
is of particular importance because it will be the primary Internet connection
protocol for both military and security applications worldwide.

e Chinese R&D is sufficiently robust now to enable China to develop its own
communications systems and the software to run them. R&D activity includes
integrating foreign technology with local systems or making foreign technology
compatible with Chinese technical standards. This latter form of knowledge
transfer (systems and standards integration capabilities), in particular, could be
useful to China’s defense modernization goals, especially in developing low-cost
asymmetric capabilities. The growth of the low-cost base software and
semiconductor industry in China, which provides the underlying technologies for
all equipment and applications, permits experimentation in product design and
development.

Recommendations
e There is a need for a more highly developed awareness of the technical power,
particularly in telecommunications, of U.S. economic competitors and potential
adversaries. The United States must reexamine its current defense policies in
regard to telecommunications so that U.S. national security is not threatened by a
decline in telecommunications leadership.

Project Impact
Published as Defense & Technology Paper 23, January 2006.
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