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agencies can be less than one-third of full-time U.S. personnel. While most of the increases have come
from the Departments of Defense, Justice, and Homeland Security, 27 U.S. departments and agencies
are represented at overseas embassies.”

Country teams, in which Federal representatives at the country level meet under the leadership of the
ambassador, have limited capabilities and generally do not address issues at the regional level. Also, no
amount of asserting the ambassador’s authority, whether by Presidential decree or memorandum of
understanding, has been able to overcome conflicting agency agendas, resources, and authorities. The
ambassador has little influence over the non-foreign affairs agencies represented at an embassy, which
take their direction from their headquarters in Washington—and sometimes that direction conflicts
with the ambassador’s vision. In a recent study advocating the creation of “frontline country teams,”
the authogs stress that the success of the country team depends on enhancing the ambassador’s
authority.

Nonetheless, the country team can serve as a clearinghouse for information-sharing and program
deconfliction, as can the regiona commands, where interagency presence is expanding.

Joint Interagency Coordination Groups and Regional Commands

All regional commands have a Joint Interagency Coordination Group (JACG) or JACG-like
capability embedded in their staff structures.” What initially started as an urgent, post-9/11 need for
interagency coordination on counterterrorism issues has since evolved into varying capabilities,
depending on the needs of the command, including full-spectrum interagency coordination.

Joint Interagency Coordination Groups

JACGs are advisory staff elements with varying degrees of interagency representation on COCOM
staff designed to meet the specific needs and organizationa structures of the command. It should be
noted that these JJACGs do not have operational authority. ambassadors and country teams have no
direct relationships with JACGs.® Briefly:®

e EUCOM has renamed its JACG, caling it the Commander’s Interagency Engagement Group
(CIEG), a specia staff element under the chief of staff.

e CENTCOM has reorganized its JJACG into an Interagency Task Force for Irregular Warfare
(IATF-IW), acombined operations, intelligence, and interagency organization.™

e PACOM’sJACG isadivisionunder J5 and J-3.

e NORTHCOM has an interagency directorate, the largest interagency component of the
COCOMSs with the participation of over 60 U.S. departments and agencies.™*

e TRANSCOM’sJACG isaspecia staff element under the chief of staff.

® Argyros, Grossman, and Rohatyn, 47.

® Christopher Griffin and Thomas Donnelly, “ The Frontline Country Team: A Model for Engagement,” American
Enterprise Institute, June 2008.

"USIFCOM J-9.

8 “ Embassies as Command Posts in the Anti-terror Campaign.”

® USIFCOM J-9.

19 USCENTCOM characterizes the reason for the May 2008 reorganization to include the desire to move from soft
coordination to action, to increase intelligence leverage, and to support the Pentagon’s move for an irregular warfare
requirement. USCENTCOM brief: JACG to IATF-IW, June 11, 2008, source JFCOM.

" Richard D. Downie, “Reforming U.S. Foreign Policy Implementation: Creating a Global System of Regional Civilian-
Led Interagency Operations,” April 30, 2008.
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e AFRICOM has created a Deputy for Civil-Military Affairs (DCMA) and has been stood up
with the intention to be afully integrated civil-military staff.

e SOUTHCOM has transformed its JACG into a J-9 interagency “partnering directorate” with a
civilian deputy.

The creation of AFRICOM and expansion of SOUTHCOM' s interagency composition (both of which
are discussed in more detail below) represent a growing recognition that many U.S. national security
priorities are transnational in nature and are best addressed within a regional, multi-agency approach.
A “3D” security framework recognizes diplomacy, development, and defense as equal pillars in the
implementation of national security policy.™® Phase 0 operations, which focus on preventing conflict
and addressing the root causes of insecurity, require a concerted whole-of-government, 3D approach.
Existing national security structures do not accommodate a broad regional approach. The 2008
National Defense Strategy states, “A whole-of-government approach is only possible when every
government department and agency understands the core competencies, roles, mission, and capabilities
of its partners and works together to achieve common goas,” and points to AFRICOM and
SOUTHCOM as moves in the right direction.™

As noted earlier, the reach of country teams in embassies is limited to individual nations. While
COCOM areas of responsibility encompass entire regions, those organizations are military, and, until
recently, did not have interagency components. Attempts to increasingly involve interagency
components at COCOM s represent a regionalization of the country team concept. However, no amount
of interagency cooperation at the COCOM-level can overcome the following facts:

e JACGsand JACG-like elements lack operational capability.

e The absence of acivilian-led regional structure (asa COCOM counterpart) to focus on conflict
prevention.

e During crises, the organization with the money has the de facto lead.

e Stovepiping and competing interests of various agencies trandate into the pursuit of narrow
objectives with their own monies.

e There do not exist in the U.S. Government people who are concerned with the Government as
awhole and can make choices that are not turf-related.

e The lack of real authority of the commander (or, for that matter, the ambassador) over other
agencies represented at the command (or embassy).

e The limited civilian agency capacity to support the broad array of COCOM activities. The
civilian agencies do not have the people to spare except at the expense of their organizations
missions.

e Incompatible networks and collaboration software (including security protocols, policy, and
culture), which poses challenges to sharing information and knowledge.*

e Impediments to coherent regiona policy development and implementation caused by in
consi stent geographic boundaries among USG agencies.

12 isa Schirch and Aaron Kishbaugh, "Leveraging '3D" Security: From Rhetoric to Reality" (Silver City, NM and
Washington, DC: Foreign Policy In Focus, November 16, 2006).

3 The National Security Srategy of the United Sates of America (Washington, DC: The White House, June 2008), 17-18.
¥ JFCOM J-9.
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There seems to be general agreement that an integrated whole-of-government approach is needed to
effectively implement U.S. policies and plans during complex operations. Agreement is lacking over
the best way to organize Government assets in both peace and conflict.

AFRICOM

AFRICOM, formally established October 1, 2008, came about in response to the evolving geostrategic
environment in Africa and a defense strategy that focuses on conflict prevention, or phase zero
operations.”®> Combining a geographic area that formerly was divided among three geographic
commands—EUCOM, CENTCOM, and PACOM—AFRICOM has the advantage of starting with a
clean date and has established a command structure that fully integrates civilian and military staffs.
Sometimes referred to as a “combatant command plus,”*®* AFRICOM has dispensed with the J-codes
common to other unified commands, organizing itself instead across six categories with broader focus
and the integration of interagency leadership and representation®’.

e OQutreach—responsible for interagency partners and the international community; its director is
a Department of State civilian.

¢ Intelligence and Knowledge Devel opment—capacity-building to head off the advent of acrisis
that may lead to conflict; headed by a senior intelligence civilian.

e Strategy, Plans and Programs—more expansive than a typical J-5; the director of programs
will be aUSAID civilian and the Department of Treasury will provide an SES-level civilian.

e Operations and Logistics—combined the two functions to ensure a coherent effort; Office of
Foreign Disaster Assistance (USAID) and Department of Homeland Security are both
represented in this branch.

e (4 Systems.

e Resources—not only the typical financial aspects, but also the manpower pieces; the deputy
director is from the Department of Commerce.

Senior positions from the Department of State, USAID, Department of Treasury, Department of
Homeland Security, and Department of Commerce have been approved. Representation from the
Department of Agriculture and Department of Energy is pending. Less senior positions will be
determined by the civilian agencies.*®

The primary focus of the command remains military-to-military relations with African partners (note
the treatment of the region as a whole rather than the single country framework of embassies).
AFRICOM will aso support U.S. Government agencies and international organizations that have
activities in the region, working on a “sustained basis to build capacity, support the humanitarian

> Phase zero is a deliberate strategy of engagement, encompassing all activities prior to phase one to prevent conflict from
developing in the first place. It consists of shaping operations, building capacity in partner nations, and placing heavy
emphasis on interagency support and cooperation. Phase zero involves the execution of abroad national strategy where
DOD is not the lead agency and its programs are only a part of the larger U.S. Government effort. See Charles F. Wald,
“The Phase Zero Campaign,” Joint Force Quarterly 43 (4™ Quarter 2006), 72-73.

161 auren Ploch, “ Africa Command: U.S. Strategic Interests and the Role of the U.S. Military in Africa,” Report RL34003
(Washington, DC: Congressional Research Service, March 10, 2008), 4.

Y Robert T. Mosller, “AFRICOM: The Road Ahead for United States Africa Command,” speech at the Brookings
Intitution, May 27, 2008.

18 “Best Practices for Geographic Combatant Command Transformations: SOUTHCOM and AFRICOM,” Institute for
Defense Analyses, April 9, 2008.
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assistance efforts of USAID and others, working with our African partners to get ahead of the problem
set to head off impending crises if necessary, or to respond as necessary.” *°

DOD has not escaped the controversy. Some, including Africans, other U.S. agencies, and NGOs,
assert that the creation of AFRICOM is an example of the militarization of U.S. foreign aid.° Vice
Admiral Moeller, Deputy for Military Operations at AFRICOM, made a point to address this criticism
during a speech at the Brookings institute. He reiterated that DOD would be playing a supporting role
to the activities of other U.S. agencies and international organizations and focusing on security sector
reform that builds local capacity.” In spite of the criticism, it is also widely acknowledged that
AFRICOM represents a positive development for U.S. Africa policy, drawing additional resources and
attention to the region.?

To underscore the importance of working with interagency partners, from the outset, AFRICOM
created a new organizational structure, establishing two deputies to the commander: a military deputy
(Deputy to the Commander for Military Operations) as at other commands and a new civilian deputy
(Deputy to the Commander for Civil-Military Activities). A foreign policy advisor (POLAD) still
reports separately to the commander. Another new command element calls for a senior development
advisor, a position specifically envisioned for a senior officer from USAID who will report directly to
the new civilian deputy. When fully staffed, the command will have approximately equal numbers of
uniformed personnel and civilians, with a large component of the civilians being from DOD.

Another feature that will set AFRICOM apart from other commands is that it will not have assigned or
allocated forces, relying instead on the global force management process. The decision was made to
stand up AFRICOM under the new NSPS personnel system, which forced the command to think in
concrete terms about the kinds of skills they wanted to bring to the command. Having to familiarize
themselves with the civilian personnel system, including training, professional development, and
recruitment, has been challenging for the military component of the command but has served to unify
military and civilians. Most notably, all employees from other U.S. Government agencies will be dual-
hatted as DOD employees, allowing them the same benefits enjoyed by DOD personnel. 2 The
ongoing issue of the limited capacity of other U.S. Government agencies to divert their personnel to
these missions remains a significant problem. %

Although AFRICOM will be headquartered at Kelley Barracks in Stuttgart, Germany, consideration is
being given to options for representation on the continent, including the expansion of military
representation in embassies. The initial reaction to locating the Africa Command on the continent has
been negative. Both domestic and international criticism has been centered on the perception that
moving the command to Africa is part of a larger goal to establish a U.S. military foothold on the
continent, DOD assurances that the intent is to establish a staff headquarters and not a military one.
African countries’ concerns range from having a foreign military presence within their borders to an
American presence emboldening domestic terrorist groups.”

19
Moeller.
% Transforming National Security: AFRICOM—AnN Emerging Command Synopsis and Key Insights, CTNSP.
21
Moeller.
2 Transforming National Security:” AFRICOM.
23 H
. Ibid..
24 1n general, other agencies are not authorized manpower for overseas missions and their contributions to these missions
are“diversions’ from their legislative charter and authorized funding.
% Ploch, 10.
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Finally, AFRICOM s set to build upon the experiences of the only forward U.S. military presence in
the region, Combined Joint Task Force-Horn of Africa (CJTF-HOA), located in the East African
nation of Djibouti. CIJTF-HOA was established in October 2002 to detect, deter, and defeat
transnational terrorist groups in the region. Its approximately 1,500 civilian and military personnel,
however, work on a range of activities from counterterrorism to humanitarian. CJTJ}HOA has
supported 11 humanitarian missions, such as airlifting of supplies to Ethiopia and Kenya and many
civil-military operations that involve digging wells, and building and repairing schools, hospitals, and
roads. CIJTF-HOA is an example of an ongoing, phase zero, regional operation.*®

SOUTHCOM

SOUTHCOM s responsible for U.S. military efforts in Central and South America. Like AFRICOM,
its focus is on operations that are not combat-related, including counternarcotics and Plan Colombia.
Unlike AFRICOM, SOUTHCOM is a mature command that is undergoing a transformation toward a
joint and interagency operation,?’ although it has a long history of working within the interagency
community.®® Like AFRICOM, it has abandoned J-coding in favor of staff structures that integrate
individuals from other U.S. departments and agencies into the command and is in the process of
reorganizing to accommodate dual deputies to the commander, adding a civilian deputy from the
Department of State. Civilians will head the Stability Directorate, the Partnering Directorate (formerly
the JACG), and the Resources and Assessment and Enterprise Support sections; the Security and
Intelligence Directorate and the Policy and Strategy Directorate will be led by military officers. Where
civilians lead a directorate, the deputy will be a military officer and vice versa. ® Once the
reconfiguration is fully implemented (which is expected by September 30, 2008) no military staff
growth is foreseen; civilian staff growth will be dependent on agency decisions.

Approximately 35 interagency personnel are currently embedded in SOUTHCOM staff, including
Department of State, Department of Justice, USAID, Department of Treasury, Department of
Homeland Security, and the intelligence community.* Interagency interaction takes the form of
interagency coordination group meetings, which are convened to address regional topics of shared
interest to the interagency community and include hostage working groups, support and operation of
migrant camps, and hurricane relief operations, to name a few.*

Within SOUTHCOM, Joint Interagency Task Force-South (JATF-South) is an example of an
interagency, joint, international task force working to address a specific, regional issue, drug
interdiction. ** Coordinating the operations of eight U.S. agencies, the four U.S. military services and
representatives from eleven foreign countries, JATF-South, based in Key West, Florida, may be a
model of integration. The fight against illegal cocaine in Latin America requires coordinated
interagency efforts to interdict the flow of illegal drugs that crosses many boundaries and terrains

% |pid., 18-19.
# USSOUTHCOM'’ s interagency partnering and reorganization brief, CAPT Kevin C. Hutcheson,
Deputy Director for Interagency Integration, Interagency Partnering Directorate (J9), source: USJIFCOM.
%8 Plan Colombiawas a bilateral, whol e-of-government approach between the United States and Colombia that involved
successful security sector reform and an interagency team. The 500-person Joint Interagency Task Force-South (JATF-S)
conducts counter-illicit trafficking operations with personnel from all the military Services, Department of Homeland
Security, Department of Justice, the Intelligence Community, and 11 allied civilian (law enforcement) and military
(Zagrganizations See “Best Practices for Geographic Combatant Command Transformations.”

Downie.
2‘; “Best Practices for Geographic Combatant Command Transformations.”

Ibid.
¥ Downie, 5.
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(land, sea, air) in the region. Coca plants are grown and cocaine is produced in Colombia, Bolivia, and
Peru, known as the “source zone.” The “transit zone” includes every country between the source zone
and the United States.

Section 2. Interagency Cooperation in Complex Operations

Three models of interagency cooperation are discussed in this section. The Civil Operations and
Revolutionary Development Support program in Vietnam is the most complex and intense example of
civil-military cooperation in the field to date. The Provincial Reconstruction Teams (PRTS) in
Afghanistan and Iraq attempted to emulate the CORDS program in some respects, but the two actually
have little in common. Finally, a discussion of the 2004 tsunami relief operation highlights civil-
military coordination during a humanitarian response to aregional problem.

Civil Operations and Revolutionary Development Support Program

The challenges to civil-military coordination are not new. The CORDS program in Vietham was an
innovative effort to integrate interagency programs and conduct nation-building in a theater of war.
There has been no structured solution for civil-military integration during conflict at the country level
since.*® CORDS was preceded by the unsuccessful Strategic Hamlets Program, designed to deploy
together USAID, USIA, CIA, and military advisors into the provinces of South Vietnam. These
agencies worked at cross-purposes, despite President Kennedy’s intervention.® CORDS, on the other
hand, brought together over 2,500 military and civilian U.S. advisors, unified under a civilian deputy to
the commander of the military assistance command, and is cited as a model for today’s interagency
challenges. However, using CORDS as a model misses several fundamental points. The
implementation of CORDS, after other failed attempts at asserting civilian control over the Vietnamese
pacification mission, represented a massive change to the U.S. organizational and operational approach
to the Vietnam War. A change of this magnitude was possible because of President Johnson's full
support. The comprehensive nature and massive scale of the effort was a product of the circumstances
and congtraints of the time: it came late in the day, after costly U.S. military intervention, with time
constraints uppermost in U.S. policymakers minds.*® CORDS was a last-ditch effort to turn the tide by
building a counterinsurgency organization that worked alongside local security forces. Particularly
important to CORDS success was the fact that the South Vietnamese provided a significant security
component, an element that hasn’t been matched in either Afghanistan or Irag.*® The Vietnamese-to-
U.S. advisor ratio, even at the peak of American involvement, was over 100:1.%’

The architect of the organization, Ambassador Robert Komer, described CORDS as “a unique
experiment in a unified civil/military field advisory and support organization ... [where] soldiers
served directly under civilians, and vice versa, at al levels. They even wrote each other’s efficiency
reports ... and CORDS was fully integrated into the theater military structure. The Deputy for CORDS

3 Oakley and Casey.

*bid.

% Richard W. Stewart, “CORDS and the Vietnam Experience: An Interagency Organization for Counterinsurgency and
Pacification,” National War College, May 1, 2006.

% |t isworth noting that earlier pacification effortsin Vietnam had floundered because of the lack of sustained territorial
security as an indispensible first stage of pacification. The military—regarding pacification as civilian-agency business—
had never provided adequate security resources. Large-scale pacification required full-time, sustained protection at the key
village/hamlet level on alarge scale. Primary responsibility for local protection of the rural population devolved upon local
force recruited from this population itself. W. Scott Thompson and Donaldson D. Frizzell, eds., The Lessons of Vietham
(New Y ork: Crane, Russak and Company, 1977), 216.

* bid., 215.
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... [was] perhaps the first American of ambassadoria rank to serve directly in the military chain of
command as an operational deputy, not just a political advisor. The cutting edge was unified civil-
military advisory teams in all 250 districts and 44 provinces.”® Even so, during a lessons learned
conference after the war, Ambassador Komer observed that, “the military operated, and, | might add,
also the civilians, on the basis of their own internal goals, rather than in terms of any concept of overall
national, as opposed to parochial service requirements.”* That problem still exists today.

Provincial Reconstruction Teams

PRTs are America’'s newest model of civil-military integration, designed from the outset as 3D
interagency organizations, operating by consensus rather than clear military or civilian leadership. The
first PRT was stood up in 2002 in Afghanistan, where 15 different nations now run 26 PRTs. The first
PRT cameto Irag in 2005. Today, 28 PRTs operatein Iraq's 18 provinces.®

Afghanistan

Of the 26 PRTs in Afghanistan, the United States leads 12; International Security Assistance Force
(ISAF) codlition partners lead the other 14.** The size and composition of PRTs vary. In Afghanistan,
U.S-led PRTs typically consist of 50-100 personnel, of which only 3 or 4 are USG civilians or
contractors. An Air Force lieutenant colonel or Navy commander leads the U.S-led PRT, but does not
command the non-DOD civilians. In addition, U.S.-led PRTs have two Army civil affairs teams and
typically include a military police unit, a psychologica operations unit, an explosive
ordnance/demining unit, an intelligence team, medics, a force protection unit, and administrative and
support personnel. An Afghan representing the Ministry of Interior may also be part of the team.*

Iraq

In Irag, there are two types of U.S.-led PRTs: 11 “origina” PRTs and 13 “embedded” PRTSs, which,
unlike the original PRTs, are embedded in BCTs or RCTs. In addition to PRTSs, other kinds of units do
similar work, including Provincial Security Teams and Regional Reconstruction Teams. Coalition
members Britain, Italy, and the Republic of Korea each lead a PRT. In contrast to the Afghanistan
PRTSs, Department of State personnel lead the Iraq PRTs. Civilians (including many contractors) staff
the original PRTs. Asin Afghanistan, each PRT is different. Security for the original PRTs s provided
by either a contracted personnel security detail or a military movement team provided by a nearby unit.
The original PRTs may have as many as 100 team members. They can include personnel from DOS,
USAID, USDA, the Department of Justice, Multi-National Force-Iraq (MNF-I), the Gulf Region
Division of the Army Corps of Engineers, USAID contractors, and locally employed Iraqgi staff. These
PRTs are located on forward operating bases.*?

% Robert W. Komer, Bureaucracy at War: U.S. Performance in the Vietnam Conflict (Boulder and London: Westview
Press, 1986), 120.
¥ Thompson and Frizzell, 271.
“0 Michelle Parker, Programming Development Funds to Support a Counterinsurgency: Nangarhar, Afghanistan, 2006,
Defense and Technology Paper 53 (Washington, DC: Center for Technology and National Security Policy, September
2008).
1 |SAF isthe NATO-led force operating in Afghanistan under a United Nations mandate. Armed Services Committee
Report, 13.
j‘é “ Embassies as Command Posts in the Anti-terror Campaign,” 14.

Ibid.
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The intent is not to get into a detailed discussion of PRTs in Afghanistan and Irag, as the subject has
been thoroughly covered by others™ but rather to focus on some lessons learned. These can be
summed up as “no doctrine, no training, no people, and no money.”* The organization and operations
of the PRTs in Afghanistan and Iraq are different, but they share many problems—and those problems
reside within the U.S. Government, not in Iraq or Afghanistan. The House Armed Services Committee
report on PRTs and the PRT Lessons Learned Workshop identified the following examples as
challenges facing PRTs across the board:*®

e Lack of unity of command/effort in the field, resulting in multiple USG voices that confuse
host-government officials and hamper the effectiveness of efforts;

e Lack of doctrine/policy/mission, creating a personality driven/dependent environment;
e Lack of understanding of PRT role by host country;

e Lack of integrated civil-military training;

e Lack of ownership, resulting in no one organization being responsible;

e Lack of “unity of funding;”

e Problematic staff selection, creating uneven skill sets;

e Lack of metrics for measuring success;

e Lack of coordination mechanisms with host-country.

The lack of ownership of PRTSs, identified at a workshop as the core problem,*” means that no agency
or institution has the responsibility to provide the capability for stability and reconstruction support in
situations where there has been afailure of governance. By extension, no one agency is responsible for
providing trained personnel and equipment, and there is no doctrine or a commonly accepted
conceptual model for how this capability should be integrated across the interagency and within the
host country. Remarkably, Ambassador Komer identified the lack of a single department charged with
counterinsurgency as the most important factor in the failure to carry out a pacification program on a
scale commensurate with the need: “[Counterinsurgency] was everybody’s business and nobody’s,
because there was no vested interest, no great department charged precisely with this function.”*®

Current PRT organizations are ad hoc, personality-driven operations succeeding in spite of themselves
because talented, dedicated individuas are working creatively to solve a myriad of problems. These
are fortuitous, tactical successes rather than planned, strategic successes.

The House Armed Services Committee report notes that, after five years experience with PRTS, there
is no way to discern when they will have fulfilled their mission and will no longer be needed.*® How
will PRTstransition as security conditions and our military posture change?

“ For a comprehensive treatment of the subject, see U.S. House of Representatives, Committee on Armed Services,
Subcommittee on Oversight and Investigations, “ Agency Stovepipesvs. Strategic Agility: Lessons We Need to Learn from
Provincial Reconstruction Teams in Irag and Afghanistan,” April 2008.

“ Office of the Coordinator for Reconstruction and Stabilization, “PRT Lessons Learned Workshop,” Gettysburg, PA,
March 2008.

“® | bid.

“Ibid.

“*8 Thompson and Frizzell, 271.

9« Agency Stovepipes vs. Strategic Agility,” 31.
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Comparison between CORDS and PRTs

Comparisons are made between CORDS and PRTs. Beyond the fact that both are combined,
interagency elements with an embedded security component, the two types of organization have very
little in common. CORDS was embedded in a large military headquarters responsible for an entire
country. The unity of planning and effort extended to the province, village, and even hamlet level of
CORDS and its South Vietnamese counterpart structure. Perhaps the most notable difference between
CORDS in Vietnam and our current efforts in Irag and Afghanistan is the scope and size of the
CORDS mission as compared to the missions in Afghanistan and Irag, particularly in terms of the
civilian commitment. Table 1 illustrates the point with comparative numbers for U.S. civilian
engagement in Vietnam, Afghanistan, and Irag.

Table 1. Total U.S. Civilian Personnd in Vietnam, Afghanistan, and Iraq
Vietnam (1969) Afghanistan Irag
2,685* 384* * 00 7***
* Includes personnel from DOS, USAID, USIA, and CORDS. Of the total, 1,343 were CORDS.
*x Current number, includes all of Afghanistan.

*hk Current number, includes all of Irag.
Source: Obtained from Department of State and USAID by Dale Erickson.

Humanitarian Crises—Tsunami Relief

The ability to respond successfully to humanitarian disasters requires coordinated interagency surge
and organizational capacity. The 2004 tsunami that affected six countries in South East Asia
(Indonesia, India, Sri Lanka, Maldives, Maaysia and Thailand) is a case in point. With no regional
interagency infrastructure in place, the U.S. Government had to create a series of ad hoc organizations
to confront and coordinate the problems suffered by several nations.™ Still, the response to tsunami
relief was successful due to several factors. First, it was a disaster of rapid onset, the extent of the
destruction was readily apparent, and the decision to intervene was made quickly, resulting in an
overwhelming international response. When the onset of a disaster is slower, assessment of the
problem and the decision to intervene can take time. Additionally, while the 2004 tsunami had a big
impact over a wide region, the effects were contained to areas along the coastline. Finaly, with the
enormous outpouring of money, funding was not an issue for relief agencies. As a result, NGOs who
might have requested funding from UN agencies or USAID raised funds elsewhere, and their
coordination with these agencies was thus voluntary.>

The important role of the U.S. Navy in the tsunami relief effort, particularly in flight support and
medical assistance, iswidely recognized, although it was downplayed by PACOM. Within hours of the
crisis, PACOM dispatched assets ranging from carrier strike groups to water purification ships to
aircraft to provide emergency support. The PACOM commander issued a directive spelling out that its
role was in the capacity of a supporting element to the general relief effort. USAID characterized the
interagency cooperation as a “comfortable set up where everyone was doing what they do best—the
military was not making the humanitarian decisions.”

The most significant aspect of the U.S. military support was the availability of aimost 60 helicopters,
which shuttled relief supplies, including fresh water, from U.S. ships and other staging areas to towns

50 H

Downie.
* Interview at U.S. Agency for International Development, Washington, DC, June 27, 2008.
*2 | bid.
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and villages. > In addition to the delivery of relief supplies, the military participated in search and
rescue missions, evacuated the injured, and provided military forensic teams, and preventive medicine
units.

Although DOD played down its role in the tsunami relief, its most valuable contribution was its unique
capability: command, control, communications, and coordination. These capabilities, critical in
wartime, proved equally critical in ensuring an effective, coordinated response. Within 2 days of the
disaster, PACOM had established a joint task force—Combined Support Force 536 (CSF 536)—to
coordinate and conduct humanitarian assistance. CSF 536 collaborated closely with U.S. embassies
and USAID field teams, including deployed USAID Disaster Assistance Response Teams (DART).
The Combined Coordination Center (CCC) at Utapao, Thailand, became the hub of international relief
coordination; liaison officers from Britain, Japan, Thailand, Singapore, and Australia, USAID DART
officials, a Civil-Military Coordination Cell, and a local representative from the UN Office for
Coordination of Humanitarian Affairs met several times per day to coordinate efforts among their
respective organizations. This provided an essential element of on-scene coordination that helped to
avoid duplication of effort and facilitated accurate assessments of the extent of the damage and
identification of the areas most in need of assistance. The CSF's CCC also helped facilitate the efforts
of the international "Core Group" (The United States, Australia, Japan, India, Canada, and others) that
was established to coordinate the first stages of the international relief effort, identify and fill gaps, and
avoid or break logistical bottlenecks, until the United Nations was able to mobilize and play a more
central rolein the relief response.>

At the country level, to support the multi-nation, multi-organization relief effort more effectively, CSF
536 established Combined Support Groups (CSGs) in each of the affected countries, headed by one-
star officers, to coordinate with local agencies and NGOs as well aswith U.S. DART teams. The CSGs
played an important role in coordinating local public health relief efforts.> The CSGs essentially filled
an organizational gap, providing the framework and managerial skills that was the foundation for both
the local government and the broader relief efforts. Under Secretary of State Alan Larson underscored
PACOM'’s, on-scene efforts, noting that "the remarkable things they accomplished to establish the
logistical backbone for the entire relief operation and to facilitate to work of the United Nations,
NGOs, and other donors."*

The U.S. military filled the organizational need for a coordinating structure at the tactical level. The
response to the tsunami disaster highlights the inadequacy of embassies to take on a coordinating role
of the magnitude and breadth required for aregional disaster. While the U.S. embassies in the affected
countries held daily country team meetings to assess |ogistics requirements for their specific country,>
the tactical organization, coordination, and implementation of assistance was led by the only
organization that had the capability to do so at aregional level—PACOM.

% Ralph A. Cossa, “U.S. Military Provides ‘ Logistical Backbone' for Tsunami Relief,” March 2005, available at
5<4www.ameri ca.gov/st/washfile-english/2005/M arch/20050304111202dmsl ahrel1ek0.5149347.html >.

Ibid.
*® Dave Tarantino, “Asian Tsunami Relief: Department of Defense Public Health Response: Policy and Strategic
Coordination Considerations,” Military Medicine (October 2006), available at <http://findarticles.com/p/articles
mi_qa3912/is 200610/ai_n16810493/pg_3?tag=artBody;col1>.
% Cossa.
" Interview at U.S. Agency for International Development.
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Section 3. Civil-Military Leadership

DOD has been working on the incorporation on non-kinetic operations and all that they entail for many
years. Those efforts and the terminology used to describe them have evolved to include military
operations other than war; stability, security, transition, and reconstruction (SSTR); and humanitarian
and peacekeeping operations.

A phasing model forms the core of joint warfighting doctrine and is used to assist commanders and
staffs to visualize and think through an operation and to define requirements in terms of forces,
resources, time, space, and purpose. The actua number of phases used will vary (compressed,
expanded, or omitted entirely) from operation to operation and will be determined by the commander.

Only in 2006 did the core document establishing the joint warfighting doctrine expand the phasing
model to six phases—O0 (shape), 1 (deter), 2 (seize the initiative), 3 (dominate), 4 (stabilize), and 5
(enable civil authority)—and establish a “stability operations’ construct and military support to
stability, security, transition, and reconstruction (SSTR).>®

So-called “command leads’ for each of the six phases seem clear in theory: phases zero (shape), 1
(deter), and 5 (enable civil authority) would appear to be the purview of civilian authorities, where
diplomacy and aid are the main focus of an operation, theoretically. Phases 2 (seize the initiative) and
3 (dominate) would imply a military lead. Phase 4 (stability) would involve a transition from military
to civilian leadership and focus. In practice, the civilian/military focus and leadership during the
various operational phases has worked differently.

These differences are not confined to phase 4 operations, where some ambiguity might be expected
during a transition from military to civilian lead. As discussed earlier, the establishment of AFRICOM
suggests aregional military lead during phases 0, 1, and 5, especially given its mission, which is solely
focused on soft power. SOUTHCOM, which is modeling itself after AFRICOM, is also undertaking
more soft-power missions. By contrast, the country teams in the regions covered by the work of
AFRICOM and SOUTHCOM are a best equals with their military counterparts, not unequivocal
leads. The civilians lack aregional equivalent to COCOMsin thefield.

Similarly, phase 4 stability operations are meant to be civilian-led. The PRT experiences in both
Afghanistan and Iraq indicate otherwise. While the nominal heads of U.S.-led PRTs in Afghanistan are
military officers and the nominal heads of U.S.-led PRTs in Iraq are Foreign Service officers, in
reality, the lead belongs to the person representing the agency with the resources. Leadership is de
facto determined by the goals of a particular PRT and the agency from which the resources are
available to meet those goals. Therefore, no designation of command lead, whether civilian or military,
will be meaningful unless the designated lead has the resources to back their leadership.® Table 2
summarizes how civilian versus military leadership has worked in practice during various phases of
operations.

Is the phasing model still relevant to today’ s national security challenges? The writers of doctrine point
out that the phasing model is only a tool for the commander to use in planning an operation. The
phases don’'t necessarily fall into tidy categories, but instead tend to overlap. Furthermore, a whole-of-
government approach to complex operations means that other than DOD resources should be brought
to bear on an operation. However, resource restrictions and the lack of an operational capacity prevent

%8 Joint Publication 3-0, Joint Operations, September 17, 20086, iv, forms the core of joint warfighting doctrine.
* PRT Lessons L earned Workshop.
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other organizations from taking a clear lead. DOD remains the only organization with the capability to
organize, manage, and move people and resources to and within an operation.

Table 2: Civilian vs. military leader ship during phases of operations

PhasesO, 1, 5 Phase 2, 3 Phase 4
Shape, Deter, Enable Civil Authority Seize Dominate | Stabilize

Theory | Civilian lead Military lead Both—hand off

Practice | Growing influence of COCOMSs in | Suggested rolefor | Resource dependent
regions. No civilian regiona structure | civilians, esp.
to counter this growth. when involved
during ongoing
conflict

Section 4. Options for Improved Civil-Military Integration

Choosing which model of civil-military cooperation is most appropriate to the task will depend on the
broader strategic environment. Different models may be appropriate, depending on the scenario, but a
system that can accommodate the model must be in place to accommodate a decision when made.

The following suggestions for improved civil-military integration (which are not mutually exclusive)
merit reflection in the context of:

e theevolving nature of threatsto U.S. national security interests,

e the extent of change we are prepared to consider in response to the changing security
environment,

¢ theincreasing tension between country-centric versus regional approaches, and
e the current focus on agency equities at the expense of broader U.S. interests.

Create a Surge-absorption Capability at Embassies

The Embassy of the Future report suggests organizing the embassy along functional rather than agency
lines.®® Currently, members of various U.S. agencies are segregated from one another. One suggestion
involves “doubling the size of substantive State’—both Civil Service and Foreign Service—and
creating at each embassy a function dealing with stability and reconstruction missions.®* These
positions would be staffed at al times, just as political, economic, consular, and public diplomacy
functions are staffed today. In addition to staffing the new functional area with Department of State
personnel, it would also accommodate other U.S. agency personnel. During a time of crisis, this unit
within an embassy would absorb any additional influx of USG personnel. This would also mean fully
integrating USAID into State to underscore its integral role in foreign policy rather than keeping it as a
separate humanitarian assistance/devel opment organization.

 George L. Argyros, Marc Grossman, and Felix G. Rohatyn, The Embassy of the Future (Washington, DC: Center for
Strategic and International Studies, 2007), 48.
® | nterview with member of the Senior Foreign Service, June 17, 2008.
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Clarify/Strengthen the Role of the Ambassador

The Senate Foreign Relations Committee observed that the leadership qualities of an ambassador are a
determinate factor in the success of the campaign against terror. However, under current constructs, the
ambassador has no effective authority over non-foreign policy personnel at the embassy.
Recommendations for empowering the ambassador include the authority to override directives from
other Government agencies to their staffs in the embassy; the ability to approve all military-related
programs implemented in-country; and an MOU governing the activities of Special Operations Forces
in-country.®> Among the recommendations in The Embassy of the Future report that merit
consideration is granting the ambassadors authority over performance evaluations not only for all
foreign affairs agencies, but for all agencies on the country team.®® (Similarly, military commanders
should have authority over performance evaluations for the interagency members at their command.)
Along similar lines, Griffin and Donnelly advocate the creation of frontline country teams in which the
U.S. ambassador, supported by a military assistance and advisory group within the embassy, would
direct U.S. security partnerships. They stress that the success of the country team depends on
enhancing the ambassador’ s |eadership authority and effectively integrating interagency operations on
the ground.®*

Place Military Assets at the Command of Civilian Authorities

For some foreign affairs civilians, placing more civilians at COCOMs and relying on the transfer of
DOD funds to implement programs under State authority only exacerbates the problem of the
unbalanced resource equation. True civil-military integration would include the option of putting
military assets at the command of civilian authorities up to the point where we go to war. After the
military fights and wins the war, assets would be turned back over to civilian leadership. This would
require creating and paying for a robust civilian infrastructure to take on the responsibility of civilian
leadership.

Restructure Country Teams

Oakley and Casey propose restructuring embassies along functional lines relevant to issues facing a
particular country. At larger embassies, positions for two deputy chiefs of mission would be created—
one for substantive issues and one for program management. The deputy for management would be
responsible for the country team’'s policy agenda; the other deputy would oversee the functional
components of the embassy such as law enforcement, trade promotion, and crisis planning and
response, to name a few. For an integrated approach, employees from various U.S. agencies would
occupy appropriate components. The activities of military elements assigned to the mission would fall
unambiguously under the authority of the ambassador, except in the context of forces engaged in
hostilities when the independent authority of combatant commanders would be activated.®
Ambassadors would have input into the performance reviews of all employees, including those from
non-foreign affairs agencies.

Reinforce Informal Coordination Mechanisms

The personalities of civilian and military leaders and their staffs, and their proximity to one another,
can contribute to successful coordination of efforts. During Somalia’'s Operation Restore Hope, the

62« Embassies as Command Posts in the Anti-terror Campaign.”
8 Argyros, Grossman, and Rohatyn, 49.
% Griffin and Donnelly.

% Oakley and Casey.
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civilian Presidential Special Representative and the military Combined Joint Task Force commander
and their staffs collaborated successfully because of their personal commitment. In Afghanistan and
Iraq, the ambassadors and military commanders co-located their offices within the embassies to ensure
a coordinated approach. The examples set by these leaders trickled down to their staffs. By contrast,
during the time of the Coalition Provisional Authority in lrag, the ambassador and military
commander’s offices were separate and their staffs rarely coordinated with one another. Currently in
Iraq, the ambassador has authority over U.S. personnel, with the exception of those involved in
military and security matters, who come under the authority of the military commander.

Restructure Regional Commands Using CORDS-like Structure

Using AFRICOM and SOUTHCOM as the prototype, a civilian deputy is integrated into a military
command, and members of the interagency are represented throughout the command organized along
functional lines to better accommodate an interagency approach. Where a civilian heads a directorate,
its deputy is a military official, and vice versa. To be effective, this structure would be replicated at all
levelsto create a clear hierarchy® and reinforced when performance reviews are written without regard
to civilian or military status.

Reconsider COCOM vs. Ambassador Authority over Pre-insurgency Military
Operations In-country

Currently, military assistance and training programs remain under the execution authority of the
COCOM commander. Certainly, collaboration and coordination takes place, but this arrangement tends
to place the COCOM commander in a preferred position in the eyes of host-country officials.
Killebrew proposes achieving unity of command in a pre-insurgency theater by subordinating all
military forces in a host country charged with advising that country’s military forces to the
ambassador, with the regional combatant commander in a supporting role. The size of the military
presence should be expandable as needed, depending on the host country’s requirements. Should a
crisis occur, a presidential envoy and a three-star deputy commander to the regional combatant
command would supersede the ambassador. The country team, including the military element, would
continue to function under the authority of the ambassador up to the point of warfare, at which point
the ambassador would support the military operation.®” The key to this scenario is the foundational
presence of a military component in-country that can swell to accommodate combat operations when
needed.

Create Regional Civilian-led Interagency Organizations

Richard Downie proposes a complete restructuring of the U.S. foreign policy apparatus to make
Federal departments and agencies "service providers' to a global system of regiona civilian-led
interagency organizations (RCLI10s), analogous to the way the military services are "service providers'
to the combatant commands. An RCLIO would supervise both the COCOM and the embassies in the
region. The civilian RCLIO leaders would report to the President through a revised NSC system,
which would reflect an interagency version of the JCS. As the embassies would be under the RCLIOs,
the National Command Authority would aso be changed to include Secretary of State, along with the
President and the Secretary of Defense.®®

% |bid.

" Bob Killebrew, “The Left-Hand Side of the Spectrum: Ambassadors and Advisors in the Future U.S. Strategy”
(Washington, DC: Center for a New American Security, June 2007).

® Downie.
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Conclusion and Findings

In recent years, DOD has increasingly advocated for and operationalized concepts for interagency
integration.®® This comes down to the issue of resources. The disparity in resources and comparative
size of the Department of State and USAID make it impossible for them to act as equal partners with
the DOD.” It is also a reflection on the nature of DOD as an organization with an operational
capability. With the exception of a small, rapid reaction capability at USAID and nascent efforts at the
Department of State, DOD is the only show in town with an expeditionary capability.”* As a result,
most of the important efforts at civil-military integration and cooperation have taken place within the
confines of the military, which does nothing to address the fundamenta problem of the absence of a
civilian infrastructure to lead USG efforts during complex operations.

The Administration and Congress bear responsibility for reinforcing this skewed state of affairs. The
Administration has consistently failed to request appropriate funding levels for SICRS at the
Department of State. Congress, in turn, has widened the resource gap among these agencies by
providing DOD more funds for stability and reconstruction operations.” Systemic solutions to the
problems that beset civil-military integration would necessarily involve Congress, including rewriting
of authorizing legidlation, realignment of committee jurisdictions, and an injection of resources for
civilian foreign affairs agencies. Ultimately, the issue is bigger than S/CRS. The Embassy of the Future
project suggests that diplomats, as America's first line of defense, must adapt to new centers of
influence in a global environment where the power of non-state actors is growing.” However, the
incremental increases in staff that only cover a training float and operational requirements at current
levels—estimated by the Department of State to be alittle over 2,000 positions*—is merely an attempt
to keep up with present requirements. What is needed, if the Department of State is to become an equal
partner in phase zero operations, is a bold revamping on a scale not discussed heretofore. It would
include the full integration of USAID into State, reflecting USAID’ s integral role in foreign affairs. It
would also include development of a meaningful civilian expeditionary capability that could rely on
DOD resources to become activated without playing second fiddle to a DOD mobilization. Most
importantly, it would not mean the continued trgectory of increasing the placement of civilian
personnel under military leadership.

These considerations, and examination of historical experience, yield the following findings:

Create a civilian organizational structure that can absorb an interagency surge.

There is no organizational structure or capacity by a civilian agency to absorb an interagency influx
during a crisis. Create a permanent capacity within embassies that would fill the organizational gap for
an interagency “surge” at the country level. The embassy would thus be able to take the lead and
provide the organizational framework, managerial skills, and coordinating structure to absorb large
influxes of people during complex operations.

Maximize ability of ambassadorsto play leadership role.

Strengthening embassies would maximize the ambassador’s ability to play a leadership role during
crises. Create regional Ambassadors Councils whose principals and staffs would meet at |east monthly

% |ncluding Secretary of Defense Gates making a pitch for increased resources for the Department of State.
" Schirch and Kishbaugh.

™ S/CRS at the Department of State lacks an operational capability.

2 Schirch and Kishbaugh.

3 Argyros, Grossman, and Rohatyn, 4.

“1hid., 10.
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to perform the functions of regional civilian commands before a crisis. When a crisis occurs, the
ambassador most directly affected would take the helm, and others in the region, including the
applicable regional military command, would provide support. The ambassador is unique as the
President’s personal representative and is best placed to lead a concerted interagency effort during a
crisis as well as during peacetime. The default leadership lies with the ambassador, unless there is a
war. Under those circumstances, the goal would be for the ambassador to resume control as soon as
full-scale combat operations have ended, as determined by the National Security Advisor.

Maximize civil-military capacity for ongoing coordination.

In addition to reinforcing embassies and maximizing the ambassador’ s leadership capacity, there is a
need for ongoing civil-military coordination. The best way to achieve this might include permanent
regiona physical proximity, permanent Department of State-led regional presence (regional DAS plus
staff), and incorporation of the Ambassadors Councils. The regionalization of civil-military
cooperation is currently dominated by the military as exemplified by the new AFRICOM and various
task forces within other regional commands. The trend of assigning civilians as deputies within
COCOMs still leaves the civilians subordinate to the military. There is a need for a separate civilian
organization in the regions that will provide equal voice to the civilians that is not dominated by the
military. While co-locating such organizations might make sense in the cases of those COCOMs
located in the regions they serve (EUCOM, PACOM) it might pose challenges for those COCOMs
located stateside (CENTCOM, SOUTHCOM).

I nstitutionalize DOD logistical and materiel support to civilians.

The ability to implement an interagency surge is dependent on the capacity to move people and
resources rapidly. DOD is the only organization with a logistics capability, and is likely to remain so.
Consideration should be given to an arrangement that allows civilians dedicated and equal access to
immediate transportation and materiel from DOD during a crisis. It would include putting military
assets at the command of civilian authorities. Civilian agencies do not have rapid access to funds of a
scope that would allow rapid mobilization and deployment of resources. This limitation also must be
addressed.






Chapter 11. Complex Operations in the

Homeland
By Bernd “Bear” McConnell and Kristine Shelstad

Introduction

It's different overseas. Generaly, the U.S. Government has the luxury of looking at a problem, a
mission, from a National or Federal, top-down point of view. The Ambassador and country team, the
Combatant Commander and his staff ... each has relative control over the U.S. assets in that country or
region. For the most, part long-standing diplomatic protocols with the countries within their sphere of
influence ease our operations, whether in response to a disaster or otherwise. Save for some difficult-
to-pin-down NGOs, the construct a U.S. team overseas encounters is relatively hierarchical—at least
from aU.S. perspective.

Not so in the homeland. The internal U.S. organization is decidedly non-hierarchical, with mayors who
don’t work for governors and governors who don’t work for the President. Thousands of local, state,
Federal, and private-sector organizations have arole to play in securing, stabilizing and reconstructing
our Nation. Here, all emergencies are local and the civilians are always in charge. The homeland
galaxy isrich with capabilities but poor in cohesion—no one organization has the requisite authority or
manpower to harness and employ all the potential.

Enormous capacity exists at local and state level, often not coherently accounted for and more often
not well funded. Even more capacity resides in the private sector, as corporations such as Wal-Mart
and Fed-Ex set the standard for supply and logistics, and the Southern Baptist Convention is premier in
mass feeding operations. Local, national and international NGOs operate independently throughout the
country. Despite attempts to put a framework (the National Response Framework) around all this
capability, there is no common picture that encompasses all national assets.

The shock of the 9/11 attacks led the U.S. government to turn inward and look at domestic operations
through the lens of terrorism. We established the Department of Homeland Security (DHS) to bring
together the disparate interagency elements that had apparently failed to prevent this horrific attack.
We established U.S. Northern Command (NORTHCOM)—the first “homeland” command since
George Washington’'s Continental Army— to bring together DOD elements with homeland defense
and security equities.

The devastation of hurricane Katrina led the U.S. Government to again examine its ability to provide
coordinated, interagency, and intergovernmental support to its citizens. The storm and its aftermath
caused a shift in priority from solely terrorist (man-made) events to a more all-hazards approach. The
uncoordinated Federal, state, and local responses exposed dangerous seams, which led to
recommendations for more Presidential authority to deploy Federal assets to “assist” governors. This
seemed for a time to signal a more robust—perhaps leading—role for the military in domestic
operations during a catastrophic event.

DHS's initial focus on terrorism, and its decidedly law enforcement-centric leadership, left the
department ill-prepared to shift toward natural disasters and response-based action. The debate as to
whether DHS should be a law enforcement or an all hazards organization was reflected in the 2007
version of the National Security Strategy, which promoted a more all-hazards view of homeland
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security. FEMA’s place within DHS was questioned, and a major reorganization ensued that placed
FEMA more firmly in preparedness and planning roles vice purely aresponse role.

In the years following the 9/11 attacks, NORTHCOM held that homeland defense—read, DOD in the
lead—was its paramount mission and that defense support to civil authorities—DOD in support— was
secondary. In fact, the NORTHCOM mission statement relegated civil support to a parenthetical “after
the semi-colon” status. Katrina and the lessons observed caused NORTHCOM'’ s pendulum to swing
toward civil support. The mission statement evolved, giving civil support equal relevance. The need to
anticipate was added, codifying the Katrina-inspired imperative to “lean forward” during hurricanes,
floods, wildfires, and other emerging disasters.

Our national capacity sounds and is enviable. We can bring enormous resources to bear on the
Nation’'s planning and response needs. However, we continue to struggle to build the right structures
and establish efficient processes that will facilitate unity of effort. In 2008, the now 6-year-old
Department of Homeland Security states they will “lead the unified national effort to secure America
... prevent and deter terrorist attacks and protect against and respond to threats and hazards to the
nation ... ensure safe and secure borders, welcome lawful immigrants and visitors, and promote the
free-flow of commerce.” NORTHCOM “anticipates and conducts Homeland Defense and Civil
Support operations within the assigned area of responsibility to defend, protect, and secure the United
States and its interests.”

Setting the Department of Justice (DOJ) and other Federal agencies aside for the moment, DOD and
DHS will be the key Federal actors in planning for and conducting complex operations in the
homeland, but the processes to do so are still stove-piped. While separate organizations (one for
“security” and one for “defense”) may have had merit early on, the separation creates confusion today
with respect to roles and missions. DOD is better funded, better manned, better equipped, and has an
inherent planning culture—which all leads to the tendency for the military side to get ahead of the
civilian side. It’s not difficult to imagine scenarios in which DOD/NORTHCOM reacts because it can,
not necessarily because it should. There is a history of this overseas, as hastily trained military teams
take on roles previously reserved for seasoned State Department, Justice, Commerce or Agriculture
specialists, or the ubiquitous NGOs.

Section 1. Reorganizing for Homeland Security

Department of Homeland Security and United States Northern Command

In June 2002 President Bush announced he would build a new department that would have primary
responsibility for “Homeland Security.” The President felt that America needed a unified structure to
fuse the homeland security related information, operations and authorities that had previously been
dispersed throughout 100 government organizations. This effort was the most sweeping change to
government structure since the Department of Defense was created in 1947.

Merging 22 disparate organizations, their missions, cultures, payroll systems...a daunting task that
posed a huge challenge to our change-hating Washington establishment. DHS' s goal was to provide
one department whose primary mission is to protect the homeland, borders, ports and critical
infrastructure, synthesize homeland security intelligence, coordinate communications with state and
local governments as well with the enormity of the private sector protect against bioterrorism/weapons
of mass destruction and manage Federal emergency response.

The first DHS organizational attempt tried to forge nearly impossible alliances while suffering from
turf battles, unclear powers and contradictory laws and Presidential directives. From the start, overlap
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between DOD and DOJ equities muddied the goas and missions for the new organization. Critics
lamented that the organization was given the responsibility for securing our homeland without having
the requisite powers to do so— the initia structure did not include an intelligence capability and did
not effectively address how the new DHS would interface with the military and with the FBI. Many of
these issues were cleared up in the 2003 second-stage review, to include building policy function and
intelligence capabilities and re-vamping FEMA to re-assume its previous preparedness role.

NORTHCOM faces a challenge unique among combatant commands; it must plan and conduct
missions within the constraining legal framework placed upon the military domestically and must do
so within the historical tension between state and Federal entities. 50 states and territories fall within
NORTHCOM'’s AOR, but there are numerous state, local, and private-sector organizations that have
primary responsibility for the people and places NORTHCOM may be called on to protect.

NORTHCOM'’s AOR includes air, land and sea of the continental United States and Alaska while U.S.
Pacific Command maintains defense responsibility for Hawaii and Pacific territories. U.S. Southern
Command takes responsibility for Puerto Rico and U.S. Virgin lIslands defense, athough
NORTHCOM will be involved in a DSCA scenario. NORTHCOM'’s AOR includes Canada, Mexico
and the Islands of Turks and Caicos; the command manages theater security cooperation programs
with these important international partners.

Originating documents and study pieces related to NORTHCOM stand-up called for the organization
to be composed of approximately 500 personnel with significant National Guard staffing to facilitate
collaboration with states and their National Guards. The origina working group recommended that
fully fifty percent of the NORTHCOM staff be National Guard officers as they would bring familiarity
with state-led domestic issues and solutions. The original concept also recognized the Command must
work in concert with existing agencies, the FBI and FEMA most notably, and with the newly emerging
Department of Homeland Security. The initial planning team recognized the new combatant command
needed to be innovative and flexible enough to address the unique interagency and intergovernmental
challenges facing a homeland command.

The Nation’s Governors, while understanding the need to respond strongly to attacks on the nation,
viewed NORTHCOM establishment with some trepidation. Congressional testimony from both
Governors and from National Guard leaders recommended NORTHCOM be sensitive to sovereignty
issues associated with deploying Active-duty troops within state boundaries and recommended using
the National Guard under state authority as the best solution to bridge this gap.

NORTHCOM is headquartered at Peterson Air Force Base in Colorado Springs. The Commander of
NORTHCOM is dual-hatted as the Commander of the North American Aerospace Defense Command
(NORAD). NORAD is the United States-Canadian bi-national command with responsibilities
including Aerospace Warning, Aerospace Defense and the newly-established Maritime Warning
mission. NORAD and NORTHCOM staff functions, save the respective Operations Directorates, are
merged. NORAD and NORTHCOM share an integrated operations center at Peterson Air Force base
that provides land, air, space, missile warning, maritime and cyber domain awareness.

Government directives recognize that NORTHCOM will very rarely, if ever, be the lead Federa
Agency. The National Response Plan (NRP) and its recently released successor, the National Response
Framework (NRF) enumerate lead agency responsibility per each of the Emergency Support Functions
or ESFs. DOD has lead in none, though supporting in all.

NORTHCOM has evolved, but not to the extent envisioned in the literature. None the less, our natural
uniformed partners in Homeland Defense and Security, the U.S. Coast Guard and the National Guard,
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have 22 and 43 hillets a&a NORTHCOM respectively, including a U.S.CG flag officer as deputy
operations officer. At this writing, the current Chief of NGB has been proposed as the NC Deputy
Commander and the incoming NC operations officer is a Guardsman. The Commander of a
NORTHCOM subordinate element, Joint Task Force-Civil Support, is a National Guard General
Officer and there are three Genera Officers assigned to NORTHCOM elements as drilling reservists—
two as advisors to the Commander and one as to the Army component, ARNORTH.

NORAD and NORTHCOM (N-NC) enjoy the largest interagency presence of any COCOM—about 60
individuals representing over 40 non N-NC organizations are resident in the commands. Another 20—
not all Federal—have pre-identified representatives on call in the immediate area. These are powerful
representations, demonstrating a national commitment to our homeland.

What's in a Name? Homeland Defense versus Homeland Security

The July 1997 version of the National Strategy for Homeland Security defines “Homeland Security” as
a “concerted national effort to prevent terrorist attacks within the United States, and minimize the
damage and recover from attacks that do occur.” This definition was retained in the post-Katrina 2007
version of the National Strategy, but the new strategy clearly recognizes the need for our National
security priorities to reflect that catastrophic natura and man-made disasters—not just terrorist
events— have serious implications for homeland security.

The Department of Homeland Security is charged with coordinating this concerted national effort
across Federal agencies, throughout intergovernmental layers and with non-government and private-
sector entities. The Department of Defense’ s role in Homeland Security is detailed in Joint Publication
3-26 which states that the “Armed Forces of the United States support the National Strategy for
Homeland security through two distinct but interrelated mission areas—homeland defense and civil
support, which is subsequently reflected in NORTHCOM'’ s mission statement. The publication further
delineates homeland defense and civil support as sub-elements of the overall “Homeland Security”
umbrella.

Homeland Defense, as a supporting pillar of homeland security, is “the protection of U.S. sovereignty,
territory, domestic population and critical infrastructure against external threats and aggression or other
threats as directed by the President.” The Department of Defense is the lead agency for Homeland
Defense activities underneath the larger Homeland Security umbrella. The definition recognizes that
“external” threats may manifest from internal sources so the definition allows the flexibility for the
President to use DOD internally if he/she feels the homeland defense definition has been met.

Our strategies recognize, in theory, that Homeland Security, Homeland Defense and Civil support are
not separate functions, but rather a continuum. When the new Department of Homeland Security was
being developed, the Department of Defense was extremely wary that domestic military operations
would be subjugated to the new department. While initial stand-up studies for NORTHCOM did not
shy away from the term “Homeland Security,” subsequent documentation tended to discount the term,
preferring instead to emphasize that Homeland Defense was something separate from Homeland
Security. Much was made of the distinction between the two terms, perhaps to preserve separate
funding streams, and the very stove-pipes that DHS and NORTHCOM had been born to deconstruct
were actually semantically cemented.

The definition of Homeland Defense includes the caveat that Homeland Defense (DOD in the Lead)
can include not only protection against external threats and aggression, but also “other threats as
directed by the President.” It is this caveat that opens a seam of ambiguity that causes redundancy
and/or conflict between DHS, DOJ, ONDI and DOD as the lines between Defense and Security blur in



11 Complex Operations in the Homeland « 183

the homeland. Some feel interdepartmental redundancy and overlap is actualy preferable to prevent
gaps in the government’ s ability to detect, deter and response to terrorist attacks. Unfortunately it also
blurs the command and control lines and complicates the Civil-Military interface as multiple agencies,
including DOD, work the same issues seemingly in parallel rather than in an integrated fashion.

With no clear boundary between Homeland Defense and Homeland Security, DOD and other agencies
will continue to juggle lead-agency responsibilities and will continue to struggle with the very different
command and control cultures of DOD and its interagency partners. Some studies, such as the CSIS
report “Managing the Next Catastrophe: Ready or not?,” have called for a clear statement that DOD
will never take the lead in the homeland, unless the threat is such that only the military can effectively
deal withit.

The National Guard—Bridging the Tension between State and Federal Entities

Hurricane Katrina brought issues of state sovereignty to the forefront. The current Federal response
system did not alow for pro-active coordination so that Governors could efficiently request Federal
support without also appearing to have failed in the eyes of their congtituents. There were no
coordinated state-Federal plans that truly delineated what each level of government was capable of
providing during a catastrophic event. This Federal-state and civil-military national discourse has
played out in commissions, reports, and think-tank pieces devoted to addressing these issues. Recent
Commission on the National Guard and Reserve and Center for Strategic and International Studies
reports have emphasized the need for Governors and their National Guards to be vital players in
domestic planning and response.

The Constitution, and its clear statement that Governors have all powers not specifically reserved for
the President, is perhaps the singular issue making operations in the homeland a unique endeavor. The
CNGR commission has suggested a Council of Governors be appointed to advise the Department of
Defense, while the Chief of the National Guard Bureau was recently elevated to the rank of 4-star
General and appointed as advisor to the Secretary of Defense. These developments, among others,
demonstrate the growing gubernatorial voice in domestic civil-military operations.

Operations in the homeland are inherently non-hierarchical. Governors are bound by Federal laws and
by strings attached to Federal funding, but for the most part states are fairly independent actors. States
that border Canada and Mexico have particularly interesting state-Federal issues to include long
standing civil associations with their cross-border neighbors.

The National Strategy for Homeland Defense highlights the key role the National Guard and its
450,000 members in over 3,300 communities plays in domestic operations acting as a bridge between
state and Federal military forces. The Guard has moved from being a Strategic Reserve to an
Operational Reserve, building new domestically oriented organizations to deal with the threat.
Notably, each state has fielded a Weapons of Mass Destruction Civil Support Team or WMD-CST
with the ability to rapidly assess a suspected Chemical, Biological, Radiological or Nuclear event.

At this writing, the National Guard is providing over 50 percent of the combat forces in Irag; on any
given day the Air and Army National Guard have over 50,000 airmen and soldiers deployed around the
world. Each day in America there are on average 7,000 Guardsmen employed under the Governor’'s
control performing homeland defense and security missions. Guarding critical infrastructure,
supporting Customs and Border Protection along our Southern border and supporting Law
Enforcement in Counter-Drug efforts make up the bulk of this support. During natural disasters and
emergencies, this support swells dramatically as Guardsmen are called up to support relief efforts.
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A Governor has authority to employ his or her National Guard troops, but can aso call upon
surrounding states to surge support. This is accomplished through the congressionally recognized
Emergency Management Assistance Compact (EMAC) which allows states to provide mutual aid—
Guard and/or other state assets. Thisis how 50,000 National Guardsmen were able to quickly deploy to
Louisiana and Mississippi in Katrina's wake. EMAC is voluntary and may not be as effective in a
national event such as a pandemic.

The Department of Defense—Adjusting to the Reality of Operations in the
Homeland ... and “War” on the Home Front

The Department of Defense role in domestic operations has always been problematic. No one Assistant
Secretary of Defense was responsible for the domestic area and DOD had largely abdicated the
domestic operations missions to the Army. In fall 2002, Congress established the Assistant Secretary
of Defense for Homeland Defense, under the Undersecretary of Policy, with the principal policy
responsibility for DOD’s homeland defense activities. The ASD (HD) was to coordinate with the
Chairman, Joint Chiefs of Staff to develop the policies and recommendations that would enable
homeland defense and defense support of civil authorities and to coordinate DOD domestic
preparedness and crisis management functions. The ASD (HD) was recognized as having a special
relationship with the homeland Combatant Command—NORTHCOM—in guiding COCOM planning
and execution within the politically sensitive domestic arena. There is contention over the bounds of
the term “supervision” in operational rather than policy matters.

ASD (HD) has the unique responsibility to deal with the complex interagency and intergovernmental
partners with which domestic DOD operations must be coordinated. During its first year, this new
Assistant Secretary was subsequently given oversight of Defense Critical Infrastructure and Defense
Industrial Base activities in the homeland. In 2005, the office gained the responsibility for coordinating
DOD’s assistance counter threats from nuclear, radiological, biological, chemical and high yield
explosives.

The office was reorganized and expanded again in 2006 with its transformation to the Assistant
Secretary of Defense for Homeland Defense and America's Security Affairs (ASD HD/ASA). This
change gave the relatively new office responsibility for Military policy in the entire Western
Hemisphere.

The Spectrum of Civil-Military Cooperation in the Homeland at the National
Level

The Homeland Security Council and the National Security Council guide civil-military coordination
policies and national agendas. Given the similar focus for each of these entities, many officials and
reports have called for their merger—as bi-furcated homeland vice international security policies do
not serve the country well. At present, there is no single strong interagency coordination body within
the Federal Government; the President cannot easily compel collaboration and each department level
organization functions relatively independently.

The promise of NORTHCOM was to provide “one-stop shopping” for Homeland Defense and Civil
Support operations—essentially one operational-level organization for Federal and other civil
organizations to coordinate with the so-called active or Title 10 military forces. In the NORTHCOM
headquarters, the Joint Interagency Coordination Group (JJACG) provides the Command and staff
with the “rest of the story” in planning and response.
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The JACG provides a framework to integrate interagency partners into planning and exercises.
Resident agency representatives from 40 organizations live and work at Peterson Air Force base and
provide the subject matter expertise needed to inform NORTHCOM's operational planning. Twenty
more local organizations contributed as needed. These representatives provide context for military
planning to ensure military capabilities are applied in the most effective manner. NORTHCOM'’s
Interagency Coordination Directorate facilitates this process and ensures two-way information flow
between NORTHCOM and its vital security and defense partners.

During steady state operations, the representatives that make up the JACG team contribute to planning
efforts through writing interagency annexes to each NORTHCOM plan. These annexes provide basic
contingency operations guidance regarding the interagency cooperation required to successfully
accomplish the plan. It is essential that NORTHCOM miilitary planners fully understand interagency
partner capabilities and limitations at the local, state and national levels so as to accurately plan for the
military support that might be required in the various planning scenarios. NORTHCOM planners and
partners typically form interagency working groups to address specific sectors or requirements or to
update particular NORTHCOM or interagency plans.

JACG members ensure that NORTHCOM plans are consistent and coordinated with those of their
parent organizations to ensure unity of effort during steady state and response operations. Conversely,
NORTHCOM planners often augment Federal and state partnersin their planning efforts. For example,
NORTHCOM planners have participated in FEMA-led hurricane planning efforts, particularly in the
area of evacuation and search and rescue operations.

Deliberate planning efforts are augmented by strong interagency situational awareness in the NORAD
and NORTHCOM Command Center (N2C2). The N2C2 maintains contact with interagency operations
centers such as the National Operations Center (NOC), which is the DHS 24/7 year-round center to
monitor the nation’s security. N2C2 personnel provide information to the commander and staff as
emergency situations develop. If an emergency situation warrants, the JACG will transition to the
Interagency Coordination Group (ICG) and falls in on a pre-configured interagency watch center to
provide intensive interagency perspective and information-sharing during an exercise or contingency.

|CG members reach back to their agency headquarters and into their agency representativesin the field
to ensure subject matter expertise is resident in the command. The ICG works as a Civil-Military team
to accomplish a running estimate, an interagency assessment that both informs the Commanders
decision making process and provides our interagency partners with insight into the military process.

In addition to Federal interagency partnerships, it's imperative that NORTHCOM understand the vast
private sector and the capabilities that business, academic, faith-based, volunteer and non-government
organizations bring to the homeland mix. NORTHCOM's Interagency Coordination Directorate,
working with DHS, has developed a private sector coordination program designed to ensure the
Command's planning and response operations are fully supportive of those being conducted by the
private sector.

Essential Partnership—The Private Sector and International Partners

The private sector does plan and will respond. Perhaps most important from a Homeland Defense and
Security standpoint, fully 85 percent of all critical infrastructure in the United States is owned and
operated by private-sector entities. Defense industrial base, critical telecommunications nodes, oil and
gas pipelines al represent terrorist targets and are essential to the continued operation of our Nation’s
business. DHS reaches out to private-sector entities through its Private Sector Office, its Office of
Community and Faith Based Initiatives, and FEMA’s volunteer organizations liaison team.
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Katrina highlighted the need to include the private sector in the National Response Framework.
Private-sector organizations are essential in critical infrastructure systems and in rapidly restoring
commercia activities in order to mitigate the effects of natural or man-made disasters. Planning
collaboratively with business and not-for-profit healthcare and power generation owners and operators
is critical. Non-government, volunteer and faith-based organizations perform essential feeding,
sheltering and other support services that alleviate suffering.

The next great disaster could very well manifest itself along one of our borders, equally affecting both
the United States and our neighbors in Canada or Mexico. Civil-Military relations take on an added
dimension when applied cross border. While Canada and the United States enjoy a strong cooperative
bi-national relationship, the relationship with Mexico is ore problematic. Yet, the United States-
Mexico border has a higher threat for both man-made and natura incidents and disasters. It's
imperative that civil security and emergency response organizations on both sides of the border
proactively collaborate to protect the citizens of both nations.

NORTHCOM exercises theater security cooperation programs (i.e., military to military relationships)
with both Canada and Mexico. Recently the command has developed cooperative Mexico emergency
management engagement opportunities with FEMA, the Environmental Protection Agency (EPA), the
U.S. Geologic Service (U.S.GS) and other civil organizations. The goal is to knit together military and
civil planners and responders to ensure unity of effort between civil, military and international
partners.

Section 2. Legal Constraints on Operations in the Homeland

The U.S. military has historically shied away from operating domestically—both as a matter of law
and a matter of culture. While all DOD elements would agree that defending the homeland is job one,
DOD is much more comfortable accomplishing that defense from a distance, talking on enemies
oversess.

The Constitution provides that states are primarily responsible for the welfare of their residents.
Specific legisiative prohibitions such as the Posse Comitatus Act of 1878, the Insurrection Act of
1807, the Economy Act of 1933,% and the Stafford Act* place strict limits on the Federal military’s
domestic operations.

The Posse Comitatus Act states in its entirety, “Whoever, except in cases and under circumstances
expressly authorized by the Constitution or Act of Congress, willfully uses any part of the Army or the
Air Force® as a posse comitatus or otherwise to execute the laws shall be fined under this title or

L A useful summary of the Posse Comitatus Act is provided in Eric V. Larson and John E. Peters, Preparing the U.S. Army
for Homeland Security: Concepts, Issues, and Options (Santa Monica: RAND, 2001),

available at <http://www.rand.org/pubs/monograph_reportsMR1251/MR1251.AppD.pdf>.

2 The Insurrection Act of 1807 isthe set of laws that govern the President’ s ability to deploy troops within the United States
to put down lawlessness, insurrection, and rebellion. The laws are chiefly contained in 10 U.S.C. § 331— 10 U.S.C. § 335.
3 The Economy Act Agreement for Purchasing Goods or Services permits Federal Government agencies to purchase goods
or services from other Federal Government agencies or other major organizational units within the same agency.

* The Robert T. Stafford Disaster Relief and Emergency Assistance Act, PL 100-707, signed into law November 23, 1988
and amended as the Disaster Relief Act of 1974, PL 93-288, constitutes the statutory authority for most Federal disaster
response activities especially as they pertain to FEMA and FEMA programs. See
<http://www.fema.gov/about/staf act.shtm>.

® The Air Force was added in 1956; the Navy and the Marine Corps are included by a DOD regulation.
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imprisoned not more than two years, or both.” Today the Act is understood to prohibit Title 10 U.S.
Military personnel from conducting domestic law enforcement and to preclude domestic elected
officials from using the military to achieve their own persona aims. The term posse comitatus reflects
historical American mistrust of the Federal military borne of the experience of British troops forcing
colonists to provide food and lodging and, eventually, British troops (i.e., “Federa” troops) being used
to try to quell the American revolution. The law is now interpreted as applying only to Title 10 troops
and does not prohibit a Governor from employing his state’s militia,” or National Guard, in essential
law enforcement activities. Posse comitatus discussions are often accompanied by Insurrection Act
discussions; as the Insurrection Act details the conditions under which the Federa Government is
allowed to use Federa forces domestically—in limited circumstances and “only for the purpose of
putting down rebellions or enforcing constitutional rightsif state authorities fail to do so.”

An interesting conundrum arises from the interaction of the Posse Comitatus Act and the Insurrection
Act—their application virtually precludes the use of Title 10 Active-duty and Reserve forces during
natural or man-made disasters, unless such disasters rise to a level that somehow fits the definition of
putting down rebellions or enforcing constitutional rights. Post Katrina, the National Defense
Authorization Act of 2007 amended the Insurrection Act to give the President the authority to commit
both Federal and National Guard troops not only to quell rebellions and ensure constitutional rights,
but also to handle more broadly defined emergencies, such as natural disasters and terrorist attacks.
While the impetus behind this change was altruistic—ensuring Title 10 Active-duty and Reserve
Forces are available to the nation more quickly during disasters—the change was vehemently opposed
by Governors. State chief executive officers held that the change afforded too much authority to the
President. A subsequent “all Governors’ appeal forced the repeal of the 2007 provision.

Governors realize there is much capacity resident in Title 10 forces, both Active and Reserve, and
actively seek ways to tap into that capacity to support state disaster response efforts. The Commission
on the Guard and Reserve, after much discussion with state officials, recommended that Governors be
afforded the ability to have operational control of Title 10 forces when those forces are activated for
state-led disaster response. The classic unity of command argument was applied, as the commission
asserted that unique or specific Title 10 capabilities should just be “chopped” to Governors when
needed, rather than employ those Title 10 capabilities independently with a paralel command
structure. This debate continues.

The Economy Act was originally enacted in 1933 as a means to balance budgets and reduce costs, but
in the domestic operations arenait generally provides a means for one Federal agency to contract with
another agency to accomplish specific tasks—on a reimbursable basis. It's this act that makes the
military very expensive to use domestically. If, for example, FEMA requires support from DOD, such
as aircraft or imagery, FEMA must reimburse DOD for all costs incurred. In most cases civilian, local,
state, or other non-DOD Federal or private-sector resources are much less expensive. The result is that
the military is often the “first responder of last resort” due to its cost. There is ongoing discussion to
reimburse only incremental costs.

The Stafford Act, was designed to provide a system for providing Federa disaster assistance to state
and local governments. Basically, it dictates that a Presidential Disaster Declaration prompts FEMA to
coordinate material and financia assistance and gives FEMA the responsibility to coordinate
government disaster relief efforts. Presidential declarations can take the form of major disasters,
emergencies, fire suppression, defense emergency, and pre-declaration activities in anticipation of an
impending disaster. Each type triggers specific funding ceilings, duration of support, and types of
support (both military and civilian) that can be employed. The Stafford Act forms the basis of the
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National Response Framework, which fundamentally dictates DOD civil-military homeland response
operations.

The National Response Framework (descendent of the National Response Plan) guides the National
response by delineating response principles and defining participating organizations and their roles and
missions. The principal of “tiered response” is a basic NRF tenet. It's generally accepted that
emergencies are best handled by the lowest-level jurisdiction, such as city or county emergency
responders, to speed appropriate response to those in need. In the civil-military arena, this first tier
would include the concept of “immediate response” authority in which local military organizations—
Active, National Guard, or Reserve—can be part of a short term “life and limb” effort. As the scope or
specificity of the disaster grows, the state provides support to local governments, and Federal
authorities provide support to states. To ensure unity of effort, the NRF delineates fifteen broad lanes
of responsibility or “Emergency Support Functions’” (ESFs); FEMA coordinates interagency support to
local and state authorities through activating specific ESFs as needed. Each ESF is led by single
agency but can call upon other supporting agencies, including DOD, to support that particular ESF
mission. For example, ESF 8 is public health and medical services, led by the Department of Health
and Human Services (DHHS) but DOD could be called upon to support DHHS in the area of mass
fatality management. It’s interesting to note that DOD is in the lead for only one ESF, public works,
which is led by the civil side of the U.S. Army Corps of Engineers. DOD does, however, have a
supporting rolein all ESFs.

During “normal,” steady state-operations, FEMA monitors and readies for response operations through
their ten regional offices. In recent months, and in response to lessons learned from Katrina, FEMA
has been making their regional response staffs more robust and empowering them to be more proactive
in planning and more autonomous in response. DOD promotes the civil-military relationship at this
regiona level by stationing a defense coordination officer (DCO) and a small defense coordinating
element (DCE) in each of the ten FEMA regions. These DCO/E teams build relationships with their
FEMA counterparts that help DOD in general— and NORTHCOM in particular— anticipate potential
DOD requirements under the NRF. U.S. Army North (ARNORTH), as the Joint Land Force Command
under NORTHCOM, oversees the DCO/E teams during steady state operations.

In an emergent event, the National Guard under a governor’s control may very well be the first DOD
uniformed responder, but they can also be quickly joined by Active-duty forces under the command of
local commanders. These commanders are authorized to provide immediate response in the event an
emergency occurs in the vicinity of their bases. Generally, this support is in the immediate area, for a
short duration and is for imminent life and limb emergency situations.

Some believe that the DOD only becomes involved when local and state capabilities are
“overwhelmed’—a term that most elected officias do not appreciate. In reality, unigue military
capabilities can and should be employed immediately, and can complement a well-organized state
response. In all likelihood, Army and Air National Guard will be employed under the governor’'s
command before the JFO is established, and long before the DCO and other Title 10 forces arrive.
Specific Title 10 capabilities can be employed at the governor's request; for example, when
Minnesota's 1-35 bridge collapsed into the Mississippi River, specialized Navy divers complemented
local efforts immediately as salvage divers with unique skills not immediately available in the civilian
community. In this event, the Department of Transportation was the lead Federal Agency.

It's obvious that there could be at least three different chains of command—all military, al in
uniform—showing up at one disaster site: the state’'s National Guard under the Governor (and other
states National Guard forces under EMAC), the local troops under a base commander, and Active-
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duty forces under NORTHCOM. This can be very confusing to the civilian community as the
differences in command and status are not readily apparent. During hurricane Katrina, for example,
Texas, Louisiana, and Mississippi al called out their state National Guard under the command of their
respective governors. When 40,000 EMAC-facilitated National Guard forces began flowing into the
region, National Guard Task Forces in Louisiana and in Mississippi managed their reception and
employment to fulfill the Governors needs.

The Federal response to hurricane Katrina was perceived as late-to-the-fight. State-Federal mistrust,
lack of knowledge regarding process, and politica agendas appeared to dictate the response. The
media reported al the negative aspects. Still, over 70,000 DOD personnel (50,000 Guardsmen and
20,000 Active-duty and uncounted civilian employees) deployed to the scene quickly and in most
cases were immediately useful. But in some cases the DOD response was not deconflicted either
internally or among interagency partners, resulting in confusion and squandered resources.

We've talked a lot about response, but what about trying to preclude crisis, prevent attacks, and plan
for that response? Under the overall goal of keeping the homeland secure, we have National Strategies
for homeland security, homeland defense, information-sharing, combating terrorism, pandemic
influenza ... thelist goes on and on. Through the National Response Framework we have a strategy for
response, but until recently the nation has not had an integrated system to accomplish the planning
necessary to implement these strategies and mitigate the effects of crises. In June 2008, DHS released a
Draft Integrated Planning System (IPS) for Homeland Security with a stated purpose to “further
enhance the preparedness of the United States by formally establishing a standard and comprehensive
approach to national planning.”

As this integrated system begins to develop at the National Level, states and regions are aso
organizing to accomplish integrated planning. One such effort drawn from local roots is the
FEMA/OSD developed concept of a Task Force for Emergency Readiness (TFER). This concept
would enable a core planner group at state level that would bring together state, National Guard, DHS,
and private-sector expertise to specifically address a stat€’s planning priorities. The interagency team
would contribute to building integrated plans that address public, private, military, and civilian
capabilities and concerns. Still in the concept phase, this team would be tailored to meet each state’s
needs and would report to the state emergency manager or other official as designated by the
respective governors. It is envisioned that state TFERs would eventually provide a conduit to Federal
response planning and response capabilities (both DHS and DOD), aid the development of regional
planning coordination and response procedures and implement lessons learned across all levels of
government.

Conclusion and Findings
In the Homeland, complex operations are impossible without collaboration.

Collaboration is probably more important in the Homeland than anywhere else, and it must include the
elements of the interagency—Federal and state—as well as international and private-sector actors—
for-profit, not-for-profit, NGO, and academic.

In the Homeland, DOD will never bein the lead.

The distinction between Homeland Security and Homeland Defense is not helpful, is divisive, and
should be eliminated.
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In the Homeland, the Constitutional roles of the President and the governors are clear—and lead to
considerable executive tension.

This is very evident in the relationship between Federa troops and the National Guard of the
individual states. Short of Federalization, a single chain of command is essentially impossible. What
might be possible and beneficial is a merger—partial perhaps, but better full—of NORTHCOM and
the National Guard Bureau.

In the Homeand, the actors need the same coordination and collaboration skills and mindsets we
seek in complex operations overseas.

This is true particularly with respect to interaction between government and non-government players.
We believe this is the age of the IATF—Joint Interagency Task Forces—Iled by a Federal Agency but
comprising needed elements of other agencies, not just Federal and perhaps not just governmental.
What the organization is called is not of consequence.

A Final Word

Sability operations is aterm and concept with some currency, at least within DOD. Most discount its

applicability to the Homeland. That is a profound mistake, as students of Katrina can attest. The 54
independent nations—aka states and territories—that make up our Homeland provide al the challenges
inherent in complex operations el sewhere.



Chapter 12. Designing a Comprehensive

International Approach
By Charles Barry

Introduction

International organizations have learned to act together under pressure rather than by design when
attempting to resolve conflicts and their aftermath. Arrangements cobbled together on the ground
reflect the lack of prior planning and coordination by their rough starts and high cost in lost lives and
treasure. Even today, after numerous crises and nearly two decades of post-Cold War responses,
collaboration continues to begin late and be characterized by arms-length coordination rather than
close, continuous cooperation. An international response to crises and conflicts is usually limited to a
few actors; it is almost always ad hoc and piecemeal. A more comprehensive application of resources
and power emerges only over time, after much earnest but often wasted effort. That is the impact of
having few agreements or processes worked out before a crisis is aready a full-blown tragedy
demanding international attention.

There is a far better way within reach. The international community could address conflicts by
employing al elements of power and every resource at its disposal. It could undertake concerted
civilian actions early on, perhaps even preventing conflicts. Such a goa is possible only if
organizations agree to cooperate before a crisis unfolds, and they put in place the mechanism they will
need to employ should preventative steps fail. What is required is a comprehensive approach to
conflicts, one that brings to bear al relevant resources, both military and civilian, cooperating for a
return to bona fide security and legitimate governance.

Considerable conflict resolution resources are available from a host of international and multinational
organizations. A number of these organizations are always poised to respond and have been doing so—
albeit independently of each other, and often of their own members—for many years. These
organizations and their members constitute a vast reservoir of capabilities that can be brought to bear
wherever their interests coincide. The United States has membership in many of these organizations,
and could take the lead in bringing them together in a better-organized and more effective
comprehensive approach to conflict resolution.

The premise behind the comprehensive approach is ssimple: applying all elements of power with
sufficient resources early in acrisis (or postconflict situation) greatly reduces the social, economic, and
physical damage to the society under stress, and hastens the return to peace at lower cost to all
concerned, the protagonists as well as the international community.

This chapter describes the potential for contributing to a comprehensive approach from international
partner organizations. It uses NATO as a principal example, but the basic concepts presented here also
apply to Asia, Latin America, and other nations. Some have strong, demonstrated capabilities, while
others may be able to contribute only after many more years of nurturing. Still, every potential
contributor is important. Demand will always outstrip the capacities of a few actors. Even relatively
new organizations can afford a diplomatic opening to their members to get involved, some of whom
may not be able to get involved directly in afuture crisis.
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Section 1. An International Grand Strategy for Conflict Resolution

The United States is undertaking to design a coordinated, comprehensive international approach as the
“new norm” in response to crises or conflicts. Such a response will be solicited from as broad a cohort
of international responders as possible, both nations and collective organizations, public and private. In
doing so, the greatest reservoir of talent is brought to bear early and in the most organized way. Getting
buy-in to this approach will require discourse, investment, and negotiations.

In headline form, the elements that must be brought to bear are diplomatic, informational, military,
economic and societal resources (DIMES). In a comprehensive approach, the requirements are for:

o Comprehensive Diplomacy. Resolution of crisis or conflicts usually requires intense and complex
negotiations among protagonist. Resolution is never easy and can be made more difficult if all
possible channels are not pursued in concert. Ideally, all international organizations concert their
diplomatic offices to end the conflict.

e Comprehensive Information Communications. Restoring communications channels and
promulgating accurate, current, and relevant information is critical to reestablishment of
governance and public order. These systems are essential to collaboration, cooperation, and
information-sharing among international actors and local stakeholders. Indigenous systems must
interface with international resources to reopen communications and information channels, thwart
disruptions (including cyber attacks), and extend the reach of legitimate government channels
throughout the affected country. Comprehensive information flows facilitate reconstruction and
development across all elements of DIMES.

o Comprehensive Military Engagement. Security is essential to reestablishing conditions of public
safety and security. It is aso indispensable to the initiation of reconstruction and post-crisis
development. Military presence tends to last much longer than expected. It must be sustained and
adequate to prevent areturn of hostilities, lawlessness, or the emergence of an insurgent movement
that could disrupt legitimate authority.

e Comprehensive Economic and Financial Solutions. Economic commitment to recovery is essential.
Donor conferences have become the norm. However, commitments often are slow to materialize in
the face of great need. Funds also must be wisely managed and provided consistent with the
capacity to apply them. Corruption, both internal to the area and from external opportunists, is a
threat to be addressed in the earliest planning stages. The ultimate goal should be to reestablish a
solid economy and finance system, supportive of stability and independent development. This
requires substantial resources from abroad, plus solid local and global expertise.

o Comprehensive Societal-Cultural Solutions. The root causes of conflict are often the apparent or
actual disenfranchisement and oppression of identifiable religious, ethnic, or racial groups.
Overcoming deep-seated animosities can take generations of healing under conditions of fairness
and transparency. This has been (or is well into the process of being) achieved in some parts of the
developed world. The knowledge of how to construct or rebuild social ties must be brought to bear
in a concerted way. It requires engagement by an effective contingent of sociologists advising local
leaders and international diplomats.

Designing a comprehensive international approach is a huge undertaking. It will take time and skill to
move the model from design to reality. A roadmap is required to move from the present piecemeal
efforts to a more deliberate response. The early tasks will be to set up an effective way to explain the
initiative and its worthy goal. Gaining commitments from allies and international organizations to
collaborate in advance will not be easy; most are reluctant to signal any commitment until facts on the
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ground and the relevant international situation are clear. Ideally, existing allies can be the first to
accept the new approach, followed by a steadily expanding circle of partner countries and
organizations. Over time, a strong and vast network of potential partners will be realized, though the
main international actorswill be few and critical to success.

NATO’s Comprehensive Approach: Lessons from the Balkans and Afghanistan

Applying an international comprehensive approach to conflict resolution is a fresh proposal, yet a
fundamentally simple concept. It means bringing al elements of power to bear, in the most effective
way possible, to get results as soon as possible. That requires prior agreement, collaboration, and
planning among international actors. It issimilar on an international scale to the U.S. initiative to build
interagency capacity alongside the Department of Defense.

In two cases, the Bakans and Afghanistan, NATO has gained almost 13 years of continuous
experience working with other international partners toward conflict resolution. Today, NATO remains
engaged in Bosnia as an advisory headquarters and potential reserve organization to the EU, in Kosovo
as the active military partner to the EU, and in Afghanistan as the major security and stabilization force
under the UN. In each of these conflicts, NATO arrived early and began to establish roles and mission
relationships with other actors on the ground. All organizations were in reaction mode, with minimal
awareness of each other’s processes, priorities, and organizational cultures. No agreements existed
between them, and often the first task was to make initial introductions and negotiate relationships,
even as the situation was in dire need of immediate action.

In Bosnia, NATO arrived with 60,000 troops in December 1995, after the General Framework
Agreement for Peace in Bosnia-Herzegovina was initialed at the Dayton Proximity Talks." Its role, as
the Implementation Force (IFOR), was to enforce the military aspects of the Framework Agreement
and head a Joint Military Commission. A UN High Representative, with no authority over IFOR,
oversaw implementation of civilian aspects of the Agreement as chair of a Joint Civilian Commission.
Major tasks were given to particular agencies of the UN, the ICRC, and the OSCE, including oversight
of human rights violations, accounting for the release of combatants, arms limitations, establishment of
confidence and security building measures, and oversight of elections. Many NGO'’s were already in
country providing humanitarian assistance, and the WEU/EU had ongoing missions, respectively,
policing in Mostar and border patrolling along the Danube River. All parties natural focus was on
mounting their particular operation, with only limited liaison to other agencies. Learning curves
everywhere were steep, and performance was degraded by stovepipe-style execution, resistance to
information-sharing, and competition for limited resources, e.g., use of airports, vehicles, ground
trangport routes, and communications links. Only slowly, though painful experience and considerable
difficulty, did ties among agencies grow stronger and more open. The lesson for NATO, from IFOR
until its subsequent Stabilization Force (SFOR) mission was turned over to the EU in December 2004,
was to underscore the need—much earlier in crisis response—for better understanding and teamwork
among international agencies.

NATO’s postconflict role in Kosovo began in June 1999, at the conclusion of its air campaign against
the Federal Republic of Yugodavia (FRY). NATO deployed as many as 50,000 troops from members,
partners, and allied countries as the Kosovo Force (KFOR), a peace enforcement force under UN

! These talks among representatives of the Republics of Croatia and Bosnia-Herzegovina and the Federal Republic of
Y ugoslaviawere held at Dayton, Ohio, in October-November 1995. The agreement was initialed on November 30,
witnessed by the members of the Contact Group—the United States, Britain, France, Germany, and Russia—plus the
European Union (EU) Special Negotiator.
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mandate. According to NATO, KFOR'’s initial mission set was five-fold: “to deter renewed hostility
and threats against Kosovo by Yugoslav and Serb forces; to establish a secure environment and ensure
public safety and order; to demilitarize the Kosovo Liberation Army; to support the international
humanitarian effort; and coordinate with and support the international civil presence.”? In effect,
NATO had to cooperate with many international partners, including the UN Interim Mission in
Kosovo (UNMIK)?® for issues related to police and justice as well as civil administration, with the
OSCE for matters involving democratization and institution-building, and with the EU regarding
reconstruction and economic development. Each of these portfolios had critical implications for
NATO's missions. Many non-governmental organizations were also involved in these efforts. While
experience in Bosnia meant cooperation began on a higher plane, it still suffered from much the same
lack of coordination and planning, and parallel versus integrated operations, that impeded progress in
Bosnia. Even 8 years later, many issues concerning refugees, property returns, sectarian violence, dual-
ethnicity institutions (in the Mitrovica area), and the handover of security to trained local police and
military units remain to be completed.

In Afghanistan, the 50,000 plus NATO ISAF force faces a far more difficult challenge in civil-military
teamwork than its Balkan predecessors. The realities of a full-scale counterinsurgency war, a bona fide
sovereign government, a burgeoning opium trade, and a vastly larger and less hospitable area of
operations are just some of the unique chalenges of Afghanistan. NATO’'s mission is “to assist the
Government of Afghanistan and the International Community in maintaining security within [the
ISAF] area of operation. |SAF supports the Government of Afghanistan in expanding its authority to
the rest of the country, and in providing a safe and secure environment conducive to free and fair
elections, the spread of the rule of law, and the reconstruction of the country.”* NATO did not assume
control of the ISAF mission until August 2003, ailmost 2 years after the end of initial hostilities. Many
civilian agencies were aready on the ground as NATO began its mission, first in Kabul then
expanding gradually to assume responsibility for the whole country. NATO's role calls for
coordination at many levels with multiple NGO’ s, several UN agencies, and the EU. However, none of
these efforts enjoy integrated planning or well established channels for routine coordination of
programs. Much is left to the initiative of individuals on the ground and their capacity to develop
effective relationships among stakeholders—which leaves a lot to chance in a highly volatile
environment for NATO’s 26 Provincial Reconstruction Teams (PRTS) and five regional commands.
However, the EU is separately responsible for police training throughout the country,® and is engaged
in multiple assistance programs under the European Commission Humanitarian Organization (ECHO),
including food security in rural areas, de-mining, funding schools, and refugee return. These types of
operations are the essentia civilian components of conflict resolution and would benefit from close
coordination with NATO and other agencies.

In recognition of the enduring disconnects evident in the Balkan and Afghanistan operations, Denmark
elaborated a concept called the Comprehensive Approach (CA) and succeeded in putting it on NATO'’s

2 See “Kosovo Force (KFOR)” on NATO Web site at <www.nato.int/issues/kfor/index.html>.

3 Although K osovo declared its independence on February 17, 2008, disagreement among UN Security Council members
has caused UNMIK’ s handover of its responsibilities to drag on. Thus, it officially maintains responsibility for
administration of Kosovo as UN Resolution 1244 remains in effect.

* See NATO in “Afghanistan Factsheet,” July 5, 2007, at <www.nato.int/issues/

af ghani stan/040628-f actsheet.htm>.

® The EU Police Mission Afghanistan was agreed May 30, 2007, and extends until May 30, 2010. It consists of 230 police
and rule of law experts responsible for training the Afghan National Police and facilitating establishment of ajudicial
system. It reports to the EU through the EU Special Representative, on sitein Kabul. The EU has authorized rel ease of
relevant local EU classified information to NATO/ISAF.
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agenda in 2004. The Danes saw that, even though NATO had no operational civilian capabilities, the
need for coordinating such resources had been demonstrated in Bosnia, Kosovo, and Afghanistan.
Each response had been initiated without early and effective civil-military coordination, and mostly
uninformed by lessons learned in previous operations. The result was waste of resources (and lives)
while organizations sorted out tasks and relationships in the midst of a crisis rather than beforehand, in
the so-called “zero” or “shaping” phase of crisis response. The Danes wanted NATO to change that
and, in June 2005, convened a seminar to open the CA discussion within the Alliance. The aim was not
to develop new NATO capabilities, but to strengthen the capabilities the Alliance already had in civil
planning and engage in cooperation with other international organizations, initially at the strategic
policy level, and ultimately at the operational field level.

In spring 2006, Denmark and six other countries—the Czech Republic, Canada, the Netherlands,
Norway, Slovakia, and Hungary—circulated a paper within the Alliance describing the basic ideas
underpinning the CA initiative. The United Kingdom and United States later joined the initiative.
Then, in November 2006 at its summit in Riga Latvia, NATO endorsed the Comprehensive Approach
as its concept for conflict management and response. NATO leaders directed that an Action Plan be
developed for how the Alliance would incorporate the CA internally and in its relations with other
organizations, most notably the UN and EU. The Action Plan was endorsed in April 2008 at Bucharest.
Since that time, NATO staffs have been implementing the plan’s main features, which are to:

e Improve NATO' s crisis management and relevant planning procedures, both political and military;

e Improve practical cooperation with the UN and other organizations, including NGO'’s and local
actors;

e Enhance NATO's military support to stabilization and reconstruction operations throughout all
phases of conflicts.

Yet, NATO's CA initiative has not been entirely a success. The most difficult obstacle has been an
unrelated political impasse that frustrates the deepening of NATO-EU relations, including planning
and coordinating actions in advance of operations. The sticking point centers on Turkey’s objections to
sharing NATO information with non-partner Cyprus, an EU member. The impasse demonstrates both
the value and penalty of consensus decisionmaking. NATO and the EU must work in earnest to find a
solution so that operations already underway can be afforded the best possible planning and
coordination at the highest levels. The path ahead will require continuous emphasis from NATO and
national |eaders.

Section 2. Global Partners

Primary Global Partners

Four major institutions, the UN, NATO, EU and OSCE, have taken on crisis-response missions
repeatedly and, at least on occasion, beyond a regional scope. These organizations have demonstrated
they are the mainstays of partner capacity at the international level. The strengths and weaknesses of
each are described below applying the DIMES model of institutional capacities.

The United Nations®

The primary global organization for conflict resolution is the UN. Many countries and institutions
regard UN sanctioning to be essential to their participation in any operation. A UN resolution alone is
rarely enough to restore peace, but for many countriesit is an essential prerequisite for military action.

® General reference for this section is the UN Web site, available at <www.un.org/aboutun/>.
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UN peacekeepers provided by member states are sent to regions where armed conflict has recently
ceased (or paused) to enforce the terms of peace agreements and discourage combatants from resuming
hostilities. The founders of the UN had envisaged that the UN would act to prevent conflicts between
nations and make future wars impossible. Since the Cold War, UN peacekeeping missions have
mushroomed in number, size, and duration, straining UN capacities and the resources of its 192
member states. The UN has not only acted to keep the peace but also occasionally intervened in armed
conflicts, the first of which was the Korean War (1950-1953). More recently, the UN authorized the
liberation of Kuwait after the 1990 invasion by Irag.

Reciprocally, the United States can help strengthen UN peacekeeping by increasing planning and
training participation with the UN DPKO staff. It can share relevant U.S. doctrine and embrace the
value of UN peacekeeping in ways that garner stronger participation from all members. The United
States can also help build UN capacities by working more closely with the UN to coordinate operations
and U.S. support for UN DPKO.’

Several relevant sub-agencies of the UN are:

e DPKO. The UN leads 18 different peacekeeping missions in Africa, the Caribbean, the Middle
East, Europe, and Asia. Serving in these missions are over 88,500 military and civilian personnel .
Total approved annual expenses were over US$5 billion for the period July 2006 to June 2007. The
UN is also the largest source of deployable police officers in the world. The DPKO Police Division
manages 15 police missions worldwide consisting of almost 17,000 UN police.

e UNHCR.? Since 1950, UNHCR and its predecessor organization have been mandated to lead and
coordinate international action to protect refugees and resolve refugee problems worldwide. Its
primary purpose is to safeguard the rights and wellbeing of refugees. It strives to ensure that
everyone can exercise the right to seek asylum and find safe refuge in another state, with the option
to return home voluntarily, integrate locally, or resettle in a third country. UNHCR's mandate has
gradually been expanded to include protecting and providing humanitarian assistance to what it
describes as other persons "of concern,” including internally displaced persons (IDPs). UNHCR
presently has major missions in Lebanon, South Sudan, Chad/Darfur, Irag, Afghanistan, and Kenya
to assist and provide servicesto IDPs and refugees.

o UNDP.™ The UN Development Program, which operates in most countries of the world (166 of
192), is the largest source of expert advice, training, and technical assistance grants in the world,
though all its funds come from contributions from member countries. Primary UNDP goals include
the strengthening of democratic governance, reducing poverty, crisis prevention and recovery,
energy, and environmental issues—in particular, access to clear drinking water. The UNDP
strategy of creating local capacity as the key to human development makes it a strong partner in
postconflict reconstruction and devel opment.

« WFP.™ The World Food Program is the food aid branch of the UN, providing food to about 90
million people a year, 58 million of whom are children. In 2006, WFP distributed 4 million metric
tons of food to 87.8 million people in 78 countries;, 63.4 million beneficiaries were aided in

7 See Nancy Soderberg, “U.S. Support for UN Peacekeeping: Areas for Additional DOD Assistance,” Defense and
Technology Paper 42 (Washington, DC: Center for Technology and National Security Policy, September 2007).

8 Number as of June 2008. Up-to-date totals are available at <www.un.org/Depts/dpko/dpko/contributors/>.

® Information summarized from OHCHR Web site at <www.ohchr.org/EN/Pages/\Wel comePage.aspx>.

19 United Nations Development Program (UNDP), UNDP Annual Report 2008 (Washington, DC: UNDP, 2008), available
at <www.undp.org/publications/annual report2008/>.

1 See <www.wip.org/english/> for more information.
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emergency operations, including victims of conflict, natural disasters, and economic failure in
Kenya, Lebanon, and Sudan. In 2007, WFP's Sudan operation required US$ 685 million to provide
food assistance to 5.5 million people (2.8 million in Darfur alone). More recently, WFP aircraft
have begun deliveries to Georgia to head off a hunger crisis among large numbers of internal
refugees.

e WHO." The World Health Organization is a primary partner agency of the UN in the area of
fostering health security, strengthening local health care systems, monitoring and responding to the
threat of epidemics, and promoting development that reduces poverty, which is a leading factor in
health and life expectancy. WHO maintains representatives in most countries that are able to
provide local expertise on health issues. WHO is a prominent partner in relief efforts for natural
disasters, such as the December 2004 South Asia Tsunami and cyclone Nargis, which struck
Burmain 2008.

The North Atlantic Treaty Organization

NATO is the security cornerstone for building partner capacity for crisis response. It initiated the
concept of a comprehensive approach to conflict resolution, under Danish leadership as early as 2005,
and continues to elaborate it under its CA Action Plan, endorsed at the 2008 summit in Bucharest.
NATO is primarily a military organization and is the most militarily capable multinational
organization, with current major operations in Afghanistan and Kosovo. These military missions
provide the perspective from which NATO elaborated the need for complementary civilian capacities
that can rapidly deploy to conflict areas. Kosovo has been a NATO mission since 1999, Afghanistan
since 2004. These long-running missions underscored for NATO the criticd need for greater
cooperation and partnership among the agencies providing security and those trying to achieve
development.

NATO also has the capacity to organize civilian capacity through its decades-old Senior Civil
Emergency Planning Committee (SCEPC) and Civil Emergency Planning Directorate® These
agencies can staff and coordinate all manner of non-military contributions from member states,
capabilities that—Ilike most NATO military forces—are national rather than Alliance-owned. In
Afghanistan, where NATO faces its most serious challenge, member states have cobbled together 26
nationally staffed and operated PRTs to work under NATO protection in remote areas. PRTS are one
component of a comprehensive approach, but they are haphazard, cobbled together independent of
each other, dissimilar in organization, and subject more to national direction than coordinated
mandates from an in-country civilian entity.

NATO has limitations when it comes to civilian capacity. It has concentrated on support to military
operations, such as commercial transportation and logistics infrastructure (e.g., pipelines). NATO civil
agencies know how, for example, to organize and manage road, rail, and riverine transit systems.
NATO can couple these capacities with its military to assist in initidl humanitarian ad and
reconstruction following a crisis (as it did in response to the 2007 Pakistan earthquake) or conflict (as
it isdoing to aid PRTs in Afghanistan). For disaster response coordination, NATO has established the
Euro-Atlantic Disaster Response Coordination Center (EADRCC) to work with UN agencies and its
own members and partners to bring about a rapid, effective response. NATO has no capacity or plans
to acquire robust civilian capacity of its own. For these resources it calls on members to contribute
nationally, as seen in the example of PRTs and the initial effort by Germany (now under the EU) to

12 See <www.who.int/en/> for more information.
3 North Atlantic Treaty Organization, NATO Handbook 2006 (Brussels: NATO Public Diplomacy Division, 2006), 301—
302.
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train police in Afghanistan. Over the longer term, NATO intends to call on the already strong civilian
crisis response capabilities of itslong term partners, the UN, EU, and OSCE.

As mainly a military organization, NATO has facilitated the conduct of civil-military (CIMIC)
operations through its training and exercising for interaction with civilians in a conflict environment,
including local authorities as well as international organizations, and representatives of other
governmental and non-governmental civilian agencies. The growing demand for CIMIC expertise led
in 2001 to an attempt to establish an operational civil-military headquarters. Over time the
headquarters role evolved into the training of both operational units and planning staffs engaged in
CIMIC. In 2003, NATO approved a doctrine for CIMIC Operations.* The headquarters was
determined to be better suited to the role of a center of excellence to develop doctrine and to train a
cadre of CIMIC personnel across NATO. The CIMIC Center of Excellence (CCOE) was accredited by
ACT in 2007 and is now open to students from the EU, NGO'’s, and other international agencies, as
well asfor NATO personnel.

The European Union

The EU can bring a great deal of civilian capacity and a broad range of capabilities to the table under a
comprehensive approach concept. Its main areas of expertise lie in the areas of governance,
infrastructure reconstruction and civil-sector development: customs and border matters, policing and
judicial systems, institution and facilities development, and resourcing commercial enterprise.
Recently, the EU has expanded to conduct small military peace enforcement and police monitoring and
training operations. While these are promising for the future, the EU’ s primary contributions are in the
economic and social sectors.

The EU Commission has nearly as many country delegations (about 120 ECDs) operating worldwide
as the UN, each focused mainly on commercial development though aid and advice programs. It has
mature, long-standing assistance programs across Eurasia, South Asia, Africa, and Latin America,
delivering millions of euros each year to governments and private-sector enterprises. In addition to its
ECDs, the EU has deployed civilian Special Representatives (EUSRS) to specific crisis areas, such as
Afghanistan, Kosovo, and Sudan. These EUSRs coordinate all manner of EU assistance and report
directly to the EU High Representative for Common Foreign and Security Policy and the European
Council. EU military, police, and civilian aid programs are harmonized in this way. However, the EU’s
competencies for civilian crisis response are a much wider portfolio and include programs for:
humanitarian aid, aid to displaced persons, civil protection, democracy building, rule of law, human
rights protection, food aid and security, reconstruction, and mine action.*

The EU works closely with the UN and maintains a staff there of approximately 30 civilian and
military personnel to coordinate peace operations. (NATO, in contrast, has only one military officer at
UN headquarters.) However, the EU and NATO have yet to construct sufficient modalities to
coordinate their crisis response actions in advance, in spite of their well established, side-by-side
operations in the Balkans and Afghanistan. The notable exception is Bosnia-Herzegovina, where the
EU assumed NATO'’s military mission, with continuing NATO support and potentia reinforcement.
Thevoid in NATO-EU cooperation is the most gaping hole in achieving strong partnerships among the
major organizations available for crisis response.

14 See NATO, NATO Civil-Military (CIMIC) Doctrine, Allied Joint Publication 9 (Brussels: NATO, June 2003), available
at <www.nato.int/ims/docu/ajp-9.pdf>.

1> See EU Commission Conflict Prevention and Crisis Management Unit, Civilian Instruments for EU Crisis Management,
April 2003.
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The Organization for Security and Cooperation in Europe

The Organization for Security and Cooperation in Europe (OSCE) is the largest regional organization
in the world, serving as both a forum for political dialogue and a vehicle for non-military security
action. Its 56 participating States from Europe, the Caucasus, Central Asia, and North America, cover
most of the northern hemisphere. OSCE deploys civilian resources and adjunct military staff to assist
in preventing crises and resolving conflicts across Europe, and it has twice deployed outside Europe to
Afghanistan.

OSCE’ s pedigree, beginning in the mid-1970s and continuing today, has been in arms control, military
confidence and security building measures, human rights monitoring, and democratic institution-
building, including election monitoring. Its stated aim is to secure stability in the European region,
based on democratic practices and improved governance. It furthers these goals through its Forum for
Security Cooperation, Office of Democratic Institutions and Human Rights, and Conflict Prevention
Center has produced a number of practical tools for control and disposal of excess small arms and
ammunition, and exchanging military information between or among its member’s militaries and other
parties as a means of increasing transparency and preventing miscalculations. The Conflict Prevention
Center provides support to field operations for early warning, conflict resolution, and rehabilitation,
including border management and the return of refugees.

The OSCE has fewer than 500 staff among its various agencies; approximately 3,000 additional staff
operate in the field, supported by five times that number of non-OSCE-funded local hires.
Approximately 70 percent of its budget of just over €164 million (in 2008) goes to field operations. In
terms of civilian partner capacity, the OSCE offers high-value capabilities that are accustomed to
partnering with other organizations across Europe, notably the UN, EU, and NATO, to which its
members also belong.

The OSCE is arelatively untapped and unheralded participant in a comprehensive approach, ripe for
providing increased support to complex operations, should its members reach that agreement.
However, it has not held a summit in aimost 10 years, and its Ministerial Council (member Foreign
Ministers) meets only annually. Ongoing operations are overseen by weekly Permanent Council
meetings at the Ambassador level. OSCE’'s modest budget, mentioned above, shrank dightly from
2007 to 2008. OSCE's current missions are in Georgia/South Ossetia, Afghanistan, Kosovo, Serbia,
Albania, Croatia, Montenegro, Bosnia, Macedonia, Moldova, Ukraine, Belarus, Armenia, Azerbaijan,
Kazakhstan, Turkmenistan, Kyrgyzstan, and Tajikistan.

The discussion of the above agencies and their relevant sub-agencies indicating the areas of partner
capacity they bring to the table is summarized in figure 1 below.
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Primary Response Partners and Key Sub-Agencies

e United Nations
— UNHCR: Refugee Matters
UN DPKO: Peacekeepers, Police
OCHA: Humanitarian Affairs
UNMAS: Land Mines
UNODC: Combating Drugs and Crime
WFP: Food Aid
— WHO: Health Security
e NATO
— ACO: Full Spectrum Military response
— SCEPC/EADRCC: Civil Emergency Planning & Assistance
— NAC - Diplomatic
— ACT: Comprehensive Approach Experimentation and Doctrine
« EU
— CFSP RRM and ECHO: Humanitarian Aid
— ESDP — Military, Police and Civilian Security Sector
— European Council and High Representative: Diplomatic
— Commission: Development Aid
e OSCE
— ODIHR: Democracy, Election Monitoring and Human Rights
— ORFM: Freedom of the Media, Freedom of Expression

— Security Cooperation Forum: Confidence and Security Building
Measures

— Conflict Prevention Center: Early Warning, Operations

Essential Specialized Partners

Several other institutions or groups are also steadfast partners in conflict resolution: the World Bank,
the International Monetary Fund, and the ever-present NGOs. The contributions of these partners are
reviewed below.

TheWorld Bank

The World Bank Group, in particular the International Bank for Reconstruction and Development
(IBRD) and the Internationa Development Association (IDA). The World Bank is focused on
developing countries in fields such as human development (e.g., education, health), agriculture and
rural development (e.g., irrigation, rural services), environmental protection (e.g., pollution reduction,
establishing and enforcing regulations), infrastructure (e.g., roads, urban regeneration, electricity), and
governance (e.g., anti-corruption, legal institutions devel opment).

The IBRD and IDA provide loans at preferential rates to member countries, as well as grants to the
poorest countries. Loans or grants for specific projects are often linked to wider policy changes in a
sector or the economy. For example, a loan to improve coastal environmental management may be
linked to development of new environmental institutions at national and local levels and the
implementation of new regulations to limit pollution.

The International Monetary Fund

The primary mission of the IMF is to provide financia assistance to countries that experience serious
financial and economic difficulties using funds deposited with the IMF from the institution's 185
member countries. Member states with balance of payments problems, which often arise from those
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difficulties, may request loans to help fill gaps between what countries earn and/or are able to borrow
from other official lenders and what countries must spend to operate, including covering the cost of
importing basic goods and services. In return, countries are usually required to launch certain reforms,
which have often been dubbed the "Washington Consensus®. These reforms are generaly required
because countries with fixed exchange rate policies can engage in fiscal, monetary, and political
practices which may lead to the crisisitself.

Non Governmental Organizations

In addition to global and regional multinational organizations, a comprehensive approach must aso
include early and regular strategic coordination with at least the most prominent of an estimated 44,000
non-governmental international organizations.'® Chief among these are Médecins Sans Frontiéres
(Doctors without Borders), Oxfam, Catholic Relief Organization, and World Vision. NGOs are a
strong and growing cohort among crisis responders.

In 2000, 5 years after the Balkan conflicts claimed nearly a quarter million lives, and 2 years after the
Rwandan conflict resulted in amost 800,000 civilian dead, the UN argued that the international
community had a “right to protect” against ethnic cleansing, genocide, and crimes against humanity.
Canada followed with a Responsibility to Protect project. Transnational civil action by operational
NGOs and alliances'’ of NGOs in areas of crisis has increased. Often these agencies are on the ground
well before international intervention and remain after military action, if any, is concluded. In short,
they are a valuable if independent, resource, and it is essentia to develop as close a relationship as
possible with them.™® In addition, members of NGOs can come under attack and need both diplomatic
and military protection.

The International Red Cross and Red Crescent (ICRC) are other special international organizations that
play powerful roles in many postconflict situations, particularly in accounting for refugees, prisoners,
and internally displaced persons. The ICRC aso provides food, shelter, and humanitarian relief to
victims of conflict. Afghanistan is one of the ICRC's largest operations, with 88 international
representatives and amost 1,200 national workers.

In broad terms, the organizational partners described thus far can meet the DIMES competencies as
shown in the matrix in figure 2.

Potential Regional International Partners

The organizations listed below are the most prominent in their respective geographic regions. None are
strong sources of DIMES capabilities today; however, they represent the state of play in terms of
regional cooperation that has along path ahead before anything like the global players described above
emerges. In terms of contributions to a comprehensive approach, they should be looked to first for
diplomacy and second to assist in gathering economic and societal assistance from their members. It is
important to review these organizations to be aware of their current and potential strengths and
weaknesses for contributing to a comprehensive approach. Understanding them will also aid in
knowing what kinds of partnersthey may require in the event of crisisin their regions.

1 Halmut Anheier et al., Global Civil Society 2001 (Oxford: Oxford University Press, 2001).

¥ Two prominent NGO alliances are InterAction and the International Council for Volunteer Agencies.
18 See Peter Willetts, “What is a Non Governmental Organization?’ City University, London, available at
<www.staff.city.ac.uk/p.willetts CSNTWK S/NGO-ART.HTM>.
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Conflict Response Capabilities of Major 10’s
D | M E S
UN X X X X X
NATO X X X X X
EU X X X X X
OSCE X X X

IMF/WB X X

NGOs X X X

Figure 2. Conflict Response Capabilities of Mgjor International Organizations

The Association of South East Asia Nations

Established in 1967, ASEAN is the primary forum among Asian countries for building consensus
toward a future comprehensive approach capability. ASEAN was established on the cardinal principle
of non-intervention in national affairs. Members are mutually committed to the non-use of force and
non-confrontation, as well as a reluctance to institutionalize and legalize regiona cooperation. They
favor informal and under-institutionalized forms of regional cooperation. Collectively, these features
are known as the ASEAN Way. International connections to ASEAN for the United States are via
bilateral relations with members, but also via the annual ASEAN Regional Forum. The Forum decided
in 2007 to establish a group for quick response to emergencies, and over the long term may be an
emerging forum for security dialogue in Asia. Although ASEAN has not engaged in crisis response,*
it isanascent forum for dialogue, and potential cooperation on crisis response in its region.

The Africa Union

The AU is an intergovernmental organization of 53 African nations, established in 2002 by the
amalgamation of two earlier African collectives, the African Economic Community (AEC) and the
Organization of African Unity (OAU). The AU has lofty goals to become the equivalent of the EU,
with a single currency, and integrated defense forces and political structures. The AU purpose is to
help secure democracy, human rights, and a sustainable economy, bring an end to intra-African
conflict, and create an effective common market. The AU first undertook military intervention in May
2003 with the deployment of a peacekeeping force from South Africa, Ethiopia, and Mozambique to
Burundi to oversee the implementation of the various agreements. Today, AU troops are also deployed
in the Darfur region of Sudan and in Somalia.

The Gulf Cooperation Council (GCC)

¥ 1n May 2006, following arequest from the government of East Timor, approximately 2,100 military and police, plus
ships and aircraft from Australia, New Zealand, Malaysia, and Portugal deployed to quell unrest there. Malaysiais an
ASEAN member while Australiaand New Zealand are included in the wider ‘ ASEAN plus six’ group called the East Asia
Summit.
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The six-nation GCC,* born in 1981 in reaction to the start of the Iran-Iraq War, is primarily a trade
organization and, like other regional organizations, is more a potential contributor to conflict resolution
than an actual one. However, recent joint statements with the EU indicate a willingness to take
collective political positions, including on conflicts in Iraq and Israel-Palestine. GCC members could
make crucial contributions in diplomacy and economic recovery of conflict-destabilized states in the
Middle East.

The Organization of American States

The OAS is not often visible with regard to conflict resolution, but it has played an important role
facilitating attempts to resolve conflicts in the Americas, both through formal participation in UN
missions, as in Haiti, and though supporting negotiations.?* It is a long-standing regional organization
and a potential partner in any international comprehensive approach in the western hemisphere. The
OAS membership includes 35 independent states of the Americas. Nearly as important are more than
60 permanent observers from countries around the globe, including Russia, China, and severd
countries of the Middle East. The European Union is also a permanent observer. The OAS and OSCE
recently called for closer, albeit unspecified, cooperation and information-sharing.?

The Council of Europe (COE)

The COE is an important standard across Europe, because acceptance for membership essentially
means COE approval of a country’s democratic governance processes, including due regard for legal
standards, human rights, cultural cooperation, democracy, and fair elections. Belarus is one country in
Europe denied membership (since 1993) due to questions over election practices and freedom of the
media. Others not accepted as sufficiently democratic are Kazakhstan, Kosovo, and the Holy See.
Russia was granted membership in 1996. Established in 1947, the COE has 47 members in 2008.

The COE commits its members by way of conventions to particular matters intended to further ground
core values across Europe. In this way, the COE is a useful tool in conflict prevention. Key
conventions are the European Convention on Human Rights, the Convention on the Prevention of
Terrorism, the Convention Against Corruption and Organized Crime, and the Convention on
Cybercrime.

The United States has observer status at all COE deliberations. The COE’'s primary capacity as a
partner to the United States in terms of a comprehensive approach to conflicts is its influence in
conflict within Europe, broadly defined. For example, in the August 2008 conflict between Russia and
Georgia—hoth COE members—the COE’s European Court of Rights invoked procedures at the
request of Georgia that requested both parties to submit information for a determination of violations
of human rights. The Convention carries the weight of international law. While likely not decisive by
itself, such tools of law and diplomacy are components of a comprehensive approach to conflict
resolution.?

% GCC members are Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, and the United Arab Emirates. Y emen is presently
negotiating membership. Iran and Iraq are excluded.

2L “OAS Peace-Building Experiences: Progress Achieved, Lessons Learned, and Future Possibilities,” available at
<www.un.org/rights/micivih/rapports/peace-bu.htm>.

2 The call for cooperation came at ameeting at OA S headquarters between the organization’ s respective Secretaries
General: Sefior José Miquel Insulza (OAS) and M. Marc Perrin de Brichambaut (OSCE). “ Secretario General de la OEA
recibe aMarc Perrin de Brichambaut de la OSCE,” Espacinsular, November 13, 2007, available in Spanish at
<www.espacinsular.org/spip.php?article4505>.

% See COE Web site at <www.coe.int/>. COE Chairman of Ministers Carl Bildt was also sent to Georgia to confer with the
parties.
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Contact Groups

Contact groups are included here because they have become an important informal tool in managing
conflict resolution. An early, well-known use was the Balkans Contact Group, composed of the United
States, UK, France, Russia, Italy, and Germany. These were the biggest troop-contributing countries
and largest donors. They also included four of five members of the UN Security Council, under whose
resol utions operations were authorized. A similar arrangement has been used since 2006 with regard to
the conflict in Somalia (members: United States, UK, EU, Norway, Sweden, Italy, and Tanzania).
Contact groups facilitate decisionmaking by keeping the groups small and limited to high stakeholders
in terms of commitment to the crisis of concern. By being temporary arrangements, devoid of stand-
alone bureaucracies and focused on a single issue, contact groups have a higher probably of being
effective than large. standing agencies with amyriad of competencies to oversee.

Based on the above discussions and categorization of U.S. partners among international organizations,
aconcentric model of major organizations with potential to contribute partnership capacities across the
DIMES paradigm is portrayed in figure 3 below.

Global, Specialized, and Regional
Partners for Crisis Response

IMF/WB

Contact

Bssential Specialized Partne Groups

Potential Regional Partnefs

Options for Institutional Connections

Strategic Communications

The international community of organizations and their members, the community of nations, are a
critical audience interested in understanding the U.S. approach to conflict resolution. Establishing
robust, reliable means for two-way communications is as important as ensuring that the right messages
are sent. Sustained political engagement with partners should be initiated at multiple institutional
levels, as well as among expert, non-governmental entities that help shape organizational policy
options. Systemic conduits are also important, beginning perhaps with liaison and visit policies, and
proceeding to information exchanges and participation in selected events.

Options for strategic communications span the array of mediums. All means should be open and used
with regularity such that the expectation is created that, in crises, various means will provide accurate
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U.S. positions and policies. In turn the, United States should develop ways to receive communications
from organization and key international partners to have a ready, accurate understanding of the
positions of potentia partners, and to gauge how well our own messages are getting through.

Building greater capacity and mor e effective cooper ation.

The United States will have to take a long view for building lasting, international partners for a
comprehensive approach to conflict resolution, including postconflict stability operations and
reconstruction, both initial and long-term. Several opportunities present themselves:

o Firgt, for U.S. relations with its most important partners—the UN (and its primary sub-agencies),
NATO, OSCE, and the EU—much recent experience on the ground continues to yield a wealth of
lessons learned that should be treasured collectively and applied to future coordination as early as
possible in the run-up to crises.

e Second, the United States must not ignore lower-profile yet essential reconstruction partners, such
as the World Bank, the IMF, and the relevant NGOs in each applicable competency. Specialized
programs should be designed to enhance the capacities of the World Bank and IMF. Relations with
NGOs are necessarily based on political and environmental factors. However, a strong, sustained
program of outreach and transparency, as well as inclusion in exercises and regular dialogue,
would provide afoothold and a basis for fine-tuning as relationships emerge.

e Third, the United States cannot afford to focus too narrowly on its traditional partners. Benefits
may be reaped from investing in the future of the AU, GCC, ASEAN, and the OAS as regional
partners that may someday be stronger partners able to contribute critical capabilities.

Building Partnerships Prior to the Need to Respond

The United States needs a concerted program of interaction that will lead to agreements to react rapidly
and collectively in time of crisis to bring to bear the required elements of DIMES. Conferences and
workshops, as well as multi-discipline experimentation, should be designed with an eye to variable
geometry to determine the most acceptable venue for international support and participation by
policymakers and analysts across the spectrum of powers and resources desired.

Establishing Sustaining Partner ships during Operations

Once partners have agreed to bring their resources to bear, either in-theater or in other relevant ways,
the United States will need the requisite organizational, leadership, and negotiating skills to sustain
partner participation over the long time frame of conflict resolution and reconstruction. As
demonstrated in NATO'’s quest for added support in Afghanistan, a strategy to gain and maintain
public support over the long haul is essential. In turn, it is necessary when setting goals to develop the
public case for their achievement, and for the resources required over the anticipated length of mission.

Conclusion and Findings

Theinternational situation demands far better crisis response and conflict management than we
have today.

However, the cultural barriers to cooperation between and among international organizations are high
and pose a significant obstacle to achieving an international comprehensive approach. A strategy must
be found to lower and ultimately eliminate barriers to cooperation. Two or three institutions should
take the initiative, demonstrating success that others can emulate.
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The United States should develop and pursue a comprehensive approach agenda in each of the
primary organizations of which it isa member—the UN, NATO, OSCE, WB and IMF.

The United States should seek deeper contact with, and perhaps limited participation as an observer
in, organizations of which it isnot a member.

The goal must be to cultivate support for, and contribution to, a comprehensive international approach
to crisis and conflict resolution. The most important of these organizationsis the EU.

I n seeking conduits to organizations of which the United Statesis neither member nor a direct
observer, close allies may be the best opportunity to establish ties and make the case for appropriate
support.

The most promising organizations, in addition to the EU, are the AU, ASEAN and the SCO.

The NATO Comprehensive Approach initiativeis a useful model for other organizationsto follow.

At the same time, NATO needs to add momentum to the program through efforts to marshal the non-
military capabilities of its members.

Any initiative to harnessinternational organizations to partnering arrangements must take into
account their natural autonomy and their need for cooperation.

Sharing information, as well as closer and earlier consultations, collaboration, and planning, are
achievable early goals. If realized, such confidence-building activities will provide the foundation for
greater cooperation in the mid to long term.



Chapter 13. Linking U.S. Capacity to

Local Actors
By Linton Wells I, Larry Wentz, and Walker Hardy

Introduction

In complex operations, the United States cannot achieve the social, political, and economic goals for
which its military forces have been committed unless it can engage effectively with the populations we
are trying to influence, including local governments, businesses, and members of civil society® in
complex relationships that usualy include concurrent mixes of collaboration, competition, and
conflict. Earlier chapters have focused on engaging with the interagency, allies and coalition partners,
and international players, and have stressed the importance of tactical execution. This chapter
addresses local actors and effective interactions with them.

Section 1. Coalition-building and Information-sharing

U.S. military doctrine recognizes the importance of building broad coalitions of stakeholders in
complex contingencies.* Implementing the doctrine, however, poses a two-fold challenge: how to
empower civilian participants to operate more effectively in complex contingencies that include the
military,> and how to enable the military to interact more effectively with civilians,

In practice, the focus of military commanders and support personnel will be more on the needs of the
joint or coalition force than on the civilian players in the operation. However, if there is to be an
effective coalition, there must be external links to mission participants beyond the boundary of the
military, and these links require that unclassified information be shared in both directions. Unclassified
information-sharing is harder than it might seem, and all branches of the U.S. Government need to pay
more attention to doing it well in stressed environments.

As aways, the devil isin the details. Even with the best of intentions among senior decisionmakers,
information still must be shared (and protected as necessary) on the ground with a wide range of
participants if complex operations are to succeed. Years of experience in stabilization operations,
domestic and foreign disaster relief, and building the capabilities of partner nations suggest that such
sharing will not really happen without sustained, high-level attention. Senior decisionmakers need to
pay attention to information-sharing and information and communications technology (ICT), including

! These entities form a subset of what the U.S. military often refersto as civil-military mission partners, often called
“stakeholders.” The April 2008 Guidance for Development of the Force (GDF) defines mission partners as “those entities
not under the commanders' direct authority that are participating in the mission.” Examplesinclude, but are not limited to:
other U.S. Government agencies, international organizations, nongovernmental organizations (NGOSs), state, local,
territorial, and tribal governments, indigenous security services, and others (including commercial firms and individuals as
appropriate) who are directly contributing to the ongoing mission. Despite this definition in U.S. doctrine, many NGOs
object to being considered “ partners’ with the military.

2 See, for example, Mark Gerencser, Reginald van Lee, Fernando Napolitano, and Christopher Kelly, Megacommunities,
(New York: Palgrave MacMillan, 2008).

% See “Converging, Combining, Emerging,” the Executive Summary of Highlands Forum XXXI1, May 29-31, 2007,
available at <https.//www.hlforum.com/conferences>.

* Joint Publication 1, Joint Warfare of the Armed For ces of the United States (Washington, DC: Department of Defense),
chapter 7 (1-B).

® Department of Defense, National Defense Strategy of the United States of America (Washington, DC: Department of
Defense, June 2008), 17.



208 « Wells, Wentz, and Hardy

the role of ICT as an engine of stability and economic growth. These questions will be addressed in
more detail |ater, as they can't be left to the “techies” or security specialists alone.

Section 2. Engagement with Local Actors

Background

Earlier chapters described how U.S. policy and national security organizations have changed
significantly since 2004 in ways that promote engagement with local actors.® Collectively, these
changes reflect significant modifications of policy and doctrine for the U.S. military, increasing
emphasis on pre-conflict peacekeeping, capacity-building, and postwar stabilization and
reconstruction, as well as humanitarian assistance and disaster relief. The implications still are
evolving. The new guidance recognizes that solutions to the problems that generate complex
operations can’t be produced by military means alone. An important corollary is that high-level policy
and doctrine changes must be converted into the detailed instructions that govern the way people act on
the ground. In the U.S. military, this means that tactics, techniques, and procedures (TTP) need to
prepare troops for interactions with unfamiliar participants. Until this guidance isin place, there will be
time delays and disconnects in the field while military personnel refer issues to higher authority.
Idedlly, the guidance also will be reflected in changes to operating instructions used by local actors
when they interoperate with U.S. and other external players.

To promote more effective engagement, the Center for Technology and National Security Policy
(CTNSP) at the National Defense University has been coordinating a broad, international research
effort called STAR-TIDES,’ which focuses on affordable, sustainable support to stressed
popul ations—post-war, post-disaster, or impoverished. STAR-TIDES emphasizes unity of effort®
when thereis no unity of control. In particular, it looks to:
e Enhance the ability of civilian coalitions (business, government, civil society) to operate in
stressed environments,

e Extend the military’ s ability to work with civiliansin these environments, and
e Economize to save everyone money through low-cost logistic solutions and supply chain
rationalization.

STAR-TIDES research applies to the issues not only of this chapter, but also of much of the book.

® The Office of the Coordinator for Reconstruction and Stabilization in the State Department (S/CRS) was created in
August 2004. National Security Presidential Directive 44, “Management of Interagency Efforts Concerning Reconstruction
and Stabilization,” was issued on December 7, 2005. DOD Directive 3000.05, “ Support to Stability, Security, Transition,
and Reconstruction [SSTR] Operations,” was published on November 28, 2005. These concepts were reflected in the
Army’sfield manual on operations in February 2008, and on stability operations in October 2008, moving the ideas down
from the broad policy arenainto military doctrine. The new maritime strategy, issued in October, 2007 by leaders of the
Navy, Marine Corps, and Coast Guard, announced another important change in focus: “We believe that preventing warsis
asimportant as winning wars.” In June 2008, the National Defense Strategy continued the shift by stating: “ Greater civilian
participation is necessary both to make military operations successful and to relieve stress on the men and women of the
armed forces.”

" TIDES (Transportable Infrastructures for Development and Emergency Support) is a project under a broad effort called
STAR (Sustainable Technologies, Accelerated Research), hence the STAR-TIDES name. All information is available at
<www.star-tides.net >.

8 Joint Publication 1-02, Department of Defense Dictionary of Military and Associated Terms, define unity of effort as
coordination and cooperation toward common objectives, even if the participants are not necessarily part of the same
command or organi zation—the product of successful unified action.



13 Linking U.S. Capacity to Local Actors « 209

Who are the local actors?

Figure 1 summarizes most of the players engaged in complex contingencies. The local actors, who are
the focus of this chapter, include representatives of the affected nation—the center of the figure, as of
the effort—typically including multiple stakeholders from business, government, and civil society.
Examples are host government officials, local NGOs, indigenous security services, local businesses,
national subsets of international businesses, academia, and private citizens.’”
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Figure 1. Civil-Military Playersin Complex Operations
Source: Martin Lidy, Institute for Defense Analysis.

As with the international players, most of the local participants will have distinct organizational
cultures—often-unwritten sets of rules, regulations, viewpoints, perspectives, and operating
procedures—that are based on the unique history, mission, structure, and leadership of the
organization. The actors bring with them different agendas, operating principles, experience,

® For more extensive treatments, see Larry Wentz, “ An ICT Primer: Information and Communication

Technologies for Civil-Military Coordination in Disaster Relief and Stabilization and Reconstruction,” Defense &
Technology Paper 31 (Washington, DC: Center for Technology and National Security Policy, July 2006); Defense &
Technology Paper 45, “ Information and Communication Technologies for Reconstruction and Development: Afghanistan
Challenges and Opportunities’ (Washington, DC: Center for Technology and National Security Policy, January 2008); and

Robert M. Perito, ed., Guide for Participantsin Peace, Stability, and Relief Operations (Washington, DC: U.S. Institute for
Peace, June 2007).
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capabilities, sensitivities, expectations, accountability mechanisms, and lines of authority.’® Although
the civilian organizations may not have as structured a sequence as policy-to-doctrine-to-TTP, they
usually have their own procedures for field operations.**

It is important to remember that all these entities—local government, local business, NGOs (domestic
or international), and private citizens—are subject to the laws of the nation in which they are operating.
Private entities may support government entities through contracts or grants, but typically have no
formal authority, and tend to act independently. NGOs are, however, responsible to their boards of
directors and accountable to their private contributors. Although they may take money from one or
more government sources, NGOs are not instruments of their governments, and do not usually take
policy direction from institutional donors.

Both civil and military participants in these environments need to try to understand these differencesin
guidance, emphasis and accountability and work through them. This is best done in advance of acrisis
through established, structured consultation and socia networking.

It's an old adage that “local knowledge is key.” To get that knowledge, governments usually need to
reach out beyond typical intelligence and military-to-military sources of information. The business
community has extensive information about employment, investment, and economic growth in much
of the world and maintains both significant resources that could be useful in foreign humanitarian
relief and development operations and the skill sets to manage them. Local companies can provide
local knowledge and technical expertise and, especially if they are elements of larger, international
firms, may be able to donate products or contribute financially to humanitarian response organizations.

Affected-nation government and public security elements must be engaged actively, as well. Those
who are intervening need to work with local actors to build capacity in ways that improve quality of
life, including

e mentoring to enable national, provincial, district, and local governance,

¢ enhancements to security (police and security forces),

e reconstruction and development of infrastructure (roads, power, water and
telecommunications),

e economic recovery and job creation, and
e socia wellbeing (healthcare, education) actions.

Section 3. How Can Engagement Be Done Most Effectively?

Experiences from the Balkans to Iraq to the 2004 Asian tsunami to Katrina suggest that integrated
approaches along six coordinated paths can make it more likely that engagement will be successful.
Specifically, protagonists (government or non-government) need to:

1. Build capabilities and find ways to deliver them that are useful in specific scenarios. These
deliveries need to be to those who will have to operate, sustain and live with the capabilities, not
just to warehouses and depots.

19 These points also are made in the Army Field Manual 3-0, op. cit., chapter 1-54. With regard to civil agencies, FM 3-0
recognizes the different cultures and then notes: “... personal contact and trust building are essential ... Civilian

organi zations bring resources and capabilities that can help establish host-nation civil authority and capabilities.”

1 For example, USAID’s Civilian-Military Cooperation Policy—USAID, July 2008, available at
<http://www.smallwarsjournal .com/documents/civilianmilitarycooperation.pdf>, and the UN Principles and Guidelines for
Peacekeeping Operations, January 2008, <available at http://pbpu.unlb.org/pbps/Library/Capstone_Doctrine ENG.pdf>.
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2. Weave socia networks to build the trust that can facilitate effective responses in these
contingencies and engage the appropriate range of stakeholders needed to get the job done.

3. Promulgate policy, doctrine, and operating procedures to let people on the ground execute non-
traditional missions without having to ask higher authority for permission.

4. Address legal and regulatory restrictions (export control regimes, customs clearance procedures,
and constraints on transferring DOD equipment to others when the military withdraws, for
example).

Provide resources for rapid responses, phasing to long-term capability sustainment.

Develop a robust program of exercises and training involving the whole range of the coalition so
people will know what to do when the time comes. Proposed solutions should be tested as often as
opportunities alow, lessons learned are incorporated, and innovative approaches are examined
through experiments. Also, educational curricula must be adjusted over time.

These activities are shown in figure 2. This chart is not intended to describe a “turn the crank” model
to produce effective results, but rather to indicate how much up-front effort needs to go into planning
and capability development for complex operations.

Figure 2. Steps to Promote Engagement with Local Actors
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Each of the paths above has its own unique challenges and opportunities; collectively, they can help
achieve unity of effort among diverse organizations when unity of control is unachievable.
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Build and Deliver Capabilities

Capabilities can be grouped into information-sharing and sensemaking, information and
communications technologies, and other kinds of low-cost logistics, such as shelter, water, power, and
ICT. The effectiveness of the solutions will vary by scenario, and it’s important to match solutions to
field conditions. Equally important is how to deliver the capabilities so that they are useful to end-users
(not just suppliers) and reduce costs by making best use of supply-chain options.

Information-sharing and Sensemaking
For more than a decade, the U.S. military has been developing Network-Enabled Capabilities (NEC),
that support network-centric operations and warfare. The basic premise of NEC is to empower people
at all echelons by

e sharing information, which allows participants to

e develop shared situational awareness which, together with

e their understanding of command intent, allows them to

e self-synchronize their actionsto

e accomplish missions faster and at lower cost.*

NATO also is emphasizing NEC, while innovative militaries such as Singapore and Sweden are
focusing on knowledge-based activities™ and network-based defense.*

Network-enabled capabilities can extend beyond the military sphere to facilitate interactions with
civilian agencies. For example, in the area of Maritime Domain Awareness, the Department of
Homeland Security, U.S. Coast Guard, and the Navy routinely share information about situations off
the U.S. coasts. Moreover, maritime security issues are becoming globalized in ways that could set
examples for civil-military engagements with local actors.™

U.S. adoption of NEC should facilitate information-sharing and collaboration at all echelons, from
international headquarters to people on the ground.™ There is no reason why these capabilities couldn’t
be used to share unclassified information, if the right policies are in place.

As noted earlier, the ability to share unclassified information'” and to plan and execute complex
operations effectively must be improved across the U.S. government. This is not just an issue for the

2 For example, David S. Alberts, John J. Garstka, and Frederick P. Stein, Network Centric Warfare, DOD (CCRP), 1999,
available from www.dodccrp.org.

13 See, for example, Singapore's Integrated K nowledge-Based Command and Control (IKC2) experiment
http://www.mindef.gov.sg/imindef/mindef websites/atozlistings/scme/infohub/papers/integrated

knowledge-based.html

¥ http://www.ercim.org/publication/Ercim_News/enw66/rissanen.html

1> See, inter alia, the Sixth Globalization and Maritime Security Conference held in Washington, DC in July 2008, the July
2008 meeting of the ASEAN Regional Forum, July 2008, available at <http://www.41amm.sg/amm/ index.php/web/
info_for_delegates/statements/chairman_s_statement_15th_asean_regional_forum_24 july 2008_singapore>, and the
Global Maritime Situational/Domain Awareness (MSA/MDA) Conference, 3—5 December 2008, in Vinadel Mar, Chile.
18 Many foreign forces, including close allies, have expressed concern that the U.S. military is developing NEC so fast that
they won’'t be able to keep up, or to interoperate effectively. The possibility of mismatched capabilities is always a concern,
but data sharing, metadata tagging strategies and web 2.0 approaches can mitigate many concerns by emphasizing
collaboration and helping to bypass the thorny issues of who “owns’ the data.

¥ The military and intelligence communities are excellent at sharing classified and unclassified information within the .mil
and .gov domains, and to some extent with coalition government partners, but there has been much less emphasis on
sharing across the boundaries of the joint force with civil-sector entities. To be useful, such information almost always must
be not only unclassified, but also un-caveated, i.e., without restrictions like the former “For Official Use Only” markings.
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military or the intelligence community. To increase civilian capabilities in such roles, all U.S.
government entities need to develop a “bias to share” towards managing their own information, and be
able to implement such sharing in ways that are useful to other participants.

Progressis being made. America s new Information Sharing Environment (I SE) reduces restrictions on
the sharing of “sensitive but unclassified” information in the areas of homeland security, counter-
terrorism, and law enforcement. It cuts over a hundred caveats such as “For Official Use Only” and
“Limited Distribution” to three categories of “Controlled Unclassified Information” (CUI).!® Although
implementing details still are being worked out, CUI should facilitate information-sharing in a
network-enabled environment.

Social, structural, cultural, and policy issues are even more important than technical questions in
achieving interoperability. Will civilian partners be able, or willing, to interoperate with U.S. concepts
and technologies? Which NGOs are restricted from engaging with the military, either by their charters,
or by fear of putting their people at risk? Will the U.S. military and government agencies be more
willing to interoperate and share with non-U.S. participants? Formal information-sharing agreements
may be able to help in many cases. Some of these issues are addressed below under trust-building

Unity of command is a basic tenet of military organizations, but it is a source of friction in complex
environments. Military command and control (C2) doesn’t extend to other U.S. Government agencies,
much less to the myriad NGO, 10, IGOs, and local participants' who will be present in a complex
operation. Y et, some kind of unity of effort is essential .

Three operational elements will be needed in any contingency: Someone must focus on the problem,
the organization must be agile enough to meet the demands placed on it, and there must be
mechanisms to converge the resources to get the job done. This sometimes is referred to as FACT
(focus, agility, convergence transformation).* Research in these areas is just beginning and needs to be
encouraged, and must incorporate non-DOD partners.

“Sensemaking” is a key component of success in a network-enabled environment. It essentially
involves awareness of the key elements (who, what, when, and where), an understanding of their
meaning within the applicable context, and decisions to reach a desired outcome.” Personal and
cultural differences are very important here, in that different individuals can derive very different
interpretations from the same data. Sensemaking also is an important area of research in non-military
decisionmaking and the cognitive sciences.

Collaborative mechanisms can help people work together better in networked situations, especially if
they are dispersed. Part of the collaborative capability is technical, e.g., which software tool set to use.
But part also is social and cultural. The Megacommunities work cited above® describes the complex

18 The CUI framework was promulgated by the White House on May 9, 2008, available at
<http://www.whitehouse.gov/news/rel eases/2008/05/20080509-6.html>. The Executive Agent for the program isthe
National Archives and Records Administration (NARA).

¥ NGO is Nongovernmental Organization such as Save the Children, 1O is International Organization such as the
International Committee of the Red Cross, and GO is International Governmental Organization such as the UN and World
Bank.

2| TG Christianson briefing at NDIA, March 2008.

2L An important paper is David S. Alberts, “Agility, Focus, and Convergence: The Future of Command and Control” in
Voal. 1, no. 1 of the online C2 Journal, available at <http://www.dodccrp.org/html4/journa_vl1nl.html>.

2 See, for example, Garstka, J. and Alberts, D. Network Centric Operations Conceptual Framework Version 2.0, U.S.
Office of Force Transformation and Office of the Assistant Secretary of Defense for Networks and Information I ntegration,
2004.

% Gerencser, et. al., Megacommunities, op cit..
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and subtle ways of building collaborative solutions among stakeholders in business, government, and
civil society. Implementing this in a crisis situation involves important skill sets that need to be
incorporated into leadership education.

Information and Communications Technologies

Telecommunications networks and collaboration tools provide the underpinnings for the information-
sharing and sensemaking described above. Yet these powerful tools often are under-appreciated.
Whether by Internet, radio, phone, flashing light, or messenger, all actors in stressed environments
need some form of communication to coordinate responses. The military will bring the
communications and C2 capabilities it needs for its own purposes. These capabilities used to be much
better than those of civilian participants. But, there have been important changes in recent years. The
explosion of commercial ICT now gives even small NGOs or commercial firms a way to have an
effective communications presence, which opens the opportunity for government entities to benefit
enormously from information held by other players—if government is wise enough to encourage two-
way information flows and offer useful information.

Nearly al international participants use the Internet and commercial ICT where and when possible to
support crisis response communications and information-sharing. Capabilities run the gamut from
commercial satellite communications (SATCOM) for access from remote areas to point-to-point
microwave links, fiber-optics cables, wireless clouds, and Internet cafes, when available. As a result,
the Internet has become the “default” network for civil-military collaboration and information-sharing,
at least from a deploying participant point of view. However, these expectations may collide with
actual communications conditions for local actors on the ground. Some parties (many first responders,
for example) prefer voice radios, rather than computers. Some players, often local actors, may have no
effective modern technology at all.

As a result, initial coordination is likely to be digointed. The following comment by an observer of
ICT support to Burmarelief isinstructive:®*

As we began our research, an integrated picture of players, information-sharing
arrangements, and ICT deployments did not exist. Research from afar suggested the
ICT deployments and information-sharing initiatives were independent and to some
extent ad hoc and there did not appear to be an ICT advocate per se, nor did there seem
to be a shared and agreed civil-military information and ICT strategy and plan for
supporting relief activities in Myanmar. Furthermore, there did not appear to be any
pre-agreed effort among the civil-military responders to collectively employ
information and ICT as the core means to achieve “unity of effort” across the civil-
military boundaries. There were also perceptions of sensitivities of NGOs dealing with
the U.S. military that could be harmful to their working—perceptions of lack of
independence and transparency by the Myanmar government.

Sustained, structured interactions can help. For example, a multi-national exercise in Central America
and Caribbean called FA-Hum (Fuerzas Aliadas Humanitarias) was in progress when Cyclone Nargis
stuck the Irrawaddy delta® During the exercise, significant coordination and advanced planning were

24 Larry Wentz, NDU Center for Technology and National Security Policy Trip Report, Visitsto JTF Caring Response,
ITU, WFP, UNICEF, UN OCHA, PACOM J6, APCSS 7 June 2008 thru 16 June 2008, dated 24 June 2008.

% FA Hum isamultinational exercise sponsored by the U.S. Southern Command that concentrates on improving how
civilian, government and military agencies from the United States, the Caribbean, and Central America respond to natural
disastersin the region.
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evidenced in the Western Hemisphere regions, in stark contrast with the obstructionism of the
government of Burma. Customs clearance procedures, transnational resource sharing, and even theater-
wide incident management software had been worked out through prior consultation. This reconfirms
that regional coordination centers and the ICT backbones for stressed environments can be put in place
and kept ready with advanced planning and follow-through.

Even if politica agreements are in place, many technical issues need to be solved before
communications will be reliable. Is there power available? Are there civilian systems to rely on? Does
the terrain alow for connectivity? Are people trained to use the equipment in place? Is there bridging
equipment to link incoming communications equi pment with indigenous gear?

To achieve an effective combination of sensemaking and information transport, several precursor steps
are essential:

e Policymakers need to acknowledge that unclassified information-sharing is important.
Traditionally, they have not.

e Rapidly deployable, integrated, easy-to-use equipment kits and situational awareness software
need to be identified and made available quickly to those in the field. These can come from any
source.

e Whatever solutions are picked need to be able to bridge across the borders between whichever
disparate organizations are involved in a particular operation. The origin is less important than
the interoperability. In some cases military units may have NGO modules within their
deployable systems. In other cases, it may be better for al parties to fall in on recognized
civilian systems, such as the UN’s ReliefWeb, Humanitarian Information Centers and
Emergency Telecommunications Cluster.?®

e Pre-established socia network and trust-building can greatly facilitate responses. These are
addressed below.

Low-Cost Logistic Capabilities Matched to Scenarios

Logisticians note that when DOD units support operations such as BPC, SSTR or HADR, they
typically have to use deployable systems of record that are (a) expensive, (b) committed to operational
plans, and (c) on custody cards. As part of “whole of government,” civilian-empowering approaches,
ways should be examined to provide aternative solution sets, i.e. not necessarily through military, or
even government channels.

The STAR-TIDES research effort mentioned earlier considers contingencies that are domestic and
international; short term (disaster relief) or long-term (SSTR, refugees, economic development);
military involved, or not. One of its purposes is to empower civilian planners and service providers to
improve the quality of service and reduce the burden on the military, where appropriate.

In addition to developing socia networks, building trust, sharing information, and promoting
sensemaking, STAR-TIDES has been focusing on seven kinds of transportable infrastructures (as
opposed to deployable military equipment, or the fixed infrastructures of the developed world). These
are: shelter, water, power, integrated combustion and solar cooking, cooling/ lighting/heating,

% The Emergency Telecom Cluster is responsible for providing stopgap ICT in disaster area until other UN elements can
set up operations and NGOs and others engage including affected nation. The cluster is composed of OCHA (coordinator),
WFP (provider of voice services), and UNICEF (provider of data services). Either WFP or UNICEF can be the lead for a
disaster. It is situation-dependent.
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sanitation and ICT. As an example, it has identified some 75 different types of shelters that generally
are less expensive than military tents.?’

A key element in effective engagement with local actorsisto tailor solutions to problems of interest to
stakeholders, whether abroad or at home. By anayzing the range of candidate infrastructures,
stakeholders can be offered potential solution sets (mixes of shelter, water, power, etc. options) suited
to their needs. One of the key lessons so far is that that very few solutions are suitable for all
contingencies. For example, many of the infrastructures that could help build partner capability in sub-
Saharan Africa are different from those needed by Andean ridge nations or Pacific archipelagoes.
Similarly, solutions to support the survivors of a U.S. earthquake in winter would be different from
those needed after a Central American hurricane or in reconstructing Afghanistan.

Delivery Mechanisms

Once solution sets are matched to scenarios, the next step is to build a broad stakeholder coalition to
refine the proposed solutions and decide how best to deliver the capabilities. Building the coalition is
outlined in the next section, but there are four broad options for providing the capabilities:

e Some might be stockpiled by the U.S. Government (USAID, OFDA, DOD, etc.),

e Some might be provided through non-U.S. Government channels (foreign governments, NGOs,
UN, etc.—recognizing that these are very different entities),

e Others could best be provided by commercial supply chains, both indigenous and international.

e In some cases, the best approach might be to empower citizens to become more resilient
themselves and reduce their need for outside assistance.

Turning these different delivery options into effective plans offers high payoff. It can improve the
quality of support across a wide range of contingencies through integrated capabilities, reduced costs,
and empowered local individuals.

Trust-Building and Social Network Development

The key to trust and relationship-building among the participating individuals and organizations lies in
developing a more informed understanding of the roles, relationships, organizational and people
cultures, capabilities, and motivations, as well as the information culture and information-sharing
needs of the participants and affected nation. It is also vital to manage expectations and to ensure that
actions support expectations.

Understanding the human interoperability dimension is essential. As one observer has noted:
“Interoperability is a human behavior issue as much as a technology innovation and integration
issue.”*® Thus, refinement of the infrastructure solution sets above must be paralleled by the
development of social networks and related approaches to facilitate trust-building. Ideally, this will at
least have been begun before the actual contingencies arise.

In spite of the emergence of commercial ICT capabilities that enable collaboration and information-
sharing and civil-military operations, experiences from the large number of complex operations

2" STAR-TIDES does not claim to address all problems in these contingencies. For example, due to funding and staff
expertise, it isnot looking at security or medical support.

% Dr. Stefania VanHoozer-Brown, director of the Human Interoperability (HI) project.
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conducted over the past decade suggest serious problems remain with civil-military collaboration and
information-sharing.?® Lessons include:

e A common culture of trust in information networks and communications is needed between
civilian governments, military organizations, and other participants.

e Communications must flow in all directions, amost all the time.
e Information structures need to be flexible (but not completely ad hoc).

Many times there is a lack of shared understanding of participants roles, responsibilities, and
capabilities, and alack of shared situation awareness. *

There is ample evidence from real-world experiences (The 2004 Asian tsunami and Katrina relief
operations; Iraq and Afghanistan SSTR; development efforts around the world) that socia networks
can jump-start effective responses. Lessons observed need to be studied and turned into lessons
learned, for they are not always obvious, and mistakes are all-too-often repeated.®

Conventional wisdom holds that social networks can’t be developed quickly. The Maritime Strategy,
referenced earlier, asserts that “Trust and cooperation cannot be surged,”* and the Army’s FM 3-0
makes similar points.*® A famous dictum says that it takes three cups of tea (and time) to build trust:
First cup a stranger, second cup afriend, third cup family.**

But innovative socio-cognitive research may be able to help. Clearly, the moment of crisis is not the
ideal time to begin building social contacts. But some of the recent work in human interoperability
suggests that trust-building can be accelerated.® Al Santoli, of the AsiazAmerica Initiative, notes the
importance of having amodel for developing “rapid trust,” based on years of experience in the Muslim
areas of the Southern Philippines. Multi-stakeholder engagement models like those outlined in
Megacommunities offer insights into ways to increase the likelihood of success in complex
contingencies.

It's also important to keep in mind that different people may be suited to different social networksin
different situations. The scuba-diving, Bahasa-speaking, Indonesian neuroscientist who would be
indispensible in Banda Aceh may not be nearly so useful in an Andean earthquake. This only
reinforces the need for training and education across the range of civil and military providers and the
importance of developing as broad an array of social networks as possible. Selected engagement also
can help. For example, many of the larger NGOs have a security coordination unit, and the security
professionals in these positions often have military experience. If the military can provide them useful
information that can help keep their people safe, some of the barriers between the overall organizations
could be reduced over time.

Finally, engagement plans need to be clear, uncomplicated, and consistent with the objectives and
priorities of the affected nation. Properly written, they can enable sector reconstruction and

# This has been repeatedly emphasized by lessons from the STRONG ANGEL series of demonstrations since 2000. See
www.strongangel 3.org.
% For some thoughts on bridging these gaps, see Linton Wells |1 and Charles Hauss, “Odd Couples: The DoD and the
NGOs,” in Derek S. Reveron and Judith Hicks Stiehm, eds, Inside Defense, Understanding the U.S. Military in the 21st
Century.
31 See the 10-20-30 document and other references from STRONG ANGEL |11 at www.strongangel 3.org.
%2 A Cooperative Strategy for 21% Century Seapower, October 2007, http://www.navy.mil/maritime/M aritimeStrategy.pdf
33

FM 3-0
3 Greg Mortenson, Three Cups of Tea: One Man's Mission to Promote Peace...One School At A Time (Penguin, 2007).
* For example, a symposium was held in late Sept 2008 on “Human Interoperability and Building Partnerships: Rapid
Rapport in Hastily Formed Human Networks.”
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development and ensure self-sustaining capacity to help reduce corruption and enhance transparency in
governance, and thus offer opportunities to influence positively attitudes of the leadership at all levels
and the population in general.

In sum, information-sharing, trust-building, and collaboration activities can have decisive impacts in
complex operations, but they need to be treated as a core part of the overall strategy and not just as
“niceto have’ adjuncts to more traditional phases of operations.

Policy, Doctrine, and Operating Procedures

As discussed earlier, the most effective ideas won't make any difference unless they’re conveyed in
ways that people at al levels can use. For the military in the field, this means getting down to the TTP
that provide unambiguous guidance to troops on the ground about information-sharing, leave-behind
capabilities, etc. There now is excellent policy and doctrine related to complex operations. However,
despite the best of intentions in high-level policy documents, repeated evidence shows that whatever is
promulgated will be interpreted differently at different levels, usually resulting in perpetuation of the
status quo.

Thisis not just a military issue. Wal-Mart used a very simple policy to great effect during Hurricane
Katrina. The stores told employees they did not need to check with their chain of command before
releasing inventory, but only needed to do what had to be done in order to help people through the
disaster. The guidance was clear, and Wal-Mart employees acted on it and found ways to get water,
medicine and other key items to the victims.®

Local actors will have similar issues. It remains essential to spend the time to understand each other’s
way of doing things, and then document procedures that actually work under real-world conditions.
This reinforces the importance of engaging before a crisis devel ops.

Address Legal Restrictions

Transferring equipment across civil-military boundaries raises complicated legal issues. For example it
took 2 years of negotiations in 20052007 between the Office of the Secretary of Defense and the Hill
before Congress would allow Combatant Commanders to provide host nations with a basic ICT
capacit;&(wch as wiring hospitals for internet access) during humanitarian intervention and leave it
behind.

Additional progress is being made on allowing increased sharing of DOD radiofrequency bandwidth
with civil-military mission partners® and sharing unclassified imagery with participants in disaster-
relief operations.® But the ICT experience above is indicative of the problems that must be overcome

% The decentralized procedures used by Wal-Mart and the Coast Guard during K atrina can provide valuable insights into
effective disaster responses.

3" Prior to November 2006, the Defense Department directive on Humanitarian Civic Assistance Activities (DoDD 2205.2,)
was interpreted to preclude the provision of ICT capacity during SSTR or HA/DR operations. The intent was to keep DOD
from using its funds for what should have been foreign aid purposes. After two years of negotiations between the Office of
the Secretary of Defense and the Hill, Congress provided language in the conference report of the 2007 Defense
authorization bill that clarified the issue as follows: “Rudimentary construction and repair of public facilities, under section
401(e)(4) of title 10, United States Code, includes information and communications technology as necessary to provide
basic information and communications services.”

* Thisis being incorporated into a forthcoming DoD Instruction

% Commercial satellite imagery firms provide geospatial information data and products to the U.S. Government, but the
contracts often require that the imagery be handled as FOR OFFICIAL USE ONLY, or some comparably restrictive caveat.
This effectively makes the imagery unusable by most civil-military mission partners, such as NGOs. Recently, the National
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when transferring military equipment to civilian control. This only reinforces the importance of
empowering civilian components to improve their own resilience and the value of using commercial
supply chains. These options should be pursued aggressively.

The Tampere Convention provides the legal framework for the deployment and use of
telecommunications in international humanitarian assistance. For nations that have ratified the
Tampere Convention, regulator barriers are waived for telecommunications to be used in disasters.”’
Not al nations have ratified this convention.

Relief operations can be hampered by legal restrictions on the use of U.S.-manufactured ICT
equipment. This occurred during the Cyclone Nargis relief effort in Burma, where, due to a
Presidential executive order, U.S. ICT equipment could not be loaned to relief workers. An attempt
was made to obtain export control numbers and approval from State, Treasury, and Commerce for
release of equipment, but there were no procedures in place to expedite release of such equipment in
support of a humanitarian crisis.

Resource Requirements

Both the solution sets and the resource requirements vary extensively. The average stay in a refugee
camp isover 7 years, and the approaches for the longer term need to be very different from those of the
first 60 days after a disaster.

Section 1 outlined ways to work with stakeholders to parse the delivery sources for providing the
capabilities needed in complex contingencies. Such decisions are not likely to be taken quickly, or
without contention. But the multi-stakeholder approach offers ways to increase civilian capabilities and
reduce military costs. Done properly, it should be a“win-win.”

Whatever decisions are made about long-term solutions, some funding needs to be available on short
notice (hours to days) to provide rapid-response capabilities (typicaly related to communications, lift,
and power) in emergency situations.

Exercise, Train, and Educate

However well plans and analyses may be done, they won’'t be effective when needed if they’re not
exercised. The July 2008 GOLDEN PHOENIX first-responder exercise in San Diego involved over
140 entities and pointed out that business and civil society members (NGOs, citizens groups, etc.) also
need to be brought into the planning process early and be part of the exercise regime for any complex
contingency, both to build trust and to refine procedures. Such training aso should include non-
traditional infrastructures and information-sharing approaches. as identified through projects such as
STAR-TIDES, recognizing that there are intersections between technology, culture, and leadership that
often are not exercised well. Whenever possible, field events should experiment with new concepts and
equipment, and testing should be done and documented at every opportunity. Lessons learned also
need to be incorporated and acted on, lest they be relegated to a recurring set of lessons observed, but
never learned

Experimentation should be an integral part of these activities. A growing body of experience points to
the value of “shadow operations’—activities not on the critical path of the training that can be used to

Geogspatial Intelligence Agency (NGA) has worked with the commercial firms to encourage the rel ease of geospatial
products without caveats to those working on disaster relief.

“0 See International Telecommunications Union web site, available at <www.itu.int/itu-

d/emergencytel ecommuni cations/tempere>.
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try new ideas. For example, during emergency response training involving San Diego first responders
and the U.S. military, Project K.I.D. tested procedures to safeguard and identify children after
disasters. This shadow operation took advantage of the proximity of the military and the first
responders, but didn’t affect the outcome of their training events.

Government research and development should be combined with active monitoring of available
commercia research to highlight potential upgrades. At the same time, independent testing and
experimentation should be pursued to provide unbiased evaluations of the real capabilities of proposed
solutions. Thiswould be an ideal role for a civilian Underwriters L aboratory-type of institution.

The demands of complex contingencies also need to be addressed in the education process, at both
civilian and military institutions. Changing curricula in such environments is harder than often realized
and needs dedicated attention.

Summary

Local actors are important, and their cooperation cannot be assumed. Prospects for success are
improved by sustained and systematic consultation and planning, ideally before a crisis erupts.
Additionally, information-sharing and ICT can significantly increase the likelihood of successin U.S.
government (U.S.G) activities such as building partnership capacity and complex operations—if they
are engaged as part of an overall strategy that coordinates the actions of the whole of U.S. government
(interagency) and as appropriate, outside 10, 1GO, NGO, international business and other civil-military
stakeholders. The focus also needs to be on generating effective results for the host or affected
nation—to enable the host or affected nations to be successful. Properly utilized, ICT can help create
effective initiatives and knowledgeable interventions, organize complex activities, and integrate
complex operations with the host or affected nation, making the latter more effective.

Conclusion and Findings
Engage local actors seriously.

Include local actorsin the broad coalitions of business, government, and civil society needed to build
civilian capabilities for complex operations. Recognize their special needs and don’t focus mainly on
the international members of the operation. Engage local actorsin planning early, ideally before pre-
crisis. Develop social networks and build trust ahead of time through persistent, patient engagement.

Emphasize unclassified information-sharing.

Acknowledge that unclassified information-sharing is important and make it a priority. Recognize that
situational awareness and the communications networks to share it are not the technical adjuncts to
major deliverables such asfood, shelter, water, and security; they are the critical enablers of everything
else that happens. Moreover, they need to work effectively across organizationa boundaries.

Tailor capabilities and delivery mechanismsto local needs.

Plan ahead to provide capabilities that are focused on local needs, insofar as possible. Rapidly
deployable, integrated, easy-to-use, equipment kits and situational-awareness software need to be made
available quickly to those in the field. Their origin is less important than the fact that they are useful to
and sustainable by those who will have to live with them. Significant money can be saved in the
planning process by focusing on delivery sources. In some cases, U.S. Government sources may be
most effective. At other times, non-U.S. Government sources may be best. The commercia supply
chain should be mobilized, indigenously wherever possible, internationally when needed. Finadly,
processes should be developed to empower individuals, both to deal with emergencies and to
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participate in improving their own situations. Whatever component solutions are picked need to be
integrated to provide effective responses.

Provide effective operating procedures.

Policy, doctrine and legal issues must be translated into realistic operating procedures (TTP for the
military) that facilitate field operations. Recognize that high level plans amost never will be
interpreted the way seniors expect in the absence of clear tactical guidance.

Allocate adequate resources, of theright sort.

On the one hand are a mix of short-term, response packages, such as sensors, power grid-independent
communications and the lift to deploy them quickly. On the other, long-term, sustaining capabilities
also may be needed. Long-term problems require both different solutions and different resource
approaches, and transition plans must be available should short term needs extend into long-term
commitments.

Exercise and train with partners from broad coalitions.

Develop a structured program for as many potential scenarios as possible to facilitate trust-building,
social network development and planning. Include broad representation from business, government
and civil society in the exercises. GOLDEN PHOENIX and FA-Hum are good examples. Incorporate
lessons into education programs as soon as possible.
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