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"Impending Storm"
SPF Holds Fifth Secretary of Defense Strategic Policy Forum

~ Exercise Summary ~

Overview

The Institute for National Strategic Studies' (INSS)
National Strategic Gaming Center (NSGC) held
"Impending Storm", the fifth in a series of Strategic
Policy Forum exercises, at the National Defense
University (NDU) on September 23, 2003. These
crisis-simulation exercises, an initiative of Secretary
of Defense Donald Rumsfeld, are designed to give
senior government officials insights into the nuances
and complexities of policymaking in the current
global security environment and to illuminate policy
and organizational options. Deputy Secretary of

Defense Paul Wolfowitz noted that the Strategic Dep. Sec. Paul Wolfowitz {Defen] Sec.
Policy Forum exercises are succeeding in building C. Stewart Verdery (Homeland Sec:t;rity] and NDU
valuable dialogue and relationships between the President Lt Gen Mike Dunn open the forum.

Executive and Legislative branches of government.

Lt Gen Michael Dunn, NDU President, welcomed Members of Congress, Executive Branch and state
officials. Secretary Wolfowitz and C. Stewart Verdery, Assistant Secretary for Policy and Plans,
Border Transportation Security, opened "Impending Storm" with comments on progress in the war
on terrorism and the challenges of securing the U.S. transportation infrastructure-an objective of the
Administration's National Strategy for the Physical Protection of Critical Infrastructure and Key
Assets.

Participants included fourteen members of Congress, senior Executive Branch officials, senior
military leaders, and senior state leaders. Organizations participating included the Office of the
Secretary of Defense and the Office of the Assistant Secretary of Defense for Homeland Defense; the
Joint Chiefs of Staff; the Federal Bureau of Investigation; the Department of Homeland Security -
United States Coast Guard, Directorate of Border and Transportation Security, Transportation
Security Administration, Customs and Border Patrol; U.S. Northern Command; and the Port of New
Orleans Directorate of Operations.

Addressing the Challenge of Transportation Infrastructure Security



"Impending Storm" involved a series of port and
surface transportation security incidents that could
result from coordinated terrorist acts. Participants
examined the gravity, complexity, and difficulty
inherent in responding to terrorist exploitation of the
U.S transportation system coincident with ongoing
military operations and overseas deployment of U.S.
Armed Forces. Participants also assessed the
economic effects of such notional incidents and how
the United States might respond once the perpetrator
had been identified.

Mitch Mitchell of the National Strategic Gaming  After the exercise was completed, Members of
Center, INSS, facilitates discussions. Congress shared their insights and policy
recommendations with Principal Deputy Assistant
Secretary of Defense for Homeland Defense Mr. Pete
Verga, Vice Admiral Thad Allen, Chief of Staff, U.S.
Coast Guard, and Rear Admiral Jeff Hathaway,
Director of Operations, U.S. Coast Guard. The
exercise provided participants with a better
understanding of the importance of the transportation
infrastructure to national security and how terrorist
attacks on the transportation infrastructure could
impact national defense efforts and the U.S.
economy.

Rep. William J. Jefferson (D-LA) provides his
insights to Prin. Dep. Asst. Sec. Pete Verga e The best way to deal with an attack on the
(Defense) and RADM Jeff Hathaway (USCG). U.S. transportation system is to prevent it
from occurring. Prevention requires proactive
efforts to combat terrorism and expansion of international cooperation on transportation
security.

Participants cited some of the following insights:

e The potential national and economic security impacts of terrorism threats against our
transportation infrastructure are of such magnitude that resource priority must be given both
to the enhancement of our intelligence capabilities and to the extension of these capabilities
beyond our borders. One objective, for example, should be to ensure security of inbound
goods at point of origin vice entry.

e The decision to close a port has far-reaching consequences and is one that should not be taken
lightly. The potential economic impact of a port closure of even limited duration is
sufficiently great that extraordinary effort should be expended prior to a closure decision. As
one Member noted, "port closure is a lifeline issue."



e Changes in the Homeland Security Advisory System's national terrorist threat level have
potentially significant resource implications to state and local jurisdictions. Decisions to
elevate the threat level should be based on both the specificity and credibility of the threat
and, once taken, should be region or sector-specific to the maximum extent feasible. The
warning information disseminated to the public should be carefully coordinated and as
specific as possible.

Mr. Verga and Admiral Allen delivered closing remarks to the group, thanking them for their
participation and insights.

Comments from the bipartisan group of members of Congress focused on the unique educational
benefits of such exercises. Here is a sample of the reactions of some of the participants:

"While the sequence of events presented to us was difficult to contemplate, the exercise was
invaluable in focusing us on the tremendous challenges we still face in protecting our transportation
infrastructure from exploitation by terrorists." -- Rep. Ed Case (D-Hawaii), press release,
hitp.//wwwa.house.gov/case/press_releases/200390.html

"Exercises like this give lawmakers and important perspective on how our government would
respond to a future terrorist attack and what we in Congress can do to ensure law enforcement has the
resources it needs." -- Rep. Mike Ferguson (R-New Jersey), press release,
http://www.house.gov/ferguson/press/20030924.shtml

"I am pleased to participate in this series of important exercises. It is through exercise such as these
that our government can develop a more coordinated and effective response to potential attacks on
our homeland." -- Rep. Jim Turner (D-Texas) , press release,
hitp.//www.house.gov/apps/list/press/tx02 _turner/simulation. html

Additional Information
More Strategic Policy Forum exercises are being planned. For further information, please contact
Col Chris Goggins, USAF, Director, at 202-685-4827 or e-mail at gogginsc@ndu.edu.
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