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Abstract

SIVAM in course of its in-field installation has been conceived and developed by the Brazilian government as a unique system to help to defend, preserve and protect the Amazonian ecosystem as well as to monitor the cultural activities, their environmental impacts and including illegalities as traffic of drugs. As a dual-use technology system SIVAM bring a very challenging task of how to be operated as an “open” system when its resources and data are in demand for the required “close” surveillance goal. In this paper this scenario is approached considering some roles and restrictions that exist in this strategic dual-use system.

1. Introduction

As far as sustainable development is concerned most of the developing countries are engaged in to establish directives for an ecologically balanced environment in order to offering to defend, preserve and protect their territory and resources for the present and future generations. All this having as the final goal to raise the quality of life of each country’s population, by means of a sustainable economic growth, with the full utilization of its natural and cultural potential, and a better internal fixation and distribution of wealth.

The attainment of this goal presupposes a new development strategy, centered upon knowledge of all major aspects of a non developed region and this includes the respect for internal diversity, the articulation of the economic, social and environmental dimensions, and the reduction of regional conflicts and inequalities which have been the most important factors impacting any possible effort. 

Focusing on to direct an ethical new relationship between society, nature and its resources the System for Surveillance of the Amazon - SIVAM was conceived in a very original initiative and in a very audacious and challenging way. A substantial amount of money is being invested to implement this system that based upon in Dual-Use Technology – DUT can provide the transparency and all needed conditions to monitor in a more holistic way the in-course relationship between human activities and their impacts on ecology.
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On the other hand, the System for Protection of the Amazon – SIPAM has been established to be the designer and coordinator of environmental policies as well as law enforcement and air traffic control operations that will use SIVAM to optimize all diverse operational and technical means and interests. As a matter of fact SIPAM when in full operation, which is planned to be in mid 2002, will delineate a new wide remote sensing information management model, which will be better adjusted and more specifically oriented towards the needs of the region.

The methodologies and concepts used by SIPAM, as long as SIVAM is its technological asset, will make possible to go beyond the purely preservationist approach for the Amazon region and assume an ecological focus upon development, adopting the regional challenges as issues of the highest relevance to the national and maybe global interest. 
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In other words it is mandatory that SIPAM through its products and services allow most of the preservationists, investors, researchers, militaries and politicians to perceive within the economic scenario the value of nature as capital for current and future realizations. So, the Amazon region will gradually and with increasing intensity become an object of surveillance. SIPAM is the result of a concerted decision of the Brazilian Government and its financial sources that foresee the use of SIVAM technological apparatus and others that may come, as the stage for convergence of law enforcement, military, political, commercial and environmental forces. 

As a consequence it is expected that most of the environmental change issues that today exists and their social conflicts (e.g. posseiros invading farms land, farmers invading Indian reserves, drug plantations, illegal mining, illegal fishing, etc) that have geopolitical importance will be in time identified and detailed. So, SIPAM will bring a new flavor in the concept of security for a region which has been the focus of already existing actors like researchers, NGOs, politicians, military and smugglers of all kind, besides the extractive activities of locals and so populated by a constellation of different interests.
2. DUT Systems - Conceptualization and Operation

SIVAM being essentially conceived as surveillance and monitoring system applying concepts and technological solutions of dual-use characteristics brings to the same stage civil, commercial, scientific, and defense interests that will only increase in time and with newfound ways to exploit this barely known context. 

The conceptualization and developing of SIVAM as an advanced dual-use technology-based system (i. e., those which are equally applicable to private, commercial and non governmental, and defense systems) in environmental information processing is a unique experience in which civilian and military/surveillance sectors of the Brazilian government has worked together with the private sector to prepare a concept of a system that has a dual-use operational requirements.

Essentially SIVAM is a technological structure and an architecture of command, control, communications, and intelligence information system to support SIPAM’s decision makers in anticipating threats, formulating, and executing strategic and tactical plans through a coordinated response that could either to be used for civilian or surveillance purposes. 

On the other hand environmental events inserted in surveillance contexts can benefit from a comprehensive information-centered approach related to command and control operations.  SIVAM due to its dual-use technology could be the basic tool for a synergy between those two different SIPAM’s operational cultures: doctrines, structure, and timely response requirements. 

The major thrust of SIPAM's activities is in the area of mapping, surveillance/monitoring and mission planning, in particular data collection and information analysis made possible by a sophisticated operations coordination, and a multi-source database that is the Amazon region representation model. It should be remarked that SIPAM’s products would represent a holistic source of data where both cultural and environmental aspects of the region will be collected in a same timeframe. 


In fact due to this dual-use SIPAM’s operational activities the actual impacts of the system in security policies have been relatively very small so far, while we foresee that they will gather momentum with each successive year mainly boosted by governmental budget optimization, environmental policies and restrictive access imposed by the surveillance requirements. Certainly, environmentalists will not be given full access to roam through neither the law enforcement’s secret archives nor military data related to classified missions. Instead, the practice has been and will be inside SIPAM that all requests made by researchers, environmentalists and commercial companies will be scrutinized and different levels of permits will be issued. 

At a more concrete level the biggest issue regarding the use of dual-use information systems is security, which is related to the fundamental incompatibility between the forces committed to study, analyze and protecting or rescuing the environment and the forces involved in the law enforcement or territory protection.

This security has been an issue in the SIVAM specifications at the very first steps as the system was conceived and has been refined as long as the governmental institutions either civilians or militaries have become involved in the process of system requirements definition. In turn this security issue imposes a unique joint effort also between civilians and militaries to define SIPAM’s dual-type operational requirements maybe more intense and more focused on data and information disclosure than has been during the SIVAM system development.

These requirements should conform regulations to access the SIPAM’s physical facilities and access logically data as an example environmental data among others that certainly will be used to plan operations for drug and bio-piracy law enforcement, and certainly these same data would be more effectively used to intervene in territorial incursions and crises management. 

From access to SIPAM’s facilities perspective remote and local accesses should be done following control tools and procedures that should be prepared to detect perpetrators of all kinds. In the other side logical security surveillance mechanisms must be implemented accounting a variety of attributes that should attached to every data and activity in the system as follows: governmental priorities, disclosure access levels, relevant geographic data, relevant temporal data, relevant event-related data, etc which should be an operational coordination among all SIPAM institutions to meet all possible demands. 

Usually, in law enforcement due to its spatial reasoning tactical solutions there is a tendency to conceptualize boundaries between allowed and not allowed and this territory compartmentalization most of the times runs against the vision of the long term impact, transnational balance and seamless environment, ecologically integrated human, nature and economic activities, and holistic challenges of environmental degradation. 

On the other hand this same conceptual incompatibility once accounted in the process of organization building should be reflected in the organizational structure as well as in the its operational concept in which any led rigid ness imposed by a surveillance activity is an important obstacle in a environment protection-oriented program that needs to be surpassed every time an environmental requirement comes up to rescue the vitality of ecosystems and global climate health.

In short term what would be a security solution from territory aspect or data access leading to limited transparency due to surveillance or law enforcement purposes, in a long term all no disclosure of data could represent a security issue in a global environmental protection aspect and humanity survival, because no visibility today may represent negligence and a huge problem tomorrow. 
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Another important issue related to building an organization that will operate such dual-use systems as far as this dual-security operative aspect is concerned, as practiced in other surveillance/ law enforcement systems most of the activities are secretive, extremely hierarchical and centralized and normally deploys are vastly expensive, as opposed to environmental monitoring that usually needs to be interactive, associative and their value are intrinsically related to the data they produce about nature phenomena and changes.

Usually, data, information and knowledge, in surveillance and law enforcement procedures are tightly controlled and compartmentalized, or labeled in layers of classification and much of the time the label “high security” is commonly used. Such deeply institutionalized secrecy is an organizational feature that if spread over other data for environmental purposes could lead the organization to be very ineffective if environmental analysis is involved, mainly because to coordinate and assess the complex data needed to understand accurately ecological changes and impacts, openness, objectivity and all kinds of technical and scientific interaction including international cooperation are of primary importance.

At a large sense, several security policies should be thought to be compliant with the specific requirements imposed by society that would like very much to access SIPAM’s data as: education, research, government funding, and commercial resources extraction. Definitely law enforcement will impose data export regulations, that will over rule the other domains and according to established policies each type of data and pre-defined geographic locations will be object of rigorous analysis regarding investment and operations of any kind as it is in any nation.

3. Dual-Use Technology Transfer Process 

Up until now, SIVAM's technology program has focused on meeting SIPAM protection mission-specific needs first. Technology transfer and Services provision to the private sector, although an indirect objective of the program, was not emphasized as fundamental to accomplishing SIPAM’s mission. 

In fact SIVAM’s development experience and its operation and evolution, as an exemplar case of dual-use system could contribute to the renewal of Brazil's technological base and nation's competitiveness as far as there will be a commitment to making technology transfer a fundamental mission of the SIPAM and Brazilian involved institutions. In the coming years, when the system performance will be proved and the all cooperative work with a wide range of institutions and possibly with private enterprise a great number of economic opportunities will occur and so the influence SIVAM's technology and data investment strategies will be bloomed in its way into commercial data and information market.

Besides those impacts it is easily recognized the importance SIPAM/SIVAM will have regarding how much had been needlessly polluted the environment so far, or how many jobs opportunities had been lost because less planned had been the development of the region, or how much energy had been wasted? It is this kind of lost opportunity that SIPAM/SIVAM indirectly will contribute to organize and work against. 

In addition recognized expertise and capabilities across a range of dual-use technologies will be consolidated and potentially be utilized by private sectors. Since the outcomes from this program will focus on pre-competitive technologies and innovative applications with strong potential for commercial benefits whose management is out of scope the Brazilian government. A paradigm is being concerted to work out the intent benefits (e.g. high resolution and multi-spectral instruments accelerate the role of space and aerial remote sensing for applications such as hydrological resources and urban planning in the most growing locations in the Amazon basin)

This paradigm implies in constantly to identify critical technologies as appropriate for dual-use applications to expand the military and civilian Brazilian market and support demonstrations of new systems and commercial applications.

However in order to manage dual-use technology applications in developing countries as Brazil implies in carefully managing the central thread that underpinning our ability to ensure success in our technology transfer mission which is the need to change the policies and culture of Brazilian institutions. The most potential paradigm is in course of experience and considers private foundations that gather expertise in critical dual-use technologies. Foundations are the most fitted entities to perform technology transfer flows once they promote dual-use technologies context consolidation through a synergetic interfacing between research, government organizations and private commercial market.

A centerpiece of efforts for technology transfer in the SIPAM/SIVAM case also considered to acquire competence since the beginning of the SIVAM development process with in-the-job training for employees in technology transfer, private market customer outreach, partnering techniques with research institutions and enterprises as new approaches and market development to stimulate making technology transfer as a continuous flow of technology motivation among actors: government, private market and research as shown in the figure below.


Some lessons have been learned from SIPAM’s implementation using SIVAM as a DUT system inserted into the future of innovation context:

· The profound differences in time scales between government - moving slowly due to budget and resources restrictions; research organizations and academia responses - due to the innovative process; and market-driven businesses  - responding to market and economic impacts related to problem solving speed, could be mediated by private foundations that have expertise and past experience in critical dual-use technologies applications and entrepreneurial motivation,

· Original intent of dual-use technology applications is not always the easily-identifiable economic pay-off because the cost reduction they might imply and the ideas and knowledge in one market may be salable in adjacent markets,

· One of the most significant contributions to the economy would be the foundation capacity to meet the urgent need for skilled employees,

· By bringing a powerful mix of professional management, research leadership and entrepreneurial experience to the same context the productivity increases as well as the innovative solution and quality of the generated technology,

The SIVAM experience initiative designed to focusing on technologies that are potentially useful to environmental domain and surveillance, consequently to the military, allow the Brazilian government advocates of funding for dual-use technologies ultimately will help lower the cost of defense equipment as well as to create a very sophisticated infrastructure for environmental security.

By incorporating widely available components from the commercial sector, some SIVAM equipment could be made more capable while keeping costs reasonable. 

Initiatives such as may also improve the integration of the defense industrial base into civil sectors of the Brazilian market. Before dual-use technology production environmental and surveillance products have been treated as two distinct sectors because of onerous cost-accounting requirements and detailed specifications for military/surveillance products, among other factors. But as Brazilian government spending has been limited to more restrict budget, integrating those sectors in order to meet future surveillance needs has become important and the capability to produce sophisticated surveillance equipment become a problem if threats to environmental security emerges.

Also SIVAM’s development has encouraged the integration of civil and military efforts more effectively adopting commercial standards in place of military specifications, for example, has incorporated civil components on a more widespread basis and customized for surveillance use. On the other hand dual-use programs that tailor civil technologies to surveillance specifications has lead too little in common with the commercial marketplace, thereby defeating one of the key purposes of dual-use items: to benefit from economies of scale in production.

4. Environmental Standards – Sustainable Development Commitment and Defense

It is clear that in a variety of ways the Amazon region has been explored and will be, a civilization will be developed in there and the government will be acting behind all activities, commercial, protection, military, law enforcement, health and tourism, etc that will spring up intensively in the next decade.

In this future context where not only environmental education should be the basic issue but also private environmental protection investment opportunities as a third component for security in the region which will compose with the two others which are the military power and the geopolitical strength. So, SIPAM’s data could be an efficient governmental and private common language to be used in a composition of policies to define a harmonic solution for the equation human, nature and a wealthy living.

Besides, with SIPAM the Brazilian Government will be able to establish programs that will reflect the transparency of the situation in the region vis-à-vis regulations, strategic planning and law enforcement in addition to the homogenization of its databases and so integrating the Amazon region to the rest of the country in all projects and actions.

The inherent value of SIPAM’s data and information is directly related to the value of the decisions supported by that information. Assuming that the sustainable development is the up most goal, the level of protection afforded by SIPAM’s products and operations will be a key metric used by: the political system, the law enforcement operators, the resources management and researchers in general. 

It is understood that for environmentalists and researchers the entire access to SIPAM’s products is a perfect opportunity not only to gain much-needed data that will locate them at the edge in research, but also to approach better the biodiversity and resources extinction issues.

SIPAM’s products usefulness is a primary indicator that could be used to judge the success of this investment that intends to assure that prompt results will be issued from this huge integrated decision support system. However, SIPAM’s products should not be established as commodities in the information market, because this will need to develop realistic strategies for integrating SIPAM’s products into activities in the Amazonian productive mechanism, but usefulness will represent an instrument for at least to help SIPAM to search for self-sufficiency.

On the other hand the international community and governments abroad are very attentive and they are expecting to have opportunities to support SIPAM’s operations which could in turn support international programs either as regional or global feedbacks, while research institutions expect to establish more deep joint research programs. Not to mention the interest of foreign companies for updated data from such remote area at reasonable cost, however, being aware that all data include important resource aspects and in field people efforts.

[image: image2.png]



Whether environmental and resource management are largely the unilateral preserve of nation-states, in the Amazon ecosystem cooperation between all eight nations is needed to govern the ecosystem and its resources first, because it straddle national borders; second, as a common property resource it is outside the jurisdiction of any state; and third, the nations are increasing the interest to be integrated economically in a sort of “regionalization” where Brazil as other countries would play a very import role. In this regional context SIPAM could be used in some extent to promote better governance of the environment-economy interface.

In this vein, Brazil and the Amazon-sharing nations certainly will develop a common paradigm and norms for an ecologically sensitive development program. This will represent a great opportunity for SIPAM to help these nations to develop their capacities for environmental and resource management by closing regional gaps in how to approach regional problems and investments and by creating new, regional capacities to monitor and raise environmental performance.

In terms of policy coordination SIPAM will also help to undertake the nations common policies aimed at creating protection incentives to improve environmental performance and to develop regional institutional mechanisms to coordinate, evaluate and stimulate environmental initiatives and to provide easy access for public information and input. 

The rationale for focusing on openness for SIPAM in regional economy-environment cooperation, especially policy coordination, stems from the increasing level of need for an economic integration. Under certain conditions the regional environmental policies and commitments of nations will be highly conditioned by those of major knowledge and, investment power. 

No doubt that environmental degradation and good environmental management impose costs today and will more in the future, unless specific measures are taken, these costs which are not reflected in market prices, are and will be socially imposed, and the fear of such effect will act to politically boost environmental policymakers, especially if there are implications at catastrophic dimensions for the region and the world as well. Beyond those forces, policymakers have a further incentive to harmonize nations environmental policies in order to facilitate the Amazon basin protection and investments by reducing social and commercial costs, and this is related to the costs of society segments of getting information about and meeting different environmental requirements. SIPAM would be an amazing transnational institution, mainly because of its wide-area performance, that can reduce learning and management costs by helping the adoption of a regional rather than national-specific standards.

Good ecosystem and resource management requires sensitivity to local ecological and social conditions. Diversity of goals and approaches both across and within nations will yield a better environmental outcome than uniformity. Without policy coordination, harmonization will be promoted without fully incorporating specific environmental goals. SIPAM could represent a natural embryo center used for policymakers of all Amazon nations and all others interested, for example to have a common commitment to reduce or eliminate environmentally damaging financial subsidies, including logging and other commercial use of resources, and so to keep a goal of not to low environmental standards even under economic pressures. 

5. Establishing a Framework for SIPAM’s Operation - Challenges and Suggestions

In course of SIPAM’s implementation the Brazilian Government is stepping in the phase of defining the management directives and concepts that will cope with the problems that will issue from the different uses of this dual-use system, its products and resources. Some few suggestions are drawn as follow in this section to point out possibly a framework for SIPAM’s operation and the inserted challenges to be overcome.

The strategic, tactical, operational, security and quality different levels in the Board of Representatives should be composed either by direct presence or directives established by the four existing actors:

· The civilian governmental organizations considered strategic partners for running the SIVAM system,

· The civilian organizations considered data users/providers and that will help to protect the region,

· The surveillance/military organizations that will help with their knowledge about the region and their installed infrastructure. 

However being considered an indirect actor, the private market could in a near future to become important regarding the sustainable operation of the system. 

These actors, as long as they constitute the three-level board with representatives of each class of organizations they will be able to define all the necessary directives to establish the overall framework for SIPAM’s management. 


The Board of Representatives concept could be an interesting way of to shape the different operational cultures, hierarchy restrictions, doctrines and behaviors that SIPAM might need to present in its operation. As brought to the same stage the surveillance, military and civilian representatives of SIPAM’s organizations will express at different levels their motivation to build up an appropriate framework that should encompass the following major points:

· The SIPAM structure to match the civilian and military responsibilities and functions, including hierarchies and levels,

· The operational routines for data collection, processing, dissemination and storage, including security procedures,

· The conflict resolution criteria for: events priorities, emergent circumstances and data needs, priorities, time and resource allocations as long as they are in dispute,

· The partner responsibilities and activities for: data collection, processing, analysis, dissemination, and information extraction, besides mission support,

· The agreement terms between SIPAM and all partners, data providers and user accounting: data property and use conditions; data and information disclosure; data value-added proprietary and disclosure conditions, etc.

· The priorities for mission planning and scheduling,

· The quality of the process of data generation and mission accomplishments,

· Other factors related to either environmental protection and law enforcement data generation and resources management. 

Finally, the Brazilian Government has spent efforts to bring together government and society to reflect and accept the SIVAM e SIPAM concepts. Along the way during the financial approval from Senate and Congress the Brazilian Government has catalyzed the politicians interests and motivated national organizations to help in the planning of their roles inside SIPAM. 

Results are expected to be achieved and the SIVAM as a dual-use technological tool must be delivered and work successfully either to meet civilian needs and surveillance requirements that in a very short time will allow the SIPAM to accomplish its goals.
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