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ABSTRACT

The Revolution in Military Affairs is beginning to generate concrete operational concepts for the prosecution of war.  Network Centric Warfare (NCW) is central to the majority of these emerging operational doctrines.  Despite overwhelming superiority in most indices of power, however, the US still relies on the support of allies and coalition partners to assist it in the enforcement of international order.  Nevertheless, alliance operations will become increasingly difficult as the US military proceeds down the road of centralised information.  Seamless interoperability, seemingly promised by NCW, will in fact remain chimerical between alliance and coalition partners because of how the international environment impacts on state behaviour, especially with regards to national security.  Should the US wish to maintain effective alliances rather than simply “flags at the table”, it will be forced to choose between operational efficiency and strategic expediency

The United States is the undisputed military leader in the present international system.  Few operations can be undertaken without its leadership or at least its support.  With this development comes a related issue, the rapid advance of American military technology and doctrine.  While pre-eminent in power, the US has not yet reached such heights that it can operate long with impunity.  Allies and coalition partners still figure prominently in American security policy.  And yet, this rapid pace of technological and doctrinal developments challenges this need for cooperation.  Effectively, the US, while capable of mounting large, rapid, and decisive operations to achieve certain limited ends, remains tied to its allies to assist it in maintaining international order.  At the same time, however, the march of technology suggests that its allies and partners may soon be challenged in their ability to support this goal.

The US is not ignorant of these challenges.  The role of allies is prominent in the current US national security strategy despite its discussion of pre-emption and unilateralism.  Further, the US military has devoted a great deal of effort to studying the problem of coalition interoperability, particularly by its Joint Forces Command in Norfolk.  Nevertheless, the nature of the current evolution of military technology and doctrine towards information centric models presents troubling issues that may be impossible to resolve in any technological sense.  In effect, the Network Centric Warfare (NCW) paradigm, which informs all present military operational concepts, threatens the ability of allies and coalition partners to take part in American led military operations.  

This paper suggests that the political constants, imposed by the nature of the international environment and the role played by warfare within that environment, will ultimately frustrate the desires of the US to keep its alliance partners fully engaged in its security policy.  The ultimate result of this development may be increasing unilateralism in terms of American security policy, and a growing reliance on its partners to play subordinate roles, limited largely to peace support operations.  As such, this paper will first examine the nature of NCW as its proponents, principally David Alberts and John Gartska, have described it.  Second, the paper will consider the nature of international anarchy and its impact on the behaviour of states in terms of what is commonly referred to as the security dilemma.  Third, the paper will look at the challenges of alliance formation and management and how the international environment shapes these issues.  Last, the impact of politics on military operations will be studied through a discussion on the nature of limited warfare.  Essentially, the paper will suggest that the free flow of information desired by NCW cannot be achieved in the present international environment and as such, prognostications that NCW will represent a new paradigm for military operations will ultimately prove hollow for those who would seek to operate with the US, including its most trusted military allies.

Network Centric Warfare

The Revolution in Military Affairs has now been discussed for a satisfactory period of time to become an institution.  It now has reached a sufficiently mature stage that the technological forecasts of visionaries like Adm.s Bill Owens and Cebrowski are developing into doctrinal prescriptions.  Theorists like Alberts and Gartska have laid the underpinnings of these new concepts by describing how networks and information impact on military operations.

At the root of the theory, Alberts postulates the existence of three separate but related “Domains”, the physical, the information, and the cognitive.  The physical domain is the one we are all familiar with as it is the location where humans reside and interact.  Military operations take place in this domain and it is where networks reside in a material sense.  The information domain is where information is “created, manipulated and shared”, essentially providing the conduit for the exchange of data between actors.  As the study’s authors suggest, it “is increasingly the information domain that must be protected and defended to enable a force to generate combat power in the face of offensive actions taken by the adversary. 
”  Finally, the cognitive domain exists in the minds of the actors, where their perceptions, awareness, and understandings reside.  Thus, the NCW model is the interaction between the physical domain where the events of “reality” are converted into information shared between participants in the information domain, and thence transformed into awareness and understanding in the cognitive domain.

While shared knowledge and understanding is not perfect between actors in these domains, the goal is to create a shared awareness amongst humans, programs, and technology.  The level of commonality between actors’ perceptions of the battlespace will impact directly on the types of operations that can be employed and the actions undertaken therein.
  In order to achieve the highest levels of shared awareness, each element in the physical domain must be connected to one another through a network capable of transmitting information from one part to every other.  In the information domain, each element must have the ability to “share, access, and protect information to a degree that it can estimate and maintain an information advantage over an adversary.”  Finally, in the cognitive domain, elements on the network must be capable of developing an awareness and sharing it amongst themselves.

The end result of this sharing of information and awareness is the creation of additional combat power through enhancing the utility of information provided to decision makers.  Information can be characterized by its richness (or the quality of the information), and its reach (or its ability to permeate every area on the network).  Typically in most scenarios, the higher the level of richness, the less reach it has.  We see this in the case of classified information, which is generally closely held by those with a “need to know”.  However, those in the field with proper clearances may be unable to access this information because of their distance from those who control it.  Lower level information will spread much further along a network than the most highly classified material.  This can be depicted graphically in the following manner.
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In a functioning network centric environment, richness no longer has any barrier in terms of its reach.  Those with the proper credentials in the field will be able to access even highly classified information in real time.  As a result, the “traditional business space” is now transformed into a whole “new competitive space” which in turn, generates additional combat power.
  A “common operating picture” permits greater unity of command and purpose, deconflicted missions, avoidance of duplication of effort, enhanced early warning (and thus greater force protection), and the ability to use scarce resources more economically.
 This change is represented graphically in the following manner.


Nevertheless, the realization of this vision in terms of current operations has to date been less than perfect, especially in coalition environments.  As Stuart notes:

NCW was not a panacea for warfighting connectivity in the NATO alliance setting, as realized upon examination of some unintended consequences in the Kosovo conflict.  A major stumbling block was realized in the lack of US and European information interoperability, where communications were hamstrung by both equipment incompatibility and classification or releaseability mismatches.

While Stuart refers to releaseability concerns, the majority of analysts focusing on interoperability issues have characterized the problem as technical in nature and resolvable through upgrades and capital investment.  Metz describes the issue as one of technical asymmetry between allies.
  Black characterizes the issue as similar to the challenges faced by militaries in integrating their forces in a joint fashion.
    Others portray the issue as one of standards to be decided amongst allies in the same fashion that NATO developed its “STANAGS”.
  Some point out that coalition operations have always been problematic for military commanders and technology has simply added one more degree of complexity with which they must be familiar.
  However, some are beginning to recognize that the problem goes much deeper than all these concerns.  Some have suggested that since the US has generally created the problem through its rapid development of technology, it must assist its partners if it truly wants them to continue to cooperate in security missions.
  

Essentially then, it is well recognized that NCW is changing how militaries operate in both battle and operations other than war, and that information sharing will only grow in importance as armed forces continue their never ending quest for competitive advantage.  It is also well recognized that the potential for failure in coalition operations exists should partners diverge too greatly in terms of their ability to interoperate.  At the present time, however, there is still a great deal of hope that this problem can be solved through a variety of largely technical means.  The search for an “interoperability black box” continues to attract the United States and its partners.  In the past several years, the US and its closest allies have established a number of venues to explore this issue.  These concerns are being addressed by the ABCA nations.  Seven nations have established the Multinational Interoperability Council to explore common concerns.  The US sponsors a yearly “Joint Warrior Information Demonstration” where technical systems, designed to assist foreign partners to operate together and share information, are examined and tested in operational experiments.  Finally, a number of “limited operational experiments” have been developed by the J9 organisation of Joint Forces Command and its allied partners to test evolving concepts of information exchange in operational scenarios.

What those in either the technical or policy communities have not yet recognized is that the problem they are attempting to resolve actually may have no answer.  The nature of the international environment creates the policy barriers that hinder allies, even close allies, from sharing information amongst themselves in a transparent fashion.  In effect, then, issues of allied and coalition interoperability are not about to fade anytime soon.  The result may be that in the face of continued rapid advancement of communication and computing technology in military operations, the United States will gradually find itself able to operate with fewer and fewer partners until ultimately it may be forced to act unilaterally.

The International Environment and State-to-State Cooperation

To date, there has been no consideration of how the nature of the international environment, and the role states play there, will impact on the assumptions made by NCW theory on cooperation between forces of different nationalities.  The principle reason for this may be because much of the literature has been written from a technical point of view.  Second, the theory springs from observations of developments in the business world, especially on how major American companies, such as Walmart, have modified their business practices based on changes in the IT sector.  Last, American authors writing about American developments and experiences overwhelmingly dominate the literature.  Allied perspectives have been limited largely to major partners like the British who still have some capacity for independent action and unilateral operations.

Coalition operations are intensely political affairs in general, so perhaps it is not odd that they have been largely ignored in the mainstream literature on NCW.
  The thrust of NCW is about increasing the efficiency of military operations.  As such, there may be an unstated assumption that the problems raised by coalition and alliance management may be overcome through the construction of networks and the development of an alliance-wide “common operating picture.”  There are serious reasons to doubt that such an unstated goal is realizable given the present nature of international relations, particularly as it relates to security affairs.

The nature of international anarchy is a well-debated affair amongst analysts of international relations.  It is safe to say that most analysts congregate around four separate poles of opinion on how anarchy affects the behaviour of states.  Marxists, including most in the development literature contend that anarchy is a social construct of the dominant classes in order to advance their particular interests. Constructivists share similar assumptions about the social origins of anarchy. However, believe that it is a product of power relationships in the international system, rather than reflecting any narrow class agenda.  Neo-liberal institutionalists accept the role that power plays in structuring relations between states, however, they assert that those power relations are mediated by the influence of international regimes.  These regimes influence the outcomes of interactions between actors of unequal strength.  Finally, Realists assert that power and its balancing between states is the primary determinate of outcomes in the international environment, including the construction of regimes and other institutions for maintaining order.

The purpose of this paper is not to engage in the ongoing debates as to the accuracy of any of these theoretical positions.  While regimes or other social constructs may frequently intervene in power relationships between states or any other international actors, it is reasonable to assume that most statesmen behave according to Realist dictates when considering issues of state security.  As such, this paper adopts the Realist position as it influences the formation and management of international security partnerships.

Mearsheimer asserts that, essentially, Realism makes four assumptions about the international environment.  It is anarchic, all powers possess some capability to harm each other’s interests, none can be certain of the others intentions and as such, survival is the principal goal of states.  Finally, most Realists assume that the state is a rational actor.
  In sum however, anarchy provides the central organising concept for Realists.  Anarchy is not a statement about the level or nature of conflict in the system.  Instead, it is conceived as an “ordering” principle that affects how states relate to one another.

The product of these assumptions is the creation of a “security dilemma” where in the state’s quest for security and survival in the anarchic environment, the preparations by one to ensure its own welfare lead to a decrease in security for all other members of that system.  In turn, this leads to further insecurity for all states through the initiation of arms races.  This is equally true in a system populated by actors, all of benign intent, as it is in a system populated entirely by aggressors.  As Collins notes: “…it is the irresolvable uncertainty in the mind of the potential or actual target state about the meaning of the other’s intentions and capabilities which create the dilemma.”
  While states may believe that few threats to their existence are present, they can never be certain if that condition will persist into the future for very long.

This paradoxical condition creates additional complications for states that attempt to alleviate their insecurity through cooperation.  As Snyder points out, “anarchy is the basic cause of alliances and their Achilles heel.”
  Security fears create the need for alliances, and yet the same anarchic conditions lead to doubts as to the reliability of any agreement made at the international level.  Lacking a “leviathan” to enforce the sanctity of contracts, parties to an international agreement, can never be completely certain as to its inviolability.  The moment of greatest danger for most alliances comes when it seems apparent that the casus foederis of the agreement is likely to be implemented.  As such, most alliance agreements are purposefully vague on the conditions that would permit its members to request assistance from other partners.  While there is a good deal of nostalgia these days for the Cold War and the certainty of its security environment, we must not forget that even close and effective alliances such as NATO were continually riven by disagreements that threatened to split the alliance apart.
  While power is the motor that drives politics in the international arena, within alliances and coalitions, the primary force is that of interest.  Indeed, it is interest that distinguishes alliances from more limited coalitions.

According to Snyder, “alliances are formal associations of states for the use (or non-use) of military force, in specified circumstances, against states outside their own membership.”  Coalitions, rather, are based solely on common interests.
  Osgoode agrees, stressing both the formality of agreement as the mark of a true alliance, and its obligation to use, or at least consider the use of, force.  Furthermore, Osgoode notes that unlike collective security, which is simply an agreement to abstain from using force against a collective membership, alliances specify a threat around which the membership can coalesce.  Alliances become a “contract” that “is simply an attempt to make more precise and binding a particular obligation or relationship between states, which is part of a continually changing network of interests.”

Both alliances and coalitions are a method of prosecuting conflict within an anarchical environment, rather than a means for preventing or lessening conflict within that environment.  However, the distinguishing characteristic between alliances and coalitions are the constancy of those shared interests.  While coalition partners may share a limited number of interests, they are not shared to the same depth or for the same length of time as true alliance partners.  Indeed, coalition partners may be competitors on other issue areas, or may choose to oppose the interests of each other on even related issues.  This confusing set of conditions was easily seen in the recent conflict between traditional NATO partners and the United States in the lead up to the Iraq war in 2003.  While many nations like Germany, France, and Canada had cooperated extensively with the United States in its initial war on terrorism, some members of that coalition actively opposed US policy in Iraq.  

Thus, while shared interests and threat perceptions create dependent relationships between states in their search for security, this condition does not necessarily ensure perfect co-operation between partners, even in alliance situations.  As both Chernoff and Keohane have pointed out, cooperation does not imply a perfect harmony of interests.  Cooperation, rather, is the mutual adjustment of policy by two or more states.
  As states can never be certain that their partners completely share their own interests, every state participates with the goal of minimising its contribution while maximizing the obligations of its partners.
   This typically leads to a complex internal dynamic which if left uncontrolled, can tear apart the alliance.  Napoleon once remarked famously that he would rather fight coalitions rather than be a member of one.  Because of the influence of anarchy and the resultant emphasis on security, the aggregate strength of alliances and coalitions can be difficult to determine.  Legal, operational and diplomatic elements all place limits on what is permissible, and thus the very potency of an alliances.  Divergent positions on legal issues, different operational doctrines and clashing interests all serve to slow decision making in an alliance environment.

Osgood remarks that:

In the American vision of international order, multilateral ‘regional’ alliances have a special place because they presumably transcend and subordinate separate national interests, represent indigenous harmony and initiative, and permit the US to be one among several ‘partners’, even if it is the senior partner.

This probably explains why so many Americans were shocked and hurt by some of their allies’ reactions to their policies on invading Iraq.  But as Walt points out, threat is the “lens” through which states perceive the environment around them.
  Given the global role that the US plays in the international system, the US is often the hub through which threats are transmitted to its individual partners.  Thus, the US may perceive threats in areas in which its allies have few engaged interests.  Writing over forty years ago, Wolfers notes presciently:

Any American military action or exercise of brinksmanship in behalf of an ally in immediate danger tends to strike other more remote allies not only as a diversion of American attention and strength to tasks of minor importance, but as a risky manoeuvre that may involve them all in conflicts incapable of being localised.
  

As such, American desires for a harmony of interests between its partners are largely illusory.  In sum then, while alliances and coalitions serve to reduce threats to a nation’s security, they also reduce a state’s freedom of manoeuvre, increase its dependency on other states’ obligation to come to its assistance, and introduce the possibility of catalytic conflicts.  Paradoxically then, alliances also lead to additional security complications for their members.
  The requirements of collaboration and the requirements of security may often be at odds with each other, no doubt a situation acutely perceived by the Bush Administration throughout last year.

This condition introduces a further paradox into alliance cohesion and management.  The bargaining power of any state within an alliance is related to its overall dependency on its alliance partners.  Given that states will share some but not all of their interests, and that cooperation is the mediation that occurs between these competing interests, bargaining within alliance usually assumes the form of placing the agreement deliberately at risk in order to coerce alliance partners into acquiescing.  States that are able to effectively exploit asymmetrical relationships within an alliance will gain greater bargaining power.
  As Snyder puts it, “dependency refers to the degree of harm that partners could inflict on each other by terminating the relationship…”
 Those with a crucial supply of an important asset, be it military or diplomatic resources, will enjoy enhanced bargaining power with their partners.  By threatening to deny access to those resources, they are able to manipulate their partners’ fear of abandonment in the hopes of gaining concessions on interests that are in conflict.
  Ravenal points out that this leads to a “contradiction” between the demands of military effectiveness and political sovereignty.
  Likewise, Kissinger notes there is an “inconsistency between the technical requirements of strategy and the political imperatives of the nation state…” that cannot be resolved so long as sovereign states compose alliances.
  

International structure or polarity will also have an important impact on the supply of these critical resources.  Structure is an important determinant of threat in the perception of states.  Osgood anticipated the impact of the end of the Cold War, noting that in the absence of a Soviet threat to Western interests, “the psychological burden and political liability of maintaining American military preponderance in Europe seemingly for an indefinite period (will grow) heavier.”
    Essentially then, the polarity of the international environment will determine the rigidity of alliance obligations.  

Multipolar environments are characterized by a high degree of fluidity in terms of alliances.  From a purely theoretical standpoint, every power is able to form an alliance with every other power.  Bipolar environments tend to be far more stable, however.  Neither pole can ally with the other as each represents the only possible threat to their existence.  If ideology is an important variable, the alliances each pole forms with its security partners will be similarly rigid as there are few options other than outright defection for them.  As the Cold War waned, however, the declining threat from the Soviet Union permitted the NATO partners greater flexibility in arriving at positions independent from those of the United States.

The present unipolar environment has had a distinct impact on how states approach security cooperation.  Metz has pointed out that contemporary coalitions are characterized by the speed of their formation, the tendency to coalesce around issues of peace support and international stability, their lack of a strict hierarchy (and thus the absence of any disciplinary features), and relative lack of strong national interests guiding their creation (thus the cost of withdrawing from them is relatively small).
  This is to be expected when a uni-pole represents the sole guarantor of international order, and there is an absence of competing powers to impose a substantially different set of norms on international order, and there is general agreement that the norms represent all states’ best interests.  As such, in the post Cold War period, we have tended to see far more flexible and temporary “coalitions of the willing” even when they have involved strict alliance partners such as in the Balkans, the Middle East, and Central Asia when a variety of NATO partners assisted the US with peace support and anti-terrorism operations.  

Limited War and Interoperability

Gause is one of the few contributing to the literature on NCW who have recognized that interoperability is not just a question of technology but one concerning the nature of participation.

For those allies that want to operate closely with the US in prominent positions, even in high threat environments, the level of interoperability will have to be high, possibly bordering on seamless.  However, for other allies, the demands of interoperability will be lower.

Still, Gause makes no mention that the role politics may play in shaping these decisions on the level of participation.  How directly a state is willing to commit itself to any given conflict will have a direct impact on the level of interoperability between partners at all levels of warfare.

Commitments to fight in a particular war, or decisions to align with a specific nation are ones based on strategic rationales rather than on operational ones.  Kegley et al note that it is possible to distinguish between alliances made during wartime from those made during peacetime.  Wartime pacts are made to fight against a specific country, while peacetime pacts are usually less specific in nature.
  Across the theoretical divide between war and peace lies an important boundary that delineates differences in terms of both commitment and compliance.  Morgenthau makes a similar observation on the distinctions between pacts made by states during war and peace.  He observes that during war, alliances are frequently temporary and aimed at winning.  They are general in nature and comprise the total interests of the signing parties.  In peacetime, however, alliances are more commonly limited to a fraction of the total interests of a state.
  Being engaged in a struggle for survival, states are usually not as choosy with whom they will align.  As Churchill famously remarked on relations with Russia during the Second World War, “If Hitler invaded Hell, I would try to find some kind words to say about the Devil.”

The level of commitments states are willing to make depend on the stakes involved in the conflict.  States commit themselves to any given conflict along a spectrum of policy options stemming from open hostility, to neutrality, and through to outright assistance in combat.  The role these limitations play in affecting operations is an important issue for determining the nature of cooperative relations between each participant.  The literature on limited war has much to offer the debate over the emerging electronic environment.

Limitations in warfare are generally described in terms of geography (where operations can or cannot take place), objectives (how a state defines victory), means (what weapons a state is willing to employ in order to achieve its ends), and targeting (whether to engage in counterforce or countervalue strategies). 
  Clausewitz remarked that war naturally tends towards the maximum effort if left unchecked.  However, states will not commit forces blindly to a conflict, but instead invest according to the sought after aims and objectives.  As such, it is necessary to examine the political aim in order to determine the operational commitment and thus the limits under which a state will employ force.
  Even in his day, the subordination of the operational to the political must have rankled some military officers as he alludes to in the following passage.

…when people talk, as they often do, about the harmful political influence on the management of war, they are not really saying what they mean.  Their quarrel should be with the policy itself, not with its influence.  If the policy is right – that is successful – any intentional effect it has on the conduct of the war can only be to the good.  If it has the opposite effect, the policy is wrong.

Cooperation in wartime is a matter conducted in much the same way between allies in peacetime, involving the coordination of policies between two or more partners.  Again, Clausewitz notes:

If two or more states combine against another, the result is still politically speaking a single war.  But this political unity is a matter of degree.  The question is then whether each state is pursuing an independent interest and has its own independent means of doing so, or whether the interests and forces of most of the allies are subordinate to those of the leader.  The more this is the case, the easier will it be to regard all our opponents as a single entity, hence all the easier to concentrate our principle enterprise into one great blow.

The problem, according to Clausewitz, is that states’ interests are never identical.  Were allies mercenaries, then the issue of what they would be willing to do in order to achieve the war’s objectives would be moot.  However, Clausewitz observes that states enter warfare more in terms of a business deal, wherein the risk is weighed against the profit and an appropriate investment is made.  “Only in recent times did the extreme danger emanating from Bonaparte … force people to act (without additional consideration for their particular interests).”
  One might have made the same observation of the other great alliances, those of the Second World War and NATO during the height of the Cold War.  

The Cold War fundamentally distorted the understanding of the nature of alliances in the international system amongst many.  It prolonged a group of like-minded states in a condition of security cooperation longer than would have been natural following the close of the Second World War.  Coming immediately after the cataclysm wrought by Hitler, the challenge of the Stalinist Soviet Union was a similar “extreme danger” that for a long time subordinated Western nations’ calculation of their specific self interests in favour of a collective one oriented around national survival.  The slow collapse of the Communist threat to the West and the ultimate disappearance of the Soviet Union has since set up reverberations within the Western alliance that have yet to resolve themselves.  Still, it is readily apparent that the calculation of interest in committing to new political objectives has become more and more blatant within NATO.

The emergence of this “natural” alliance behaviour will be apparent even in American actions.  The original American mantra during the Cold War was most clearly spelled out by the Kennedy administration, which noted that America was willing to go anywhere and pay any price without a second reflection.  It was the doctrine of automatic, reflexive commitment, of “strategic coupling”, and assured destruction.  But in the current unipolar environment, America has moved more cautiously, reluctantly involving itself in commitments only after having been brow beaten into them as in the Balkans, and Africa, or having been dragged into the conflict by the pace of events, as in the Middle East or Central Asia.  Vital interests, “that is (those) interests that are worth supporting militarily at the cost that must be paid,”
 can no longer be simply taken as a given but must be calculated anew for each confrontation.  

Similarly, the interests of America’s traditional allies cannot be taken for granted as they could often be during the Cold War.  Alliance cohesion has become remarkably more problematic in the post Cold War environment with each new American overseas engagement attracting more and more allied debate.  With each new commitment, the ability of the Western alliance to speak with a single voice has declined and with it, NATO’s ability to make threats to its adversaries.  This was readily apparent in the wrangling that occurred over Kosovo, and its impact on prolonging the war there.
  

Indeed, who is defined as an “adversary” has itself become increasingly problematic.  As Clausewitz concluded:

No one starts a war … without first being clear in his mind what he intends to achieve by that war and how he intends to conduct it.  The former is the political purpose; the latter its operational objective.  This is the governing principle which will set its course, prescribe the scale of means and effort which is required and make its influence felt throughout down to the smallest operational detail.


And yet in coalitions and alliances, because of different interpretations on the nature of the problem or threat, and the uncertainty that surrounds allied reliability, these issues are precisely the ones that become the most highly politicised.  As Walt notes, 

The forces that bring states together and drive them apart will affect the security of individual states by determining both how large a threat they face and how much help they can expect.

Some will face more threat than others, and some states will attract more support than others.  In turn, operations themselves become charged with political significance rather than being conducted in the most efficient fashion possible.  In other words, in alliance endeavours, unless it is an issue of pure and immediate survival, politics will always trump strict military necessity.

NCW and Alliances: Can there be Seamless Interoperability?


In many ways, the United States has been successful in finding work around solutions to the issues of connectivity raised in the first section.  While there were significant interoperability problems in the Balkans, many of these issues were resolved through the installation of technology in allied formations.  Similarly, the US often devises procedural work-arounds in order to facilitate greater allied cooperation.  This has been most evident in the Canadian participation in American carrier battle group operations and to a limited extent, the naval operations of the War on Terrorism.  There would seem to be an upper limit on just how far the United States is able or willing to solve some of these connectivity issues, however.  This limit is defined first by the demands for information security, and second, by the nature of trust between partners.

Efficiency is the principle that animates the quest for information centralisation under the NCW concept.  Universal access to common databases will lead to shared awareness and thus the harmonisation of operational goals and the elimination of inefficiencies in achieving them.  As we have already seen, the animus that underlies alliances, however, is not that of efficiency but rather that of interest.  As such, alliance operations are frequently marked by infighting and competition.  NCW might be one tool for alleviating these problems in the hopes of generating a “common operating picture” or the development of a “shared awareness” between alliance partners.  

However, the barrier to this is the difficulty in sharing information between partners.  Information release policies are purposefully inefficient tools in order to protect the information, the sources used to gain it, and the organisations using the information from the harm that would result from disclosure to hostile forces.
  “Information release and control must be conducted in a manner that prevents damaging foreign disclosure [;] this capability must be demonstrated to information owners” before any transfer can be effected.
 Information, and what it may imply about the systems that collected it, or the operational goals and capabilities of the organisation that is collecting it, may be too sensitive to be entrusted to others. Further, because the long-term effect of individual disclosures can be difficult to ascertain, and because the career impact of improper disclosure is so serious, “commanders often choose stringent release rules to avoid problems.”
 In this way, releasability concerns have dictated separated networks operating at different tempos. As Brigadier General Gary Salisbury, director of command, control, and communications systems for U.S. European Command, characterized the situation in September 2001, 

How do [combined planners] get these national communication and information needs and fit these into a coalition environment? The bottom line is we are generally operating two different networks at two different security levels. We run our networks at a coalition releaseability level that’s basically unclassified.


Dwight D. Eisenhower famously remarked, “Allied Commands depend on mutual confidence.”
 Like relinquishing command and control, releasing sensitive information is an act of trust between states surpassed only, perhaps, by placing troops under even the limited control of an ally; releasing closely held knowledge places technology, operations, and even personnel at risk.
 “Trust involves a willingness to be vulnerable and to assume risk. Trust involves some form of dependency.”
  As we have seen, the international environment through the medium of anarchy makes trust exceedingly difficult to achieve, even in alliance contexts.  Furthermore, alliance partners generally exploit dependencies in order to enhance their control over alliance policies.  Thus, we can expect that just as nations have always been unwilling to place complete control of their troops under the control of foreign nations, they will be unwilling to share completely all information they have: “As close as . . . Canadian and British allies are in common interests and objectives, there will always be limits to sharing the most highly classified information with these nations.”
 In the past, this reluctance did not typically jeopardize operations. However, in network-centric warfare information is the cornerstone of all action; the existence of separate networks operating at different speeds will have an undeniable impact on battle rhythms.

NCW, then, will have an enormous bearing on how alliances and particularly coalitions will conduct their operations in the future.  The United States is certainly willing to share most of its information with certain partners. For forces of nations not in this privileged club, integration into American networks will be increasingly difficult, depending on how often they operate with the US forces and the degree of trust extended to them. Forces not permitted to take part in planning will ultimately be restricted simply to taking orders—possibly to assume high-casualty or politically distasteful roles.
 The added risk is that multinational operations will become more and more circumscribed, and that allied participation will be accepted only under the most restrictive circumstances. The United States is unlikely to hamstring its own military forces or to slow its implementation of NCW given its perceptible benefits. It may decide simply to “pass” entirely on alliance participation.
 Information releaseability policy, would ultimately decide, then, not only the shape and nature of coalitions but also possibly even their very existence.  Finally, the unipolar nature of the current international environment will likely place additional barriers to information sharing between states, particularly between the United States and its allies.  Armed as it is with the full panoply of information garnered by its worldwide intelligence services, the US will provide more than the lion’s share of information to its partners and only seek highly specialised intelligence from them.  Furthermore, the unipolar environment itself will generate increasing distrust amongst alliance partners as the role of independent national interests in shaping policy becomes stronger.

There are sound reasons for pursuing greater efficiency in military operations.  However, much of technical change is pursued for operational reasons.  Often, strategic rationales for technical modernisation are a secondary matter.  In the present quest for maintaining its technological superiority, the United States is pursuing a clear strategic interest, which is enunciated in its national security strategy.  As information becomes more central to this quest for military superiority, however, the shadow of unilateralism will loom heavily.  States will continue to share information amongst themselves, however, perfect transparency in the form of “seamless interoperability” will be chimerical.  Information will simply be too central to the competitive advantages offered by NCW to be jeopardised by automatic disclosure.  It may happen on a case-by-case basis, depending on the nature of the conflict and the partners with whom the US is cooperating.  but the dictates of sovereignty will ensure that an “interoperability black box” will remain confined to the realm of the speculative while the present international environment persists.

Reach





Richness
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Figure 2: The New Competitive Space
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