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1. SUMMARY

Security threats of the past sought to defeat our forces but new threats focus on destroying the internal legitimacy of our regimes.  This situation requires its own, 21st century security policy.  Such a policy would emphasize goals and missions as primary, involve civilians and international counterparts in security (jointness), and continually review the environment and the goals and missions that respond to that environment (“transformation”).  Strategic education (SE) is a tool for this task, both in educating civilian and military officers and in trying out ideas.  SE applies to 21st century security problems such as homeland defense and homeland security, terrorism and counter-terrorism.  While this paper has a U.S. focus, many states face a similar situation.  “SE” here means to focus on missions; to recruit students widely; to de-emphasize traditional organizational boundaries; to find intellectual foundations in disciplines such as systems analysis, strategic management, competitive strategies, and nonlinearity; and to emphasize student innovation and creativity to meet the unpredictable emergencies of the future.  One result is to value and incorporate the contribution of new kinds of participants, such as civil safety officers, in the national security process.  A second result is to empower students with a broader understanding of evolving national strategy, across organizational and agency boundaries.  A third result is to increase understanding in civil agencies of the challenges faced by the military.  All of this re-affirms the classic military idea of “commander’s intent.”  In sum, the concept of transformation applies not just to what we teach but how, and no where is this clearer than when we address the new security situation.

2.  HOW WE GOT HERE


Everyone knows that there is a new global security situation, one that demands new responses from national security establishments.  What is less obvious is that this includes their education elements.


Security threats of the past were relatively understandable.  Decades and even centuries passed without fundamental alteration in their nature.  Leaders had always jostled each other for advantage.  They typically saw their relations as a zero-sum game, in which the gain of one was the loss of another.  Consider the attitude a century ago of the Europeans competing for colonies.  These states often might organize in alliances, particularly against a state threatening to dominate other states and thereby disrupt a balance of power.  At the same time, leaders often felt constrained at trying for absolute victory.  Major international peace settlements such as Westphalia in 1648 or Vienna in 1815 affirmed the preservation of state systems; even more, they affirmed the preservation of the existing domestic political arrangements.  Meanwhile, even intense military threats were expressed in a system of parallel and thereby recognizable developments.  The forces of each power paralleled the others, whether in organization, technology or doctrine.  Indeed, there was a tradition of collegiality transcending national identity among officer corps who at other times were trying to kill each other, from the Middle Ages to more recent times.


The rise of aggressive states driven hard by ideology, especially the USSR, made such collegiality difficult if not impossible.  Since the horrors of World War II exceeded even those of World War I, extrapolating the consequences of the next big conflict was especially frightening, especially after 1945 with the existence of nuclear weapons and a tense stand-off wherever Communism bordered on neighbors.


Even here, however, things were not totally different.  Massive Soviet forces threatened Western Europe, and NATO responded not only with forces of its own, but also with the possibility of nuclear retaliation.  Over time, the forces of East and West arguable resembled each other, so that experts could make force-on-force comparisons.  These might be misleading for practical purposes, but they made convenient charts.  For practical purposes, we needed to ask questions such as, under what scenarios?  What combinations of Blue and Red forces?  For what political and military goals?  Nevertheless, analysts could assume that, managed correctly, the nuclear forces of the two sides were roughly parallel and probably mutually canceling.  The Soviet job in Europe was to plan for conquest on the ground before NATO could re-group and this meant destroying NATO forces that stood in the way.  The NATO job was to stand in the way long enough for the U.S. to marshal greater threats, in response.  We then would be back to tank wars on “the north German plain.”  Not so different from experience, this was not so hard to understand, not so hard to educate for.  While we were not so good at thinking like the enemy, preferring to see him as something like us, this was not disastrous.


There was, however, even in this period, one change on the U.S. side I would like to emphasize.  This was the rise of what we today call jointness.  Since the founding of the United States, the Navy and the Army had gone their own way.   The Navy, in particular, resisted giving up the freedom of command enjoyed by a ship captain literally “over the horizon,” at least until the advent of radio.  The grim consequences of each Service fighting its own war were evident in the friendly but divided command of the Army and Navy chiefs in Hawaii who were, as a result, vulnerable on December 7, 1941.  The value of fighting together (“jointly”) was made undeniable over the next four years.


This World War II experience led to the creation of the Department of Defense in the National Security Act of 1947.  The actual goal, to place Service interests underneath that of a broader national security interest, took years to begin to make effective, and continues to this day.  While the rise of jointness has inspired excellent works on the legislative and bureaucratic aspects,
 two other aspects are relevant to the question of education and 21st century security.  The first is the rise of joint professional military education, especially at high levels, culminating in creation of the national Defense University, after World War II and the second is the rise of system analysis (or “PPBS – Policy Programming Budgeting System”) in the Office of the Secretary of Defense (OSD) in the 1960s.

3.  THE RISE OF JOINTNESS IN MILITARY EDUCATION


Late in World War II the military leadership of the United States recognized a gap in the military education system.  While there were senior schools for the Army, the Navy and starting in the 1920s, for military-industrial studies, the schools did not strive to teach principles of jointness, either strategically, operationally or otherwise.  Meanwhile, U.S. military leaders felt that the war had demonstrated the need for such education.  As a result, after WWII the colleges located at Fort McNair, in Washington, D.C., namely the new National War College (previously, the Army War College) and the Industrial College of the Armed Forces, found joint education high on their agenda.  This included placing diplomats in senior positions, starting with George Kennan, who was beginning his role as an architect of the post-war order.


The planners made clear how important the goal of jointness was to them.  Even more interesting is that they sought jointness for reasons that we will see make especial sense to us, challenged as we are to secure our countries in the 21st century threat environment.  For example, the 1945 Special Committee for Reorganization of the National Defense said that “basic requirements of the Armed Forces for the program of joint education” were to “develop officers capable of planning and participating in joint operations” and “developing officers capable of formulating strategic concepts and conducting, in command positions, large-scale operations employing all components.”


The Committee defined goals of postwar joint education as:

· To produce within each component of the armed forces a general knowledge and appreciation of the capabilities, limitations, and operating procedures of the other components.

· To promote teamwork between the components of the armed forces in order to achieve greater effectiveness of the armed forces as a whole.

· To prepare officers for the planning and participation in joint operations.

· To prepare officers for the command of large-scale joint operations.

· To promote the development of understanding between high echelons of the military service and those other agencies of government and industry which contribute to a national war effort.

The mission of the former Army War College, now the National War College, identified by Vice Admiral Hill on January 22, 1946, included “to promote the development of understanding between the high echelons of the armed forces and those of other agencies of government and industry which are an essential part of a national war effort.”
  These goals turned out to be prescient through the cold war and perhaps even more, today.  


Despite the high-level support, jointness still was a difficult value for the armed services to accept.  History, collegiality, culture, budgets, force structure training, and education continued to be specific to each service.  Even within services there were divisions, such as bombers vs. fighters in the USAF and submariners vs. surface vs. aviation in the Navy.

4.  THE RISE OF SYSTEM ANALYSIS


In 1961 President Kennedy assigned Secretary of Defense Robert S. McNamara the job of exerting control over the military.  The story is well-known:  McNamara and the “whiz kids” of the new office of Systems Analysis (today, Policy Analysis and Evaluation) imposed on the military a demand for quantitative and comparative (i.e. economic) justification for programs and strategies, especially through the Planning Programming and Budget System (PPBS).   The Services, each used to operating their own budget process, in each year building in some arguable increment on last year’s budget, were outraged.  Some generals complained that McNamara’s economists were saving pennies at the expense of endangering soldiers’ lives and national security.  But this served to make them look foolish in light of McNamara’s unarguable point – a dollar spent on a tank was a dollar not spent on a fighter, or on intelligence.  The nation’s security depended not on winning war with tanks, but on winning war.  Even in the context of a single system, such as a tank or a fighter, not to perform an economic system analysis was to miss that every dollar spent on one value such as lethality was a dollar not spent on another such as range or survivability.  Not to do the analysis was not refuse to choose.  It was to choose blindly.

I suggest that we see systems analysis as an attempt to impose a joint viewpoint.  Ultimately, a systems analysis depends on specification of goals, criteria and alternatives.  This elevated the value of mission above that of previous investments in platforms or organization.  It said in effect, we do not care how we did it before, or from what platform, or who ran the platform.  We care only about the best way to do it in the future.  And so, in Afghanistan in 2002 it meant fighters substituting for artillery, and then to Secretary Rumsfeld deciding to decide to cancel the Crusader howitzer system.  Jointness meant organizing forces mainly by task, not by organizational history.  


Of course, there have been serious criticisms made against systems analysis/ PPBS, including that the Services quickly learned to practice systems analysis and use systems analysis language to justify their own programs.  More generally, the criticism said, systems analysis became another tool by which bureaucrats could justify their own interests.  Much of this describes reality.  Nevertheless, systems analysis was never meant to end politics, and it could not eliminate the human tendency toward bias in favor of what each of us knows and does.  What systems analysis does do is expand the area of objective discussion and analysis, and minimize personal judgment as an unarguable factor in decisions.  It is, I think, a precondition for jointness.

5.  MILITARY EDUCATION AND JOINTNESS


Acting on the value of jointness in the educational system also continued to require work.  By the 1980s the colleges at Ft. McNair became the National Defense University (NDU).  NDU is the highest level of the joint professional military education (PME) system, emphasizing joint and national strategy and multi-national planning and war-fighting.  The goals of the PME system are not surprising, except perhaps this one:  “Critical thinkers who view military affairs in the broadest context and are capable of identifying and evaluating likely changes and associated responses affecting the employment of US military forces.”
  And “Standard 1” for Joint PME is to “Develop Joint Awareness, Perspectives and Attitudes.”


This military educational system functioned alongside a vast military training system.  Although sometimes used as interchangeable terms by some people, training and education are different.  Training involves the transfer of specific techniques to solve well-defined, repeating problems (how to change a tire; how to disassemble and clean your weapon; how to fly the F-16).  Education transfers knowledge whose future application is unclear and is unlikely to be defined neatly, such as “joint awareness, perspectives and attitudes.”  The application of knowledge depends largely on the future creativity of the students.  The application of education involves the decision of what to do, while training involves how to do it.  Another saying is that, education is what stays with you after you have forgotten the classes.


Education, then, like art is “long” while life is short.  Educational institutions, civilian and military, are under constant pressure to include new topics.  Yet it is rarely clear which existing priorities to reduce, to make room for the new.  The new security situation presents some clear new demands for enhanced study, such as terrorism, Islamic and Arab cultures, crime-terrorism connections, proliferation of technologies for mass destruction effects, non-state actors, civil-military emergency cooperation, and information operations.  All of these also have acutely important new dimensions, such as the legal dimension.  To some extent, there may be some room in curricula as we reduce attention to standard cold war issues such as bilateral strategic deterrence theory and arms control, but much of this academic peace dividend has already happened.


In addition, the nature of the new threat situation requires not simply a substitution of new topics for old, but serious re-thinking, as well.  The new threats are not merely new versions of the old.  They are not a matter of substituting in our studies what some call a “peer competitor” great power for the Soviet Union.
The classical model since 1648 is almost no help.  The new enemies think nothing like we do.  If nothing else, we face an enormous challenge in “thinking red.”


Meanwhile, the PME system is fully occupied teaching its current curriculum.  Nor is there any alternative in increasing the educational load.  The U.S. military, like that of many countries, is fully stretched (perhaps more than fully stretched
) between its large obligations and its resources.  The need for officers to be operational presses for minimum time in the classroom.


A final major complication is that the new situation further expands the definition of “national security” beyond “defense” to include civilian officers, including those with responsibilities for domestic civil order and response such as police, firemen and public health officials and responders.  As the National Security Act of 1947 broadened the notion of “defense” to “national security,” so today we have a new and broadened sense of national security to include civilians in the national security community.  Additional members of that community in important senses now also include officers and officials in foreign countries.  We face, after all, transnational threats; to stop them in any one or two countries will be only temporary solutions.  We need each other’s help, now more than ever.

6.  THE IMPACT OF THE NEW SECURITY SITUATION


Key aspects of the new security situation, including terrorism and counter-terrorism, homeland security and homeland defense, directly affect professional military education.  I have suggested, above, some of the new curricular demands created by the new situation.  Yet, there is a larger issue.  The new threats do not seek to raise parallel forces to ours, to defeat our forces in battle, or to benefit some existing state.  The new threats seek more to destroy the legitimacy of our states by undermining the confidence of our citizens in the competence of our governments, especially for the prime task of physically protecting our people.


For this goal, the threats do not need to defeat the U.S. Army or the New York City Police Department.  The threats need to maneuver between the responsibilities of the Army and Police to act and destroy.


Therefore, a basic and admirable response by people in safety agencies in threatened nations is perhaps not helpful.  This is the impulse to take responsibilities even more seriously, to work even harder at one’s job.  Doing what we have always done but “doing it more intensely” may simply increase the threats’ opportunity to attack their preferred aimpoint – in the “seams” between our responsibilities.  It is between the seams where we face the challenges.


A more productive general response will require education.  This response will focus on communication across agencies, ranks and geographical areas; cross-cutting competencies; and encouraging the capacity for innovation.


Encouraging innovation is key.  When future emergencies hit, the bad ones will be those that, from today’s perspective, are “unknown unknowns” (unk-unks).  As such, we cannot directly plan for them.  We cannot formulate “school solutions” to put into training courses or field manuals.  We must depend on our people to act creatively when the time comes, based on understanding broader contexts, collaborating agencies, higher level goals including the national, and the irreducible element of uncertainty.


Great soldiers such as Napoleon’s (each of whom, he told them, carried a Marshal’s baton in his knapsack), the Americans at times, the British at times, the Israelis, the Viet Cong; have been marked an ability to innovate based not on detailed instructions (by definition), but on their understanding of their commander’s intent.  It is on this level we will have to focus.


The new situation requires research to determine mission elements, education to study mission alternatives, and policies to re-assert the primacy of mission, even over organizations and platforms that have served us well, so far.  The environment has changed.  It demands from us a re-definition of missions, and a re-focus on higher levels as sources of mission statements.  In sum, the new situation requires what Defense Secretary Donald H. Rumsfeld has called transformation, not detailed or top-down directives, but “bottom-up innovation.”
   

This transformation will have to be “joint.”  Transformation will come not just from within the Department of Defense, because the “front lines” of the new war are peopled by more than soldiers.  As the prospect of American soldiers working with policemen and firemen increases, we see a new level of jointness at work.  As the prospect of such relationships at work across borders, we are seeing something we could call J3 – jointness cubed.

7. THE ELEMENTS OF SE

What do we teach in this situation?  I suggest several elements.

Approach 1 – Systems analysis.  Even the United States cannot pay for everything the new security situation demands.  Everything has trade-offs.  The required analysis is continual and never final.  It takes place at multiple levels.  Everyone working in the enlarged national security community should understand the necessity for conscious and analyzed choice.  I have found in my teaching that such analysis, with some element of even nominal quantification, helps students think like decision makers or operators, and not just passive listeners to lectures.

Approach 2 – Strategic management.  The enlarged national security community, at multiple levels of authority, needs the skills of companies and MBA programs in formulating and acting on operational strategies against the threats. Strategic management is useful because it combines planning in the dynamics of a real situation with questions of how to put strategies and decisions into effect in complex organizations, how to monitor the environment, and then re-acting, in turn.  I have found scenario construction, as practiced in strategic management, especially useful for teaching.

Approach 3 – Competitive strategies.  The enlarged national security community would benefit from widespread education in competitive strategies, thinking about enemy weaknesses in specific scenarios, and taking the initiative, accordingly
.  In particular, this approach encourages the use of war games and “thinking red,” thinking like the threat. 

Approach 4 – Complexity and nonlinearity.  This new scientific thinking
 is increasingly recognized in the Department of Defense.  The new threats, especially compared to the old, are clearly nonlinear; for example, their organization is more that of swarming insects than our own hierarchies.  Therefore, strategies against them will profit from unconventional means of attacking them and defending ourselves.  For example, Defense Secretary Rumsfeld’s call for the Department of Defense to “transform,” defining transformation as a mindset, a cultural change, is a nonlinear strategy.  In effect, he surrenders central direction and asks each person to transform himself or herself, to be open to new realities and propose new ways of doing things.


The courses should apply these approaches to a range of major current issues and “canonical” policy documents, helping students sense the exploratory nature of what we know, and how much room there is for them to contribute.  If nothing else, practioners in the classroom tell us that they find a review of the canonical national policy documents especially useful.  They know how to act in an emergency, but have never had the opportunity to relate their training to national policy, until now.

Another element of strategic education is an expanded base for the recruitment of students, including Defense civilians, civilians from civil agencies, foreign officers and relevant private sector organizations. Expanding the student recruitment base is a practical response to the operational reality that many different kinds of organization and capabilities, not just traditional military services, will have to respond to future emergencies.  The pursuit by this “mixed” group of strategic education in a common classroom will provide benefits of cross-training, enhanced ability to communicate across agencies, mutual understanding and personal ties that will give each student an individual network to discuss new problems in their work.

A more heterogeneous classroom also improves the education.  There is “expert” in the “new national security.”  No professor has a body of “teaching” to impart with oracular authority.  We the professors need students who have their own expertise to contribute to the class.  Strategic education is a body of knowledge in early formation and many people have expertise to contribute.  Arguably, soldiers have as much to learn from civilians in this “field” as vice versa.  Meanwhile, we have seen an additional, unexpected benefit as civilians in these classes report that for the first time they have come to realize how much our armed forces do for our country.  We have also received special thanks from American students for the opportunity to meet and compare notes with foreign counterparts. 

Our students include foreign officers and soon, we hope, foreign civilians, U.S. civilians from many agencies as well as the Department of Defense, as well as many Congressional staff members.  I hope that we will soon have civilians from relevant private sector organizations in our classes.  

This, in general, is our approach at the School for National Security Studies (SNSEE) at NDU.  Our programs focus on terrorism and counter-terrorism, homeland security and homeland defense, and transformation.  Founded to serve DOD civilians, SNSEE early recognized the need for 21st century strategic education and focused on those areas.  Like many new organizations in the last quarter century, SNSEE found that it could realize and adapt quickly and flexibly to the new situation.  This response included experimentally offering new classes, offering them in the evening, and offering to audiences not previously highly visible at NDU.  The response was gratifying, going from zero in |January 2002 to hundreds today. (Details to be discussed)
I am eager to learn from foreign colleagues what they are doing in such fields, what they think of our approach, and how we might cooperate in the future.
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