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In the Eye of the Storm:  A Primer on ICT Support for Civil-Military Coordination in Disaster Relief and Stabilization & Reconstruction Operations

(Discussion Draft – October 27, 2005)

1.0 PURPOSE


The initial years of the Twenty-First Century have witnessed numerous large-scale crises, from the Indian Ocean tsunami and the Kashmir earthquake to longer-term, multi-faceted emergencies such as in Sudan.  The United States has been involved, as part of multinational coalitions, in stabilization and reconstruction missions in the Balkan states, Afghanistan and Iraq.  Increasingly, the scale and scope of such events involve both civilian and military components, as resources are stretched thin to support multiple ongoing crises.

Information and communications technologies (ICTs) are a key element of the global response to such events, whether they are natural or man-made disasters or post-conflict stabilization and reconstruction efforts.  ICTs are vital enablers of the coordination mechanisms that civilian and military organizations need to assist local populations and host governments.  These ICT capabilities and requirements need to be better understood, so that relief and reconstruction efforts can be better constructed and coordinated by all parties working in the interest of the affected population.

This primer document is designed to underline and spotlight current knowledge and best practices in creating a collaborative civil-military information environment to support data collection, communications, collaboration and information-sharing needs in disaster situations and complex emergencies.  It consists of two parts:  Part One defines and discusses the role of ICTs; the growing recognition of a need for improved collaboration, coordination and information sharing; and the institutional and “cultural” characteristics of the various civilian and military participants in relief and reconstruction efforts.  Part Two then draws real-world conclusions, provides best-practice recommendations and offers practical checklists for parties to maximize their use of communications and information management systems and processes.

1.1 The Universe of Crisis Response

As a threshold matter, it is important to address definitional issues between different types of crises and the responses to those situations:

· Humanitarian assistance and disaster relief (HADR) operations generally follow rapid-onset natural or man-made disasters, such as hurricanes, earthquakes or large-scale industrial accidents.

· Stabilization and reconstruction (S&R) efforts often work in tandem with peacekeeping operations and are designed to stabilize and regenerate political and economic development in the aftermath of a conflict.

· Complex emergencies are often broadly scoped humanitarian crises that develop from the progressive and mutually reinforcing impacts of political and military conflicts, economic collapses, natural disasters (e.g. famine or drought) and systemic problems (i.e., high rates of pre-existing poverty).

Clearly, these types of crises can differ in their causes and specific impacts.  But there are significant and numerous similarities in the ICT support for civil-military coordination in efforts to address all of them – particularly in the earliest operational stages.  There are generally gaps in -- or wholesale destruction of – basic infrastructure and the societal mechanisms for individuals to obtain security, shelter and other fundamental needs.  Therefore, the contents of this primer are designed to be adaptable enough to assist ICT support professionals who are preparing or participating in future operations that might any one of the above definitions or, indeed (as many scenarios do) some combination of them (a full glossary of terms is provided in Appendix A).     

1.2 The Case for Greater Cooperation, Collaboration and Information Sharing

The purpose for this primer rests solidly on the premise that the growing complexity of crisis response efforts – and their increasing frequency and scale – call out for a concerted effort to maximize the efficiency of communications and information management functions.  Although many different groups and authorities can (and should) work in parallel, the pursuit of a common humanitarian purpose will be advanced through building what can be termed a collaborative information environment (CIE).

This is not primarily a technology issue – effective, low-cost network equipment and data management systems exist today, and more are being developed.  Rather, the challenges in constructing a collaborative information environment are largely social, institutional, cultural and organizational.  These impediments can limit and shape the willingness of civilian and military personnel and organizations to openly cooperate and share information and capabilities.  

The spate of recent global disasters has sharpened the focus of attention on these socio-cultural issues and institutional disconnects.  Many specialists in the humanitarian relief and reconstruction community are now striving to break through the organizational Gordian knot that often replicates itself in every new disaster, complex emergency and post-conflict environment.  Much work remains in developing an information-rich, reliable, replicable and easily accessible humanitarian information space.  This primer tries to distill the lessons that have been learned and provide tools to continue this work.  

1.3 ICTs as Enablers

ICTs are increasingly recognized as enablers of greater coordination.  In fact, several specialized non-governmental organizations (NGOs) and private businesses are now offering ICT capabilities that include commercial satellite communications packages, “Internet-in-a-box” products, turnkey information services, and long-term, host-nation capacity building.  ICTs provide the central nervous system to link the various constituent parts of an integrated disaster or emergency response effort.  

Part of the success of any such effort is what goes on before a disaster strikes or a complex emergency arises.  Host governments, aid agencies and NGOs should be active in pre-planning and pre-positioning supplies and equipment, particularly in areas prone to natural disasters.  Civilian and military responders alike need to take into consideration the need for coordination in their response plans.  Because ICTs are critical enablers of relief efforts, there is a real need to understand and share information on the ICT infrastructure in any given country that could potentially suffer from a natural disaster or complex emergency.  This “baseline” knowledge can then inform the pre-planning for how to replace or augment vital ICT capabilities when a disaster does occur.  Moreover, in the vital early days of a disaster response, an accurate baseline picture will aid in making a thorough assessment of where damage actually has occurred.

 Moreover, all stakeholders should keep in mind the long-range need to help host governments rebuild their ICT infrastructure.  That means that, whenever possible, ICT actions taken in initial recovery stages should be done with a view toward leaving capabilities behind as a legacy to jump-start ICT redevelopment.  Hence, near-term recovery and mid-term reconstruction improvements need to be consistent and synchronized with the long-term development objectives for host nation ICT capacity building. 

1.4 The Need for Civil-Military Coordination

Civil-military coordination is of critical importance in both the planning and execution of the recovery process, whether the risk stems from a potential hurricane or a “failed state.”  The components of civil-military coordination consist of information sharing, task sharing and joint planning – all of which are dependent on communications and data and information management.  Effective civilian-military coordination, however, is often complicated by the following issues:

· A lack of understanding about the information culture of the affected nation;

· Suspicions regarding the balance between information sharing and intelligence gathering;

· Tensions between military needs for classification (secrecy) of data, versus the civilian need for transparency;

· Differences in the command and control style of military operations versus civilian activities; and

· The compatibility and interoperability of planning tools, processes and civil-military organization cultures.

Critical areas for civil-military coordination are security (including rule of law), essential services (food, water, power, sanitation, medical, and shelter), logistics, communications, transportation and information.  The need for ICT capability is universal across these areas, and the way in which this need is met in the early stages of a disaster or complex emergency will be a key enabler in the host nation’s ongoing capacity building.  It is, therefore, important to give early attention and priority to ICT deployment.

The sharing of information is particularly critical because no single responding entity – whether it is an NGO, international organization (IO), assisting country government or host government -- can be the source of all of the required data and information.  Making critical information widely available to multiple responding civilian and military elements not only reduces duplication of effort, but also enhances coordination and provides a common knowledge base so that critical information can be pooled, analyzed, compared, contrasted, validated and reconciled.  Civil-military collaboration networks need to be designed to dismantle traditional institutional “stovepipes,” to facilitate the sharing of information among civilian and military organizations, to capture lessons learned and best practices, and to provide a common knowledge base for all responders.   

Experiences and lessons from real-world relief efforts and post-conflict recovery operations suggest the need to create a common culture of trust in information networks and communications between civilian governments, military organizations, IOs and NGOs.  Communications must flow in all directions, all the time.  Information structures need to be flexible (but not ad hoc).  Finally, “lessons learned" need to be understood after events occur, and the required improvements must be institutionalized.  All of this must happen in the context of multiple levels of interaction:

· Within organizations (including “reach-back” to home offices);

· Between organizations (bilaterally);

· Among organizations (multilaterally, as in a networked community);

· With local leaders and decision-makers;

· With the media;

· Among the parties in any ongoing conflict; and perhaps most importantly,

· With the local population.  

The global revolution in commercial ICT markets has contributed many valuable tools and removed many barriers to technical interoperability.  But technology is only an enabler – it is trust that sustains coalitions.  So most of the remaining challenges involve reducing institutional, cultural and social barriers that impede the building of trust and erode effective and timely collaboration.   

1.5 DoD’s Role

Over the last several years, the Department of Defense (DoD) has become increasingly interested in the challenges associated with the transition from open conflict to post-conflict environments – the transition captured by the term stabilization and reconstruction.  The Department’s focus on S&R operations reflects the nation’s experiences in recent decades in responding to the complex suite of interrelated military, policing, economic and political circumstances that arise in host nations and often influence the success of Department missions in those areas of operation. 

In addition, the U.S. military has been increasingly active in providing support services in global humanitarian responses to major disasters – including the 2004 Indian Ocean tsunami and Hurricane Katrina in 2005.  There is growing recognition that military forces have significant assets – including ICT capabilities – that can be brought to bear rapidly to assist civil disaster response efforts.   

To assist DoD in preparing for future S&R and HADR operations, the Department created the Contingency Support and Migration Planning (CSMP) Directorate within the 
Office of the Assistant Secretary of Defense, Networks and Information Integration (OASD NII).  In conjunction with CSMP, the Center for Technology and National Security Policy (CTNSP) at the National Defense University (NDU) initiated a cooperative study of ICT support for S&R operations. 

DoD operates in tandem with, and often in support of, the civilian responder elements of the U.S. government (e.g., the Department of State and U.S. Agency for International Development), International organizations (e.g., United Nations agencies and the International Commission of the Red Cross), and NGOs (e.g., Mercy Corps, OXFAM, Doctors without Borders).  Moreover, in any given deployment, DoD must work with and support the affected host nation government and civil society.

1.6 Principles for Civil-Military Cooperation

There also are a number of related USG initiatives under way to improve the collaboration among the relevant U.S. departments and agencies.  These include the creation of an “interagency collaborative information environment,” the exchange of liaison personnel, the establishment of an Office of Military Affairs at the U.S. Agency for International Development (USAID) and the creation of a set of Civil-Military Principles of Interagency Reconstruction and Stabilization.  The intent of the principles is to provide a common perspective and guidance for both military and civilian partners, including non-governmental actors.

In keeping with the process of developing these principles, this primer is an attempt to:

• Improve the ICT capacity of all players through appropriate civil-military collaboration, cooperation and information sharing; 

• Allow the U.S. government’s ICT capacities -- including those of the Department of Defense -- to work more effectively with other players;  

• Work with other nations’ military and civilian government agencies -- and with non-governmental organizations, international organizations, and host countries -- to facilitate civil-military support activities and enable the restoration, reconstruction and development of host-nation ICT capacity;   

• Develop a more informed understanding of roles, capabilities and information needs among civilian and military elements of S&R and HADR operations; and

• Offer conceptual “toolkits” and best-practice recommendations for the use of ICTs in S&R operations, HADR relief efforts and complex emergencies.
PART ONE – THE NATURE OF THE CHALLENGE 

2.0 PARTICIPANTS IN CIVIL-MILITARY COORDINATION 
There are numerous participants (Figure 1) on the HADR and S&R operations landscape – all with good intentions.  However, they bring to the table different capabilities, agendas, operating principles, sensitivities, expectations, accountability and lines of authority directing their activities.  The result is a general lack of mutual understanding of roles, relationships and capabilities.  Not surprisingly, this contributes to a problematic lack of communication and information sharing among the civil and military elements of groups that are operating side by side.  The military commander and civilian authorities thus have little control over many of the participants.

Absence of “trust” is a fundamental source of tension among the civilian and military participants, as well as the local population and elites.  Therefore, the key to success lies in understanding the roles, relationships, capabilities, motivations and information-sharing needs in this complex environment.  It is also vital to manage expectations and ensure that all actions support these expectations.  Early introduction of ICTs to facilitate collaboration, cooperation and information sharing among the civilian and military elements is important not only to the success of security aspects but also to the successful capacity building needed to restore the host nation’s governance and infrastructure and to begin the economic and social reconstruction process.  
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Figure 1
2.1 The Taxonomy of Participation

The universe of agencies, institutions and groups that provide various aspects of direct and indirect support is varied and evolving.  But it is possible to define certain categories.  Beginning with the U.S. government, the agencies likely to participate in HADR and S&R operations (domestic or international) include (but are not limited to):

· The National Command Authorities (NCA),

· The National Security Council (NSC),
· Various Department of Defense agencies,
· The Department of State (Coordinator for Reconstruction and Stabilization, Humanitarian Assistance Unit, and regional bureaus),
· USAID (the Office for Foreign Disaster Assistance),
· The Department of Homeland Security (Federal Emergency Management Agency),
· The Department of Transportation,
· The U.S. Coast Guard,
· The Department of Agriculture (USDA),
· The Department of Justice,
· The Public Health Service (PHS), and
· The Immigration and Naturalization Service (INS).
Other national governments, such as the United Kingdom, have similar military and government agencies – in the case of the UK, there are the Department for International Development (DFID) and the Post Conflict Reconstruction Unit (PCRU).  Sovereign nations often provide significant humanitarian assistance bilaterally or multilaterally to other nations to help with development or to mitigate and manage complex emergencies and disasters. Most donor nations have created specific governmental departments or agencies to implement this assistance in accordance with their national foreign policy strategies and objectives.  Typically, these governmental entities are responsible for long-term sustainable development in various countries throughout the world, and for providing rapid assistance when a disaster or emergency occurs.

  To respond more effectively when time is critical, many of these agencies have formed specific organizations dedicated to disaster response.  Some of these organizations provide teams, expert personnel, equipment, and supplies for humanitarian relief, whereas others contract significant portions of support to other governmental or non-governmental organizations.  Contributions may include in-kind or financial support, or a combination of both.  In some cases, governmental bodies such as civil defense organizations and aid agencies may provide rapid response from standby personnel in response to appeals from affected nations’ governments or humanitarian agencies like those of the United Nations (UN).  Typically, these agencies divide the globe into geographic regions and assign “areas of responsibility” (AORs) to functional and regional bureaus.

As representatives of their governments, aid agencies are often located at, or very near to, their nation’s embassies or consulates, and the assistance they provide is typically offered without expectation of reimbursement from the affected nation.  Aside from USAID and DFID, which already have been mentioned, examples of donor agencies include the Australian Agency for International Development (AUSAID) and the Canadian International Development Agency (CIDA).

International Organizations (IOs) such as the International Committee of the Red Cross (ICRC), the International Federation of Red Cross and Red Crescent Societies (IFRC) and Red Cross and Red Crescent National Societies are neutral intermediaries that play a significant role in supporting HADR operations.  The ICRC is a private Swiss institution that acts as the “guardian” of the Geneva Conventions and intervenes during armed conflicts to protect and assist victims, visit prisoners of war and civilian detainees.  It also participates in relief programs for displaced persons.  The IFRC, on the other hand, is a coalition of national societies that intervenes to coordinate relief efforts for victims of natural disasters.  In the event of armed conflict, it provides humanitarian assistance to displaced individuals, in coordination with the ICRC and the national societies.

Nearly every nation (more than 180) has established its own national society that offers humanitarian assistance and relief after armed conflicts and natural disasters.  In most countries these societies are known as the “Red Cross,” but in the majority of Muslim countries they are known as the “Red Crescent.”  In Israel, the national society is called the Magen David Adom.  These Red Cross/Crescent organizations are guided by seven principles:  concern for humanity, impartiality, neutrality, independence, voluntary service, unity, and universality.  Humanity, impartiality and neutrality also serve as the underlying principles of international humanitarian law and the Geneva Conventions.
There are also inter-governmental organizations (IGOs) that cooperate on specific issues, such as economics, security, culture, politics, or common geographic concerns.  IGOs promote common policies and preventive diplomacy, and they seek to implement international agreements, resolve disputes, and foster collective security.  Some organizations, such as the UN, are globally focused and draw their membership from more than one region, culture, or language.  IGOs such as the International Organization for Migration (IOM) are functionally based and include a wide range of member states and partners focusing on a particular issue.

Other IGOs retain a regional focus in dealing with a multitude of issues.  For example, NATO is a political and military organization focused on the security and defense of Europe, North America, and the Atlantic Ocean basin.  Since the end of the Cold War, NATO has also assumed an extensive role in UN Security Council authorized regional peace support operations.  The Organization For Security and Cooperation in Europe (OSCE) is a regional organization that fosters security and economic cooperation through the implementation of human rights, fundamental freedoms, democracy, and the rule of law.  It brings together all the countries of Europe, Canada, and the United States as well as certain countries in Central Asia.
Non-governmental organizations (NGOs) are of many different types and sizes, ranging from major global organizations such as CARE and World Vision, to small charities.  They are established for many purposes and include political parties, labor unions, religious and social groups, community interest groups, research institutes, churches, professional associations and lobbying groups. These organizations are responsible to their boards of directors, and accountable to their private contributors and to the particular government that issued their nonprofit status.  The NGOs work to eliminate the causes of humanitarian emergencies, and establish disaster mitigation and preparedness measures as well as peace-building and conflict-prevention mechanisms.

Some of the larger, more experienced NGOs that respond to disasters also conduct long-term development operations.  NGOs do not have the legal sovereignty of IOs because they are not formed under international law. They are subject to the laws of the affected nations in which they work.  They can support governmental entities through contracts or grants, but otherwise they typically have no formal authority and tend to act independently.
  

The following list represents a sampling of the non-government community of participants -- the IOs, IGOs and NGOs.  While it is by no means all-inclusive, it provides some sense of the staggering array of groups that may show up when the world rings an alarm bell.   

· International Organizations (IOs)
· ICRC (International Committee of the Red Cross)

· IFRC (International Federation of Red Cross and Red Crescent Societies) 

· National Red Cross and Red Crescent Societies (e.g., American Red Cross)

· SMOM (Sovereign Military Order of Malta)

· Inter-Governmental Organizations (IGO)
· UN (United Nations)—Global Focus

· OCHA (Office for the Coordination of Humanitarian Affairs)

· UNDPKO (Department of Peacekeeping Operations)  
· UNHCR (UN High Commissioner for Refugees)

· WFP (World Food Program) 

· UNICEF (United Nations Children’s Fund)

· FAO (Food and Agriculture Office)

· WHO (World Health Organization)
(  
·   UNDP (UN Development Program)

· WB (World Bank Group)

· IMF (International Monetary Fund)

· NATO (North Atlantic Treaty Organization)—Formally Linked to UN

· Civil Emergency Planning 

· EADRCC (Euro-Atlantic Disaster Response Coordination Center) 
· EADRU (Euro-Atlantic Disaster Response Unit)

· NATMC (NATO Air Traffic Management Committee) 
· Strategic Commands

· SHAPE (Supreme Headquarters Allied Powers Europe)

· CJTF (Combined Joint Task Force), e.g., IFOR, SFOR, KFOR, ISAF

· CIMIC (Civil-Military Coordination)
( Allied Command Transformation   

· Partnership for Peace Nations

· Inter-Governmental Organizations (IGO)—Functional/Regional Focus
· IOM (International Organization for Migration)

· EU (European Union)

· ECHO (European Community Humanitarian Aid Office)

· OSCE (Organization for Security and Cooperation in Europe)

· CRICOM (Caribbean Community and Common Market)

· OAS (Organization of American States)

· CEPREDENAC (Coordination Center for the Prevention of Natural Disaster in Central America)
· AU (African Union)

· ECOWAS (Economic Community Of West African States) 

· ASEAN (Association of Southeast Asian Nations) 

· Non-governmental Organizations (NGO) 
· CARE (Cooperative Assistance for Relief Everywhere)

· World Vision

· MSF (Doctors Without Borders)

· OXFAM (Oxford Committee for Famine Relief)

· CWS (Church World Services)

· UMCOR (United Methodist Committee on Relief)

· MCI (Mercy Corps International)

· IRC (International Rescue Committee)

· CRS (Catholic Relief Service)

· IMC (International Medical Corps)

· DRC (Danish Relief Council)

· NRC (Norwegian Relief Council) 

· Save the Children

· Alliances of NGOs:

· InterAction (US-Based NGOs)
· International Council of Voluntary Agencies (ICVA)
Many of these organizations, such as the UN, CARE, Mercy Corps, and Médecins Sans Frontières (Doctors Without Borders), often are already operating in a crisis area when the military components arrive.  Thereafter, they commonly continue to operate during and after the period when military units are deployed.  Figure 2 compares selected characteristics of the potential participants.
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Figure 2
The international business community is also a key participant in HADR and S&R operations.  Corporations have extensive capabilities to generate employment, investment, and economic growth in much of the world, and they maintain significant resources that are useful in foreign humanitarian relief and development operations. Many different types of businesses become involved in emergency operations, and for very different reasons. When a disaster or emergency occurs, companies are in a position to provide technical expertise, donate their products, or contribute financially to humanitarian response organizations.  In potentially volatile areas, multinational corporations with a stake in a country or region have a vested interest in promoting stability and preventing conflict situations that could disrupt their business.  Multinational corporations are often very knowledgeable about the host nations in which they operate. They establish working relationships with local and national authorities, employ local personnel, and have an understanding of the local dynamics and available resources.  Moreover, they have fully developed supply chains.  

Additionally, the use of private military companies (PMCs) has emerged as a growing and controversial addition to the increasingly complex operations landscape, particularly in S&R or complex emergency scenarios.  These companies provide services that until recently were considered the exclusive domain of national armed forces. Their customers include emerging national governments and military establishments, multi-national corporations and – increasingly -- civilian and humanitarian relief organizations.  Their presence is not universally understood, appreciated, or accepted; they are often referred to as “mercenaries.”  Just as often, misunderstandings within the PMC industry itself give credence to this charge and do little to increase understanding.  A legitimate PMC is not a mercenary organization.  The PMC trend presents significant opportunities and economies to governments and humanitarian and civilian agencies alike. On the other hand, it can present serious risks to mission success for these same customers.  It is absolutely essential for leaders within the military and civilian communities to understand both the risks and opportunities PMCs represent.  A sample of companies falling into this category would include MPRI, DYNCORP, KBR, CACI and BAH.

2.2 Levels of Internal Support

The U.S. military deploys with a comparatively high standard of internal logistical and material support, and in fact, the number of personnel, support packages, and overall “baggage” may seem excessive to others.  But this support is designed to make the military as self-sustaining and self-reliant as possible.  The practical value of this support apparatus is that it can be used to assist displaced civilians.  However, the military standard of support is based on national government policy determinations and may differ from humanitarian relief agency standards.  In addition, the military will constantly try to avoid “mission creep,” which occurs when armed forces take on broader or additional missions than those for which they initially planned or trained.
Meanwhile, the mandate for internal force protection overrides nearly every other concern for the military.  The term force protection refers to security procedures and arrangements to protect soldiers, civilian employees, facilities, and equipment that are part of the military organization.  How force protection is implemented may have an effect on how, where, and when the military will become involved in relief activities.
Each military operation will have rules of engagement (ROEs), which delineate the circumstances and limitations under which the military will initiate or continue combat.  The ROEs also have significant impacts on disaster relief operations, affecting freedom of movement, security, logistics, and the perception of neutrality of the relief community in the eyes of competing factions.  The military’s purpose generally is to create a safe and secure environment to enable the civilian government, IOs and NGOs to conduct their humanitarian assistance, reconstruction and development missions.  Secondarily, force protection also is designed to protect those military elements directly involved in transport or other support activities.
3.0 INFORMATION NEEDS

Having understood the breadth of participation in HADR and S&R operations by multiple civilian and military actors, we now turn to the question of what particular information these entities need to fulfill their missions.  The informational needs of military and humanitarian actors are different, even when they involve the same subject or topic.  This stems from differences in what purpose the data will be used for and what the implications the data may have for humanitarian operations.  As a threshold matter, several principles should be kept in mind when discussing these information needs:  

· Common terms used by the military and civilians often have different meanings.  For example, to a military organization the term sector means a geographic area of responsibility, but to humanitarian organizations it denotes a functional area, such as water/sanitation, food or shelter.

· The urgency of the need for humanitarian data may not always be readily evident to the military.  When a data request is passed to the military, it may not always be treated with the highest priority, due to other informational needs deemed to be more pressing.  It is best to avoid depending on the military for data that is time-sensitive and has not been shared before. 

· When requesting data or information from the military, it is better to state the need in terms of the decision that must be made instead of the raw data that is being used to make that decision.  For example, imagery of mountain passes is useful to humanitarians in determining when those passes might close to transportation.  Instead of asking directly for imagery, it may be better to ask for a forecast of when the passes will close.

3.1 Reliability Issues

Dennis King of the U.S. Department of State’s Humanitarian Information Unit, notes in his paper, “Humanitarian Knowledge Management,” that identifying information exchange needs is not easy.  Natural disaster, humanitarian emergencies and S&R operations are, by their very nature, complex and dynamic situations.  They are multi-sectoral and multi-disciplinary, incorporating both the physical and social sciences.  Information is constantly changing and comes from a multitude of different sources.  It is often incomplete or contradictory.   In some cases, there is an overload of information and, in other cases there are complete gaps in what is known.  Collecting information is often difficult, if not impossible, because of inaccessibility to the affected areas due to natural hazards, lack of a safe and secure environment or government restrictions.  Furthermore, much of the “available” data are actually estimations based on selective sampling or extrapolations of dated statistics, such as census information, projected growth rates, and proxy indicators.  

Also, a certain amount of misinformation and disinformation can be generated during S&R, HADR and complex emergency situations.  Governments and aid organizations may publish inflated or distorted estimates or data in order to appeal for higher amounts of international donor assistance.  Any participating civil or military element may purposely conceal information it deems sensitive.  The bottom line is that decisions about providing assistance or support often must be based on the best available information, however incomplete and insufficient.   

Another challenge is the inconsistent use of standardized meta-data when collecting and providing information.  All incoming and outgoing data and information should include a type of provenance:  the source and the date or time-stamp, so that other users can determine the credibility and currency of the content.  It is also important to clearly define any ambiguous terminology and explain methodologies and indicators used to collect the data.  Finally, data and information should be geo-referenced to include the latitude/longitude, geo-code, gazetteer place name, administrative unit and other identifiers.  This allows the data to be entered into a geographic information system (GIS) and mapped.  If these standards are followed, data and information provided by many different civilian and military organizations can be effectively pooled, compared, contrasted, validated and used for analysis, mapping and operational activities.  

3.2 What Do Organizations Need to Know?

In any deployment, there are certain questions that both the civilian and military response organizations want to answer.  For example, all organizations need background and situational information.  But other types of information are organization-specific or needed only by particular specialists.  Strategic-level policy-makers, for example, want “big picture snapshot” analyses in order to understand the issues, make decisions on providing assistance, and identify problems and obstacles.  Field personnel and project and desk officers, on the other hand, need more detailed operational and programmatic information in order to plan and implement humanitarian assistance and reconstruction programs.  Most information needs can be divided into the following basic categories:

Background/baseline information:  Relief agencies and organizations need information about the country’s unique history, geography, population, political and economic structure and culture.  Beyond these general characteristics, they need more specific, baseline data reflecting the “normal” (that is, pre-disaster) conditions prevailing in various relevant sectors (i.e., medical, transportation, communications, food supply).  Baseline data are also necessary for relief organizations to compare with actual conditions they find during a complex emergency or following a natural disaster or conflict.  Background and baseline information tells them: 

· What was the country’s pre-crisis population (national, province/state, city/town) and its demographic composition (ethnicity, religion, age cohorts, urban/rural, political, etc)?

· What was the pre-disaster geography of the country (this is especially relevant following earthquakes, flooding or volcanic eruptions)?

· What is the recovery record from the country’s past disasters and natural hazards?

· What are the most recent annual baseline health indicators for the population? (crude mortality rate, infant/child mortality rates, HIV adult prevalence, malnutrition, etc) 

· What are the annual economic indicators? (GDP, GNP, agricultural/food production, staple food prices, etc) 

Situational awareness information:  Once the crisis has developed, organizations need to know the latest about the situation on the ground and information about the conditions, needs, and locations of affected populations.  Some examples of situational awareness questions are:

· What is the latest/current humanitarian and reconstruction situation in the country?

· What are the most recent severity indicators (death tolls, mortality rates, malnutrition rates, economic impact, infrastructure damage, etc.)? 

· Who are the affected populations (refugees, children and other vulnerable groups, resident populations, etc), how many are there, and where are they located? 

· What is the assessment of damage to infrastructure? (transportation, buildings, housing, communications, etc)?

· What is the latest/current security situation in the affected areas of the country?

Operational/programmatic information:  Organizations need information to plan and implement humanitarian assistance and reconstruction programs.  Questions that program planners may ask include:

· Where are (and what are the conditions of) the logistical access routes for delivering humanitarian and reconstruction assistance?

· What assistance organizations are working in the country, what are their programs, what are their capacities and where are they working? 

· How is the host-country government responding and can it provide more assistance itself?

· What are the programmatic/financial needs of the responding organizations? 

· What (and how much) funding is being provided to the response organizations and who are the donors? 

Analysis information:  Data must be compiled and put in context in order to become useful as information.  Information, in turn, needs to be interpreted and analyzed in relation to other thematic information.  Analysis can include evaluations of issues and responses, projections about the future, and recommendations for policy decisions and operational deployments.  Analysts can be expected to ask:

· What were the causes and contributing factors of the emergency? 

· What constraints have arisen in providing humanitarian and reconstruction assistance in the crisis (insecurity, inaccessibility, government interference, etc)? 

· How effective are ongoing humanitarian and reconstruction assistance programs and responses?

· What are the short-, medium- and long-term impacts of the emergency?

· How are evolving political and economic conditions likely to affect assistance efforts in the future? 

· What are the options and recommendations for action? 

3.3 Where Can Information Be Obtained?  

The emergence of the Internet in the last 15 years has revolutionized the availability and dissemination of humanitarian and S&R-related information.  Email has greatly facilitated the transmission of information between the headquarters of the humanitarian and S&R response organizations and the personnel, teams, and programs located in the field.  The World Wide Web provides a vast virtual library of information to users with Internet access.

At the same time, the Internet has added to the overload of information and the increasing difficulty in locating, extracting and verifying the answers to critical questions.  In other words, the Internet can complicate the tasks of information and knowledge management, in many ways.  There are also information assurance challenges—trust and self-policing are the norm for information sources on the Internet.  No one organization is responsible for assuring the quality and integrity of information, and there are no set standards for collecting and populating the various web sites with that information.  All of this adds to the challenges of sharing information.

Situational awareness information often comes in a seemingly common-sense form:  news reports.  But better sources are often found in the situation reports and field assessments produced by the response organizations working in the affected countries.  These organizations also draft and issue appeals, proposals, and project monitoring documents that provide operational and programmatic information.  Useful background/baseline information can be found in country profiles, maps, databases, and chronologies.  Analysis is derived also from evaluations, lessons learned, research studies and policy recommendations. 

Not everything that S&R and HADR organizations need to know, however, can be found in databases, documents and visual products.  There is also tacit knowledge that is usually not documented, but rather is derived from expertise, collaboration and field experience.  This knowledge is often imparted in briefings, discussions, and first-hand observations.  “Seeing it for oneself” adds a great deal to one’s knowledge and understanding of any humanitarian emergency.  

3.4 Military Information Sources

A large number of sophisticated intelligence collection systems are available to military participants.  Most are designed for collection of information relevant for military operations.  Consequently, many of these systems are extremely classified, and the information collected by these sources is carefully controlled by the military.  Most information relevant and available to humanitarian responders will be collected on the ground.

The military is more likely to be effective in gathering data about tangible, measurable things such as the length of an airfield and the number of structures in a village with intact roofs.  It seldom has the skills to make more than broad observations about issues such as food security, access for ethnic minorities, or other broad-scope demographic measurements.

For many militaries deployed outside of their own countries, direct interaction with the population is limited either by policy, regulation, or tactics.  Effective interaction, when it is permitted, may be further limited by language, culture, or distrust.  Lower-ranking soldiers often collect much of the information, and they may lack cross-cultural or language skills relevant to the host population.  In some militaries, however, there are dedicated, trained personnel who interact with the population and conduct Civil Affairs patrols to collect or verify data.  It is important to know how the data was collected and whether or not it has been verified before taking action.  

4.0 CIVIL-MILITARY CULTURES AND CHALLENGES

Most organizations have a distinct organizational “culture” -- an often-unwritten set of rules, regulations, viewpoints, perspectives, and operating procedures.  This culture is based on the unique history, mission, structure, and leadership of the organization.  The military’s distinct organizational culture, which may make the military very effective in combat, may frustrate civilian relief organization personnel, who may find the military inflexible and inscrutable.  For example, military organizations generally are:

· Highly structured, hierarchical, and oriented toward “stove-piped” chains of command;
· Authoritarian and command-oriented;
· Focused on attaining mission goals (both explicit and implied);
· Bound by extensive rules and regulations;
· Characterized by elaborate process and scheduling regimes ( the “daily battle rhythm”);
· Driven by a “work hard, play hard” ethic;
· Highly competitive;
· Respectful of internal traditions;
· Respectful of physical and mental toughness;
· Respectful of age, experience and seniority;
· Trained toward an ideal of combat readiness;
· Trained for battle skills, physical fitness and equipment maintenance;
· Trained to place a high priority on their own battlefield survival;
· Trained to be secretive for operational security;
· Led by officers who are taught to be assertive, decisive, tenacious, and confident – to “make a decision and make it now!”

· Apt to avoid or discount values of cooperation, collaboration, and nonconformity.
By contrast, civilian relief organizations often have radically different organizational cultures.  They tend to be less formal, less authoritarian and less focused on internal traditions or security concerns.  Depending on their size and specialty, they may be more ready to collaborate with allied organizations.  Non-military relief and reconstruction specialists who are more aware of the military environment and culture will be more prepared to deal with the frustrations of civilian-military coordination than their colleagues who have had little experience with military culture.  The same is true with regard to military officers who have experience with civilian humanitarian practices.

Meanwhile, both military and civilian organizations are diversified on a functional basis, and their organizational structures differ as well.  On the military side, the administrative, intelligence, operations, logistics and Civil Affairs elements report directly to the commander.  In civilian organizations, the functions of the administrative, public information, program, supply and transport, and protection units are more autonomous.  In field operations, this difference can prove frustrating for the military and the civilians, as well.  Heads of humanitarian offices are not commanders in the military sense.  They may lack the single point of contact that the military might seek.  This means, for example, that a military commander may have to deal with a logistics manager on operational matters and a different manager on legal matters.  Without knowledge of particular civilian organizations’ functional divisions, this can be confusing to the military. 

Another common area of difficulty is the differences in logistical support networks.  Civilian and humanitarian organizations often lack rear support.  NGO operations are almost entirely donor-driven and subject to "pipeline" delays.  Much of decision-making authority devolves to staff members in the field.  Civilian “command and control” (C2) does not always emanate from a single central point.

Counterparts to military officers - and especially NGO counterparts to military officers - tend to receive decision-making authority at a younger age than do military decision-makers. This generation gap has been known to exacerbate the cultural difference between civilians and the military.  Civilian elements seek to achieve maximum efficiency in the use of limited resources.  They stretch resources -- material and human -- as far as possible and tend to be less geared toward "end states" or "goals."  Accountability is often less rigorous than in the military.  

Civilian organizations often pride themselves in being light-footed and flexible in emergency situations, but often lack a facility for long-range planning.  Civilian flexibility and military precision often conflict in joint operations.  Civilians tend to judge military achievements solely by their end results without paying due regard to the careful training, preparation and planning upon which military success is founded.  Hence, outsiders often view military units as well-resourced in human and material terms and then form unrealistic expectations of what those units will do.
Conversely, military personnel often expect field meetings to be highly structured and efficiently managed.  A military leader is expected to listen to succinct presentations (usually consisting of overheads or slides) and to make clear decisions without hesitation.  Military representatives will come to meetings expecting everyone to leave with their “marching orders.”  Civilian meetings that progress slowly toward a consensus may be viewed by military attendees as direction-less, inefficient and lacking in leadership.  Sensing a “vacuum” in direction, military officers may attempt to assert their own leadership -- intending to help.  Other military personnel may simply become frustrated, lose interest, and not participate further.
The military is highly concerned about operational security.  This results in a reluctance to share information about planned military activities.  This does not keep the military, however, from wanting in-depth information about civilian activities. The military will respond well to clearly stated missions, efficient processes, organization, responsibility, and competence.  It will judge harshly any operation weak in these areas and may show insensitivity when expressing that judgment.
Some military leaders may be concerned that humanitarian operations degrade combat readiness.  Sensitivity to suffering may not be viewed as a virtue on the battlefield.  This may result in a desire to minimize participation in some operations. Although humanitarian operations may be viewed with mixed feelings organizationally, the military is excellent at dutifully executing national direction.  If that direction is clearly to support humanitarian operations, the response can be delivered effectively with a single-minded purpose.
A common perception among NGOs is that “the military is not a humanitarian actor.”  They believe that when military forces provide assistance to a civilian population during a conflict, it is often to further the policies of their national governments, provide force protection, and meet their international legal obligations.  On the other hand, under exceptional circumstances -- when civilian aid providers are unable to operate for security reasons -- many acknowledge that military assistance is appropriate.  However, many NGOs weigh the risks associated with cooperating with military elements against what appears to be meager benefits and often opt to go it alone.  They deem it to be more important to retain their image of independence and impartiality by avoiding association with the military.

When the operational focus shifts from humanitarian assistance to reconstruction, there is a blurring of the civilian and military roles and interference with each other’s efforts.  The military often lacks a long-term development focus and will sacrifice sustainability for speedy results.  Moreover, the military generally has little or no training or expertise in international development.  It is often criticized for conducting redundant assessments and inadequately coordinating with civilian elements, leading to duplication of effort.  The military may also discount the long-term capacity of the local population to sustain development projects.  Civilian groups perceive that military reconstruction projects would be more effective if they fully leveraged the military’s unique engineering capabilities to repair basic infrastructure such as roads, bridges, power stations and water supply systems.  This would allow civilian agencies to do their own work more effectively and contribute to a sense of good will among the local populace by facilitating the restart of commercial activity and employment.  
4.1 Establishing `Humanitarian Space’

Military objectives are driven by political objectives.  Legitimate civilian and humanitarian actions are driven by concern for the affected national population.  When the creation of a stable political environment with full respect for human rights is the political objective, the potential for civil-military cooperation is high.  When the affected national population is a military target, however, cooperation is virtually impossible for humanitarian actors.  As a result, a key factor in the deployment of civilian organizations is establishing and maintaining a conducive humanitarian operating environment.  This is sometimes referred to as "humanitarian space" and is defined as the independence, flexibility, and freedom of action necessary to gain access and provide assistance to beneficiaries in a humanitarian emergency.   

In order to effectively promote the respective missions of the military and the civilian organizations, each must have their own spheres of operation, or "spaces," and information integrity.  They need to coordinate in working toward the common goal of protecting and helping the local population and leaders when their needs and objectives overlap.  The civilian and military elements must share suitable, protected mechanisms for exchanging information.  Effective coordination is essential to establish and protect the “humanitarian space” and to meet the collective capacity-building objectives of the affected nation.
4.2 The Civilian Information Environment

In order to achieve the goal of alleviating suffering wherever it is found, all parties must perceive that aid workers and organizations are adhering to the key operating principles of neutrality and impartiality.  Consequently, maintaining a clear distinction between the roles of humanitarian actors and military actors is often the determining factor in creating an operating environment in which humanitarian organizations can discharge their responsibilities both effectively and safely.  Sustained humanitarian access to the affected population is ensured when the receipt of humanitarian assistance is not conditional upon any profession of allegiance to a party in a conflict.  Humanitarian assistance should be perceived as a right independent of military and political allegiance.

UN General Assembly Resolution 46/182 offers specific definitions of humanity, neutrality and impartiality, which are provided as follows: 

Humanity: Human suffering must be addressed wherever it is found, with particular attention to the most vulnerable in the population, such as children, women and the elderly.  The dignity and rights of all victims must be respected and protected.
Neutrality: Humanitarian assistance must be provided without engaging in hostilities or taking sides in controversies of a political, religious or ideological nature.

Impartiality: Humanitarian assistance must be provided without discriminating as to ethnic origin, gender, nationality, political opinions, race or religion. Relief of suffering must be guided solely by needs, and priority must be given to the most urgent cases of distress.

In addition to these three humanitarian principles, the UN seeks to provide humanitarian assistance with full respect for the sovereignty of states.  As also stated in General Assembly Resolution 46/182:

“The sovereignty, territorial integrity and national unity of States must be fully respected in accordance with the Charter of the United Nations.  In this context, humanitarian assistance should be provided with the consent of the affected country and in principle on the basis of an appeal by the affected country.”

Information sharing is often less restrictive among civilian aid workers and organizations than between civilian and military groups.  Civilian groups use Internet web sites and portals extensively to share information.  But their implementation of ICT capabilities is usually ad hoc, and information management and control are less structured than in the military. 

Meanwhile, there continues to be a reluctance to share information with the military, due to the civilian groups’ desire to remain independent and neutral.  Private aid groups do not want to be perceived by the population and affected nation’s leadership as an intelligence-gathering arm of the military.  Additionally, when information is provided to the military, it is frequently absorbed into the classified system, making it unavailable to civilians – even to the group that originally provided it.

Yet, it is clear that HADR and S&R operations could benefit immensely if both military and civilian responders contributed and shared information that is needed in the humanitarian space.  What is needed is a protocol for providing information that does not compromise the goals of the overall humanitarian effort.  

4.3 The Military Information Environment

In modern military forces, communications and information management are components of a broader concept referred to by some forces as command, control, communications, computers, and intelligence (C4I).  Military communications and information technology systems are designed to ensure that the chain of command, essential control functions, and the intelligence process extend throughout the military force.  These dedicated internal systems are among the most vital in any military operation.  If an adversary can disrupt, damage, or destroy these systems, the ability of the force to function and even survive is at risk. 

In order to protect the integrity of these systems, access to military communications and information management systems is carefully controlled.  Levels of access to both communications channels and the actual information in the system are limited.  Access to information is managed through a system of “classification” of information as either sensitive or not.  All military personnel have security clearances that determine the level of information to which they have access.  Within a level, their access is further restricted by their “need to know.”  In other words, they are only given access to the sensitive information that they need to know in order to perform their jobs.

Military personnel are consistently reminded to maintain “information security” and “operational security.”  The latter refers to protection of the intentions, plans and capabilities of the forces.  Thus, information is linked to the security of the force and denying potential adversaries knowledge about the force.  As a result, military personnel, as a matter of policy and training, are hesitant to share information.  Access to facilities where this information is collated, shared, or disseminated is strictly controlled.  

Military commanders, even at the highest level, have limited authority to share classified information with personnel who have not been vetted.  Information received from intelligence agencies is often classified and controlled by the intelligence agencies.  Commanders in the field normally have no authority to share this information beyond approved addressees, even within their own organizations. 

Among the most important of controlled facilities is the “operations center” in a headquarters or the “command post” at the lower tactical level.  These locations are critical nodes in the C4I system. Access to these locations is always restricted and, in combat operations, military forces will attempt to keep these locations secret.  Unescorted access to these areas is rare, even for personnel with the appropriate level of security clearance.

In situations where the military recognizes the need to share unclassified (non-sensitive) information with humanitarian and other civilian actors, this information will normally be shared via a civil-military operations center (CMOC) or, in NATO parlance, a civil-military cooperation center (CIMIC).  Other information-sharing avenues may include the dispatching of military liaison officers to meetings, electronic bulletin boards, Internet web sites/portals or even simple exchanges of e-mails.  

4.4 Complex Operational Environments

The decision to intervene in a conflict is political.  The military mission in support of the intervention reflects the political process.  In a post-conflict or disaster response mode, however, the primary mission of the military is to create a safe and secure environment so that civilian government agencies, IOs and NGOs can conduct humanitarian assistance and assume appropriate responsibilities for civil policing, justice, governance, economic reconstruction and nation-building activities.  The military is not there to do the jobs of the civilian agencies and organizations.

At times, however, security is not established, and the military may find itself obligated both to impose security and, temporarily, engage in crucial humanitarian assistance, governance, restoration of essential services, and other reconstruction assistance until the security environment allows civilians to take over these tasks.  The civil-military mission is, in this circumstance, to enable the host country’s leadership to establish the necessary capacity to manage governance, rule of law, reconstruction and economic recovery.

These types of scenarios can be termed complex environments.  In these environments, information expectations between the military and the civilian elements must be carefully managed.  The military has been repeatedly told that the humanitarians have superior knowledge of the humanitarian situation, culture, language, and the population in general.  Humanitarians have grown to believe that the vast intelligence capabilities of modern states and militaries are available to all military units.  Inordinate mutual expectations can lead to the belief that information is intentionally being withheld and that erroneous information has been intended as disinformation.  Achieving a shared civil-military vision, managing shared expectations, and facilitating collaboration, coordination and information sharing is crucial to achieving unity of effort in complex emergencies.

The fact that it is extremely difficult to achieve that is generally not due to any lack of technology.  Rather, the challenges reflect political divisions, organizational cultures, lack of mutual trust, confrontational attitudes and lack of adequate civil-military social networking.  

Some progress has been made in establishing multinational collaborative information environments for coalition military operations.  For example, the U.S. government’s secure multinational military information network—the Coalition Enterprise Regional Information Exchange System (CENTRIXS) has been employed to create multilevel secure virtual private networks (VPNs).  Although the U.S. military controls the release of information and network access privileges to this network, it does create a facility for collaboration and information sharing among the U.S. military and other militaries.  But there is currently no similar formal arrangement for sharing information among civil-military elements responding to a complex emergency, HADR or S&R situation.  The Internet does offer a medium for such sharing, and it has been used to create some limited collaborative arrangements to share civil-military information.
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Figure 3
4.5 Building toward Civil-Military Coordination

During the transition from combat operations to stability and reconstruction operations, it is necessary to adjust military force structure and capabilities.  In today’s high-tech operational environment, however, there will likely be no demarcation of distinct phases (see Figure 3).  Instead, there is a blurring of the phases, with lingering combat operations still being conducted, even as civilian and military stability and reconstruction operations proceed—as was the case in Afghanistan and Iraq.  There will be a need to move from a heavy combat force to a force configured to operate in urban areas.  Force augmentation or adjustments will need to address coexisting civilian security, counter-insurgency, counter-terrorism, and organized crime security and law enforcement needs.  Additionally, stability and reconstruction activities must be addressed, including humanitarian assistance (food, clothing and shelter for internally displaced persons and refugees), restoration of emergency services (fire and rescue, hospital, ambulance), infrastructure repair (power, water, transportation, communications, sewage), governance, health care services, education and employment.



If one looks at the entire operational spectrum depicted in Figure 3, both military and civilian resources are employed across the full spectrum.  The military has its core competencies but so do the civilian agencies.  Trying to sub-divide the spectrum accomplishes little and instead reinforces the military view that there are easily discernable and distinct thresholds that separate civilian and military operations.  


It should also be recognized that the civilians are likely to be present before the military is called in and will remain long after the military has departed.  A number of transitions will occur over time, and ultimately the intent is to hand off complete and self-sustaining peace to the affected nation.  What really occurs in today’s operational environment is a coalition of coalitions that are active in the affected nation.  Civilian authorities operate where they can while combat is ongoing, and when it terminates, they assume responsibility for helping build the capacity of the affected nation.


Often, these civilian-military coalitions are formed in peacetime, or before a disaster strikes.  Security organizations (e.g., NATO or ASEAN) may work together with development organizations (e.g., the World Bank or WHO) as part of “standard operating procedure” in a given country.  Then, when a crisis or disaster occurs, these coalitions shift their focus – either toward post-conflict stabilization and reconstruction (if armed conflict has occurred) or post-disaster humanitarian assistance and relief work.  Not all crises necessarily require military force to resolve.  For example, the very real economic crisis in the Pacific Rim countries during the late 1990s was resolved by civilian agencies in most countries.


The key point is that these civil and military coalitions will vary as tasks change and resources are adjusted to accommodate circumstances.  All partners should be involved with the planning and execution of operations throughout the full spectrum of activities.  To try and separate these interactions and ignore the need for coordination seems counterproductive.  Moreover, the desired end state is a “political-military” solution, not merely a military solution.  
4.5 ICT Support Challenges

Civilian and military communications and information systems supporting emergency or S&R operations tend to have limited coverage and capacity.  Moreover, networks commonly are not interconnected with each other.  So the commercial Internet usually becomes the de facto information network linking civilian and military units.  Commercial ICT offers a means to create a civil-military collaborative information environment.  But policy-makers on both sides of the civilian-military divide need to evaluate the necessities and realities they face in the field and work toward ways to balance the need for information security with the need to collaborate, coordinate and share information.
Civil-military coordination challenges span differences in culture, language, organization, training and education, doctrine, planning and analysis, and communications and information systems.   Unfortunately, old business models and restrictive policies continue to be applied to support what have become highly dynamic, collaborative needs and requirements in complex operations.  Informal and unofficial personal relationships usually play an important role in cutting through this organizational “noise” to achieve information sharing.  But the informal nature of this process makes it difficult to serve a wider audience or to institutionalize any standard procedures.  As a result, “sneaker nets” (that is, hand-carried messages) and face-to-face meetings often become the only effective means to collaborate, coordinate and share information in complex environments and post-disaster situations.   

In spite of multiple “lessons learned” reports from past experiences, many of the same issues continue to plague the civil-military response community in each deployment: 

· Little or no “shared informational awareness” to enable a common understanding of what data and information are available, what has been or needs to be done to it, who needs it, or who has it;

· Multiple organizations producing the same information products;

· Organizational use of deprecated data (i.e. “old” data); 

· Stove-piped and incompatible ICT systems that do not allow sharing of information with others, either because of format incompatibility or bandwidth and connectivity inadequacies; 

· Pushing large amounts of data to multiple locations, multiple times, clogging up network bandwidth;   

· Inadequate bandwidth access for many end users, who cannot support downloading large data files such as maps and imaging files; and

· Lack of tools, indexes and metadata markers that would allow those in the field to find needed information or even be aware of what information might be available to them.  
Effectively collecting, compiling, analyzing and disseminating timely and relevant information is one of the primary challenges for S&R and HADR response operations.  Better information and knowledge management can improve the effectiveness of assistance.  The faster civil-military response organizations can identify, collect, analyze and disseminate critical information, the more effective the response becomes.

When HADR, S&R or complex emergency deployments call for a military element, the military responds by implementing both classified and unclassified networks to support its C4I, logistics and other information exchange needs.  Military access to the Internet is provided and websites related to the emergency appear on both the classified and unclassified networks.

For their part, the larger civilian elements bring with them the necessary ICTs to support their mission needs (see Figure 4).  The large civilian organizations, such as the UN, deploy a significant commercial ICT infrastructure.  They too create websites to share information, maps and Geographic Information Systems (GIS) products.  Other civilian organizations often deploy with less ICT capability, but they, too, access the Internet and create websites to share information. And Bloggers now populate the Internet with information on the crisis.  Additionally, “virtual” information and operations centers are also emerging through the use of multifunction portals that provide metadata registries and catalogs, links to relevant web sites, and shared workspaces, providing “one stop shopping” for information and data.
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Figure 4

The proliferation of complex operations-related information websites and portals has helped policy-makers at higher levels of government and civilian organizations.  But it has become a major challenge -- and even impediment -- for the responder on the ground.  In many instances, the plethora of portals merely complicates the task of finding and obtaining useful information.  Many websites seem more oriented towards informing the broader population by gathering, assessing and summarizing information from many sources rather than analyzing and packaging information to more effectively respond to needs in the field.

Populating Internet web sites with data is useful in the field only if users can quickly find the data, understand its content and value to their operation and then be able to download it – usually over a low-quality, narrow-bandwidth communications link.  Responders on the ground have neither the staff nor the time to spend hours surfing the Web.  What they need is to receive specific information, quickly, from a trusted source.

Field workers also have problems when data are not adequately packaged, summarized, and tagged to allow quick assessment of their utility.  There is a need for better tagging of data and better tools to enable more effective and targeted searching for useful information.  There is also a need for guidelines in developing the content stored on websites, including the geo-referencing of data, where appropriate.  Simple approaches are needed, such as an analysis cell that evaluates, packages and tags information of use to the responders.  Additionally, the creation of a “one-stop shopping” portal to provide a trusted information source would be helpful.  Such a portal would store data and information, provide links to other relevant websites, offer shared working spaces and chat rooms, and give field workers the ability to easily find relevant information and data.
4.6 ICT Support Solutions

Commercial ICT capabilities are becoming more pervasive with each new S&R and HADR operation.  Civilian and military elements deploy with laptops, cell phones and, often, satellite phones. They use “personal digital assistants” (PDAs), handheld line-of-sight radios and HF, VHF, and UHF radios to communicate.  Ground-to-air radios are used to coordinate helicopter operations.  Land mobile radios are used for emergency service communications.  To the extent possible, participants also use the public switched telephone systems and cellular networks to communicate and access the Internet through local ISPs -- if they exist.

These communications systems, however, are often limited by a lack of surge capacity and inadequate coverage – particularly after infrastructure has been damaged in conflict or a natural disaster.  Modular, packaged systems are often flown in to replace the damaged or destroyed commercial networks.  In some cases, commercial “cellular on wheels” (COWs) networks, transportable transmission systems and WiFi “hot spots” are deployed, providing additional capacity and coverage.   Commercial satellite systems are  used for voice communications and remote access to the Internet.  Systems such as Inmarsat, Iridium, Thuraya and Globalstar provide voice and limited data service from small, often handheld, terminals.  For larger data flows, VSAT links and networks are set up to support temporary fixed-installation needs, such as information and coordination centers.  Inmarsat Mini-M, BGAN and RBGAN satellite terminals are used to establish remote satellite access to telephone and Internet service.

GPS receivers are used not only for location identification and navigation but to geo-reference data collected in the field.  GIS and mapping tools are used for assessments and visualization of situation awareness. 

Collaboration software tools such as NetMeeting, Groove, SharePoint and InformationWorkSpace are used to create shared workspaces online, linked by wireless or wired LANs, which are then linked to the Internet via commercial satellite access.  Along with other tools and Internet access, collaboration tools can help enable responders to make the most productive use of email, Web surfing, limited data exchange and video conferencing.  VoIP applications such as Skype are used for voice communication via the Internet and other IP networks.

Several NGOs and businesses now specialize in providing information and telecommunications packages for field deployments.  These packages can encompass ICT capabilities ranging from deployable commercial satellite communications and information capability packages to “Internet-in-a-box” or turn-key information services that are compatible with host-nation ICT projects such as e-government services.  

The real challenge is not finding the components of an ICT deployment in HADR, S&R and complex emergency scenarios.  It lies in finding a rational management solution to linking, coordinating and making the best use of the systems that are set up by multiple responders – civilian and military.  No one organization is responsible for all IT configuration and network management, information management, information assurance, and system controls.  Ad hoc methods – often little more than a stack of scribbled notes held together by a paper clip -- are used to create telephone directories, email address listings and lists of what systems are being deployed in what locations.  Without any control or coordination, problems can arise, such as when two Wi-Fi networks are deployed on the same frequencies, requiring de-confliction.  

Meanwhile, there is no mutually agreed, global CONOPS or system architecture for ICT support to S&R or HADR operations.  Furthermore, there is often a lack of leadership in the civil-military community to pull together all of the disparate capabilities and create and manage a federated ICT network and distributed information and knowledge environment.  Every deployment is largely an ad hoc event that employs “old boy” networks and personal contacts to create a workable mode of operations.

The result is a loss of efficiency that often threatens to become a loss of effectiveness – a disturbing prospect in the context of operations that directly lead either to saving, or losing, lives.  There would thus seem to be real imperatives to set standards for collaboration, coordination and information sharing, and also to identify the technological means to achieve them using ICTs.  

5.0 GUIDING PRINCIPLES


Perhaps the place to start is to identify, based on previous experiences, several basic principles can be distilled regarding planning and executing complex multinational civil-military operations in man-made and natural crises.  In general, then:

• Currently, disconnected operations are the rule, rather than the exception.  

• Agility is more valuable than planning, but planning is essential.

• Effectiveness depends on fully incorporating non-military organizations.

• Trust grows better when collaboration occurs on neutral ground.

• On neutral ground, commercial off-the-shelf solutions protect the data--not the network.

• One should expect vague and overlapping boundaries between war and peace.

• Humanitarian organizations’ support must begin as soon as the smoke clears.
• In civil-military information sharing:
– Culture and social change are the challenges,
– Policy and funding arrangements need updating, and
– Technology is an enabler

• The Internet is the de facto medium for a civil-military collaborative information environment. 

• Civilian and military ICT capabilities share commonalities stemming from deployment of commercial ICT capabilities. 

• The large number of new commercial products constantly emerging offers opportunities to 
make smarter use of deployed communications and IT capabilities.

• Perhaps the greatest challenge is creating a culture of information sharing that:
– Promotes the free flow of data, information and ideas, 

– Facilitates informed decision-making, and 

– Builds trust and commitment among stakeholders. 

• Information management is not a set of discreet tasks but rather a process that:

– Requires strong leadership, vision and investment, 

– Underpins all aspects of civil-military response, 

– Requires long-term institutional support and ample, sustained investment. 
• Technology needs to adapt to the changing dynamics within and between the groups that use the technology.
5.1 Information Management Principles
Meanwhile, in the discrete field of information management, there are also several core principles, which have been established over time.  The first principle involves accessibility.  Humanitarian information and data should be made accessible to all humanitarian actors through easy-to-use formats and by translating information into common or local languages.  Information and data for humanitarian purposes should be made widely available through a variety of online and offline distribution channels, including the media. 

Another core principle of information management is inclusiveness.  Multiple stakeholders -- especially those representing the affected population -- should base information management and exchange procedures on a system of collaboration, partnership and sharing, with a high degree of participation and ownership.  Inter-operability means that all sharable data and information should be made available through networks, systems and formats that can be easily accessed and linked by humanitarian organizations.  

Information must be more than just accessible.  Users must be able to trust that information and base their decisions on it.  This calls for accountability.  Users must be able to evaluate the reliability and credibility of data and information by knowing its source. Information providers should be responsible to their partners and stakeholders for the content they publish and disseminate.  This goes hand-in-hand with verifiability. Information should be accurate, consistent and based on sound methodologies, validated by external sources and analyzed within the proper contextual framework.  Other information management principles include:

· Relevance:  Information should be practical, flexible, responsive, and driven by operational and decision-making needs throughout all phases of a crisis. 

· Objectivity: Information managers should consult a variety of sources when collecting and analyzing information so as to provide varied and balanced perspectives for addressing problems and recommending solutions. 

· Humanity:  Information should never be presented or used to distort, to mislead or cause harm to affected or at-risk populations, and information use should respect the dignity of victims. 

· Timeliness:  Information should be gathered, analyzed and made available while that information still matters; out-of-date information can be worse than useless – it can lead to misinformed decisions that endanger the lives of affected populations and relief workers.
5.2 Principles for Civil-Military Collaboration

Coordination and cooperation amongst civil organizations and military units in HADR and S&R operations is, understandably, an immensely difficult and complex task.  Practitioners must accept that any operation will involve countless logistical problems involving interoperability issues, redundancies, etc.  To mitigate such problems, however, planners must accept and understand the complexities involved and plan accordingly.

A first step in collaboration is identifying points of agreement and those disagreements which can be compromised.  Military and civil organizations often differ greatly in management style and culture, but common ground can be found.  These points should drive the selection of objectives for the operation.  In terms of implementation, agreed-upon objectives must coalesce into a common purpose among all civil and military groups involved.  

Each group’s mission should reinforce and complement the missions of the others.  “Lessons learned” reports often warn about “re-inventing the wheel” in each new deployment or situation.  Not only is it important to understand what procedures and tools have been created in the past, but also to avoid tasking two units with developing similar procedures and tools, or in other words, “inventing the wheel simultaneously.”  Planners should seek to eliminate such redundancies amongst groups, addressing in particular the strengths and capabilities of each.  

Resource management is also critically important to successful operations.  Since resources are always limited, planners must allocate funds and other assets efficiently, again, keeping complementary missions in mind and avoiding redundancy.  Finally, planning for collaborations in HADR and S&R operations should look forward to disengagement.  Complementary action should not foster inter-dependency among groups.   

5.3 Principles for Creating a Deployable Capability

The civil-military ICT responses to a crisis will need to address capabilities to support communications and information exchange needs of the initial responders that arrive on the ground.  If ICT capacity still exists and is sufficiently functional and usable in the affected nation, it still may be necessary to install some surge capability to accommodate the increased demand for service created by the responders.  It most likely will also be necessary to do some early recovery of ICT capacity to enable sector activities such as civil security (policing), governance, economic and social well-being. 

So early assessments of the state of the affected nation’s ICT capacity will need to be conducted to determine what recovery and reconstruction actions need to be funded and implemented in the near-to-mid term.  Longer term, the ICT capacity-building will need investments to develop new capabilities such as e-government, e-education, and e-commerce.  Even ICT capacity-building actions taken in the initial and middle phases, however, should be done with the objective to leave them behind for use as a means to jump-start the affected nation’s ICT sector growth.  Hence, these actions and investments should enable the evolution to a long-term vision for the host nation’s communications and computing capabilities.
In addition, USAID and the Departments of State and Defense should champion a commercial off-the-shelf “collaboration zone” architecture that accommodates the restrictions and requirements of major collaboration tools, including the lowest common denominator: web portal, Groove, IWS, Share Point, and others.  A metadata repository (registry, catalog, shared space) needs to be created to provide a one-stop-shopping capability to facilitate collaboration, cooperation, assessment, packaging and sharing of information.  This registry should be located within a “.org” or “.gov.xx” network domain to maintain autonomy from military and U.S. government elements.  This is a necessary foundation to build a trusted information zone that can be freely and openly used by both civilian and military entities.
Part Two:  TOOLKITS AND BEST PRACTICES

6.0 ICT TOOLKITS

A family of flexible, scalable and rapidly deployable civil-military ICT capability packages can and are being created using off-the-shelf commercial products and services.  Internet portals and metadata repositories are also being created and employed to build a distributed information and knowledge network, in order to satisfy the needs of the civilian and military responders to S&R and HADR operations.  Figure 5 illustrates what could be a “default” civil-military ICT architecture based on common practice today.  It suggests that this can be a reality for future operations through smarter use of the capabilities deployed by today’s responders.   There are some challenges to be overcome in network and system management, information assurance, and knowledge management, but these can be resolve if institutional culture issues can be overcome.  The civil-military community needs to come together to make this happen.  
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Figure 5

6.1 ICT Systems for S&R and HADR Operations

It is a reasonable assumption that the telecommunications infrastructure of the country in which an S&R or HADR operation takes place has been damaged.  It may no longer have (if, indeed, it ever did have) sufficient capacity, bandwidth or coverage to support the operational needs of all participants in a relief or reconstruction effort.  Assisting militaries, civilian agencies, IGOs, IOs and NGOs often bring their own capabilities to augment those of the remaining local telecommunications networks and to access commercial satellite communications (SATCOM) services and the Internet.    


Long-haul, high capacity systems using fiber and commercial SATCOM links will be used to extend coverage and bolster data bandwidth.  These will support the forward-deployed military C2, intelligence, and logistics requirements, as well as civilian humanitarian and reconstruction assistance needs.  For example, USAID/OFDA/DART fly away ICT packages and UN deployable ICT capability packages use commercial SATCOM extensively to connect headquarters organizations with field elements.  NGOs are now employing small ICT packages that rely on transportable satellite terminals, such as the Inmarsat family of mobile terminals, to access the Internet and global telecommunications services.  

Commercial ICT capabilities are becoming pervasive as part of both military and non-military inventories of deployable capabilities.  Although commercial SATCOM capabilities provide wide-area, spot and global access, coverage and capacity in any particular location can be limited, especially in the remote areas.  Responders should therefore not expect wideband services when they begin operations.   Low bandwidth, intermittent coverage and overloads of the civil telecommunications and satellite infrastructure -- which are not designed to absorb the surge in demand from responders – can significantly degrade end-user performance. 
6.2 Baseline ICT Support

A survey of the ICT capabilities employed by military, civilian government, IO and NGO groups suggests there is a high degree of commonality in commercial ICT use.  NGOs that used to employ pencils and notepads now arrive with cell phones (at the very least), and many have laptops and satellite phones.  Civilian responders share information extensively through Internet websites and portals, which the military also uses to exchange data with civilian counterparts.  VSAT terminals are employed extensively to create wideband access arrangements for local area networks.  Wireless and fixed local area networks, outfitted with collaboration software tools, are being used to create collaborative information-sharing environments.
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Figure 6

Figure 6 illustrates the degree of overlap of commercial ICT capabilities employed by participants in S&R and HADR operations.  It also illustrates the high degree of “stove-piping” in deployed systems.  Smart systems engineering could integrate these vertical networks into a federated network, creating a collaborative cloud to support civil-military communications and information sharing.

6.3 Creating A Collaborative Civil-Military Information Environment

Creating a common communications culture – increasing trust and setting a foundation for collaboration and information sharing -- must be done without undermining either (a) the neutrality of civilian IOs, IGOs and NGOs; or (b) the military’s safeguarding of operational security information.  A list that details who is doing what, where, is useful for resource allocation and management in relief and reconstruction.  But in the wrong hands, it can also be a target list for groups and individuals that want to use violence for political ends.  The creation of a collaborative information environment (CIE) (see Figure 7), therefore, requires a balance between openness and security.  But it can be done if everyone is sensitive to one another’s concerns. 
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Figure 7
The ability to provide a ubiquitous ICT network, with the agility and adaptability for authorized participants to “plug and play,” means the CIE needs to respond effectively to event-driven, high-tempo, short time-scale, uncertain, diverse and dynamically-varying operations.  The CIE needs to be able to mediate flexible and timely interaction between “come-as-you-are” heterogeneous systems and information databases.  It needs to support agile C2, shared situation awareness, and improved interoperability and collaboration.  
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Figure 8
There is a need for the military and other agencies that produce classified products to more easily partition information, so that some of it can be released to coalition military partners (at lower classification) and non-military parties, such as NGOs (fully declassified).  There needs to be a means to more effectively deal with multiple levels of classification and the protection of dissemination within those multiple levels.  The CIE, therefore, should be able to accommodate the management of access privileges, security, and performance.  This has both collection and dissemination aspects in terms of access to, and use of, the CIE.  

Language differences continue to challenge operational cooperation, and there is a need for machine-translation tools to help fill the translation gap.  As noted, interoperability means not only technical and political compatibility, but also the will and the means to communicate, to cooperate, and to collaborate -- in short, sharing a common culture of communication.  When systems are not politically, organizationally, or technically interoperable, information becomes "stove-piped" within a single organization, and systems cannot easily collaborate.  

The CIE needs to be able to accommodate a diversity of users, along with the diversity of organizational cultures, equipment, systems and databases they bring with them.  There is also a need for improved data collection, decision-making tools, analysis capabilities, and visualization aids that meet the needs of S&R and HADR requirements.  Included in this is the need for data and information management strategies that can be used to guide collection management, analysis, and database capabilities.  Tools to support predictive assessment and course-of-action planning for S&R operations are needed as well, including MOEs and MOPs for measuring progress and the success of actions.  The CIE needs to be scalable in terms of number and diversity of the civil and military users.  Moreover, it must be easily and rapidly deployable into the area of operations and able to accommodate that environment.  This may call for stand-alone capabilities including power and O&M support. 
6.4 ICT Approaches To Satisfy Needs
The creation of a collaborative military and civilian computing and communications environment is achievable with today’s technology.  Such a capability can facilitate:

· Information dissemination;

· Data collection and analysis support for decision-makers and staffs (military, political, civil agencies, UN, international organizations, international governmental organizations, non-governmental organizations, and indigenous national leaders, local governments, and businesses);

· Development of knowledge, understanding, and visualization to help decision-makers make rapid, effective decisions (military and non-military); and 

· Leveraging the collective intellectual capital and technology of the participants to provide a transparent, seamless, and robust capability.

Further, this capability must accommodate differences in participants’ capabilities, policies, languages and other factors and facilitates “plug and play” in order to get the right information to the right place, all of the time. 
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Figure 9

The proposed approach illustrated in Figure 9 consists of several pieces.  First, it is assumed that the Internet will be the common link among the civil-military participants to communicate and share information.  Second, a common suite of ICT capabilities (i.e., a “toolbox” containing cell phones, radios, satellite phones, VSATs, PDAs, laptops, workstations, WiFi networks, collaboration tools and GIS products) does exist and can be selectively packaged and tailored to meet the anticipated ICT needs.

Third, commercial satellite service will likely be a major means of gaining access from remote areas.  The relief responders can do the engineering and systems integration themselves.  That is, they can purchase or lease the VSATs, satellite phones, hubs, teleport and space segment on their own.  Or, they can engage a satellite service provider and/or a systems integrator to do this for them (see Figure 10).  One can also take advantage of emerging NGOs and companies that are now providing, on a turnkey basis, satellite and Internet access services, along with the set-up of an information center, in the operations area.

Fourth, adequate consideration must be given to local regulations governing the use of equipment and frequency assignments for wireless networks.  Proper cell phone configurations are vital, and it is important to have service agreements with satellite, telephone, Internet access and teleport service providers before deploying ICT capabilities forward.  And fifth, civilian and military entities will create Internet portals and metadata repositories, seeking to provide a one-stop-shopping capability for access to information about the crisis situation.  Collaboration tool bridges are needed to facilitate exchange among different collaboration tool suites.
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Figure 10

It is also assumed that the community will employ smart systems engineering to create local radio networks, facilitating communications among responders on the ground.  Plus, an agreement will be created for data standards and smart management of the information that will populate the various web portals created to support the response operation -- including the creation of metadata repository to facilitate information discovery.  Information assurance will need to be more than “trust” and self-discipline by the user community.  The community will need to have agreed mechanisms in place to insure the quality and integrity of information populating the web sites.  Finally, appropriate network security and information assurance protection must be implemented to protect against intrusions, viruses, malicious code and misuse of the network information. 

6.6 Building Blocks of the CIE Approach

Perhaps the first step in building a civil-military CIE is to obtain the willingness among civil-military responders to 
create a common 
communications culture and minimize barriers to participation in it.

One can then create mechanisms to collaborate and share information by:

· Using a common ICT response architecture (a federated network) employing the Internet, commercial ICT products and services, web portals and metadata repositories;
· Creating a suite of interoperable ICT toolkits;  
· Extending ICT capabilities to a crisis area to be shared as appropriate;

· Facilitating and promoting collaboration and information sharing among participants;

· Supporting the building of host-nation ICT surge capacity as needed;

· Forming civilian CIO and military G6/C6 or equivalent collaboration arrangements, with needs assessment and requirements, planning and implementation, and federated network management and operation

For the short term to mid term, there are several different options for deployable ICT capability options.  An organization can establish ICT networks and services to support crisis area operations using contracted ICT services, including:

· Commercial satellite service from satellite operators and systems integrators,

· Leased connectivity, services and capabilities,

· Acquired ICT response kits from donors and/or NGO,

· Kits assembled from purchased commercial products and access services,

· Self-provided networks, or

· A combination of the above.
Military and civilian elements establishing Internet portals and metadata repositories to create a distributed information environment should use open system standards to the extent possible.  Amateur radio can even be used, where applicable.

Other short-term to mid-term ICT deployment capability options are:

· Laptops, workstations, PDAs, faxes, printers, copiers, or mass printing;

· M/S Office, Adobe, Collaboration tools, GIS, GPS, mapping, VTC, and analysis and visualization tools, WiFi, language translators, VoIP; 

· LANs, routers, servers, wireless coms, digital cameras, GPS;

· Power sources (generators, batteries, solar);

· Cell phones, satellite phones, VSAT, WiFi tower, and Cells on Wheels;

· Prearranged satellite access, ISPs and Teleport use;

· HF, VHF (including ground to air), and UHF radios and AM/FM transmitters;

· Land Mobile Radio Service for emergency services; 

· Transmission and switching capabilities to support voice and data surge capacity needs

Mid-term ICT deployment capability options are:

· Expanded Land Mobile Radio for emergency services;

· Cells on Wheels plus fixed sites and WiFi and WiMax hot spots;

· VHF and UHF repeaters and relays, AM/FM transmitters and VSAT networks;

· Mobile switches to interface with PSTN (PABX-like);

· Call centers and Kiosks.

Long-term deployment options are essentially “leave-behind” infrastructure for local partners, whether be they private, governmental or nongovernmental agencies.  Depending on local regulations and capability constraints, leave-behind infrastructure can jump-start host-nation ICT infrastructure recovery and provide commercial opportunities to seed economic revitalization.  To make a leave-behind strategy effective, a host-nation ICT strategy and action plan should be developed.  Considerations to take into account include: 

· Understanding the affected nation’s information culture and market (i.e., how do individuals obtain and use information?);

· Understanding ICT policies, regulations and laws;

· Articulating a vision (e.g., developing a “knowledge society” or “regional software development hub”);

· Composing a strategy to achieve the vision;

· Building national capacity in the areas of infrastructure, regulations, laws, management and resources;

· Developing electronic commerce and e-government

· Education and training

· Financing

· Fostering development of an ICT industry

Long-term (leave-behind) support should contribute toward the growth of functioning telecommunications and computing sectors, including: 

· Wireless networks

· Cellular

· Data

· Radio networks 

· Local, regional, national voice/data

· AM/FM radio

· Internet Service Providers

· Public switched telephone network (PSTN) reconstruction and modernization

· Local, regional, national, international

· Terrestrial transmission network

· Cable, fiber, line of sight

· Satellite network

· VSAT, earth stations, Teleports, Hubs

The following bullet points are guidelines to setting up ICT systems and capabilities, operating those networks and systems, and then departing – having left behind the seeds of redevelopment:

· Get in very fast when an emergency develops;
· Offer high-quality, open and multi-modal communications;
· Facilitate improved cooperation among emergency responders, the host nation, and global experts;
· Serve as a model for flexibility, accessibility, interoperability, and ease of use;
· Ensure that the ground team contains experts that understand the professional communications requirements for language support, disaster response, logistics coordination, and public health;
· Bring in the best automated translation tools and human translators that can be found;
· Ensure the presence of cultural insight through both training and guidance;

· Depart as soon as appropriate;
· Cost nothing to the affected area;
· Spend a little for the local economy;
· Transfer and leave behind whatever appropriate infrastructure host-nation authorities wish to receive; 
· Train to competence those locals who would continue to support that infrastructure; and
· Maintain a long-term link for continued support. 
7.0 DATA AND INFORMATION MANAGEMENT
In S&R and HADR operations, the participants deal with data that are progressively more multi-sectoral, multi-dimensional, contextual (e.g., historical, cultural, ethical), multi-source and non-standardized.  In addition, they must confront the challenges of data overload while simultaneously redressing data gaps. Consequently, one of the major problems is synthesizing this mass of heterogeneous data into a form that can readily be digested by the decision-maker. 

Given the current operational challenges facing the participants in real-world operations, it is clear that the data problems cited above are rapidly becoming representative of the data issues that participants in an S&R or HADR operation must confront.

Over the course of the last few years, there have been numerous workshops on the subject of data for S&R and humanitarian operations. Table1 (below) identifies an incomplete list of the data issues that were identified during recent workshops.  The issues cited are numerous and exceedingly challenging.

• Data sharing





• Data acquisition

• Data conversion




• Data reuse

• Lack of good data dictionaries



• Data bloat





• Lack of knowledge of original purpose


• Data protection



• Data subrogation




• Data naming conventions

• Data purity





• Data maintenance

• Metadata policy (e.g., standardization)


• Data shelf life

• Ontological development for intelligent searches

• Data reconciliation

Table 1. Selected Data Problems Facing the S&R Community

It is widely recognized that there are many barriers to the effective reuse of data. These include a lack of knowledge about the existence of legacy data; security or proprietary restrictions; the quality of metadata (that is, the failure to document conditions of collection); varying definitions, language, and measurement instruments; the form of accessible data; the rapid change of technical data; and the fear that data could be misused, misunderstood, or lead to adverse consequences.

There has been broad agreement that the goals of the S&R community can be broadly divided into two macro-objectives.  First, it is critical that the data be available to the user.  It must be visible, accessible, and rapidly available.  Second, the data must be usable by the recipient. This implies that it must be understandable, trusted, interoperable, and responsive to user needs (e.g., in the appropriate format).

As a foundation for trying to improve the situation, it is necessary to develop the broad data needs and information exchange requirements for the S&R/HADR Community of Interest (COI).  Second, it is appropriate to formulate an architecture to guide the activity.  This would include a characterization of the “as is” situation, the desired “to be” situation, and the path to evolve from the baseline.  Third, it is vital to rapidly develop a core capability to satisfy immediate needs.  Finally, it is important to commit to the periodic development of increments that reflect feedback from the users, provide additional capabilities and functionalities, and incorporate emerging information technologies.  

To improve the current situation, several steps must be taken.  First, to ensure that data are visible, available, and usable when needed, they should be “tagged” with metadata indicators to enable discovery by users.  All data can then be posted to shared spaces to provide access to all users -- except when limited by security, policy, or regulations.  Instead of defining interoperability through point-to-point interfaces, the community will progress to enabling the “many-to-many” exchanges typical of a “net-centric” data environment.

Planners can formulate a data vision that is predicated on three key elements:

 1. Communities of interest (COIs) to address organization and maintenance of data;

  2. Metadata, which provides a way to describe data assets and the use of registries, catalogs, and shared spaces, which are mechanisms to store data and information about data; and

  3. Collaborative Information Environment Services that enable data tagging, sharing, searching, and retrieving

 
To institutionalize data management, the community must govern data processes with sustained leadership; incorporate data approaches into COI processes and practices; advocate, train, and educate in data practices; and adopt metrics and incentives.

Meanwhile, data must be understandable.  This can be accomplished by defining appropriate ontologies and metadata.  The latter should subsume both content- and format-related metadata.   In order for data to be trusted, it is necessary to associate data pedigrees and security metadata, and to identify authoritative data sources.

In supporting data interoperability, one should register metadata, associate format-related metadata, identify key interfaces between systems, and comply with agreed open-system interface standards.  Be responsive to user needs; this implies involving users in COIs and establishing a process to enable user feedback.

In order to make additional substantive improvements in data support to S&R and HADR operations, it is vital that the civilian and military communities take several challenging steps.  The most of important of these steps is an initiative to transform the culture of data from one of hoarding to one of sharing.

To do so, efforts must be made to dispel the fears that permeate both communities -- fears regarding potential misuse or misunderstanding of data, and of the adverse consequences that could result.  This initiative must be undertaken and sustained at the highest levels of leadership among the civilian and military participants.  Additionally, the “people” issues must be addressed.  This entails educating and training the users and providers of data -- and the decision makers.

Finally, establishing adequate metadata organization is the key technical issue.  This is a challenging problem, and the S&R and HADR communities should begin to address it seriously and immediately.

8.0 BEST PRACTICES


The attempt to assemble “best practices” is, at its heart, an effort to distill clear guidelines from the real-world experiences of professionals who have, in effect, already faced the inevitable challenges – and overcome them.  In short, best practice statements are the record of how those challenges were minimized and resolved.  They can then be published and disseminated, as trail markers to make sure those who follow in their footsteps do not have to traverse the same terrain through trial and error.  
Ten Simple Rules for Civilian-Military Coordination 

· Understand the other actors

· Respect legitimate limitations

· Pay special attention to geographic and sectoral boundaries

· Leverage the shared interests of actors

· Build and carefully use networks

· Take the initiative in information sharing

· Have multiple simple reliable means of sharing information

· Encourage training and preparation for task sharing

· Provide the tools to facilitate joint planning

· Avoid public criticism of any actors

The best practices in this chapter are derived from multiple sources, such as the UN, the U.S. Departments of Defense and State, USAID, industry, professional workshops, and other subject-matter expert sources.  The best practices are arranged in sub-sections according to subject matter.

8.1 Civil-Military Information Exchanges

8.1.1 Social and Organizational Issues

Reports about conditions on the ground are time-sensitive.  To address this, the military uses standardized date-time groups to log reports, allowing military units to sort out multiple observations of the same event over time and to determine the most recent report.  The absence of such procedures in the humanitarian community can result in misinterpretation of reports.  This can lead to erroneous tactical decisions on where to route relief supplies, for example, if a report arrives late and reflects conditions and data that are now out-of-date.

(  Ensure that all reports compiled by responders have clear time and date stamps.

Almost all reports provided measurements of some kind, whether of volume or distance.  The military within a given nation will use standard measurements for each type of situation, and it may not explain or detail those metrics in each document.  Moreover, different agencies employ different measurement scales -- for example, many U.S. civilian groups measures distance in miles, but the U.S. Army employs kilometers.

( Be sure to confirm which metrics are being used and try to establish uniformity among responders. 

In addition, terminology differs among various organizations; common terms used by the military and civilians, alike, often have different meanings.  For example, the term sector means a geographic area of responsibility for a military organization, while it denotes a functional area, such as water/sanitation, food or shelter, to most civilian humanitarian groups.
( Establish the variations in meaning for terms used by providers and, wherever possible, be conscious of different usages. 


T
he urgency of humanitarian groups’ need for certain data may not be readily evident to the military, which often has its own set of priorities and information needs.   Also, the military often responds better when it receives a clear reason why outside groups want information.  That is, instead of asking ambiguously for satellite imagery, ask for a forecast of which local mountain passes are likely to become impassable due to impending weather.

( Try to avoid depending on the military for data that is time-sensitive and has not been shared before.  State the information need in terms of the decision that must be made rather than the raw data that is being used to make the decision.  

Information-gathering c
apabilities of participants differ.  For instance, the military is more likely to be effective in gathering data about tangible, measurable things such as the length of an airfield or the number of structures in a village with intact roofs.  They seldom have the skills to make more than broad observations about issues such as food security, access for ethnic minorities, or potential political conflicts.

Cultural aspects can point up shortcomings in capability.  
In many militaries deployed outside of their own countries, direct interaction with the population is limited either by policy, regulation, or tactics.  Effective interaction, when it is permitted, may be further limited by language, culture, or distrust.  Junior soldiers will collect much of the information collected by the military from or about the population.  Moreover, they often do their collections while on patrol, a mode that may not lead to casual revelations of information by the populace.  Some militaries do have dedicated, trained personnel to interact with the population and conduct Civil Affairs (CA) and Civilian-Military Coordination (CIMIC) patrols to collect or verify data.

( It is important to know how data was collected, and by whom, in order to judge whether it may be valuable or verifiable as a basis for action.
The Intelligence and CA/CIMIC sections of military forces are unlikely to have native-language speakers or personnel with direct experience in humanitarian assistance.  In the case of the CA/CIMIC/CMO (Civil-Military Operations) section there maybe a number of officers or soldiers who have had little or no formal training in this function.  They will often defer to the humanitarian community on analytical issues.

If a CA/CIMIC channel for information exists between lower and higher levels of command this will be the primary channel for reporting information, addressing issues, and dissemination.  There is a natural tendency not to place bad news into command channels.  Furthermore, the amount of analysis done on humanitarian issues -- and the amount of attention given to information requests by humanitarian groups – will often depend on the individual commander’s interest in humanitarian matters.  

The military may be well positioned to collect data on the population and humanitarian conditions in remote or inaccessible areas.  For example, military medical personnel often conduct clinics in areas that humanitarians may not be able to reach.  With some training, military medics could collect data on indicators of malnutrition among the patients they see.
Dissemination of information within multinational commands poses its own special kind of problems.  There are the obvious problems of language and culture.  However, there is also the problem of differences in communications equipment and in national restrictions on the sharing of intelligence and information.  The fact that information has been shared with the headquarters or one contingent of a multinational force is no guarantee that this information will reach all contingents.

( Military public affairs and media specialists can be used to reinforce advocacy issues and common themes that are not necessarily associated with either the military or the humanitarian community.

For example, public health, driving safety, respect for human rights, weather reports and warnings, can normally be broadcast over a number of channels without being associated with a particular source.  
On occasion, joint press conferences or media briefings may be appropriate.  This may be the case when attempting to manage disinformation or particularly damaging rumors.  On rare occasions, joint press releases might be issued.  However, it is more likely that separate press releases properly timed will have better impact.
( Know how to get in contact with the right people in the most expeditious and appropriate manner to facilitate resolution to civil-military issues.  

When possible, contact lists should include alternate points of contact and addresses where these personnel can be reached during non-duty hours.  The military operations center should be able to locate key military personnel in an emergency, and the radio operator in the UN mission and other IO/NGO operations should be able to do the same.  But there is no substitute for direct access.

( Establish a 
formal process for the civilian humanitarian community to request information from military forces.

If a Civil Military Operations Center is set-up, or a humanitarian liaison officer has been assigned to the military headquarters, this officer may be the appropriate person to manage this process.  An important element is the screening of the request, which is needed to ensure that the military forces understand what is being asked for and why.  Blanket requests for data such as overhead imagery of the country will probably not be granted.  In addition, the system must be able to be audit and track requests, in order to gauge its responsiveness and timeliness. 

Emergency communications and liaison procedures are normally maintained by the security officers and may be included in disaster contingency plans.  However, both civilian and military organizations will maintain alternative internal communications plans. Knowing the back-up systems and how they work in an emergency allows the civilian element to assist in the reestablishment of communications and coordination when systems are disrupted.

( Remember that when the military reacts to an emergency, one of the first things they will do is restrict access to their critical facilities such as their operations center.  The civilian elements must know how to gain access in these emergencies and must make these arrangements before the emergency.
Logistically, standard map sheets, coordinate system, and location names differ between civilian and military elements.  The military will work from a standard map or map series and a common coordinate system.  The same is not true of the humanitarian community, especially the NGOs.  Most military organizations use the Universal Transverse Mercator (UTM) grid system and maps in common scales, such as 1:25,000, 1:50,000 and 1:250,000.  Most commercial GPS receiver, however, work in longitude and latitude coordinates.

( A civilian-military coordination arrangement must be prepared to quickly translate between both the military and the civilian mapping systems.  

 
In some cases, sophisticated GIS systems will handle translation, but the most reliable means is to have a transparent overlay with the alternative grid systems for the military map and the most common humanitarian maps.  In addition, a consolidated list of place names, with alternative versions in the native languages and variants in spelling, must be maintained because most incident information received from local sources will reference neither the military or civil grid system.

( Know something about the specific history between military and civilian individuals and groups/ units.  

Recent experiences between people and groups will often influence the quality of relations between them more definitively than doctrine or policy.  The same is often true regarding military experiences and relations with civilian populations and elites.  It is worthwhile to research these informal histories in order to more effectively communicate and anticipate the reactions to both information and situations.

8.1.2 Technical Issues

With regard to communications infrastructure, some architecture, such as VHF repeater towers, is expensive and ideal locations are limited.  It may be possible for civilian and military elements to share such infrastructure.

(  Before sharing facilities, weigh cost savings and expedience against the possibility that these services will be disrupted if someone decides to target military communications infrastructure.

Furthermore, 
repair and maintenance of communications systems often requires technical skills that may be limited in the local economy and costly to import.

(  If the military forces have the technical capability and are willing to evaluate or repair communications or computer systems this may be an area of low visibility indirect assistance that could benefit the humanitarian community
If such arrangements are made, be careful not to advertise them too broadly and try to limit them to emergency repairs.
Control of the use of the electro-magnetic spectrum is the responsibility of the host-nation government.  Specific frequencies are reserved for specific activities. Important frequencies for international communication, such as air traffic control, are established by international treaty.  Other frequencies, such as those used for commercial radio transmission, are controlled by the government and licensed.  In the absence of an effective governmental agency to deal with the monitoring and enforcement of these matters, the international military and civilian communications specialist must come to an agreement on these matters or communications can be severely disrupted, especially in emergencies where radio discipline may be weak.  In addition, larger more sophisticated military forces will often buy satellite access from commercial satellite providers to supplement their own satellite systems.  This can dramatically increase the price of access or limit availability for humanitarian actors.

(  At a minimum, a memorandum of understanding should be negotiated to ensure equitable access to radio frequencies and satellite resources.
Finally, the environment of an emergency is very conducive to rumors and misinformation.  Rumors about the military will circulate within the civilian humanitarian community and vice-versa.  Erroneous information can have a very damaging impact on civil-military relations and the mutual perceptions of both military and civilian actors.  Systematically monitoring this phenomenon is normally the responsibility of public affairs officers in both the military and humanitarian organizations.  Someone in the civil-military community must be prepared to assist in this effort by providing ready access to correct information and countering damaging false or distorted information.

8.1.3 Developing and Maintaining Partnerships
An ongoing process of personal interaction can create partnerships for information management and exchange.  
Recognize that data and information are collected and managed by a variety of actors, including national governments, UN agencies, NGOs, the private sector and research institutions.  The contributions of these providers are crucial. 

( Participants in S&R and HADR operations can maximize resources by establishing partnerships.

Relationships should be established with appropriate agencies at the national level prior to an emergency situation.  These relationships, moreover, should be maintained through an ongoing process of personal interaction, promoting trust and transparency. 

( To decrease dependency, engage local and national actors in information projects and develop networks of local communities and national NGOs, civil society groups and the private sector.

It is important to address the issue of local participation as part of overall emergency planning, monitoring and evaluation.  Build and strengthen the national/local capacity in information management and exchange and promote the transfer and use of local knowledge.  In terms of outreach, partnering with the media can be an effective way of communicating information to the affected population. Use local and international media outlets to inform the local population about humanitarian relief operations.
8.2 Establishing a Collaborative Information Environment (CIE)

Commercial ICT solutions exist to rapidly extend communications connectivity and capacity and information services into S&R and HADR areas of operation to facilitate communication and collaboration.  The Internet has become the de facto civil-military collaboration environment in support of S&R Ops and both civilian and military elements employ Internet portals to create a distributed information environment to facilitate information sharing but the systems and data management of this ad hoc environment remains a challenge.

( Conducting an assessment of information needs and existing knowledge resources in advance is a first step in building a CIE.

This allows participants to identify the gaps in data, information and knowledge.  A standardized meta-data (source, date, geo-reference, definitions) approach can compliment all collected and shared information, so that it can be pooled, compared, verified, mapped, and used for analysis. 

( Establish and use collaboration networks to create communities of interest among individuals in multiple organizations.  

Collaboration networks are a means to capture and share knowledge and dismantle organizational stovepipes.  It is important to create an environment of willingness to conduct more open sharing between the civilian and military participants.  Participants should work for an agreed strategy, CONOPS, systems architecture and standards for ICT support to S&R and HADR operations.
( Develop an ICT technology roadmap for the near-, mid- and long-term future. 


Plans should a
ddress ICT capabilities (
cellular, satellite phones, VSAT, wireless networks, PDAs), and plan to fill gaps and build capacity.
  Collaboration and information sharing (peer-to-peer, web pages, portals, GIS) should be accounted for and promoted.
  It is extremely important to create a m
etadata repository (registry, catalog, shared workspace).
The goal is to reach an agreement on organizational arrangements for creating and maintaining a civil-military collaborative information environment, the “system of systems” supporting this environment.  One result should be development and acquisition of ICT “fly away” packages for use by civilian government and military participants.  These packages of equipment facilitate collaboration and information sharing with IOs and NGOs.  Moreover, they can be used as leave-behind ICT starter packages for building host-nation capacity.
8.3 Collecting Data, Managing Information and Seeking Knowledge

There are differences between data, information, and knowledge.  In S&R and HADR responses and complex emergencies, there is usually an overload of information in the form of reporting, but there is a lack of systematic collection of standardized data that can be stored in retrievable databases.  There is also a lack of documentation about the application of lessons learned and best practices in decision-making. 

 ( Humanitarian organizations need to establish strategies and systems for the management of data, information, and knowledge.

These functions need to be planned for, resourced, and set up prior to -- or in the early phases of -- a crisis response effort, rather than being an afterthought.  There should also be training in these functions and systems for humanitarian organizations’ staffs in the field and at the headquarters level. 

 
While there are some common information needs concerning complex emergencies, there are other needs that are more specific to different personnel within organizations throughout the humanitarian community.  For example, U.S. government decision-makers need “big picture snapshot” information in order to consult with other decision-makers, negotiate with partners or adversaries, and inform Congress, the media and the public about the emergency.  They need to understand the issues, be aware of the assistance being provided, and be alerted to potential problems. 

( Establish procedures to supply and disseminate a common operational picture or situational awareness concerning a humanitarian emergency. 

Complex emergencies, S&R deployments and HADR responses are characterized by conflicting and contradictory information and confusion of facts, terminology, and perceptions.  A coherent picture of the situation needs to be presented in order to understand and address the humanitarian issues and needs.

( Information should be collected, organized, and disseminated in a manner that will benefit the population and polity of the affected country, not that of the outside responders.
External humanitarian organizations need to recognize that they do not have all of the information and should not automatically assume they know what is best for the population of the country.  The external organizations need to incorporate and use the information that comes from the affected populations, the indigenous groups, civil society, and the responsible government agencies.  Information and training need to be provided to the local and national staff and entities in order to serve the needs of the affected population, prepare for a transition, and support long-term development goals. 

 
The Humanitarian Information Centers (HICs) established by the UN in the field have made progress in sharing operational data and information for the benefit of humanitarian aid workers and the local population.  These neutral information centers provide products, services, and tools specifically for national and international aid workers. These products, services, and tools include GIS maps, contact and tracking databases, and standardized assessment forms. 

( New technologies, such as Personal Digital Assistants (PDAs), Global Positioning Systems (GPS), Geographic Information Systems (GIS), and virtual collaboration tools, require advance training in order to be used effectively.  

Organizations and their senior management should encourage their personnel to use these new technologies and tools as part of their work.  But the value of using these tools must be demonstrated through the quality and timeliness of output.  Advance training and organizational commitment are necessary for these data-collection tools to add maximum value

 ( Short, simple, standardized templates facilitate the collection of rapid assessment and programmatic data so that it can easily be transferred into databases for GIS and analysis applications.

.     
Within the US Government, almost all of the data and information about S&R, HADR and complex emergency responses comes from open source or unclassified sources.  All too often, defense and intelligence agencies disseminate their information using classified platforms and channels because it is their usual means of reporting, even though the data and information does not need to be classified.

(  Valuable information needs to be disseminated, whenever possible, on unclassified and open source platforms and channels.  

 
Satellite imagery that used to be automatically classified is increasingly being declassified and released for public use.  Also, commercial satellite-imagery-derived products are increasingly being made available for use by humanitarian organizations.  The National Geospatial Intelligence Agency (NGA) has established licensing agreements with commercial venders to release high resolution imagery with copyright to external humanitarian organizations working with the US Government in emergency relief situations. 

8.4 Preparing For An Operation

Organizations need to establish strategies and systems for the management of data, information, and knowledge.  These functions need to be planned for, resourced, and set up prior to an operation and prior training for these functions and systems is required.

8.4.1 Satellite Provider Selection

Coverage area is an important consideration in looking for satellite services.  Does the service provider provide coverage of the area you want to work in?  If you wish to provide connectivity to a number of your offices in a region or worldwide, does the provider have coverage in all the areas, or will you need several providers to meet the needs of all your sites?

( Ensure a large enough satellite fleet for coverage options.  

Several satellite operators have large enough fleets to provide good worldwide coverage.  Another very valid option is using a service integrator that may provide service on different satellite networks, depending on coverage and footprints.  This is more of a consideration for organizations planning to support multiple, geographically dispersed locations and desiring to work with a single service provider.  Another related factor is satellite failure.  If a satellite fails, the company with more resources can move service or sometimes even maneuver an in-orbit spare satellite into position to provide ongoing service.

( Consider the 
number of service providers required -- economies of scale can be obtained through network size.
To that end, it may be better to select a service provider that can service all sites in as large a region as possible.  Having to only interface with a single company also reduces staff workload at the headquarters office. 

( Determine whether the network operator from which you are buying service is optimized for passing on the best economies of scale to the customer.

Many integrators buy bandwidth and equipment in bulk, but do not pass the savings on to the end customer buying in single lot quantities.  Another benefit of using a larger service provider or integrator is that the economies of scale extend to supply, support, and training, to name just a few factors.
There are many other operational questions with regard to satellite access networks:

(1) How does the company do business and provide the service and support?

(2) How are its network and systems designed and operated?
(3) Are installers certified to industry standards and capable of complex VSAT installation?
(4) Does the service provider have local or regional support staff?
(5) Does the service provider have 24/7/365 support hours of operation and technically qualified staff?
(6) Does the service provider have a network operations center that continuously monitors service performance and ability to anticipate and rapidly respond to prevent or resolve service interruptions?
(7) Does the service provider have landing rights (government permission to provide service)?
(8) Is the service provider willing to assist in cases where a government has not yet granted landing rights for the satellite in question?
The following bullets points illustrate the various choices for satellite systems:

· Satellite Terminal Systems 

· INMARSAT and VSAT. Telephone and data services are available from land-based terminals using portable Inmarsat or semi-fixed VSAT (Very Small Aperture Terminal) satellite network.

· Services include: voice, fax and email. Additional services may include: transfer of digital photographs or live video conferencing.

· Operating Range and Frequency 

· Any location between latitudes of 70 degrees N and 70 degrees S worldwide. The operating frequency is set and is not under user control. 

· Terrain Effects

· Satellite antenna or dish must have a clear, unobstructed view of the sky in the direction of the satellite.

· Weather Effects

· Heavy rains may impair the signal and high winds may disorient the antenna or dish placement.

· Other factors

· Satellite prices per minute are becoming more reasonable, but may still be prohibitively expensive to many NGOs.  
· –Inmarsat, Thuraya, Iridium, Globalstar 
· Offer bit rates ranging from 2.4 to 64 Kb/s

· Performance comparable to landline dial-up service

· BGAN/RBGAN 

· Offer bit rates approaching 144Kb/s

· VSAT performance is not a DSL or Cable connection 

· 512kbps VSAT connection should NOT be compared with a 512kbps DSL or Cable connection
There are other factors to consider when making specific decisions about VSAT services.  These are outlined in the following bullet points:

· Factors to consider and understand before making a decision about VSAT offerings.
· Performance, functionality, environmental conditions, technical issues, costs 

· There is a need to ask the right questions

· It’s not a simple matter of 

· How much is the equipment and monthly payments?

· How fast is the connection?

· Cost is a function of the desired performance and functionality

· Need to know where cost-performance trades can be made 

· Geographical location will determine the satellite services available
· Satellite visibility

· Location of satellite relative to the horizon

· Obstructions such as trees, mountains, buildings

· Environmental conditions

· High rainfall area

· C-band performance is more consistent than Ku-band

· C-band will require a bigger dish, which adds to expense

· Signal strengths differ among satellites covering global areas of interest

· Characteristic of Internet traffic over satellite

· VoIP and Video Conferencing are demanding applications

· Web surfing and email can also be demanding

· Forecast the number of expected simultaneous users

· Download speeds are higher than upload  

· This can impact user overall performance (e.g., delays in transmitting)

· User tolerance for variability of performance
· Dedicated bandwidth with a guaranteed throughput (Committed Information Rate-CIR)

· Almost always have the full performance bought

· Very expensive. 

· Highly contended link, with a “best effort” contract

· Can be very much more affordable but --

· Lacks desired performance. 

· Quality of Service (QoS) 

· QoS management enables different applications to be given priority.

· With applications like Voice over IP (VoIP) it is critical that the data sent ends up at the other end promptly and in the right order, otherwise, the conversation is unintelligible. 

· With data applications such as email, it is not so critical. 

· QoS would give VoIP data priority over email data, increasing the usability of the VSAT link.

· Other things can provide interruptions to service 

· “Rain fade” – especially in the tropics 

· Ku band service may be interrupted when it is raining

· C band is not.

· If you have parts failure, or need on-site service, how long will it be until your suppliers can be there?

· Satellite equipment functionality varies
· Basic arrangement 

· Need satellite modem

· May need additional equipment to make link work

· Range of functionality built in

· Make sure you are comparing like capabilities when costing arrangements

· Getting the best “bang for the buck”

· Balance contention ratio, CIR, and QoS management

· Buy in large volumes

· Aggregate requirements with others if possible

· Consider committing to longer contracts but …

· Bandwidth cost trend going down

· Measures that can be used to get maximum performance for a given connection

· Proxy caching

· Employ spam filtering and content filtering at hub.(i.e. before it goes over the satellite link)

· Web compression

· Bandwidth efficiency / throughput enhancement technologies built into some equipment
8.4.2 Employing Independent Service Providers
One option to achieve an ICT system capability for deployment is to hire an independent service provider that can provide an entire fly-away package.  An independent provider organization should be nonprofit, with board members from partner organizations, who may or may not be charged with raising capital to fund the organization and its operations in multiple, simultaneous field deployments.  It should have no particular national, commercial, or organizational alignment, leaving it fully independent.  

Such an organization should be s
elf-sufficient in all aspects.  It should have the capability to become mobile, twenty-four hours a day, seven days a week.  It should also be able to “drag and drop” the needed shelter, food, power, and equipment to “jumpstart” the development of communications infrastructure as soon as requested.  Ideally, the full-service deployment provider would have a network of relationships to access local resources without requiring clearances; and it would have the means to provide security for its employees.

 
Logistically, the tools and data collected and used by the system must be nonproprietary and transparent at all levels. (Adoption of IEEE / IETF / ITU standards compliant systems, software, and protocols is advised).  “Go/No Go” decisions should be empowered within two hours of a request for service, and a response team 
should be able to arrive onsite within 36 hours.  Practically, any deployment must provide a minimum 256 kilobits per second (kbps) of bandwidth immediately, scalable to 1 megabit per second (mbps) within five days.  The equipment should be operable upon arrival on-site, preferably with redundant components and power generation capabilities.


Equipment flown in to disaster sites should be easily set up for use by individuals with basic operating knowledge of standard desktop computer systems (browsers, email clients, word processing and spreadsheet programs) and people already trained in the use of UHF/VHF radios.  
The systems provided for customer use also need to be appropriate to the environment in which they will be used and transferred.
The provider should be able to establish a base within four to eight hours of arrival at a central response location.  After that, the provider should be able to:

· Handle five to ten simultaneous customers after establishment of base;

· Set up login accounts with potential new partners on the spot;
 and

(    Provide and maintain a roster of responders assembled within 24 hours of arrival on scene.

Other basic considerations include the ability to (1) identify local partners within five days of arrival of development team, (2) field a staff with 
medical first responder training, (3) field a staff with 
demonstrated IT aptitude and experience, and (4) have staff  available 24 hours a day, seven days a week, 365 days a year.

8.5 An ICT Deployment Checklist


This section seeks to provide something of a pre-deployment checklist.  Each of these bullets points, then, represent a best-practice recommendation.

· Maintain preparedness "toolboxes" for online and offline distribution. 
· Toolboxes provide guidelines and reference tools for the rapid-deployment of ICT packages and/or the establishment of Web sites, intranets and databases under a variety of field conditions. 

· Toolboxes should include data standards, operating procedures, training materials, database templates and manuals. 

· Develop surge capacities for rapid deployment 

· Maintain rosters of experienced information professionals 

· Formulate equipment caches 

· Establish training and exercise programs. 

· Preserve institutional operational memory. 

· Define and adhere to sound data and information management policies and techniques for handling large volumes of information. 

· Document datasets with metadata. 

· Maintain quality control and preserve organizational learning to avoid starting from scratch with each new emergency. 

· Define an exit strategy. 
· Develop a clear, phase-out strategy, including transitioning to development activities and creating archiving systems to maintain access by current and future stakeholders after the project is closed. 

· Involve the private sector and academia. 

· Consider the efficiencies of contracting technical functions to the private sector, especially local private interests, when cost-effective and appropriate. 

· Encourage a constructive role for the private sector and academia by incorporating their expertise into preparedness and planning activities. 

· Mobilize adequate resources. 

· Include funding for field-level information management and exchange systems and projects in the overall resourcing of assistance programs. 

· Promote awareness and training. 

· Conduct technology-training sessions for non-technical humanitarian staff, particularly national staff. 

· Educate senior decision-makers in humanitarian organizations about the purpose, strengths and weaknesses of information management and exchange. 

· Broaden participation in information projects among affected and at-risk populations. 

· Develop contact lists 
· Lists should feature key humanitarian responders and local personnel, with phone numbers and email addresses

· Review host-nation legal, regulatory and institutional considerations 

· Identify customs and border crossing requirements

· Personal (passports, visa, medical)

· Equipment/software (taxes/duties)

· Licensing policies regarding use of WiFi, radios, cellular, satellite phones and satellite terminal landing rights (VSATs)

· Spectrum usage constraints and local licensing 

· Language restrictions (e.g., Sudan local law only allows use of Arabic and English on open channels)

· Availability of a Status of Forces Agreement on treatment of foreign militaries

· Implementation of Oslo Guidelines for the use of military assets in humanitarian operations

· Host-nation capacity to respond including appropriate coordination structures and mechanisms 

· Status of infrastructure. 

· Where possible, obtain the host government's permission to import and operate communication equipment within and across borders. 

· Normally one will apply for a radio spectrum license through the ministry of telecommunications or, increasingly, from the independent telecom regulatory authority or agency.  Obtain several frequencies for redundancy and expansion.   

· Clarify allocations and availability of frequency assignments
· From the outset, keep the host government informed of your requirements and work with it to ensure that frequencies and radio licenses are allocated to all the various participants. 

· Identify ICT capabilities needed and available
· HF, VHF and UHF radios and radio room

· Voice (VoIP, PBX, telephone, cellular—GSM and/or CDMA, satellite phones) 

· Printer, copier, fax, text messaging, data, video, digital camera, VTC, maps and imagery

· Internet (dial-up, Teleport, networked), email, web sites, metadata repository “cyber-café” 

· Computers (workstations, ruggedized laptops, PDAs), WiFi, fixed LANs, routers, large format monitor (incident mapping)

· M/S office, mapping and collaboration tools, GIS, cellular—SMS, picture, video 

· Satellite systems (Inmarsat and VSAT, satellite coverage footprints, GPS)

· A limited number of LOS links to provide connectivity to some peripheral offices
· Power sources (car batteries, batteries, solar, multi-fuel combustion)

·  Contact agencies that may already be there to 

· Determine the type of communication equipment they are using -- if there are common frequencies, this can save a lot of time and effort. 

· Obtain equipment that is compatible with one’s implementing partners. 
· Need to be able to communicate with all participants. 

· Obtain the information and specifications you need to order radios. If possible, try to borrow radios for the duration of the emergency.

· Check if your organization has a blanket agreement for communications with the government 

· Frequencies may already be available for use and this would obviate the need for further government approval. 

· Inform the government of your intention to join the radio network and let them know the type of equipment you will be using.
· Make one person responsible (if no communications officer is available) for acquiring, installing and operating the radio devices.  

· This person should inform everyone of the frequencies available, voice procedures, radio etiquette, calling schedules and, where several channels are available.  Also, which channels are restricted to calling and which channels are for conversations. 

· An important factor to consider for effective communication is the power supply. Is it reliable, sporadic or non-existent? Consider using solar panels or a generator. The staff member assigned to communications set-up should determine a cost effective and realistic scenario.

· Develop culture and customs awareness and civil-military situation awareness
· Use a rapid response ICT assessment team (2-4 persons) in advance of full deployment to establish needs and conditions on the ground

· Determine communications requirements

· Use a common approach wherever possible 

· Encourage all participants to involve themselves. 

· If other agencies have communication technicians, ask for their advice on implementing a universal system for all aspects of communication. 

· Show them the information gathered in your initial assessment on communication resources. 

· Determine with the technicians the best-case scenario and disseminate to all participants.

· If security is an issue you will need a handheld radio for each staff member working in the field. 

· When deciding on your requirements, 

· Plan for future staffing levels; don't allow activities to come to a halt because staff cannot be deployed due to lack of radios. 

· Radio batteries are critical to the operation of your radio.  

· Modern radios use rechargeable nickel-cadmium batteries.  

· These batteries operate best and last longer when they are used (fully discharged) and recharged.  
· Keeping the radio and battery in the charger and using the radio infrequently reduces battery effectiveness, especially for older-model radios.
8.6 Conducting the Operations

This section provides best practices and guidance for the period during which a deployment takes place.  There is an overall need for a common operational picture and enhanced situational awareness. This calls for the creation of a common relevant, releasable operational picture that can be used by all responders to an HADR or S&R scenario.  Accordingly, information should be collected, organized, and disseminated in a manner that will benefit the population and polity of the affected host country, within the operational goals.

8.6.1 ICT Infrastructure Assessments

( Assessments of ICT infrastructure damage should be placed in context and related to pre-existing or baseline data to determine the actual extent of destruction from the conflict or disaster event.


Assessments of baseline ICT capabilities before a conflict or disaster should consider several aspects, including:

· Telecommunication policies, regulations and laws;

· Telecommunication procurement rules and business practices;

· Infrastructure standards, capabilities, coverage, connectivity, manufactures and supply lines;

· Telecommunications business practices; 

· The technical and management skill base; and

· The information culture of the host nation, including how information is gathered, shared and used.
Assessment of the state of ICT infrastructure after the conflict or disaster must consider:

· What are the rule-of-law, government and population communications needs that must be met?

· What are the communications media that are currently available, functioning, or in need of repair?

· Can the host nation’s ICT infrastructure be updated to employ modernized technology?

· What communications assets and actions can the military provide to stabilize and reconstruct the infrastructure?

· Are telephone systems configured to modern standards? 

· How many main telephone lines are in use?

· Are mobile and satellite communications operational?

· Does the population have access to Internet capabilities and providers?
· What is the ability of the ICT infrastructure to accommodate responders’ surge demands?
( Assessments that are strictly qualitative (narrative) tend to lose value over time and are difficult to integrate with other forms of data. 

Consider, for example, the following statement:

“The assessment team reports a need to prioritize reconstruction of the two destroyed bridges that connect agricultural producers with the local market. A third destroyed bridge prevents access to the nearest port.”

To provide added value, assessments should include location information in the form of coordinates.  The previous statement, with coordinates added, would look like this:

“The assessment team reports a need to prioritize reconstruction of the two destroyed bridges (2.5700399, 96.0752737), (2.5838459, 96.0315965) that connect agricultural producers with the local market. A third destroyed bridge (2.5625190, 96.0862688) prevents access to the nearest port.”

Then, a database entry can be developed, using the coordinates to include additional reconstruction information:
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In addition, a map can be produced from the database coordinates:
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Geo-referenced (location) data is collected using a GPS unit. GPS units are now easier to use than ever before. Some require only the pushing of a button to capture location coordinates. These coordinates can be downloaded directly from the GPS unit into a computer and used to produce maps and spreadsheets or databases.

Collecting location data increases both the immediate and long-term value of the assessment.  Having the location information reduces the need for multiple visits to the same area to determine exact locations.  In addition, with location information as a common reference, additional data sets (agriculture, roads, and markets) can be added to the map.  Geo-referenced information then becomes useful to many actors in all stages of a complex humanitarian emergency. 

8.6.2 Field Coordination

Planners should encourage broad ICT development and participation from local, national and international civilian and military actors to facilitate and support S&R and HADR response activities.

( All parties should foster partnerships with specialized agencies and sector experts to conduct sectoral surveys and analyses before events occur.  

Information-related efforts that are incrementally resourced and initiated only as emergency situations unfold tend to remain behind the curve and reactive. This leads to a failure to provide timely information that is accurate and contextual. 

( Preparedness measures such as base data preparation for high-risk areas, national-level capacity building and the formation of institutional relationships should take place prior to deployment.

This will enable information management and exchange systems to effectively support assistance efforts once an emergency begins.  Preparation also includes planning for sustainability and/or exit strategies.

( Planners from all participants should also pre-establish agreements for data-sharing.
Participants must collect and maintain their own baseline data, but they should agree upon a central repository for all collected information.  Participants can employ, where possible, standardized formats.  A common metadata catalogue, providing standards for, and documentation of, metadata (the who, where and when information was collected), should be established.  Facilitation of data management should be geared to add value to existing information, rather than replacing or duplicating it.

( Information repositories should be configured so that all organizations have equal access to the information, which can be facilitated by using standard formats.   

Such repositories can be viewed as conceptual toolboxes that collect tools, principles and best practices.  Moreover, it is essential to define public domain information at the outset, clearly differentiating public and private information.  Archives and archiving procedures will serve better if they are established early, eliminating confusion.  Information management systems should meet the clearly defined needs of operational users and decision-makers and aim to reduce the effects of information overload.  Data and information must be relevant, accurate and timely.  

( Ensuring a quality product requires the development of, and adherence to, standards for information collection, exchange, security, attribution and use.  

It is vital to maintain a strong sense of professional ethics at every stage of information system design and implementation, including such elements as independence and impartiality, in pursuit of humanitarian action.  Multiple information systems, including web sites and databases, operating at global, regional and local levels, create the potential for an unprecedented degree of cooperation between organizations and people at the field level, between the field and headquarters, and between the international and local communities.  Partnering with the media can be an effective way of communicating information to the affected population. 
8.6.3 A Field Data Collection Hierarchy

This subsection offers a default standard or format for data collection.  The order of data collection is important.  For example, data in items 1 and 2 (see below) are imperative for use in GIS analysis and mapping.  Additional items are essential for the validity and relevance of the data; and for enabling it to be shared.  Note several of the items in the table are standard:

1) Where: Location information and how it was collected

a. Latitude

b. Longitude 

c. Feature

d. Location

e. Collection Accuracy

2) When: When the data was collected

a. Date

b. Time

3) What: Details of what is happening at that particular location

a. Sector

b. Project Name/Title

c. Comments 

4) Who:  Who is collecting the data

a. Agency/Organization

b. Collector (individual)

Data Table Items: (individual definitions provided below table)
	Latitude
	Horizontal Position (x-axis)

	Longitude
	Vertical Position (y-axis)

	Feature 
	Short description of item being assessed

	Location
	Most precise name possible

	Collection Accuracy
	How the location is determined

	Date
	Day/Month/Year

	Sector
	Select from pre-defined list 

	Project Name/Title
	Project is referred to as

	Comments
	Supplemental information 

	Agency/Organization
	Funding Source

	Collector
	Person or Team collecting data


Explanations and best practices are provided below regarding each of the data fields in the chart, above.

Latitude and Longitude:  Data collected for latitude and longitude provide geo-spatial coordinates for a specific point. An example is collecting a point to represent the location of a hospital. This data is used to create a Point GIS layer.  A Start point and End point location is collected for linear projects so that a Line GIS layer can be created.  For projects that encompass a region, the center point (centroid) of that region should be entered in latitude and longitude, and the description of the region should be added into the Feature field.  Latitude and longitude are collected using decimal degrees in a WGS 84 projection, and they can readily be collected using a GPS device.  These devices can be purchased for approximately $150.  They include software tutorials for learning how to use them.  

( It is strongly recommended that all data collectors purchase and learn how to use a GPS device.

Feature:  A description of what the latitude and longitude refers to.  Examples include ‘Health Center’ ‘Food Distribution Site’ ‘Village’ ‘School’ ‘Hospital’ ‘Bridge’ ‘Port’ ‘Highway’, etc.

Location:  To facilitate mapping, use the most precise name possible; in order of preference: town/village, city, district, administrative region, state.

Collection Accuracy:  This describes how the positional information was gathered.  Items in this field include details of accuracy levels and sources of the positional location.  Examples: ‘GPS – thirty meter accuracy’ ‘USGS topographic 1:50000’, ‘Military Grid Conversion’, etc.

Date: This is the date the data was collected.  The date field should be in the format:  day, month, year.

Sector:  This refers to functional field classification of projects into defined categories: health, transportation, education, justice, etc.  Definitions are supplied by the survey agency to meet their reporting requirements.  Data collectors should be provided with a pre-defined list of sectors to use in filling out data.

Project Name/Title: Official title or name of the project. 

Comments: Additional information as needed.  Example: “This school building is used in three shifts for three different schools. Therefore the same Latitude & Longitude refers to ‘Salem School for Girls’ ‘Boys Secondary Training’ and ‘Bangle Nursing School.” This field is NOT to be used in lieu of filling out the required fields. 

Agency:  This refers to the agency or organization funding the project; example: USAID, UNHCR, etc.

Collector: Name of the agency, unit, organization, or contractor responsible for collecting the data entered in this table.  This is important for verification and clarification.

8.7 Employing a Website 

Oftentimes, responders (both military and non-military) start a website, or add a page to their existing website, to spotlight their activities in a crisis area of operations.  Organizations find at least two reasons to do this.  First, a website provides a virtual location to exchange information and post data so that it is accessible to parties both in the crisis area and at the organization’s headquarters.  Second, the website may provide highly sought public exposure to the organization’s humanitarian aid work, resulting in greater political clout and fundraising ability.  The following general best practices are offered with regard to a website outreach strategy.

· Serve the needs of the target audience including international and local organizations

· Remain focused and simple

· Link to existing systems in order to not duplicate efforts

· Indicate the source of the information and include disclaimers to guard against inaccuracies on others’ data

· Keep up with technology, though never prioritize technology over content.

· Preserve institutional memory (update, retool, archive) 

· Facilitate humanitarian coordination 

· Improve operations 

· Inform decision-making 

· Adhere to principles of humanity, impartiality, neutrality, and independence

· Base the content on needs of practitioners and decision-makers and include items such as
· A “resource center” that includes a document library, map center and database,

· A “community area,” including a notice board, contact list, site map, and vacancies section, 

· A list of local regulations and procedures that may affect operations, 

· Support services,

· Weather and situational awareness (security) information,

· News that is relevant to humanitarian action, and 

· Links to relevant and credible news and information sources. 
· Avoid using heavy graphics 

· File sizes should be indicated so that users can decide whether or not to take the time needed to download information

· Summarize content of files and provide user comments on usefulness of information 
· Provide ability to assess, filter and tag most useful information 
· Follow a pre-established set of standards that guide: 
· Procedures, including information collection methodologies, language, etc

· Technology, including the use of hardware and software packages to ensure maximum interoperability and development and maintenance by local staff

· Data, including standards for ensuring data formats, content and quality

· Metadata, including pre-established and common standards for identifying and documenting data 
· Involve partners and stakeholders in the early conceptualization and development of the website

· Promote the website and “sell” the benefits of its products and services on a regular bases once the site has been established
· Education and training also enhances buy-in 
· Key institutions and partners should develop common policies governing the establishment and maintenance of websites
9.0 TRENDS IN THE USE OF COMMERCIAL ICT 

In spite of near global coverage (see Figure 11) of commercial ICT networks, there has been a vacuum in commercial ICT capacity specifically dedicated to serving the needs of many of the civil-military responders to disasters and recovery efforts.  Additionally, there has been reluctance on the part of the military to rely on commercial ICT capacity for C2, although it has been used for support missions such as administration, logistics, and medical.  The operational environment is changing, however, and commercial ICT capacity is becoming more important to not only civilian responders but to the military as well.  Civilian and military elements are both relying on commercial ICT flyaway packages to support forward-deployed responder elements.  Commercial products also play an important role in supporting ICT capacity for long-term military operations and reconstruction and development. 
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Figure 11

Traditionally, the military employ “ruggedized,” purpose-built tactical systems to support C2 and to extend ICT forward into a crisis area.  A dedicated fixed and mobile ICT military infrastructure is used to create a secure collaborative information environment to support combat operations, early interventions in humanitarian assistance and disaster relief operations, and related support missions.  But these systems have not been designed to fully support long-duration operations related to recovery, reconstruction and development or to provide services to non-military elements involved in the disaster response effort.  The unclassified military systems have controlled access to the Internet and this arrangement can be used to informally exchange information with non-military participants in a crisis without connecting these elements directly to the military network—access via a secure firewall interface with Internet.

The military has now, however, started to employ some commercial-based mobile ICT capability packages to support limited remote access to the Internet – for example, the Joint Task Force Commander Executive C2 package (see Figure 12).   For longer duration operations, the US military does commercialize its deployed fixed-base ICT support arrangements to replace the tactical military systems so they can be made available for future military operations.  
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Figure 12

The non-military actors -- civilian government agencies, IOs and NGOs -- rely largely on commercial ICT products and services to extend communications and information services to a crisis area.   Some have their own limited ability to establish ICT connectivity forward.  These are mainly packages consisting of a mix of commercial HF/VHF/UHF radios, GSM cell phones, satellite phones and laptops, sometimes with WiFi capabilities.  Organizations such as the UN manage their own global IP networks to support headquarters organizations, and the deployed UN agencies use commercial ICT packages to connect to these networks from crisis areas (see Figure 13).  
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Figure 13

Other non-military participants purchase or lease mobile and fixed ICT capabilities and employ them to access the Internet via commercial satellite services and to support local wired and wireless access arrangements.  These capabilities are also used to set up Internet cafes that provide service to other responders, as well as to the local population and leaders (see Figure 14).  
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Figure 14

The Internet and related portals are used to create a distributed information environment that can support coordination, assessments, and information sharing.  Some portals, such as those managed by the UN, provide information on global disasters and relief activities.  
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Figure 15

Some examples of these portals are UN OCHAs ReliefWeb (Figure 15) and Global Disaster Alert System (Figure 16) and the World Food Program Situational Awareness (Figure 17). 


[image: image17.wmf]UN OCHA Global Disaster Alert 

System (GDAS)


Figure 16

The US Pacific Disaster Center and US Geological Survey portals are national examples (Figures 18 and 19).
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Figure 19


Other portals are developed to respond to specific disaster situations, -- for example, the UN Humanitarian Information Center (Figure 20), the US State Department’s eRoom (Figure 21) and the UN Afghanistan Information Management System and the US military Afghanistan Stabilization portal (Figure 22).
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Figure 21
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Figure 22

Portals are also being used as virtual operations centers.  These include the UN OCHA Virtual On-Site Operations Coordination Center (Figure 23) and the US Pacific Command’s Virtual Civil-Military Operations Center and Groove based Virtual emergency Operations Center set up in response to the Tsunami (Figures 24 and 25).


[image: image24.wmf]UN OCHA Virtual On Site Operations 

Coordination Center (VOSOCC)


Figure 23


[image: image25.wmf]PACOM CSF

-

536 Virtual CMOC


Figure 24


[image: image26.wmf]Groove VEOC


Figure 25

NGOs are also developing portals.  The Vietnam Veterans Foundation of America (VVFA) has a prototype portal (Figure 26) that is being used in Iraq to share security situation awareness information with civil-military participants and is being developed for future use in other crisis operations.  .
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Even bloggers (Figure 27) have emerged as a cottage industry providing observations, information and assessments on global disasters.
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Both synchronous and asynchronous collaboration tools are emerging (Figure 28).  InfoWorkSpace is a synchronous collaboration tool being used by the US military.  Groove is an asynchronous collaboration tool that is used by some military and civilian elements.  There are other tools such as NetMeeting, WebEx and POPG that are in use as well.  None of the current tool suites is tailored to meet the aggregate needs of the civil-military participants, and the current tool suites are not interoperable.  The challenge is developing an interoperable tool suite that will accommodate both synchronous and asynchronous modes of operations.  
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Figure 28

Voice over IP (VoIP) is also becoming a popular means for providing voice services in austere areas to communicate with other responders and headquarters operations.  Skype is one such capability.  VoIP can also be used to set up local communications where wireless data networks are deployed.  Such communications can be used to serve local populations, as well, through the use of call centers or by providing local users direct access.

Language is a major challenge in the operational environment and a number of tools are emerging to address automated language translation.  Two such tools, Virage and Babylon, are shown in figures 29 and 30.


[image: image30.wmf]Translation Tools


Figure 29


[image: image31.wmf]Babylon

:

Simultaneous multi

-

lingual chat

( English

-

Arabic

-

English )

Translation Tools


Figure 30

Recent natural and manmade disasters have given industry and NGOs greater awareness of business opportunities in the field of providing mobile and fixed ICT capacity for deployed responders.  The same is true for supporting post-disaster reconstruction and development of the affected nation’s long-term ICT capacity.  A number of information and telecommunications-oriented NGOs and private businesses are now offering lightweight, rapidly deployable ICT packages for victims and aid workers.  These packages often are available to anyone in the crisis area:  military personnel, governmental agencies, IOs, NGO’s, and local citizens and community leaders. Other companies and NGOs are addressing the market for longer-term ICT support of reconstruction and redevelopment.  These quick reaction and redevelopment support packages increasingly can be acquired through separate equipment purchases or as a service from an ICT service provider or system integrator.  Figure 31 illustrates some examples of the range of capabilities being offered:
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Figure 31


NGOs such as NetHope and their “Net Relief Kit” provide a type of Internet-in-a-box capability (Figure 32) that is easy to set up and operate as a communications hub for disaster management.  These products can support voice service, Internet access via a commercial satellite connection, and local wired and wireless access.  Other NGOs such as Telecoms Sans Frontieres (TSF) offer telecommunications facilities anywhere terrestrial infrastructure is destroyed, insufficient or non-existent.  
Volunteers in Technical Assistance (VITA) provides low-cost communications and information services through a commercial satellite connection.  
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Figure 32

TeleCommunication Systems “Swiftlink” is an example of a rapidly deployable communications package (Figure 33) that provides a secure reach-back capability to the US military’s SIRPNET and NIPRNET networks through a commercial satellite connection.  But the product can also be used by non-military elements for communications and Internet access.  
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Figure 33

Inveneo offers a solar powered wireless network capability (referred to as a “solar village”) that supports voice and data services for NGOs and local populations in severely limited ICT environments (e.g., without  power).  

Other industry providers such as Global Relief Technologies (GRT) have targeted a particular niche area such as remote data collection, fusion and information dissemination (Figure 34).  GRT provides a field data collection and situation awareness service that employs PDAs with preformatted templates that can be used to collect data in internationally agreed formats with geo-referencing (and free text and digital pictures).  The data is then up-linked through a commercial satellite connection to a “fusion center” in the United States, where it is aggregated, assessed and displayed on maps.  The information stored at the fusion center is Web-accessible, so authorized people in the field and elsewhere can gain situational awareness information via the Internet.  The fusion center operates 24 hours a day, seven days a week.
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Figure 34

The examples cited in this chapter are not all-inclusive; they represent a small sampling of the NGO and industry offerings of ICT products and services.  Other companies and NGOs can provide similar ranges of services—indeed, this is an ICT industry growth opportunity area.  

APPENDICES

APPENDIX A

GLOSSARY:

Buffer zone

NATO - A designated area between the positions of the parties in conflict, agreed upon by the states concerned. The buffer zone is restricted exclusively to individuals, agencies, forces and bodies specially authorized by the organizers of the zone.

UN - Also known as area of separation; neutral space created by withdrawal of both hostile parties; a demilitarized zone where the parties have agreed not to deploy military forces; the cease-fire lines, marked and often fenced or wired on either side of the buffer zone, indicate the agreed forward limits of the contending forces; the cease-fire lines are observed, patrolled and perhaps occupied by the peace-keeping force; the buffer zone itself may be placed under the control of a PKO.

DoD - A defined area controlled by a peace operations force from which disputing or

belligerent forces have been excluded. A buffer zone is formed to create an area of separation between disputing or belligerent forces and reduce the risk of renewed conflict. Also called area of separation in some United Nations operations.
Civil Affairs

DoD - 1. The activities of a commander that establish, maintain, influence, or exploit relations between military forces and civil authorities, both governmental and non governmental, and the civilian population in a friendly, neutral, or hostile area of operations in order to facilitate military operations and consolidate operational objectives. Civil affairs may include performance by military forces of activities and functions normally the responsibility of local government. These activities may occur prior to, during, or subsequent to other military actions. They may also occur, if directed, in the absence of military operations.
2. Designated Active and Reserve component forces and units organized, trained,

and equipped specifically to conduct civil affairs activities and to support civil-military

operations. Also called CA.
Civil-military coordination

NATO - The resources and arrangements that support the relationship between commanders and the national authorities, civil and military, and civil populations in an

area where military forces are, or plan to be, employed. Such arrangements include cooperation with non-governmental or international agencies, organizations and authorities.

Civil-military operations

DoD – The activities of a commander that establish, maintain, influence,

or exploit relations between military forces, governmental and nongovernmental civilian

organizations and authorities, and the civilian populace in a friendly, neutral, or hostile

operational area in order to facilitate military operations, to consolidate and achieve

operational US objectives. Civil-military operations may include performance by military

forces of activities and functions normally the responsibility of the local, regional, or national government. These activities may occur prior to, during, or subsequent to other military actions. They may also occur, if directed, in the absence of other military operations. Civil-military operations may be performed by designated civil affairs, by other military forces, or by a combination of civil affairs and other forces. Also called CMO.
2. Groups of planned activities in support of military operations that enhance the

relationship between the military force and civilian authorities and population and which

promote the development of favorable emotions, attitudes, and behavior in neutral,

friendly, or hostile groups.
USAID - Activities in support of operations including the participation of both the military forces and civilian authorities.   
Civil-military operations center (CMOC)

UN - In a PKO which contains substantial civilian elements, a civilian-military structure of integrated support services may be established to perform liaison and coordination between the military support structure, NGOs, PVOs and local authorities; e.g. the CMOC was opened by US Joint Task Force Support Hope in Entebbe (Uganda) and Kigali (Rwanda); in Haiti, UNMIH has an integrated civilian/military headquarters

Combat search and rescue

NATO - A coordinated operation using pre-established procedures for the detection, location, identification and recovery of downed aircrew in hostile territory in crisis or wartime and, when appropriate, isolated personnel in distress, who are trained and equipped to be rescued.

Combined joint task force

NATO - A multinational and multi-service force, task-organized and formed for contingency operations, which requires multinational and multi-service command and control. Designed to make NATO’s joint military assets available for wider operations by NATO nations or by the Western European Union, the concept of combined joint task force was introduced at the 1994 Brussels Summit. Detailed work continues in coordination with the Western European Union on the implementation of the concept, with a view to providing separable but not separate military capabilities that could be employed by NATO or in operations with nations outside the Alliance.

UN- Concept approved by NATO leaders in January 1994, under which US materiel and forces designated for NATO operations can now be made available for non-NATO activities in out-of-NATO area operations, such as those humanitarian relief or peacekeeping operations initiated by WEU to deal with regional instabilities and ethnic conflicts.
Combined joint special operations task force

DoD - A task force composed of special operations units from one or more foreign countries and more than one US Military Department formed to carry out a specific special operation or prosecute special operations in support of a theater campaign or other operations. The combined joint special operations task force may have conventional non-special operations units assigned or attached to support the conduct of specific missions.

Communications and information system

NATO - Assembly of equipment, methods and procedures, and if necessary personnel, organized so as to accomplish specific information conveyance and processing functions.
Communications network

DoD - An organization of stations capable of intercommunications, but not necessarily on the same channel.
Communications zone

NATO - The area of a theatre of operations immediately to the rear of the area of combat operations, that contains lines of communication, rear command and control organizations, logistics units and agencies, army group and theatre headquarters reserves, etc.

DoD - Rear part of a theater of war or theater of operations (behind but contiguous to the combat zone) which contains the lines of communications, establishments for supply and evacuation, and other agencies required for the immediate support and maintenance of the field forces.

Complex emergency
UN, NATO, USAID – As defined by the UN Inter-Agency Standing Committee (IASC), this is “a humanitarian crisis in a country, region or society where there is total or considerable breakdown of authority resulting from internal or external conflict, and which requires an international response that goes beyond the mandate or capacity of any single and/or ongoing UN country program.”

USAID – 2. Natural or man-made disaster with economic, social and political dimensions. A profound social crisis in which a large number of people die and suffer from war, disease, hunger, and displacement owing to man-made and natural disasters, while some others may benefit from it. Four factors can be measured: the fatalities from violence; the mortality of children under five years of age; the percentage of underweight children under five; and the number of external refugees and internally displaced persons. 

Conflict mitigation

USAID - 1. Efforts to contain and reduce the amount of violence used by parties in violent conflict and engage them in a process to settle the dispute and terminate the violence. 
USAID - 2. The reduction or minimization of violent acts normally targeted toward a specific group in order to compel restraint and restore calm.

Conflict prevention

NATO - 1. The timely recognition and elimination of possible causes of conflict, implying the use of a range of political, diplomatic, military and other methods at early stages in the conflict’s development.

NATO - 2. Activities ranging from diplomatic initiatives to preventive deployment of troops, intended to prevent disputes from escalating into armed conflicts or from spreading. They can include fact-finding missions, consultation, warnings,

inspections and monitoring.

Contingency

DoD - An emergency involving military forces caused by natural disasters, terrorists,

subversives, or by required military operations. Due to the uncertainty of the situation,

contingencies require plans, rapid response, and special procedures to ensure the safety and readiness of personnel, installations, and equipment.
Contingency planning

UN - Preparing likely courses of action dealing with a range of potential scenarios.  This includes such preparatory activities as preparation of maps, identification of sources of equipment and supplies, prepositioning of communications and identification of possible troop-contributing states.

Crisis management

DoD - Measure to resolve a hostile situation and investigate and prepare a criminal case for prosecution under federal law. Crisis management will include a response to an incident involving a weapon of mass destruction, special improvised explosive device, or a hostage crisis that is beyond the capability of the lead federal agency. 
NATO - The coordinated actions taken to defuse crises, prevent their escalation into an armed conflict and contain hostilities if they should result.

USAID - Efforts to keep situations of high tension and confrontation from breaking into armed violence, usually involving threats of force.
Development

USAID - 1. Long-term efforts aimed at bringing improvements in economic, political, and social status and the quality of life of all segments of the population as well as environmental sustainability. 

USAID – 2. Broad-based sustainable development has four components. The first is a healthy, growing economy that constantly transforms itself to maintain and enhance the standard of living. Second, the benefits of economic growth are equitably shared; women, minorities, immigrants, the poor, and the handicapped get a fair deal from economic growth. The third component includes respect for human rights, good governance, a vibrant civil society of non-governmental organizations, and an increasingly democratic society. The fourth is sustainability, which means that in the process of economic growth, we do not destroy the environment, enabling our descendants to enjoy the same or higher standard of living. (Weaver et al 1997: 2-3)

Direct assistance
Face-to-face distribution of goods and services.

Disaster control

DoD - Measures taken before, during, or after hostile action or natural or manmade

disasters to reduce the probability of damage, minimize its effects, and initiate recovery.

Disaster relief

NATO - Assistance and/or intervention during or after disaster to meet the life preservation and basic subsistence needs. It can be of emergency or protracted duration.

Disaster response

NATO - A sum of decisions and actions taken during and after disaster, including immediate relief, rehabilitation, and reconstruction.

Emergency relief operation

NATO - Emergency rescue and other urgent work in response to an emergency, aimed at preserving life and health, reducing environmental damage and material losses, and containing the emergency.

End state

NATO - The political and/or military situation to be attained at the end of an operation, which indicates that the objective has been achieved.

DoD - The set of required conditions that defines achievement of the commander’s

objectives.
Humanitarian action

NATO - The work of international governmental and nongovernmental organizations to ensure the survival or relief of civilians affected by military action in various types of

conflict. 

Humanitarian aid

NATO - Measures taken to relieve civilian hardship, especially when the local authorities are unable to provide the population with staple supplies or make no effort to do so. These measures may be part of a peace support operation or an independent programme.

Humanitarian assistance

NATO - Missions conducted to relieve human suffering, especially in circumstances where responsible authorities in the area are unable, or possibly unwilling, to provide adequate service support to the population. Humanitarian aid missions may be conducted in the context of a peace support operation, or as a completely independent task.

US Marine Corps - Programs conducted to relieve or reduce the results of natural or manmade disasters or other endemic conditions such as human pain, disease, hunger, or privation that might present a serious a serious threat to life or that can result in great damage to or loss of property.  Humanitarian assistance provided by US forces is limited in scope and duration.  The assistance provided is designed to supplement or complement the efforts of the host nation civil authorities or agencies that may have the primary responsibility for providing humanitarian assistance. 
Humanitarian operations

NATO - An operation, usually conducted under the aegis of an international organization, to prevent a humanitarian disaster and to provide humanitarian aid to the civilian population in an area of armed conflict.

Humanitarian and civic assistance

DoD - Assistance to the local populace provided by predominantly US forces in conjunction with military operations and exercises. This assistance is specifically authorized by title 10, United States Code, section 401, and funded under separate authorities. Assistance provided under these provisions is limited to (1) medical, dental, and veterinary care provided in rural areas of a country; (2) construction of rudimentary surface transportation systems; (3) well drilling and construction of basic sanitation facilities; and (4) rudimentary construction and repair of public facilities.  Assistance must fulfill unit-training requirements that incidentally create humanitarian benefit to the local populace. Also called HCA. 

Humanitarian assistance operation

DoD - Military operations providing a secure environment to allow humanitarian relief efforts to progress and includes: Disaster Relief, Refugee Assistance, and Humanitarian and Civic Assistance and Civil Support.

Humanitarian interventions

USAID - Reliance on force for the justifiable purpose of protecting the inhabitants of another state from treatment that is arbitrary and persistently abusive. 

Humanitarian emergency

USAID – 1. Situations in which large numbers of people are dependent on humanitarian assistance from sources external to their own society and/or are in need of physical protection in order to have access to subsistence or external assistance.  
 2. A profound social crisis in which a large number of people die and suffer from war, disease, hunger and displacement owing to man-made and natural disasters, while some others may benefit from it. 

Indirect assistance

DoD - Assistance that is at least one step removed from direct contact with the affected population, often involving such activities as transporting relief goods or relief personnel to an affected area of operation. 

Information management  

Efficient mechanisms for the collection, analysis, storage and accessibility of information for optimal use of information.  This is a key component of civil-military coordination. 

Information support

NATO - The activities of specialized information-processing and analysis centers providing information for officials, agencies and bodies responsible for planning and carrying out a peacekeeping operation and keeping the public informed on progress and results.

Infrastructure support 

Provision of general services, such as road repair, airspace management and power generation, that facilitate relief, but are not necessarily visible to, or solely for, the benefit of the affected population.

Internally displaced persons

NATO - A person who, as part of a mass movement, has been forced to flee his or her home or place of habitual residence suddenly or unexpectedly as a result of armed conflict, internal strife, systematic violation of human rights, fear of such violation, or natural or man-made disasters, and who has not crossed an internationally recognized [national] border.

DoD - Any person who has left their residence by reason of real or imagined danger but has not left the territory of their own country.
USAID - Individuals who have been forced to flee their homes for the same reasons as refugees but have not crossed an internationally recognized border

Internal armed conflict

NATO - A conflict within a state in which armed force is used.  It may have its origin in the activities of extremist, nationalist, religious, separatist or terrorist movements and groupings.  Also called intra-state armed conflict.

Inter-governmental organizations (IGOs)

DoD - Bodies formed by national governments to establish cooperation on issues relating to economics, security, culture, politics, or common geographic concerns.  IGOs are based on charters and treaties, governed by representatives of member governments, and receive funding support from their member nations.   Examples include the United Nations (UN), the North Atlantic Treaty Organization (NATO) and the Organization For Security and Cooperation in Europe (OSCE).   

International Organization (IO)  

DoD - An organization with global mandates, generally funded by contributions from national governments. Examples include the International Committee of the Red Cross, the International Organization for Migration, and United Nations agencies. 
Knowledge management 

DoD - The systematic process and strategy for finding, capturing, organizing, distilling and presenting data, information and knowledge for a specific purpose and to serve a specific organization or community.  Knowledge management addresses the problem of accumulating an overload of data and information without systematic organization and synthesizing to allow presentation and sharing among collaborative partners.      

Large-scale wars

NATO - A war involving a substantial number of states from various regions in the world aimed at achieving fundamental politico-military objectives. 

Limited military action

NATO - The use by a state of military force limited in aims, area and time against other countries or illegal armed formations. It is resorted to by the political and military leaders of a country when the ends pursued do not call for large-scale use of the armed forces, or when this is impossible or undesirable.

Limited war

DoD - Armed conflict short of general war, exclusive of incidents, involving the overt engagement of the military forces of two or more nations.
Low intensity conflict

DoD, USAID - Political-military confrontation between contending states or groups below conventional war and above the routine, peaceful competition among states. It frequently involves protracted struggles of competing principles and ideologies. Low intensity conflict ranges from subversion to the use of armed force. It is waged by a combination of means employing political, economic, informational, and military instruments. Low intensity conflicts are often localized, generally in the Third World, but contain regional and global security implications.

USAID – 2. Conflict involving armed combat or acts of terrorism on a protracted but sporadic basis.

Military operations other than war (MOOTW)

DoD, UN - Operations that encompass the use of military capabilities across the range of military operations short of war. These military actions can be applied to complement any combination of the other instruments of national power and occur before, during, and after war. 
USAID - The range of military actions required by the National Command Authorities, except those associated with major combat operations conducted pursuant to a declaration of war or authorized by the War Powers Limitation Act or a joint resolution of Congress in support of national security interest and objectives. These military actions can be applied to complement any combination of the other instruments of national power.

Minor armed conflict

USAID - Violent conflict in which the total number of battle-related deaths during the course of the conflict is below 1,000. 
Non-governmental organizations (NGOs)

DoD - Private-sector organizations established for many purposes and often specializing in narrowly defined tasks for specific religious, social, charitable or political purposes.  They generally are formed under the laws of a specific nation, are directed by private citizens, and do not generate profits from their activities.  Examples include CARE, Oxfam and World Vision.
Peace operations

DOD - A broad term that encompasses peacekeeping operations and peace

enforcement operations conducted in support of diplomatic efforts to establish and maintain peace.  
UN - Peace support operations [includes preventive deployments, peacekeeping and peace-enforcement operations, diplomatic activities such as preventive diplomacy, peacemaking and peace building, as well as humanitarian assistance, good offices, fact-finding, electoral assistance]

USAID - The umbrella term which encompasses three types of activities: activities with predominately diplomatic orientation, (preventive diplomacy, peacemaking, peace building); and two complementary, predominately military activities, namely peacekeeping and peace enforcement.

Peace support operations 

NATO - Any NATO military operation undertaken in support of peacekeeping. A peace support operation falls under the category of crisis response operations, just as peacekeeping is one aspect of crisis management. 
Peacekeeping

DOD - Military operations undertaken with the consent of all major parties to a dispute, designed to monitor and facilitate implementation of an agreement (ceasefire, truce, or other such agreement) and support diplomatic efforts to reach a long-term political settlement. 
UN - PK [hybrid politico-military activity aimed at conflict control, which involves a United Nations presence in the field (usually involving military and civilian personnel), with the consent of the parties, to implement or monitor the implementation of arrangements relating to the control of conflicts (cease-fires, separation of forces etc.), and their resolution (partial or comprehensive settlements) and/or to protect the delivery of humanitarian relief] 

NATO - The containment, moderation and/or termination of hostilities between or within states, through the medium of an impartial third-party intervention, organized and directed internationally; using military forces, and civilians to complement the political process of conflict resolution and to restore and maintain peace.

USAID - Neutral military or para-military operations undertaken with the consent of all major belligerents, designed to monitor and facilitate implementation of existing truces and support diplomatic efforts to reach a long-term political settlement. 

Peacekeeping operations

UN - PKO [non-combat military operations undertaken by outside forces with the consent of all major belligerent parties and designed to monitor and facilitate the implementation of an existing truce agreement in support of diplomatic efforts to reach a political settlement; 'PKO' covers: peace-keeping forces, observer missions and mixed operations].

USAID - A common term used for various types of activities, such as to resolve conflict; prevent conflict escalation; halt or prevent military actions; to uphold law and order in a conflict zone; conduct humanitarian actions; restore social and political institutions whose functioning has been disrupted by the conflict; and restore basic conditions for daily living. The distinctive feature of peacekeeping operations is that they are conducted under a mandate from the United Nations or regional organizations whose functions include peace support and international security.

Peace-making

DoD - The process of diplomacy, mediation, negotiation, or other forms of peaceful settlements that arranges an end to a dispute and resolves issues that led to it.
UN - [diplomatic process of brokering an end to conflict, principally through mediation and negotiation, as foreseen under Chapter VI of the UN Charter; military activities contributing to peacemaking include military-to-military contacts, security assistance, shows of force and preventive deployments] 

NATO - Diplomatic actions conducted after the commencement of conflict, with the aim of establishing a peaceful settlement.  They can include the provision of good offices, mediation, conciliation and such actions as diplomatic isolation and sanctions. 

USAID - A process of diplomacy, mediation, negotiation, or other forms of achieving peaceful settlements that arrange ends to disputes. 

Peace building

DoD - Post-conflict actions, predominately diplomatic and economic, that strengthen and rebuild governmental infrastructure and institutions in order to avoid a relapse into conflict.

UN - [in the aftermath of conflict; it means identifying and supporting measures and structures that will solidify peace and build trust and interaction among former enemies, in order to avoid a relapse into conflict; often involves elections organized, supervised or conducted by the United Nations, the rebuilding of civil physical infrastructures and institutions such as schools and hospitals, and economic reconstruction]. 
NATO - Post-conflict action to identify and support structures which will tend to strengthen and consolidate a political settlement in order to avoid a return to conflict. It includes mechanisms to identify and support structures which will tend to consolidate peace, advance a sense of confidence and wellbeing and support economic reconstruction, and may require military as well as civilian involvement. 

USAID – 1. The employment of measures to consolidate peaceful relations and create an environment that deters the emergence or escalation of tensions, which may lead to conflict. 
2. The effort to promote human security in societies marked by conflict. The overarching goal of peace building is to strengthen the capacity of societies to manage conflict without violence, as a means to achieve sustainable human security. 

Peace enforcement

DoD - Application of military force, or the threat of its use, normally pursuant to international authorization, to compel compliance with resolutions or sanctions designed to maintain or restore peace and order.

USAID – 1. The application of military force or threat of its use, normally pursuant to international authorization, to compel compliance with generally accepted resolutions or sanctions to maintain or restore peace and support diplomatic efforts to reach a long-term political settlement. The primary purpose of peace enforcement is the restoration of peace under conditions broadly defined by the international community.

2. The use or threat of armed force as provided for in Chapter VII of the United Nations Charter aimed at restoring peace by military means such as in Korea (1950-1953) or Iraq (1991). It can take place without the agreement and support of one or all of the warring parties. It can refer to both an inter-state and an intrastate conflict, to [serve] the mitigation of a humanitarian emergency or in situations where the organs of state have ceased to function. Peace enforcement actions include carrying out international sanctions against the opposing sides, or against the side that represents the driving force in the armed conflict; isolating the conflict and preventing arms deliveries to the area, as well as preventing its penetration by armed formations; delivering air or missile strikes on positions of the side that refuses to halt its military actions; and rapid deployment of peace forces to the combat zones in numbers sufficient to carry out the assigned missions, including the localizing of the conflict and the disarming or eradicating of any armed formations that refuse to cease fighting. 

Refugee

Nato - Any person who, owing to a well-founded fear of being persecuted for reasons of race, religion, nationality, membership of a particular social group or political opinion,

is outside the country of his nationality and is unable, or owing to such fear is unwilling, to avail himself of the protection of that country; or who, not having a nationality

and being outside the country of his former habitual residence as a result of such events, is unable, or owing to such fear is unwilling, to return to it.

DoD - A person who, by reason of real or imagined danger, has left their home country or

country of their nationality and is unwilling or unable to return. 

USAID - 1. A person who, owing to a well-founded fear of being persecuted for reasons of race, religion, nationality, or membership of a particular social group or political opinion, is outside the country of his nationality and is unable or, owing to such fear, is unwilling to avail himself of the protection of that country. 

 2. Every person who, owing to external aggression, occupation, foreign domination or events seriously disturbing public order in either part or the whole of his country of origin or nationality, is compelled to leave his place of habitual residence in order to seek refuge in another place outside his country of origin or nationality.

Stability operations

DoD - Military and civilian activities conducted both in peacetime and across the full spectrum of conflict in to establish order in failed or failing states and regions.  
Sector

DOD, NATO, UN - 1. An area designated by boundaries within which a unit operates, and for which it is responsible. 2. One of the subdivisions of a coastal frontier.
3. A distinct subset of a market, society, industry, or economy, whose components share similar characteristics.

Small war

NATO - A range of ancillary, often improvised actions designed to inflict losses on an enemy wherever possible and by all available means in order to obtain decisive results on the main fronts in an armed struggle.

APPENDIX B 

INTERNET WEB SITES

http://www.adra.org Adventist Development and Relief Agency International

http://www.aims.org.af/ Afghanistan Information Management Service (AIMS)

http://www.accord.org.za/ African Center for the Constructive Resolution of Disputes (ACCORD)

http://www.interaction.org/ American Council for Voluntary International Action (InterAction)

http://www.redcross.org/ American Red Cross

http://www.ajws.org/ American Jewish World Service

http://www.amnesty.org/ Amnesty International
http://www.bwanet.org Baptist World Alliance

http://www.ccep.ca Canadian Center for Emergency Preparedness 

http://
www.care.org/ CARE

http://www.catholicrelief.org/ Catholic Relief Services

http://www.cooperationcenter.org Center for Humanitarian Cooperation (CHC)

http://coe-dmha.org Center of Excellence in Disaster Management and Humanitarian Assistance

http://www.cdc.gov/ Centers for Disease Control and Prevention (CDC)

http://www.churchworldservice.org/index.html Church World Service

http://europa.eu.int/comm/environment/civil/ Civil Protection within the European Countries

http://www.leavenworth.army.mil/milrev/download/english/Mar

Apr03/archer.pdf Civilian and Military Cooperation in Complex Humanitarian Operations, by Sarah E. Archer

http://www.rmcs.cranfield.ac.uk/dmc/ddmsa/dmc Cranfield Disaster Management Center

http://www.un.org/Depts/dpko/dpko/cu_mission/body.htm Current Peacekeeping/Building Missions

http://www.directrelief.org/ Direct Relief International

http://www.disaster.co.za/index.php Disaster Management Institute of South Africa (DMISA)

http://www.disasterrelief.org/ DisasterRelief

http://www.udel.edu/DRC/ Disaster Research Center (DRC)

http://www.drasticom.org Drastic
http://www.the-ecentre.net/ E-Center provides distance learning training material for the Asia Region, the e-library provides material mainly from UNHCR.

http://epix.hazard.net Emergency Preparedness Information Exchange (EPIX)

http://europa.eu.int/comm/echo/en/index_en.htm European Community Humanitarian Office (ECHO)

http://www.fema.gov Federal Emergency Management Agency (FEMA)

http://www.international-alert.org/ Focuses on generating greater international and regional political awareness of the deep-seated causes of modern violent conflict.

http://www.fao.org Food and Agriculture Organization (FAO)

http://www.gcsp.ch/e/index.htm Geneva Center for Security Policy

http://www.dcaf.ch Geneva Center for the Democratic Control of Armed Forces

http://www.idpproject.org Global Internally Displaced Persons (IDP) Project

http://www.globalsecurity.org/ GlobalsSecurity.org

http://www.grassrootsonline.org/ Grassroots International

http://www.habitat.org/ Habitat for Humanity International

http://www.humaninet.org HumaniNet
http://www.humanitarianinfo.org Humanitarian Information Centers (support the coordination through products and services)

http://www.hrw.org/ Human Rights Watch
http://www.irinnews.org Integrated Regional Information Network

http://www.internationalaid.org International Aid

http://www.idrmhome.org International Institute for Disaster Risk Management (IDRM) Formerly the Asia Pacific Disaster Management Center (APDMC)

http://www.idea.int/index.cfm International Institute for Democracy and Electoral Assistance

http://www.icva.ch/ International Council of Voluntary Agencies (ICVA)

http://www.crisisgroup.org/home/index.cfm International Crisis Group

http://www.ijm.org International Justice Mission

http://www.iom.int International Organization for Migration (IOM )

http://www.iocc.org International Orthodox Christian Charities (IOCC)

http://www.reliefweb.int/insarag/ International Search and Rescue Advisory Group (INSARAG)

http://www.theIRC.org International Rescue Committee

http://www.ird-dc.org/index.shtml International Relief and Development, inc.

http://www.charity.org/ International Service

http://www.islamic-relief.com/ Islamic Relief
http://www.jha.ac/ Journal of Humanitarian Assistance (Bradford University)

http://www.humanitarianinfo.org/iasc/publications.asp Key documents related to Civil-Military Relations and Inter-Agency Coordination

http://www.lwr.org/ Lutheran Relief Services

http://www.doctorswithoutborders.org/ Medecins Sans Frontieres 

http://www.medpeace.org Medicine for Peace (MFP)

http://www.mcc.org/ Mennonite Central Committee

http://www.mercycorps.org Mercy Corps International (MCI)

http://ochaonline.un.org/mcdu Military Civil Defense Unit (MCDU) a specialized unit within the Office for the Coordination of Humanitarian Affairs (OCHA) for the mobilization of Military and Civil Defense Assets

http://www.ihlresearch.org/iraq/ Military Occupation of Iraq: Application of IHL and the Maintenance of Law and Order

http://www.nato.int/ifor/general/acronyms.htm NATO/Military Acronyms

http://www.nten.org Nonprofit Technology Enterprise Network
http://www.OneWorld.net OneWorld.net
http://www.oecd.org/ Organization Economic Co-operation and Development (OECD)
http://www.odi.org.uk/about.html Overseas Development Institute, think-tank on international development and humanitarian issues
http://www.oxfam.org/ OXFAM International

http://www.pdc.org Pacific Disaster Center

http://www.paho.org Pan American Health Organization (PAHO)

http://www.pims.org Partnership for Peace Information Management System

http://www.reliefweb.int Reliefweb

http://www.iciss.ca/report-en.asp Report of the International Commission on Intervention and State Sovereignty, "The Responsibility to Protect".

http://www.savethechildren.org/ Save the Children

http://www.sfcg.org/ Search for Common Ground

http://www.smartindicators.org Standardized Monitoring and Assessment of Relief and Transition (SMART)

http://www.globalsecurity.org/military/facility/sofa.htm Status of Forces Agreement (SOFA), History

http://www.seismo.ethz.ch Swiss Seismological Service, web links to other pages, list of most recent quakes

http://www.alertnet.org The Internet service for the relief community and anyone interested in the world of aid agencies.

http://www.cdera.org The Caribbean Disaster Emergency Response Agency, Managing Disasters with Preparedness

http://www.cdainc.com The Collaborative for Development Action is a small consulting firm specializing in issues surrounding humanitarian assistance.

http://www.proventionconsortium.org The Consortium functions as a network to share knowledge and to connect and leverage resources to reduce disaster risk.

http://www.cred.be The CRED/OFDA initiative responds to this need by making available a specialized, validated database on disasters that facilitates preparedness, thereby reducing vulnerability to disasters and improving disaster management.

http://dmc.engr.wisc.edu/about/ The Disaster Management Center (DMC), University of Wisconsin/Madison

http://www.icrc.org The International Committee of the Red Cross and Red Crescent (ICRC)

http://www.sipri.org The Stockholm International Peace Research Institute (SIPRI) studies Conflict and Peace Enforcement and the Conflict Prevention.

http://www.unsystem.org The UN System, links to all entities

http://www.un-ngls.org/ The United Nations Non-Governmental Liaison Service (NGLS) Roundup is produced for NGOs and others interested in institutions, policies and activities of the UN System

http://www.postconflict.gov.uk/  UK Post conflict reconstruction unit
http://www.dfid.gov.uk/  UK Department for International Development
http://www.undmtp.org UN Disaster Management Training Program, Training inventory UN Training Modules; 18 Modules

http://ochaonline.un.org/mcdu UN-CM Coordination Training, Curriculum

http://www.reliefweb.int/undac/ UN Disaster Assessment and Coordination

http://www.jha.ac/articles/a068.htm Understanding the priorities for Civil-Military Co-operation (July 2001), The Journal of Humanitarian Assistance

http://coe-dmha.org/Unicef/UNICEF2FS.htm UNICEF Humanitarian Principles Training, On-line session

http://www.unicef.org United Nations Children Fund (UNICEF)

http://www.undp.org United Nations Development Program (UNDP)

http://www.unhcr.ch United Nations High Commissioner for Refugees (UNHCR)

http://www.un.org United Nations Home Page

http://www.unjlc.org United Nations Joint Logistics Center (UNJLC)

http://ochaonline.un.org UN Office for the Coordination of Humanitarian Affairs (OCHA)
http://
www.state.gov US Department of State
http://www.state.gov/s/crs/ US Department of State Office of the Coordinator for Reconstruction and Stabilization

http://www.usaid.gov US Agency for International Development

http://www.usgs.gov US Geological Survey; Earthquakes, Hurricanes, etc.

http://www.usaid.gov/hum_response/ofda U.S. Office of Foreign Disaster Assistance (OFDA)

http://ocha.unog.ch/virtualosocc/ Virtual Operations Coordination 

http://www.wfp.org World Food Program (WFP)

http://www.who.int World Health Organization (WHO)

http://www.wr.org/ World Relief

http://
www.worldvision.org World Vision

 

APPENDIX C

DoD/Military Documents, Field Manuals, Joint Publications

1. “Transforming for Stabilization and Reconstruction Operations”, Hans Binnendijk and Stuart Johnson, National Defense University, 2004.

2.  “DoD Net-Centric Data Strategy”, ASD NII, May 9, 2003

3.  DoD Instruction 8110.1, Multinational Information Sharing Networks Implementation, 6 February 2004

4. FM 100-23 Peace Operations

5. FM 100-6 Information Operations

6. FM 3-07 Stability Operations and Support Operations

7. FM 3-07.31 Peace Operations: Multi-Service Tactics, Techniques and Procedures for Conducting Peace Ops

8. FM 27-5, Manual of Military Government and Civil Affairs, 1940 

9. Joint Publication 3-0, “Doctrine For Joint Operations”

10. Joint Publication 3-07, “Joint Doctrine for Military Operations Other Than War”

11. Joint Publication 3-07.3, “JTTP For Peace Operations”

12. Joint Publication 3-07.6, “JTTP for Humanitarian Assistance”

13. Joint Publication 3-08, “Interagency Coordination During Joint Operations”

14. Joint Publication 3-57, “Joint Doctrine for Civil-Military Operations”

15. Joint Publication 3-57.1, “Joint Doctrine for Civil Affairs”

16. Interagency Management of Complex Crisis Operations (Handbook), NDU, January 2003

17. Defense and Technology Paper: “Transforming the Reserve Component,” NDU Center for Technology and national Security Policy

18. GTA 41-01-003, Civil Affairs Foreign Humanitarian Assistance Planning Guide, JQ department of the Army

19. Defense Science Board, Report of the Defense Science Board 2004 Summer Study on Transition to and From Hostilities.  (December 2004) 

Other Agency Handbooks, Guidelines, & Strategies:

1.  United Nations High Commissioner for Refugees Handbook for Emergencies
2.  United Nations Civil-Military Coordination handbook  

3.  United Nations Disaster Assessment and Coordination Field Handbook

4.  World Health Organization booklet New Emergency Health Kit
5.  United Nations Children’s Fund handbook entitled Assisting in Emergencies 

6.  U.S. State Department’s Bureau for Population, Refugees, and Migration

    Assessment Manual for Refugee Emergencies
7. U.S. Public Health Service Handbook of Environmental Health

8. World Food Programme Contingency Planning Guidelines

9.  Field Operations Guide (FOG) for Disaster Assessment and Response Version 3.0,     the U.S. Agency for International Development/Office of Foreign Disaster Assistance    (OFDA)

10. Worldwide Humanitarian Assistance Logistics System (WHALS) Handbook, IDA

11. Handbook on Emergency Telecommunications, 2005, ITU

12. Guide to IGOs, NGOs and the Military in Peace and Relief Operations, Aall et.al.,   USIP

13. NGO Coordination at Field Level: A Handbook, John Bennett, ICVA

14. US Agency for International Development (USAID), Fragile States Strategy.     (January 2005).  

15. UN OCHA Civil-Military Coordination training material, 2005

16. Guidelines On The Use of Military and Civil Defence Assets To Support United   Nations Humanitarian Activities in Complex Emergencies, March 2003

US Government Agency, Multinational Organization, and Research Center Studies and Working Papers:

1. “Creating a Common Communications Culture”, USIP, Virtual Diplomacy Initiative, 2004 

2. “Winning the Peace: An American Strategy for Post-Conflict Reconstruction’, edited by Robert C. Orr, The CSIS Press, Washington, D. C., 2004

3. “Multilateral Interoperability Programme: The C2 Information Exchange Data Model”, Greding, Germany, October 1, 2004.

            Miscellaneous S&R related briefing material, Martin Lidy, IDA, 2005

4. “ Humanitarian Knowledge Management”, Dennis King, U.S. Department of State, Humanitarian Information Unit, ISCRAM Conference, April 2005.

5. “Pre- and Post-Conflict Stability Operations,” Joint DARPA & CSIS Workshop, June 2004

6. Hamre, John, “Civilian Post-Conflict Reconstruction Capabilities,” CSIS Document, March 2003

7. Thie, Harry, et. al, “Framing a Strategy For Joint Officer Management: Preparing Officers for Interagency and Multinational Service,” RAND Publication.

8. “Towards Interoperability in Crisis Management,” USIP, September 2003

9. Amb. Pascual, Carlos (S/CRS), “Unifying Our Approach to Conflict Transformation,” Remarks Assoc. of the US Army Conference, October 2005

10. “Building Civilian Conflict-Response Capabilities,” S/CRS Document, May 2005

11. Hayes & Sands, “Doing Windows: Non-Traditional Military Responses to Complex Emergencies,” DODCCRP Publication.

12. Robert M. Perito, Where is the Lone Ranger When You Need Him?, United States Institute of Peace, Washington, D.C., 2004

13. Hans Binnendijk and Stuart Johnson (ed.), “Transforming for Stabilization and Reconstruction Operations,” Center for Technology and National Security Policy, National Defense University, Washington, D.C., 15 December 2003

14. William Flavin, Civil-Military Operations: Afghanistan, U.S. Army Peacekeeping and Stability Operations Institute, Carlisle, PA, Draft 3.2, 8 June 2004

15. Anthony H. Cordesman, The “Post-Conflict” Lessons of Iraq and Afghanistan, Center for Strategic and International Studies, 19 May 2004

16. Ray S. Jennings, The Road Ahead: Lesson in Nation Building from Japan, Germany, and Afghanistan for Postwar Iraq, U.S. Institute of Peace Peaceworks No. 49, Washington, D.C., April 2003

17. Lessons from Bosnia: The IFOR Experience, 1998, Lessons from Kosovo: The KFOR Experience, 2002, Larry Wentz (ed.), DoD Command and Control Research Program, Washington, D.C.

18. “America’s Role in Nation-Building From Germany to Iraq,” James Dobbins, RAND, 2003.

19. “Lessons from the Past: The American Record on Nation Building,” Minxin Pei and Sara Kasper Carnegie Endowment for International Peace, 2003.

20. “Burden of Victory,” James T. Quinlivan, RAND Review, Summer 2003

21. “Iraq’s Post-Conflict Reconstruction: A Field Review and Recommendations,” Dr John Hamre, CSIS, 2003

22. Playing to Win and A Wiser Peace: An Action Strategy for A Post-Conflict Iraq, CISI Report, January 2003

23. Post-Conflict Reconstruction Task Framework, CISI Report, 2002

24. “Winning the Peace: An American Strategy for Post-Conflict Reconstruction’, edited by Robert C. Orr, The CSIS Press, Washington, D. C., 2004

25. “Engineering the Peace: The Military Role in Post-Conflict Reconstruction,” Col Garland Williams, USIP

26. The Sphere Project: Humanitarian Charter and Minimum Standards in Disaster Response, First final edition 2000, Oxfam Publishing ISBN 0-85598-445-7

27. Report on Integrated Missions: Practical Perspectives and Recommendations Independent Study for the Expanded UN ECHA Core Group, May 2005

28. UN OCHA, Civil-Military Relationship in Complex Emergencies- An IASC Reference Paper -28 June 2004

29. UN OCHA, Use Of Military Or Armed Escorts For Humanitarian Convoys, 2001
30. AJP-9: NATO Civil-Military Co-Operation (CIMIC) Doctrine, 2001

31. Post-Conflict Reconstruction ESSENTIAL TASKS, Office of the Coordinator for Reconstruction and Stabilization Department of State, April 2005

32. “A Bridge Too Far: Aid Agencies and the Military in Humanitarian Response,” Barry, J.& Jefferys, A., Humanitarian Practices Network, January 2002

33. “Respect for Humanitarian Mandates in Conflict Situations,” IASC Document, 1996

34. On the Brink: Weak States and US National Security, Center for Global Development Commission on Weak States and US National Security, June 2004  

35. Building Capacity for US Stability Operations: The Rule of Law Component, USIP  Special Report 118, April 2004  

36. “Humanitarian Coordination: Lessons from Recent Field Experience,” A study commissioned by the UN OCHA, June 2001 

37. Gompert, David, et al, “Stretching the Network: Using Transformed Forces in Demanding Contingencies Other Than War,” RAND Publication, 2004

Other Publications:

1. Barnett, T, The Pentagon’s New Map:  War and Peace in the 21st Century, G.P. Putnam’s Sons, New York, 2004

2. “Nation Building 101”, Francis Fukuyama, The Atlantic Monthly, January/February 2004

3. Fallows, J, “The Hollow Army,” The Atlantic Monthly
4. Traub, J, article “Making Sense of the Mission,” New York Times magazine, 11 April 2004

5. Latham, R, Bombs And Bandwidth, The New Press

6. Phillips, D, Losing Iraq: Inside the Postwar Reconstruction Fiasco, Westview Press

7. Schultheis, B, Waging Peace, Gotham Books

8. Carlos Pascual and Stephen Krasner.  “Addressing State Failure,” Foreign Affairs, vol. 84. no.4, 153. July/August 2005, 153-164
9. Jock Covey, Michael J. Dziedzic and Leonard R. Hawley, eds.  The Quest for Viable Peace:  International Intervention and Strategies for Conflict Transformation.  U.S. Institute of Peace/Association of the U.S. Army, Washington DC: US Institute of Peace, 2005
10. Collier, P,  Development and Conflict, Oxford University, October 2004  
APPENDIX D

Civil-Military Interaction Advice from Strong Angel

Eric Rasmussen, MD, FACP

Fleet Surgeon, Third Fleet

27 June 2000 Rim of the Pacific 2000

The summary thoughts below have been very liberally borrowed from smart people. Some are previously published, some are original statements from Strong Angel participants, and some are just our discussed and considered opinion of a productive way to do things. Few are likely to be innovative. It has been found though interviews that lessons learned the hard way tend to repeat themselves with no prompting.

For reference purposes, there are three general categories of civil-military interaction: 

· Conflict management (both intervention and post-conflict rebuilding)

· Natural disaster response

· Complex emergency support

 

Ten Commandments

 

1) The military should generally not be in overall charge. The JTF Commander should be clearly subordinate to civilian authorities whenever possible. This: 
i) Sets a democratic process in place that's reassuring to the population served 

ii) Sets expectations for the levels of responsibility 

iii) Keeps the military footprint to an absolute minimum 

          (1) With a transition requirement apparent daily 

iv) Allows some mission drift (a desirable flexibility) while minimizing mission creep 

v) Maintains a coordinated Host Nation Support mandate 

          (1) Establish the scope of that mandate early and often 

2) Technology cannot substitute for personal interaction
i) Use all available modes of communication

(1) Decide in common when and how to use technology

(2) Don’t assume face-to-face is ideal, but it’s a good default

ii) Agree early on common definitions of important terms

iii) Do not assume that each understands the other. Cultural differences can be subtle, but profound 

iv) Get out and talk with counterparts frequently. Share food and drink, equipment and resources. It’s proven to save lives.

3) Personalities are more important than processes 

i) Don't throw away the book; thoughtful and experienced people wrote it, but be able to flex. You're the one on the scene. Value your own leadership in context. 

4) Know the cultures and issues that surround you. 
i) Avoid imposing your standards and beliefs, but remember that there are international declarations defining fundamental human rights and we've subscribed to them. 

ii) Avoidable misunderstandings can cause distracting escalations 

iii)  Strive for impartiality to the sides within the conflict 

iv) Breadth of understanding fosters a better recognition of the scope of your real task. Educate your people. 

5) Work on building communications networks as you begin to plan 
i) Key people need to communicate early across organizations. Make sure the Civ can talk to the Mil, the Mil to the Civ, and that both need to frequently.

ii) Provide power where it's needed.  All forms 

iii) Get a multi-pathway phone book out and keep it updated 

iv) If you can't communicate, you can't coordinate 

6) Centralize planning and de-centralize execution. 
i) Trust your people, but be thoughtful about whom you empower 

7) Coordinate everything with everybody to the greatest possible extent 
i) Few issues will doom a civil-military mission more quickly than the perception of arrogance on either side. Both sides employ professionals. Both sides have agendas. Good work is still possible. 

ii) The troops need to know their role in the larger picture. Again, educate your people. 

8) Remember that the UN agencies are distinct, anarchic, and highly effective 
i) UN agencies agree through collaboration and consensus. Don't try to impose force. 

ii) UN agency technical communications structure has often been the best in the area 

iii) The UN is no monolith. It is more than fifty agencies with various management structures, but a common theme is that the management is often very flat; occasionally directly from highest headquarters to a local representative in the field. 

iv) UN agencies consider their mandate to be externally focused while we often look at "self" and "other", with an internal focus. Not necessarily wrong either way, but very different. This is worth remembering. 

v) UN agencies were there before, are there now, and will be there afterwards. They know a lot about the neighborhood and they understand the situation. They know we're going to leave as soon as we can and that affects our interaction. 

vi) UN agencies look to the military to provide four areas of support: “LISH” 

          (a) Logistics support (particularly heavy lift) 

          (b) Information (particularly local conditions) 

          (c) Security (of UN and other non-governmental staff) 

          (d) Health (primary care for the UN staff) 

vii) The key to success will be coordinating and cooperating 

9) Senior Commanders and Staffs need education and training for non-traditional roles 
i) Troops need awareness and understanding. Push the situational awareness out as far as you can. Educate your people (noted a third time...) 

10) Even in a seemingly simple operation there WILL BE more media and more politics than anticipated. Be fair and be consistent. 
The summary thoughts below have been very liberally borrowed from smart people. Some are previously published, some are original statements from Strong Angel participants, and some are just our discussed and considered opinion of a productive way to do things. Few are likely to be innovative. It has been found though interviews that lessons learned the hard way tend to repeat themselves with no prompting.

Twenty Recommendations

 

1) Under-promise. Over-perform. 
i) Repeat your intentions over and over, doing everything possible to prevent false expectations 

ii) Make sure you complete the task you promised 

iii) Build sustainable solutions that can be effectively transitioned to national agency management. 

iv) Make sure it's legal to make the promises you choose to make 

(1) Standards of Conduct and Rules of Engagement can be exceptionally complicated for all concerned 

          (2) Keep the lawyers within your inner circle 


2) The humanitarian intent should remain primary even against odds. Let it drive the operation.

3) Ensure all planning is Joint. 
i) Use your sister Services. Play to everyone's strengths. 

4) Synergy between the civilian and military arenas can be found through an awareness of mutual advantage within the continuum of effort. 
i) Help each party see the valuable reasons for working together. 

ii) Ensure they have those reasons. 

5) A Civil-Military Operations Center, in function if not in physical space, will be indispensable 
i) Break down the razor-wire barriers. Invite partners in. Choose neutral territory whenever possible. Avoid owning the space. 

          (1) Co-location improves the cohesiveness of effort 

          (2) Problems can be solved in a common forum 

          (3) Issues discussed elsewhere can be voted upon collectively 

6) Women in uniform can be a reassuring presence to an affected population 
i) Remember that 85% of recent affected populations have been women and children 

ii) May distinguish the image of our new military presence over the local traditional military presence, increasing acceptance and improving rapport quickly 

7) Avoid compartmentalized planning. 
i) Communication is hard enough. Don't compound the problem. 

8) The two components likely to fail most frequently are communications and lift. 
i) Expect it. Plan in parallel layers. 

ii) Keep a bedrock communications layer as a lowest common denominator across all boundaries and use it daily. Make it routine for everyone.

9) Readiness should not be confused with sustainability. 
i) Be ready for high-end force projection going in, with secure logistics to follow quickly. The sustainment force composition is very different, is rarely on tap, and must be accounted early. 

10) The psychological costs of sustainment are disproportionately placed on the shoulders of the best talent. Protect them. 
11) An afloat CMOC offers security, hygiene, and rest. While imperfect, it's a proven asset for some situations. 
i) Naval assets in a coastal region provide presence, poise, and protection. Bringing meetings aboard can be a welcome respite for all players, but it's not neutral and may be dangerous for those who must avoid misperceptions. 

ii) In some circumstances, early, formative discussions between new partners (a Humanitarian Planning Team) can take place afloat, then move ashore when ready. 

12) Critical Incident Stress Response within the care providers can prove disabling. 
i) Ensure resources are available for support. Most people have never seen what your personnel will have to endure daily. 

13) Establish liaisons with stakeholders at every possible level, inserting full-time live bodies from coordinating agencies (e.g. the UN, USAID, senior NGOs) wherever it seems valuable and where you can: 
i) Within the Host Nation infrastructure 

ii) Within the local population groups 

iii) Within the coalition partners 

14) Establish pre-conditions for deployment wherever you can within 
i) Host nation agreements (through the Embassy, a Country Team, or a UN agency) 

ii) International participants in the Theater 

iii) UN agencies 

iv) Donor nations and agencies 

15) Establish a secure environment for the conduct of your mandate 
i) Establish freedom of movement 

ii) Neutralize the effectiveness of the belligerents in a fair and equitable manner across factions when possible 

iii) Establish and maintain working relationships with the Host Nation, most frequently through the Embassy with a coordinating UN agency 

iv)  Be prepared to support humanitarian operations. They are often the core of the solution 

v) Be able to monitor, verify, and report on (and to) your major stakeholders 

16) Information Operations can improve safety and security during transitions to sustainment 
i) Conversely, in a digital age, communication dependent upon data links is inherently fragile and temptingly vulnerable. Expect failures. Plan multiple redundancies for critical paths. 

ii) Use your PSYOPS and Civil Affairs teams early. May save lives. 

17) Situational awareness will be problematic. 
i) Maps should be held in common and briefed in common. They are a critical resource and an opportunity for early rapport.

          (1) Declassify information early and often to the greatest possible extent 

ii) Daily briefs across topic areas should be held with all major stakeholders 

          (a) Safety and Protection 

          (b) Food 

          (c) Logistics transport 

          (d) Social services 

          (e) Domestic needs 

          (f) Health and nutrition 

          (g) Water and sanitation 

          (h) Education 

          (i) Shelter 

          (j) Income generation 

          (k) Environmental protection 

          (l) Agency operational support 

          (m) Public Information 

          (n) Budgets 

          (o) Exit Strategy 

18) Information that needs to be tracked constantly: 
(a) Deployment of Armed Forces 

(b) Stock at a glance 

(c) Stock position, location 

(d) Market price of food grains 

(e) Maps: storing places and ports 

(f) Shipping Schedules 

(g) Position of Ships 

(h) Unloading details 

(i) Food movement programs 

(j) Internal Procurement 

(k) Maps: Situation Maps of affected areas (e.g. landmines...) 

(l) Relief Activities 

(m) Cash Allocated 

(n) Damage Reports 

(o) Foreign Relief arrivals 

19) Key initial decisions to make: 
i) Weapons status: When civilian and military are working together, consider reducing the personal weapons load out to the absolute minimum level required. 

ii) Host Nation ability to provide an appropriate and adequate level of security 

          (1) Try to augment and build. Not replace and take over. 

iii) Medical support and social sensitivities 

iv) Whether Civil Affairs teams are to do humanitarian assessments using tools held in common with UN relief agencies and NGOs 

v) Means of communication coordination: Chose lowest common denominator. Include all possible parties.

vi) Imaging is necessary.  Get the products to the people who really need it. 

          (1) Again, declassify quickly 

vii) Determine how to get information to the people who need the most support.  Remember those 19 year olds in desert cammies on a street corner, implementing foreign policy with no strategic or operational view. Keep their educational needs paramount.

20) Know the environment 
a) Weather, dust, mud, insects, diseases, and the impact each has on equipment and personnel 

 

Thirty Advisories

 

1) Decide on the image you want to portray and stick to it. 

2) Start and restart key institutions early 

    a) Medicine, education, water, telephone services, electrical power, churches 

    b) Begin the restoration of normalcy in areas that can transition early 

    c) Stay involved enough to ensure the re-start is sustainable 

3) Don't make enemies but, if you do, don't treat them gently.

4) Encourage innovation and non-traditional approaches. Then listen when you get them. 

5) Plan early and include everyone. This can't be stressed enough. 

6) Determine the commander's intent, the centers of gravity, a mission analysis from the intent and those centers, an end state, measures of effectiveness toward that end state, and a phased exit strategy toward a transition to normalcy 

7) Remain aware of other operational commitments elsewhere that may tax your resources and replenishment options. There have been unwelcome historical surprises. 

8) Initial and replenishment manning will fall short in medical, dental, construction, port operations, and other specialist areas. Few services are deep in skilled personnel anywhere in this new millennium. 

9) Avoid becoming the carrier of the United States checkbook. That can create a falsely inflated economy that is very hard on the rest of the local population. 

10) Medical facilities have historically been looted and destroyed early. 

11) Other skilled local staffs are often gone by the time we get there. Construction, electrical, plumbing, teachers, doctors, nurses, midwives, and so forth can be hard to find when you need them. 

12) Be aware of the local anti-intervention PSYOPS campaign that may be waged against you 

13) Decide whether you need better maps and charts early and get the surveys started 

        a) Don't forget to share 

14) Recognize that fear of the military will be a constant impediment for many people at some level. It will be essential for you to understand the conflict issues, parties, and history 

15) Identify your budget and financial sponsors early, and recognize that all players present have both 

16) Also note that all participants have media requirements to one degree or another. Don't fight a tidal wave. Assist each other in the common goal of ensuring each is (and looks) useful to the sponsoring agencies 

17) Recognize that military priorities for early self-sustainment may not be shared by all parties present. Offload and airlift schedules will be controversial if transport logistics are difficult and controlled by the military. 

18) Investigations of events that may later be evidence of war crimes will be an early requirement, often within the first 48 hours within the area. Be prepared to interview in the native language, photograph sites and subjects, and then archive the developing documentation. This has historically gone poorly and the guilty have gone free. 

19) Be prepared to offer religious services to affected populations. In many areas of the world such services are an overriding concern. Hosting appropriate religious services can sometimes defuse significant tension. 

20) There is never enough scalable amphibious lift in a coastal operation 

21) Make early arrangements for a mobile public address system and loan it to your partners when they need it.

22) Form an early RF communications link between the military, USAID, and the UN agencies 

23) There should be an area available for informal discussions with coffee, tea, and a few chairs. Much gets accomplished in an informal context, one-on-one, face-to-face. 

24) The UN agencies need a separate area to work together apart from the military. Don't resent it; their safety is dependent upon impartiality, and they have no weapons. In addition, they will be there far longer than most military staff and may well stay in better, long-term billeting. Avoid jealousy. Avoid mocking. They know they'll be there long after we've gone. 

25) Early formation of a Combined Logistics Cell that incorporates everyone saves a lot of time, money, and frustration. WFP is especially talented at logistics and is a useful resource. 

26) Power fails. Have backup manual methods for anything important that requires electricity. There are many painful lessons on record. 

27) Have a central area for posting decisions, messages, and schedules 

28) Remember that more than half of our recent populations have been under age 15. We need preparation to handle children in large numbers. Use UNICEF. They are prepared to manage many "vulnerable population" issues, including child soldiers. 

29) The UN agencies are very reluctant to depend on the military for core services support. Our military priorities are altered on short notice from authority outside of our control, potentially affecting UN agency provisioning to an affected population with little warning and with no recourse. They won't rest easily if we're the sole source for something important. 

30) Ensure all of your personnel understand their Standards of Conduct and Rules of Engagement. The carrying of small laminated cards has proved useful.







� NGO is a term normally used by non-U.S. organizations.  It is the equivalent of the term PVO, or private voluntary organization, sometimes used by U.S. groups.
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Field Coordination Mechanisms: Technical Means
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Disaster Relief and Strategic Telecommunications Infrastructure Company (DRASTIC)
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Commercial ICT Near Global Coverage

Commercial ICT Fly Away Packages Used By Deployed Military Forces, Civilian Orgs, IOs and NGOs
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An Overview of Transformation …



SJFHQ and its Enabling 



Capabilities



 



Joint Staff Update



Its About Transformation…



  - Changing How We Think …



    - Transforming How We’ll Command Joint Military Operations 



      - Training the Way We Will Command Joint Forces 



        - Enabling Decision Superiority and Rapid Execution



Mr. Stephen Runals 



SJFHQ (P)



JFCOM/SJFHQ
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The Requirement











DPG:  To strengthen joint operations, the Geographic Combatant Commanders will establish SJFHQs by FY 2005 reflecting standards established by Joint Forces Command and incorporating lessons learned from Millennium Challenge 02. Each SJTF HQ’s will have a standardized joint C4ISR architecture. 



CJCS:  Memo 02 Nov 01 directed USJFCOM to develop a SJFHQ model NLT FY 04 capable of implementation by all Geographic Combatant Commanders during FY 05.



CJCS:  Implementation Guidance 05 Mar 03 - SJFHQ must strike a balance between standards/commonality and RCC uniqueness …. The SJFHQ will be composed of a full-time, coherent team that is mission-tailored and led by a senior officer who reports directly to the combatant commander. 
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SJFHQ Fielding Assumptions



				The SJFHQ is an integrated part of RCC HQs day-to-day and crisis response planning and operations process



				RCC will have a common CIE which includes the SJFHQ



				Required facilities will be in place for implementation



				Strike a balance between standards / commonality and RCC uniqueness to meet operational requirements



				SJFHQ will conduct Effects-Based Planning and Operations







Effects Based Planning (EBP)



Utilize an ONA



Effects Assessment



				RCCs will have a JIACG that supports full spectrum  planning and operations
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Why CIE, EBO, ONA



 If…..each RCC HQs utilizes



Systems Understanding 



of the Battlespace



Collaborative Information Environment



Effect-Based 



Planning and Operations



Joint Warfighting Capability



Operational Net Assessment



THEN…



Employing



Informed by



Unclassified



B



Z







































































































































































































































A



C



D



E



F



G



H



J



K



L



M



N



P



Q



R



S



T



U



V



W



X







































Y



I











































































CDR







Staff



Components



Others







Standing Joint 



C2 Element 



RCC can increase its C2 readiness 



options to deal with Crisis Response



, SJFHQ







Backwards Approach???







EBO is about changing the way we view the adversary and in what 



we include and emphasize in planning and assessment.  It ….   







				 Views the adversary as an integrated “system-of-systems” 







(PMESI2).  Leverages networked knowledge and understanding 



of the adversary & battlespace environment to better ID 



probabilities and possibilities.   







				 Understands military operations are part of a larger national/







theater integrated and coordinated effort (DIME) to modify an 



adversaries behavior and, if required, his capability.  



 



				 Matches, coordinates and synchronizes the best combination of 







military actions to support DIME activities to generate the 



operational effects required to achieve our end state objectives.
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On the Way to Transformation



Lessons Learned Implementing 



Transformational Capabilities 
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Implementation Lessons Learned







SJFHQ must be integrated into the RCC headquarters day-to-day and crisis response operations – a separate directorate, but not an independent organization.







To effectively form and use an SJFHQ, there must be a commitment to full time manning the “critical mass” of the organization.







1.  Requires HQ’s resolution of roles, missions and responsibilities for SJFHQ during day-to-day operations and during crisis response



SJFHQ CONEMP provides a solid starting point for discussion



2. Commands can maximize the training time by having read at least selected portions of the CONEMP/SOP before training begins.  



Key portions of these documents:



CONEMP:



 Chapter 1.2, p 1-5, Chapter 1.3: Effects Based Operations



 Chapter 2 Concept of Operations & 2.2 Staff Relationships, 2.2.2 



     Crisis Response at RCC



Chapter 3: Planning and Execution, p 3.1 – 3.4



SOP – for planners chapter 5, p 5-1 – 5-5 and Annex E, App 3 
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Operational-Level Staff Directorate







COMMANDER



				SJFHQ is a separate staff directorate consisting of four Functional Teams and DWC



				The JOC will maintain 24/7 situational awareness



				The Functional Teams will develop situational understanding of designated focus areas



				SJFHQ will maintain a deployable capability to deter or quickly mitigate a crisis



				SJFHQ Functional Teams will be integrated into the Battle Staff of the Adaptive Headquarters during contingency operations











JIACG
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The SJFHQ  - An Integrating Capability











				An integral part of how to employ a Joint Force



				A standing, Joint Command and Control (C2) element:   not a classical staff organization  



				Executes command functions 



				Led by a General Officer / Flag Officer



				Permanent manning – trained and ready to 







   support RCC and JTF Cdrs mission requirements



				“Generalists”  



				Cross - functionally organized



				Tailorable to the task



				Nucleus for an “execution headquarters”



				Provides an operational capability to theater “strategic” HQs



























10/8/2002



JFCOM/SJFHQ















A knowledge centric, cross functionally organized, standing Joint Team …



				Designed to develop, practice and integrate joint, interagency, multinational operations  



				With a holistic understanding of the operational environment -- pre crisis and continually updated during execution



				Enabled by a pre – established,  standardized, collaborative network that increases the pace and quality of C2 – planning, coordination, direction and assessment of RCC and JTF operations











 It’s More Than an Organization
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Primary SJFHQ Tasks



				Support deliberate and crisis response effects-based planning: Pre-crisis through Transition







				Maintain Day-to-Day situation understanding within the focus area and awareness in the AOR











Operate and build relationships within a common  CIE – tools, procedures and partners







Build and maintain a holistic, “systems” understanding of the operational environment - ONA







Conduct internal training and support RCC  training and exercises



A transition vehicle to integrate future operational concepts
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Staff Relationships: Pre Crisis 



Utilizes In-place: 



People



Infrastructure



Tools



Procedures



Knowledge and Info



Builds on in-place situational understanding, an operational CIE and the readiness capability of a Standing, Joint Team with individual & collective crisis response training



CIE



JTF



Svc Comps



COE



JIACG



IAC



Joint Staff



Multi-National Partners



DWC



CIFC



Plan 



Review



Local LEA 



National Guard 



Day-to-day planning, training



and operational coordination
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SJFHQ
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Staff Relationships: Crisis Response  



CIE



SJFHQ



Svc Comps



COE



JIACG



IAC



Joint Staff



Multi-National Partners



Builds on in-place situational understanding, an operational CIE and the readiness capability of a Standing, Joint Team with individual & collective crisis response training



JPG



DWC



SJFHQ



CIFC



SJFHQ



Utilizes In-place: 



People



Infrastructure



Tools



Procedures



Knowledge and Info



Local LEA 



National Guard 



Crisis response planning,



coordination and direction



OPT
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SJFHQ







JTF



LOC
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Employment Options



Reachback



Support



Reachback



Support



Cross-functional team(s) assist a JTF to mitigate a crisis



The SJFHQ assists a JFC to more rapidly establish a JTF to deter or mitigate a crisis situation



The SJFHQ kick-starts the formation of the RCC Battle Staff and reduces the time required to establish a fully functional joint force headquarters 



I



II



III







SJFHQ Deploys







SJFHQ augments



USNORTHCOM







Team (s) Deploy















RCC 















RCC 















RCC 











STAFF 











SJFHQ 











JTF HQ







JTF HQ















STAFF 











SJFHQ 











STAFF 











SJFHQ 











Battle Staff











				 Built Around SJFHQ



				 USNORTHCOM sends Deployable Joint Teams to the crisis site of a relatively small crisis (perhaps augments one or more DCO/DCEs



				 USNORTHCOM establishes a JTF with SJFHQ-NORTH in the lead and augmentation from the functional components



				 USNORTHCOM establishes a JTF with one of the functional components in the lead and augmentation by SJFHQ-NORTH







				 Built Around a Service Headquarters



				 USNORTHCOM directs a Service Component to establish a JTF and employs SJFHQ-NORTH to more rapidly stand up the JTF and to provide situational understanding to the JTF







				 Built Around USNORTHCOM



				 USNORTHCOM forms the warfighting JTF and employs the SJFHQ to augment the strategic-level staff during 24-hour operations
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Implementation Lessons Learned







SJFHQ must be integrated into the RCC headquarters day-to-day and crisis response operations – a separate directorate, but not an independent organization.







To effectively form and use an SJFHQ, there must be a commitment to full time manning the “critical mass” of the organization.







1.  Requires HQ’s resolution of roles, missions and responsibilities for SJFHQ during day-to-day operations and during crisis response



SJFHQ CONEMP provides a solid starting point for discussion



2. Commands can maximize the training time by having read at least selected portions of the CONEMP/SOP before training begins.  



Key portions of these documents:



CONEMP:



 Chapter 1.2, p 1-5, Chapter 1.3: Effects Based Operations



 Chapter 2 Concept of Operations & 2.2 Staff Relationships, 2.2.2 



     Crisis Response at RCC



Chapter 3: Planning and Execution, p 3.1 – 3.4



SOP – for planners chapter 5, p 5-1 – 5-5 and Annex E, App 3 
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				Group Leads (4)



				Planners (3) (1 STO)



				ONA Supervisor* 



				Information Operations Supervisor*



				IO Planners (2)*



				ONA Network Analyst



				KMO



				Land Ops



				Maritime Ops 



				Aerospace Ops



				Special Ops Force (SOF) Ops



				Logistics Ops



				Fires/Target Ops



				Effects Assessment Planner* 



				Transportation Ops  



				Sustainment Planner  



				Blue / Red Planner 



				Political / Military Planner 



				Force Protection Planner (TBM / WME) 



				ONA Effects Analyst



				SoSA (6)







* STO Billets



Supports: Planning,  ONA development, Maintain Situational  Awareness & Understanding, Training & Exercises 



 A “Critical Mass” – “SJFHQ Core”
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 ONA – Its more than a Systems Analysis



Provides an understanding of systems, their nodes and linkages



Identifies Key Nodes for Effects               



PMESII SoSA



Analysis  



Cdr’s Guidance: Designates a focus area and provides planning direction  



















































































































































































































































Supports planning and COA 



development/Analysis Tools  







				  A process to build SA / SU



				  An Operational Support tool



				  Common data base







The ONA:











Offers Pre-Crises range of options 



(E-N-A linkages)







Planners, Operators



& SoSA Analysts 
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Implementation Lessons Learned







Key leaders need to be involved – intro events, participate in training.  EBO is a “Cdr Centric” concept, Cdrs / leaders need to know how to participate.



The SJFHQ must have regular access to the Cdr.







3. SJFHQ capabilities are TRANSFORMATIONAL, effecting how the RCC will conduct its day-to-day operations and resolve crises.  There impact extends beyond the SJFHQ to the rest of the HQ’s and its components



4. RCC Cdrs and Staff Dirs need to know how to use the CIE tools and procedures.  These need to become SOP for use within the HQ’s.  They must also be familiar with the enhancements made to the JOPES process. 



5. The foundation of all transformational capabilities is the capability of a fully integrated enhanced DCTS network, linking the Cdr to his staff and components. 
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“Cdr Centric” Design and Capability























   



 Which…. achieves the Commander’s intent







An in-place capability for seamless planning and execution in a joint, IAC and multinational environment …



				 Command through intent not task







 Knowledge Based







Commander Centric























Support



Information



Superiority



Operations



Plans



Cdr



Centric



Knowledge



Management







				A standing joint force HQ resident in the RCC HQ



				Comprised of a team of 55 members











				A standing, Joint Command and Control (C2) element:   not a classical staff organization  



				Executes command functions 



				Led by a General Officer / Flag Officer



				Permanent manning – trained and ready to 







   support RCC and JTF Cdrs mission requirements



				“Generalists”  



				Cross - functionally organized



				Tailorable to the task







				A knowledge centric, cross functionally organized, standing Joint Team …



				Designed to develop, practice and integrate joint, interagency, multinational operations  



				With a holistic understanding of the battlespace -- pre crisis and continually updated during execution



				Enabled by a pre – established,  standardized, collaborative network that increases the pace and quality of C2 – planning, coordination, direction and assessment of RCC and JTF operations
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Implementation Lessons Learned 







The CIE is more than a specific software package, it addresses a fundamental change in the way Cdr’s gain, manage and apply information and knowledge. 



Effects-Based Planning (EBP) builds on the current JOPES process.  RCC staff have a general lack of knowledge of today’s JOPES process.



EBP is not business as usual with name changes



       Effects are not actions and Effects are not Targets











6. A reoccurring shortfall, commands must invest time to train their staff.  SC is using a mobile training team from team from NDU to provide basic JOPES training 



Staff also need training in use of basic Microsoft tools 



7. Repeated tendency to not really understand the input of EBO/EBP, changing the words in plans to reflect the terminology but not the underlying thought process.  EBO/EBP is fundamentally changing how we think and what we include and emphasize in planning and operations, not just new words for current thoughts or processes



8. “Critical Mass” includes: 6 SoSA, an operational CIE, the personnel to man the ONA development team – 22 cross functional personal and the leaders for plans, operations, Info superiority and knowledge management.







9.  They must know and understand the Cdr’s view of his theater to be able to build that into pre-crisis planning and more importantly, integrate it into crisis response planning at the RCC and an subsequent JTF planning and operations.   This access needs to include the Commander's active participation in the enhanced CIE. 
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CIE Defined



Today's operations require a command climate and organizational capability that allows timely, effective exchange of information and ideas – includes a CIE that changes the way we manage and use information today. 







				People are the members who operate within the environment



				Infrastructure is the network and communication connectivity allowing collaboration.



				Tools are the full set of synchronous & asynchronous tools (hardware and software) to be used



				Procedures are the customs, laws, rules and policies that govern behavior in the environment. 



				Knowledge is the data and information residing in the organizational structure and that connected to externally. 







All five elements are required for an operational CIE 



UNCLASSIFIED



UNCLASSIFIED







Collaborative Information Environment – A subset of the global information environment incorporating advanced collaborative information exchange capabilities.  It is employed as an operational domain for conducting distributed C2 functions, roles, responsibilities and processes. 
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the Plan



    



MA Brief
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Integrated Collaborative Planning 



Mission
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   COA,
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Planning



Pause



MA Brief



Warning



Order



RCC Operational Planning



Operations / Contingency Planning Partners































































10/8/2002



JFCOM/SJFHQ







Implementation Lessons Learned 







The CIE is more than a specific software package, it addresses a fundamental change in the way Cdr’s gain, manage and apply information and knowledge. 



Effects-Based Planning (EBP) builds on the current JOPES process.  RCC staff have a general lack of knowledge of today’s JOPES process.



EBP is not business as usual with name changes



        Effects are not actions and Effects  = Targets











6. A reoccurring shortfall, commands must invest time to train their staff.  SC is using a mobile training team from team from NDU to provide basic JOPES training 



Staff also need training in use of basic Microsoft tools 



7. Repeated tendency to not really understand the input of EBO/EBP, changing the words in plans to reflect the terminology but not the underlying thought process.  EBO/EBP is fundamentally changing how we think and what we include and emphasize in planning and operations, not just new words for current thoughts or processes



8. “Critical Mass” includes: 6 SoSA, an operational CIE, the personnel to man the ONA development team – 22 cross functional personal and the leaders for plans, operations, Info superiority and knowledge management.







9.  They must know and understand the Cdr’s view of his theater to be able to build that into pre-crisis planning and more importantly, integrate it into crisis response planning at the RCC and an subsequent JTF planning and operations.   This access needs to include the Commander's active participation in the enhanced CIE. 
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Effects-Based Operations (EBO)























				How we view the adversary and ourselves and in who we include, what we emphasize and how we conduct  planning and operations. 







				Seeks, within a collaborative environment, to  synchronize and harmonize the most effective combination of military activities to support the full range of DIME actions required to achieve our objectives.







Changing the Way We Think ….



UNCLASSIFIED



UNCLASSIFIED
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Some Definitions



What is an Objective?



				Clearly defined, decisive, and attainable goals towards which 







  all (military) operations are directed



				Measurable is not included 



				Actions are not Objectives











What is an Effect?



				The physical and/or behavioral state of a PMESII system that results from a military or non-military action or set of actions. 



				Effects expresses one idea…simple sentence…no adverbs…unambiguous 







Supports the objective



Achievable



Measurable







 Effects should not be descriptions of actions or focused on individual nodes, nor are they targets











UNCLASSIFIED



UNCLASSIFIED







Okay with that lead in let's define some terms.  First, Effect.  In its broadest terms, an effect is simply the outcome of Blue actions taken against an adversary system.  The key is that we are focused on behavior and not capability – though we will attack capability when required to change behavior. We have learned in MILLENIUM CHALLENGE that effect must be tied to objectives, and should be worded appropriately for the phase of a given operation – be it deter, coerce, compel, or defeat. The wording of the effect is critical, as it drives the subsequent selection of both nodes and actions. It is expressed in terms of RED.  The verb which follows determines the analysis, and selection of appropriate systems, nodes, and actions.  







For example, the wording “Red is unable to mine the strait” would potentially drive us to very different actions than an effect of “Red chooses not to mine the strait”.  In some cases, the wording of an effect leads to a carrot; for others, a stick.















*



11/03







Why Use Effects  



				Establishes clear links between what we want to do (objectives), to what has to be done to achieve objs (effects) and the actions (tasks) required to achieve desired effects



				Recognizes that today’s adaptive adversary operates within a complex, interconnected operational environment. Focus on creating effects on its major sub systems (PMESII) – desired and undesired



				Provides a format for better integration of IAC by  focusing operational planning on effects, not tactical tasks 



				Uses military actions to set the conditions for and exploits the effects of IAC actions – military may not be the decisive national (DIME) capability. 



				Allows a means to broaden options to achieve objectives and focus limited recourses



				Provides a means to measure progress in achieving objs – bridges the gap between tasks and objectives







UNCLASSIFIED



UNCLASSIFIED
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An Effects-based Operations Approach



Objective



Destroy



Global Terrorist 



Network(s)



Economic



(cut off funding)



Diplomatic



(build & sustain coalition)



Military



(remove Taliban regime)



(destroy terrorist cells)



 



     Effects



What has to happen to Red to achieve Blue objectives 



(no longer able to operate as an adaptive network with global reach)   



Individual nodes and 



vulnerabilities in each of 



the PMESI2 systems



Fully Integrated DIME Actions



Key Nodes & Vulnerabilities



     Capabilities



 Information



(“not a war on Islam” message)



Changing the Way We Think …



Actions



Unclassified



Unclassified



















































































EBO operations are characterized by:



				 A more complete understanding of Red key nodes, their linkages and vulnerabilities 







  (systems-of systems understanding and analysis)



				 Early identification and integration of key IA & CoE “players” prior to, during crisis 







  development & throughout execution – coordinated, synchronized & integrated



				 Pre targeted, full spectrum assessment 



				 Real/near real-time situational understanding



				 Dynamic collaboration with “fighters”, supporters and higher headquarters  
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Understanding the Operational Environment 







Key Nodes



 Links



Vulnerabilities



Strengths



Weaknesses



Relationships



Behavior & capability of adversary linked to integrated PMESII 



Systems, each with Key Nodes, Links and Vulnerabilities



Political



Information



Social



Military



Economic



Infrastructure



Today’s adversary is a dynamic, adaptive foe who operates within a complex, interconnected operational environment.  



UNCLASSIFIED
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Why a Systems Perspective



				A “Systems” Construct Provides:



				A way to gain an understanding of today’s complex, interconnected operational environment



				A means to identify potential sources from which to gain information about and indicators of adversary action (planning, preparation and operations) - I & W



				A “check list” against which to build an assessment plan to asses the potential implications (planning) and impacts (execution) of our actions



				Allows a means to broaden options to achieve objectives and focus limited recourses 







JFCOM/SJFHQ
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IAC – Military Interface   











				 RCC and JTF made aware of Civilian Agency   campaign planning , sensitivities and support    requirements, capabilities, and limitations



				 Civilian Agencies made aware of RCC and JTF operational requirements, concerns, capabilities and limitations 



				 Establishes habitual links to Washington planners



				 JIACG one “solution”



				







No lines of authority – perspective, not position



Helps to Answer -  Why & Why Not ?



Changing What We Include and Emphasize …
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What Blue



wants to achieve



Actions



Actions



Actions



Effects



   Actions



What do we need to analyze and assess to support 



Effects-Based Operations?







Assessing



Effects-Based Operations 



Actions required to achieve Effects



Objectives



Are we doing things right?



    Measures of Performance



              (MOP)







Are we doing the right things?



   Measures of Effectiveness



               (MOE)



Are we accomplishing



the mission?



  Campaign Assessment



Capability or behavior that allows Blue 



to achieve its desired Objectives



UNCLASSIFIED
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Campaign Plan – The Basis for Assessment



Facilitate safe passage and monitoring



Neutralize Terrorists



Imposition of



Toll



GOR Sovereignty



 of S. Region



Set Conditions



Decisive Ops



Transition



3 Jun



JTF Blue



Stands Up



23 JUL



D-DAY(T)



C+18



C-DAY



9 JUL



Major Actions



JFLCC



JFMCC



JFACC



JSOTF



JPOTF



Gain Access Dominance



Deploy Decisive Force



Defeat forces on Islands



Neutralize Threats to Transit Passage



Est. Transition C2 Element



Facilitate safe passage and monitoring



Neutralize Terrorists



Cease CBT Ops



Assume JOA



Neutralize TBM & WME Capability



Redeploy



Deploy Theater Infrastructure



Gain Maritime Access Dominance



Neutralize Threats to Transit Passage



Gain  Air Access Dominance



Neutralize TBM & WME Capability



Defeat forces on Islands



Neutralize Pirates



Neutralize Pirates



CJTF-S terminates



Operations



Maintain Information Superiority



Neutralize WME equipped TBM



Basing



Purple



Basing



Brown, Maroon



Basing



Gray



Basing



Green, Cairo, Djbouti



4 JUL



Deploy Forces



BPT conduct Ops in Red



BPT conduct Ops in Red



C+14



D+5



D+15



D+12



Facilitate safe passage and monitoring



Unclassified



Unclassified
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Assess – ID Effects



Decide – Effects Mgmt



Direct



				 What happened? (Analysis)



				 So What? (Assessment)







				 What do we need to do?







    - Continue



    - Reprioritize



    - Redirect



 Effects Assessment … 



A Key Part of the Cdr Decision Cycle  







Three Phased Process



Task Assessment



Are we doing things right?



Effects Assessment



Are we doing the right things?



Campaign Assessment



Are we accomplishing the mission?



O



B



J



s



D



I



M



E



P



M



E



S



I



I



				What we are going



 to do







UNCLASSIFIED
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Humanitarian Assistance



Spt to Civil Institutions



Law Enforcement



+







IAC actively involved 



in all Phases
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Implementation Lessons Learned







Implementation training events need to be part of the HQ’s overall training plan – HQ’s J-code and component planners need to be involved.







Implementation training events – HQ’s Familiarization, SJFHQ Core training, Forming Event – take time but provide essential training.  Commands always want / need more (when it is over).







1.  Requires HQ’s resolution of roles, missions and responsibilities for SJFHQ during day-to-day operations and during crisis response



SJFHQ CONEMP provides a solid starting point for discussion



2. Commands can maximize the training time by having read at least selected portions of the CONEMP/SOP before training begins.  



Key portions of these documents:



CONEMP:



 Chapter 1.2, p 1-5, Chapter 1.3: Effects Based Operations



 Chapter 2 Concept of Operations & 2.2 Staff Relationships, 2.2.2 



     Crisis Response at RCC



Chapter 3: Planning and Execution, p 3.1 – 3.4



SOP – for planners chapter 5, p 5-1 – 5-5 and Annex E, App 3 
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Template for SJFHQ Implementation



3 - 4 months prior to



Spiral 3



Stand-up & Train SJFHQ



(Forming & ID Relationships) 



Establish CIE



&



SoSA



SJFHQ implementation pathway



(Spiral 2)



7 – 8 months prior to



Spiral 2



(Spiral 1)



RCC Directed Exercise



(Spiral 3)



11 Months out



4 Months out



RCC Exercise



CIE: Collaborative Information Environment SoSA: System of System Analyst (team)



SJFHQ Role



Trainers



Trainers



Mentors
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3 - 4 months prior to



Spiral 3



Establish CIE



&



SoSA



SJFHQ implementation pathway



(Spiral 2)



7 – 8 months prior to



Spiral 2



(Spiral 1)



RCC Directed Exercise



(Spiral 3)



11 Months out



4 Months out



RCC Exercise



CIE: Collaborative Information Environment SoSA: System of System Analyst (team)



SJFHQ Role



Trainers



Trainers



Mentors



HQ’s Staff and Component Involvement



in SJFHQ Implementation 



Stand-up & Train SJFHQ



(Forming & ID Relationships) 
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What’s New?







				Same basic Operational Planning Steps























				Collaborative Planning







































				Systems approach provides a more holistic understanding of the  adversary & the operational environment and provides the ability to develop a better COA from start







				Links physical and virtual Collaboration 



				Collaboration allows more vertical and horizontal integration especially with key leaders – early shared understanding



				Joint planning REQUIRES component planning input











Unclassified



Unclassified







				Many ask “what is so different about this approach to planning?” When discussing



 the differences, one has to consider not just the Effects-based approach but the entire



 suite of tools and techniques the SJFHQ uses to conduct planning. These include: the 



Collaborative Information Environment, the ONA and SOSA analysis that is used to 



build it, use of a Blue-Red Cell, inclusion of the JIACG, and a more holistic approach



 to use of the DIME to achieve objectives.



				The operational planning steps (mission analysis, COA development, etc.) remain 



the same as those currently taught in the service schools.



				The use of the ONA provides a greater understanding of an adaptive adversary and 



provides the ability to develop a better COA  from start. The ONA is not CONPLAN 



specific but provides a broad basis of knowledge from which to draw JIPB 



specific information from.



				Collaborative planning allows allows more vertical and horizontal integration especially 



with key leaders because they are actively involved in developing the JTF’s order. It is an 



“Integrated” versus “Parallel” planning process. More will follow on the subject later in



the brief.



				Because of component input, the orders have subordinate “buy-in” when they are published



 and are a lot closer to “right” from the start rather than requiring numerous FRAGO’s to fix 



previously unseen problems with the initial plan.
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What’s New?







				Assessment 



























				WARNO’s, FRAGO’s, OPORD’s















				An expansion of traditional combat assessment. Full spectrum review of PMESII reactions to Blue actions.  Seeks to more completely integrate DIME actions and campaign planning and execution.  











				Orders have more bottom up refinement



				More consideration of all DIME



				More focused on the objective and outcomes (effects) rather than methods (tasks) – Effects Tasking Order’s (ETO) 







Unclassified



Unclassified







				Many ask “what is so different about this approach to planning?” When discussing



 the differences, one has to consider not just the Effects-based approach but the entire



 suite of tools and techniques the SJFHQ uses to conduct planning. These include: the 



Collaborative Information Environment, the ONA and SOSA analysis that is used to 



build it, use of a Blue-Red Cell, inclusion of the JIACG, and a more holistic approach



 to use of the DIME to achieve objectives.



				The operational planning steps (mission analysis, COA development, etc.) remain 



the same as those currently taught in the service schools.



				The use of the ONA provides a greater understanding of an adaptive adversary and 



provides the ability to develop a better COA  from start. The ONA is not CONPLAN 



specific but provides a broad basis of knowledge from which to draw JIPB 



specific information from.



				Collaborative planning allows allows more vertical and horizontal integration especially 



with key leaders because they are actively involved in developing the JTF’s order. It is an 



“Integrated” versus “Parallel” planning process. More will follow on the subject later in



the brief.



				Because of component input, the orders have subordinate “buy-in” when they are published



 and are a lot closer to “right” from the start rather than requiring numerous FRAGO’s to fix 



previously unseen problems with the initial plan.
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An Ability to Reduce the Ad Hoc 



Nature of JTF Operations



Habitual relationships with IAC



Organizations and Agencies 



An Effects Based Approach 



to Problem Solving 



An in-place, operational  CIE 



with procedures and partners 



				 Think Differently



				 Networked Knowledge



				 A coherently Joint Perspective 







 



Understanding of Cdr’s perspective 



Increased RCC C2 Readiness



What the SJFHQ Brings to Crisis Resolution



   Systems approach to the operational environment 



A Standing, Joint Team  



with Individual & Collective Skills



Developing Crisis



































































































10/8/2002



JFCOM/SJFHQ







  



   



An Overview of Transformation …



SJFHQ and its Enabling 



Capabilities



 



Joint Staff Update



Its About Transformation…



  - Changing How We Think …



    - Transforming How We’ll Command Joint Military Operations 



      - Training the Way We Will Command Joint Forces 



        - Enabling Decision Superiority and Rapid Execution



Mr. Stephen Runals 



SJFHQ (P)



JFCOM/SJFHQ
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Backup 











10/8/2002



JFCOM/SJFHQ







Putting it All together
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CROP Collaboration / Reach-Back



 Linkages:



Products:



				Assist in development of RCC CONPLAN for Specific Focus Areas 



				ONA with fused “knowledge” of a crisis area



				ID potential actions to achieve effects (FDOs)



				Knowledge of crisis area by operational HQ 







SJFHQ	     Staff



COE



IAC



SJFHQ Organization:



Pre-Crisis 



				Develop / update knowledge base (ONA)



				Participate in collaborative planning and build habitual relationships



				Training and exercise support 



				Monitor day-to-day events within pre- identified areas







                  To:  Influence and Deter



                               Shape



SJFHQ actions in response to:



                 Pre-Crisis



  RCC



Components



COE



 Interagency



  



Country Team



 SJFHQ



  



CIE



 RCC



  Staff



Coalition 



Partners



Supporting



    Cmds



















































































































































































 JWAC



  







Collaborative Tool











JIACG
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Reach-back



Links







				Update knowledge base



				ID, recommend and assess FDOs /







	shaping actions



				MA / COA development 



				Pro-active collaborative planning







	w/ potential JTF HQ / IAC







 To:  Deter



                Shape



 SJFHQ	     Staff



COE



IAC



      Products: 



SJFHQ Organization:



 Contingency Planning



SJFHQ actions in response to: 



          Ambiguous Indicators 



COE



 Interagency



  



Country Team



CIE



 RCC



 Staff



Coalition 



Partners



Supporting



    Cmds







Augment



 JPG



SJFHQ



				Assist in updating CONPLAN and ONA



				Activate reach-back / CROP linkages



				Begin collaborative development of                    ETO (OPORD)



				Assist in ID / selecting / assessing actions to achieved desired effects (FDOs)







JTF HQs



ID for Planning



JTF HQs



  Components



Collaboration / Reach-Back



 Linkages:







































 JWAC



  







Collaborative Tool























































































































































JIACG
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Reach-back



Links



 SJFHQ   	     Staff



COE



IAC



Products:



SJFHQ Organization:



Execution Planning



SJFHQ actions in response to:



   Unambiguous Indicators



				Update knowledge base



				Effects assessment of  deterrent actions / FDOs



				Refine COA 



				Collaborative planning



				Position support structure 



				Position “forces” for employment



				ISR planning and management











To:  Prevent



                Shape



COE



 Interagency



  



Country Team



CIE



 RCC



 Staff



NGO /



IOs



Supporting



Cmds



Coalition 



Partners







Augment



COE



 JPG



 SJFHQ



  



				Effects assessment of deterrent  actions



				Update ONA – integrate JIPB



				Finalize ETO (OPORD) 



				Position forces and support







                    



 Functional Components



Designated for Execution



  Components



Collaboration / Reach-Back



 Linkages:







































 JWAC



  











Augment



















































































































































JIACG
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Products:



SJFHQ Organization:



Execution



SJFHQ actions in response to:



        Unambiguous Actions 







				Integrate into JTF HQ 



				Update ONA 



				Effects-Driven Taskings



				Assess-Decide-Direct Cycle







To:  Defeat and/or Mitigate



              Decision



 SJFHQ



   JPG



  



 RCC



 Staff



  



 Interagency



  



Country Team



CIE



NGO /



IOs



Supporting 



Cmds



Coalition



Partners



				Operationally updated / focused 



				ONA w/ integrated JIPB



				ETO (EXORD / OPORD / FRAG ORD)



				Employ forces / effects / support



				Assessment



				Time-Sensitive Target Engagement 







COE



COE











SJFHQ 



“Plugs”



&



Augmentation



Staff



JTF HQs







 



IAC



COE



ONA,



Ops Assessment,



Red Cell



JTF Boards & 



Centers



















 JTF HQ



  Components



JTF HQs



   FWD



REACHBACK



EBP



Collaboration / Reach-Back



 Linkages:







Augment







Augment



 JWAC



  







































 Functional Components















Augment



















































































































































JIACG
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An Overview of Transformation …



SJFHQ and its Enabling Capabilities



 



RCC HQ’s Senior Leader Seminar



Its About Transformation…



  - Changing How We Think …



    - Transforming How We’ll Command Joint Military Operations 



      - Training the Way We Will Command Joint Forces 



        - Enabling Decision Superiority and Rapid Execution



Mr. Stephen Runals 



SJFHQ (P)



JFCOM/SJFHQ
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Cdr’s Intent – The Critical Component 











An understanding of what 



we want to do 



Objectives



From an analysis of Operational 



Environment, what System Behavior/



Capabilities are required to achieve



Objectives



Effects 



Cdr’s Intent and Guidance  



Tactical Tasks required to create 



Cdr’s  Intent & Required Effects 
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An EBO Approach to HLD 



Economic



(Cut off funding to terrorists; invest in increased security)



Diplomatic



(Build & sustain coalition; 



deny access to safe havens)



Military



(Destroy terrorist cells; prepare contingency plans)



Individual nodes and 



vulnerabilities in each of the PMESI2 systems



Capabilities







Fully Integrated DIME Actions



Key Nodes & Vulnerabilities



 Information



(“U.S. is prepared” message)



Effects



What has to happen to Red to achieve objectives.



(Al-Qaeda does not attack critical CONUS nuclear infrastructure)







Objective







Protect the nation’s



Power/energy infrastructure 







EBO operations are characterized by:



				 A more complete understanding of Red key nodes, their linkages and vulnerabilities 







  (systems-of systems understanding and analysis)



				 Early identification and integration of key IA & CoE “players” prior to, during crisis 







  development & throughout execution – coordinated, synchronized & integrated



				 Pre targeted, full spectrum assessment 



				 Real/near real-time situational understanding



				 Dynamic collaboration with “fighters”, supporters and higher headquarters  
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Possible EBO Approach to CS 



Economic



(Insure emergency funding is available)



Military



(Provide assistance to civil authorities)



Individual nodes and 



vulnerabilities in each of the PMESI2 systems



Capabilities







Fully Integrated DIME Actions



Key Nodes & Vulnerabilities



 Information



(“Restoration of normalcy is the Government’s number one priority” message)



Diplomatic



(Build & sustain theater security cooperation)



Objective







Sustain the public’s trust and confidence in government institutions



Effects







What has to happen to Blue to achieve objectives. 



(Essential governmental and social services are restored)   







EBO operations are characterized by:



				 A more complete understanding of Red key nodes, their linkages and vulnerabilities 







  (systems-of systems understanding and analysis)



				 Early identification and integration of key IA & CoE “players” prior to, during crisis 







  development & throughout execution – coordinated, synchronized & integrated



				 Pre targeted, full spectrum assessment 



				 Real/near real-time situational understanding



				 Dynamic collaboration with “fighters”, supporters and higher headquarters  
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Effects Tasking Order















Its Not an ATO …



				 Formalizes the output of collaborative planning



				 A plans/ops product, not targeting



				 Web-based with links to detail



				 Non-cyclical, issued as required



				 Changes highlighted



				 Assigns components:  Tasks & Purpose and associated Effects  



				 Replaces OPORD/FRAGO issued by RCC & JTF HQs



				 Does not replace (complements) Component execution   planning and execution orders
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Headquarters Training  - Familiarization 



				Purpose: 







Train SJFHQ, selected SC/component staff on SJFHQ 



    capabilities



Introduce Effects Based Planning Process



				Training dates: 4 - 5 days



				Training Scenario: General, with focus on an AOR CONPLAN 



				Target Audience:







 Full headquarters' SJFHQ – core and “dual hatted”



 SoSA, JIC reps



 OPG/JPG



 Component planners



 JIACG
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Headquarters Training  - Familiarization (cont’d) 



				RCC support requirements:







 GO/FO involvement



 Training location and an in-place CIE



 Entire SJFHQ to include “dual-hatted” positions



 OPG/JPG members, selected CAP “players” – JIC and COG/CAT



 Component planners



 Support location for JFCOM SJFHQ (P) trainers w/computers
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SJFHQ – Forming Event



				Purpose: 







Form, train and exercise the RCC SJFHQ 



Exercise collaborative working relations between SJFHQ, RCC HQ J-Codes, Service Components and subordinate commands



Facilitate RCC Command Staff involvement in defining SJFHQ’s  “in garrison” roles, responsibilities and relationships during Crisis Action Planning (CAP) 



Provide RCC HQ Staff, Service Components and subordinate commands training in Effects Based Planning (EBP) 



				Training dates: 2 1/2 weeks, 8 hr training day, Mon thru Sat



				Training Scenario: MC02 scenario w/developed ONA



				Target Audience:







 SJFHQ – core and “dual hatted”



 Headquarters J-Code reps, JPG and OPG



 Service Component / subordinate command planners



 JIACG



 Staff Directors
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SJFHQ – Forming Event (cont’d)



				RCC support requirements:







 Cdr and GO/FO staff involvement (selected times)



 Training location and an in-place CIE



 Entire SJFHQ to include “dual-hatted” positions



 RCC HQ J-Code reps, JPG/OPG members, selected CAP “players” – JIC and CAT/COG



 Service Component / subordinate command planners



 Support location for JFCOM SJFHQ (P) trainers
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Forming Event Objectives



				Exercise the SJFHQ in it’s in-garrison crisis role



				Exercise the RCC HQ J-codes, JOC, JPG and SJFHQ in their supported and supporting roles during RCC crisis response Effects Based Planning (EBP)



				Incorporate RCC Service Components participation in EBP



				Incorporate JIACG participation in EBP



				Incorporate COE participants in EBP



				Exercise the CIE and Knowledge Management Plan (KMP)



				Capture lessons learned to refine SJFHQ operating procedures and enabling capabilities (SoSA, ONA, EBO, CIE, and JIACG)
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Requirements for EBO



				Clearly defined, decisive, and attainable goals towards which all military operations are directed - objectives



				A systems understanding of the adversary and operational environment, its major sub systems, their key nodes and interrelationships - PMESII



				An agreed upon range of desired/undesired system actions or behaviors – Effects



				Full IA integration in strategic, operational and tactical planning, execution and assessment – DIME actions



				Not only at the CPA but at the CJTF-7 TOC and component HQs



				A command climate and organizational capability that allows timely, effective exchange of information and ideas – includes a fully integrated CIE 



				Clearly understood Cdr’s intent and guidance within a joint, interagency, multinational environment



				An effective assessment process that forms the basis for operational and tactical planning and execution



				Utilizes a broader range of ISR capabilities    







UNCLASSIFIED



UNCLASSIFIED
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Effects Based Campaign Planning



				What are my Objectives & Desired Ends.



				What effects, across battlespace PMESII systems,  do I  need to create or support to achieve them.



				What effects, across battlespace PMESII systems, do I not want to create or support as a result of my actions 



				What actions are required, or to be avoided, to achieve my required effects.



				In what sequence do those actions need to take place to be most effective in creating my desired effects.



				What supporting actions need to take place.



				How do I assess if my actions are producing the effects required to achieve my objectives.



				What assets (DoD, non DoD) need to be in-place and utilized to provide the information needed to support my assessment.  
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Some Potential Pitfalls



				Not understanding the operational environment and the adversary as a complex, adaptive systems 



				 Operational Net Assessment (ONA)



				Knowledge “stovepipes” 



				 CIE & ONA



				Understanding Cdr’s intent and guidance 



				CIE



				Lack of IAC integration in operational level planning and execution



				CPA and CJTF-7 TOC



				Assigning effects to components rather than  task, purpose and effect



				Effects achieved thru harmonization of DIME



				Using effects as actions or targets
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Focus is on MOP/MOE 



				Measures of Performance (MOP): The objective metrics of the successful conduct of individual actions  - 







	             tied to tasks and task assessment







				Measures of Effectiveness (MOE): Subjective indicators of the outcomes of  Blue actions – how actions have contributed to adversary system or behavioral changes.  MOE articulate where to look and what to look for in order to determine if the desired effect has been achieved – 







	           tied to effects and effects assessment
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Effects Assessment TTP







Measures of Performance (MOP) and Measures of Effectiveness (MOE) are not new terms to 



The systems engineering and design community.  The think of Measures of performance (MOPs)



as the technical aspects of how a system needs to work in order to accomplish what the 



customer wants.  They are technical or objective In nature and are easily tracked or defined.







Measures of Effectiveness (MOEs) are more subjective in nature and express what the 



customers wants the system to accomplish.  MOE are more difficult to determine and often



take trend analysis to answer the question as to whether the outcome is what the 



customer or Commander intends.  MOE are also used by the ISR community to place the 



Right ISR asset in the right place at the right time in order to track actions to effect accomplishment  







MOE also direct the effects assessment team to determine if the plan is on track or to make 



recommendations as to what direction the plan or course of action needs to take 



to achieve the desired effect on the right timeline.     
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Assessment of COMBLUE Objectives



   



 



 



 



 



 



Establish conditions for GOR to reestablish control over the southern region



7



Establish conditions to allow Gulf States to peacefully resolve the disputed island issues



6



 



 



 



 



 



Thwart regional terrorism and strengthen regional partner’s ability to combat terrorism



5



 



 



 



 



 



Remove threat of WME by any party



4



Protect U.S. nationals, facilities, interests, and GCC partners in the region



3



 



 



 



 



 



Demonstrate U.S. commitment to maintaining stability throughout the region



2











Ensure Unrestricted Access to Gulf/Strait 



1
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SJFHQ Employment Considerations



				 How quickly does the JTF need to be able to conduct cohort joint planning and operations – provide input to planning



				 Is the organization designed to become the JTF in the CIE and participating in planning?



				 Length of time JTF will remain a standing JTF?



				 Is there any other event that could compete for major theater resources while the SJFHQ is employed?



				 Is this operation of a high enough priority to wholly commit the SJFHQ to a JTF – If not, how much?



				 What role is the SJFHQ expected to play in JTF / RCC HQ?
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What is Effects Assessment (EA)?











Effects Assessment







				Full spectrum of DIME action(s)







- Requires active IA involvement 



				Full spectrum of PMESII reaction



				System of system analysis



				Provides COA options



				Predicts adversary actions



				Strategic, Operational, and Tactical level



				Utilizes all intelligence disciplines



				Incorporates full range of National 







  capabilities



				Continues indefinitely 







Combat Assessment:



				Focused on result of military action



				Primarily utilizes IMINT 



				Usually concludes with mission



				Primarily object/attrition based



				Tactical level







EA is a much broader, more in-depth, and overarching analysis of the adversary, situation, and friendly actions than traditionally seen in CA



Expansion of traditional combat assessment -







				Initial assessment centered on effects



				Concept similar to, but much broader than Combat Assessment
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	Phase I - Task Assessment 



Characteristics



				Based on Measures of Performance (MOP)



				 Measures task accomplishment 



				 “Combat Assessment” 



				 Normally assessed at the component level



				 Focus - DIME actions







“Doing Things Right”
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Example



				Task: Increase physical security at Nuclear Power Facility XX (node Nxxxx) 



				MOP: 



				 Frequency of perimeter patrols



				 Intruder alarm response time



				 Security exercise score











Task assessment is primarily accomplished by the component and is based on 



measures of performance (MOP). Combat Assessment attempts to answer 



the question, “are we doing the right thing”.  You may equate it to reportable items



such as Time-on-Target or Phase 1 BDA.  Did we accomplish the task?
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	Phase II - Effects Assessment



Characteristics



				Based on Measures of Effectiveness (MOE)



				Measures effects attainment







May be subjective   



Trends and patterns



Addresses all PMESII



Outcome of action / applied capability



Focus – System (PMESII)     behavior/capability



“Doing The Right Things”
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Example







				Effect: Al-Qaeda does not attack critical CONUS nuclear infrastructure (Exxx)







				MOE:



				 Increase/decrease in unauthorized surveillance of nuclear facilities



				 Increase/decrease in classified INTEL indicators of planned attacks











MOE – doing the right thing.   Normally assessed at the operational or strategic level but not exclusively.  Normally subjective, but not always.  Although they may include some metrics, MOE’s are primarily subjective, and are analyzed through trend analysis or assessed by Subject Matter Experts.  For MOP remember objective and measurable, for MOE’s remember subjective and trends and patterns.
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Phase III - Campaign Assessment



Characteristics



				A collaborative effort



				Measures objective attainment



				Identifies Campaign Plan Adjustments



				Focus - Objectives











Goal



				Identify the “delta” between Effects Produced and Objectives



				What needs to be done to accomplish the Mission



				Future Plans and Operations



				Continued



				Priorities/Direction







Bottom Line: Do we Need to Change 



the Plan?



“Are We Accomplishing the Mission?”
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				When assessed in Toto, assessment of effects must answer the “so what?”







question.



				Must lead to Campaign Assessment - that is an overall assessment of whether 







our effects based operations are achieving the desired outcomes or end state.  



				ONA and SOSA important step in process of understanding how systems may 







adapt requiring current or future operations adjustment.



				Our initial analysis, ONA, or plan, may have been flawed again requiring adjustment. 







 We need to identify the “delta” between desired and actual or as the slide says 



Effects produced and objectives.  















10/8/2002



JFCOM/SJFHQ







“A Holistic, Systems Perspective”



“When dealing with any non-linear system, especially a complex one, 



you can’t just think in terms of parts or aspects and just add things up



and say that the behavior of this and the behavior of that, added 



together, makes the the whole thing.  With a complex non-linear 



system you have to break it up into pieces and then study each aspect, 



and then study the very strong interaction between them all.  Only 



this way can you describe the whole system”.   







“We have to learn not only to have specialists but also people whose 



specialty is to spot the strong interactions and entanglements of the 



different dimensions, and then take a crude look at the whole.”



“The Lexus and the Olive Tree” p.28
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Babylon:

Simultaneous multi-lingual chat

( English-Arabic-English )

Translation Tools



One of the striking successes within Strong Angel was the introduction of a secure, collaborative simultaneous multi-lingual chat tool known internally as Babylon Chat. While imperfect, this early effort was improved during the demonstration using feedback from multiple native Arabic speakers and local children. It’s been developed by MITRE Corporation with help from DARPA and integration by Groove Networks. The tool supports near real-time machine translation between 16 languages, including Arabic, Farsi, Dari, Hebrew, Mandarin Chinese, Korean, Japanese, and Russian.



As all machine language efforts, it’s currently a rough approximation of the detailed meaning but is improving monthly as the underlying translation engines evolve. 
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IO/NGO “Internet in a box” 

IO

		ICRC





NGOs

		Oxfam

		Catholic Relief



  Services

		World Vision

		Christian Childrens



  Fund

		Actionaid



  Mobile Van

Support to

Tsunami relief ops
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@ Basic Cisco configuration
= Mobile wireless router
= Wireless base station
= IP phones.

® Target Microsoft applications
= Relief logistics.
= Refugee rehabilitation
m Disease assessment.
® Inmarsat contribution

= Integrated RBGAN for
satellite based Internet
accesss

® Key Activities

Establish responsibilties,
deliverables, project timeline

Establish pricing and custom
manufacturing process

Identify cube server provider

Identify NetHope members to
trial prototypes
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KG-235
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Department of State Humanitarian Information Unit eRoom
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TeleCommunications System: SwiftLink ICT Packages

• Utilizes global satellite  services for ubiquitous connectivity

• Enables video conferencing or simultaneous voice and data

• Includes instant messaging and email capability

• Packaged in a compact, portable, ruggedized case

• Transports easily by air, land and sea

Portable LAN-in-a-box
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UN WFP Situational Awareness
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WFP Situational Awareness

i <oz 01.05 South East Asia Tsunami Emergency-Affected Areas
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Afghanistan Reconstruction

UN Afghanistan Information Management System (AIMS)

US Military Afghanistan Stabilization
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Bloggers
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Translation Tools



This was another version of the DARPA machine translation services, this one from Virage. It has a somewhat similar interface, but uses only a standard web browser (instead of Microsoft Word) and adds (in the left column) a list of answers to a query. The search term is upper center-right, the name “Gharbawi”.
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Discrete and secure exchange of information.

NGO/Military Data Fusion Center

		Worker Locations

		Camp Locations

		Mine Fields



		Security Situations

		Offensive Operations

		Logistical Support



Fusion Center 

Shared data that provides

greater situational awareness

 for both Military and NGOs
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USGS Natural Hazards Support System
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Pacific Disaster Center Portal
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PACOM CSF-536 Virtual CMOC
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VVAF: Operational Activities and 

Security Information System (OASIS)
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UN OCHA Virtual On Site Operations Coordination Center (VOSOCC)
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UN OCHA Global Disaster Alert System (GDAS)
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UN Humanitarian Information Center (HIC)
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Technical ICT Partners
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Deployable ICT Architecture 
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Example of Backbone Communications Capabilities Used By Civilian and Military Elements
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Commercial Satellite Service
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Example of Field Coordination Mechanisms: Organization Means
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Commercial ICT Capability Packages and Collaboration and Information Sharing Arrangement
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‘standards such as MIL-STD-810F (alttude, highflow temperature, humidity, salt fog,

Viration and shock) and MIL-STD461 D/E (slectomagnetc compatiity)

Multi battery chargor: Charges 4 baftries simutianeously

BOBM even meels IP 67, which means it s dust proof and protected from temporary
immersion in water 1 meter below surface for 30 minutes.

BOBm s builtfor such miltary applications as:

Field Operations in harsh environments
Naval
Vehicle

Expansion possbilties:

GPS, Digital Compass, GPRS, Bluetooth, SDIO, PCMCIA, IR,
W-LAN, 2x USB, RS232, Docking Connector.

[LIOG]N]
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Characteristics of Potential 

S&R Ops Global Participants



Characteristics

Formed for a specific purpose



Consultative body of National Governments



Formed under International Humanitarian Law or Custom and Recognized as a sovereign entity



Directed by representatives of National Governments



Directed by private citizens



Funded by National Governments



Funded by private institutions or individuals



Not for profit entity



For profit entity



IO

IGO



NGO

Business

X



X









X







X







X

X

















X



X



X



X

X

















X



X



X







X









X







X









X



X



X



X

Research documented in IDA Document D-2349 “Potential Global Partners in Complex Contingencies,” currently in working draft.
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Potential Global Partners 

During S&R Ops





Governmental

Non-Governmental

IGOs

NGOs

CJTF

Private Military

Corporations

IOs

Aid Agencies

Military Forces

Affected

Nation 

DPKO

MCDU

UN

  Business

Community

Civilian

Military

 Multinational

Interagency Players

OSCE

ICRC

IFRC

EU

AU

OAS

ASEAN

Contractors

		Partners have



different responsibilities,

authorities, and capabilities

and expectations and agendas



(2) Roles of Partners vary

      – Based on cause and 

           urgency of operation

       – Over time as conditions

           change

Source: Martin Lidy, IDA

DoS
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The Post-Conflict S&R Ops Challenge







Information Sharing Capability Gap

Civilian Agencies

Manage Expectations

Coalition

Military

Civilian Agencies

IO/IGO/NGO

Indigenous

Organizations

Military

Planning

Clarity of Mission

Goals/Expectations

Roles/Relationships

Unity of Effort

Intelligence/Information Operations

Collaboration/Information Sharing

Security 

Humanitarian

Justice

Social/Economic

Governance

Conflict

Heavy to Light Maneuver Force

MPs, CIVPOL, Constabulary,..

Stability

Reconstruction

CA, PSYOP, ENG, MED,…

Nation Building

Political, Military, and Civil International Involvement

Humanitarian

Assistance

Humanitarian Assistance



The decision to intervene in a conflict is political.  The military mission in support of the intervention reflects the political process.  The primary mission of the military is to create a safe and secure environment so that civilian agencies, IOs, and NGOs can conduct humanitarian assistance and assume appropriate responsibilities for civil policing, justice, governance, and related reconstruction and nation building activities.  The military is not there to do the jobs of the civilian agencies and organizations; however, since provision of adequate security is one of the most basic and immediate needs in a post conflict environment, the military, as the principal representative of the intervening power, are obligated to provide security (military and civil) and appropriate humanitarian assistance, governance, restoration of essential services, and other reconstruction assistance until the security environment permits civilian access to perform their duties. The civil-military mission is to enable the host country leadership to establish the necessary capacity to manage governance, rule of law, reconstruction and economic recovery.



During the transition from combat operations to stability and reconstruction operations, it will be necessary to adjust the force structure and capabilities.  In today’s high tech operational environment, however, there will likely be no distinction of phases but a blurring of the phases with low intensity combat operations being conducted in parallel with civilian and military stability and reconstruction operations—this is the case in Iraq.  There will be a need to move from a heavy combat force to a force configured to operate in urban areas.  Force augmentation or adjustments will need to address coexisting civilian security, counter insurgency, counter terrorism, and organized crime security needs and stability and reconstruction needs such as humanitarian assistance (food, clothing and shelter), restoration of emergency services (fire and rescue, hospital, ambulance), infrastructure repair (power, water, transportation, communications, sewage), health care services, education, and other quality of life needs including jobs for the unemployed. 

 

The security aspects will require the use of a mix of military forces and MPs and constabulary and civil law enforcement elements. In fact, experience in the Balkans suggests it may be important to introduce an early (may be even before hostilities cease) civil policing and constabulary capability to bridge the gap between civil and military policing capabilities and to provide specialized skills and integrated civil-military capabilities to help address terrorist activities, organized crime and other criminal activities, crowd control, riots, looting, and other civil unrest and demonstration needs. In regard to stability and reconstruction operations, military Civil Affairs, PSYOP, engineers and medical service elements will be needed and there will also be International Organizations (IO) and Non-Governmental Organizations (NGO) actors on the ground to support post-conflict needs.  In fact, humanitarian assistance elements will exist before the military intervention starts, remain at a reduced level during the conflict, increase in level of effort when combat operations end and likely remain for some time after the military forces leave.  



The early introduction of stability and reconstruction civil-military elements requires advanced planning for and training of such a capability.  There are also significant challenges in creating and executing an integrated civil-military security capability.  Military police, civil affairs, engineers, medical, and EOD elements will be key military force augmentations in the early phases of the stability operation to address humanitarian assistance, civil administration, restoration of services such as power and water, provision of public health and medical services, mine and UXO clearing, and infrastructure reconstruction needs.  Judicial teams will be needed to address rule of law and early establishment of courts and prison systems.  Civil Affairs plays an important role in educating the military commanders on IO/NGO relief activities and needs; conducting community-based assessments for situational analysis of social, economic, ethnicity, restoration of essential services, infrastructure repairs, and other needs; providing security and mine awareness, community status, infrastructure project opportunities, and humanitarian related information to UNHCR, IOs and NGOs; and coordination of and information on refugees, displaced persons, and other relief and development needs.  Civil affairs and other military elements such as the Engineers roles are to facilitate and share information not do the job of the IOs and NGOs.  Special Forces teams and PSYOP and Civil Affairs teams play important roles in shaping the information environment, winning hearts and minds of the indigenous population, building trust relationships with local leaders and influencing the local population to support and not interfere with the military activities. 



Recent operations in Afghanistan and Iraq suggest that there are some unintended consequences associated with the improved military capability to conduct rapid decisive war fighting operations with speed, precision, and smaller force packages on the ground. In past operations, the larger combat force transitioned to support the resource intensive stability and reconstruction operations as combat subsided. They were also augmented with additional military police, civil affairs, PSYOP, engineers, medical and other specialized capabilities.  This arrangement worked reasonably well for slow transitions from combat to stability operations.  Under the improved force package arrangements, there are fewer forces and capabilities available on the ground to conduct these operations and the transition is much quicker. If there is continuing low intensity conflict or need to conduct stability and reconstruction operations concurrent with combat, the ability to conduct both operations simultaneously is further reduced without timely augmentation by specialized capabilities that could include civilian elements such as law enforcement, civil administrators, financial experts, medical, and essential services reconstruction personnel. 



General Zinni, USMC (Retired), constantly reminds us of several important points regarding winning the peace: need to talk about not how you win the peace as a separate part of the war, but you’ve got to look at this thing from start to finish; the military is good at breaking things and killing people but not good at using other elements of national power—the political, the economic, and information—to fix the conflict; we are great at dealing with the tactical problems…we are lousy at solving the strategic problems; and we are involved in culture wars and we don’t understand the culture.

 

In order to effectively promote their respective missions, the military and the humanitarian assistance, IO, and NGO organizations must have their own spheres of operation, or "spaces," and information integrity.  They need to collaborate in working toward the common goal of protecting and helping the local population and leaders when their needs and objectives overlap.  The civil-military elements must share suitable, protected mechanisms for exchanging information. Civil and military communications and information systems supporting stability and reconstruction operations tend to be stove-piped with limited coverage and capacity and little interconnection of the tactical military and civilian systems. Commercial Internet becomes the de facto information network that links coalition operations participants be they military or non-military and this is not enough. Hence, there is a collaboration and information sharing gap. Policymakers from both sides need to evaluate the necessities and realities that face them in the field and manage their respective needs for information integrity and the means to cooperate.  Commercial IT offers a means to create a civil-military collaborative information environment to facilitate collaboration, cooperation and information sharing.
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Civil-Military S&R ICT Responses
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Internet is the “de facto” civil-military collaborative information network



UN









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































CENTER FOR








