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ABSTRACT: The Information and Communications Technology (ICT) industry enables
connectedness that is improving the quality of life for millions of people while promoting
increased productivity worldwide. The U.S. ICT industry continues to lead the world in
innovation and available capital but is experiencing increasing challenges from global ICT firms.
Value creation, commoditization, capacity limitations, and cybersecurity issues dynamically test
the market fundamentals of the ICT industry. The convergence of ICT capabilities and demand
for mobile capacity are now driving many economic, legislative, and technological trends. The
U.S. government must pursue policies that promote innovation, modernization, and cybersecurity
to maintain global ICT leadership, improve our standard of living, and promote our national
security. This report’s conclusions were determined by visiting with executives at ICT
organizations in Washington, D.C., Silicon Valley, CA, China, and Vietnam, and by referencing
relevant literature and media publications in the course of individual research on specific issues.
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Baidu, Beijing, China
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China Mobile, Guangzhou, China

China Unicom, Beijing, China

Cisco, Guangzhou, China

City Telecom, Hong Kong, China

CSL Cyberport, Hong Kong, China

Department of Information and Communication, Ho Chi Minh City, Vietnam
Duncan Clarke, BDA, Beijing, China

Intel, Saigon Hi-Tech Park, Ho Chi Minh City, Vietnam

EVN Telecom (Southern Center), Ho Chi Minh City, Vietnam

FPT Telecom, Ho Chi Minh City, Vietnam

FPT Software, Ho Chi Minh City, Vietnam

Guangdong Communications Administration (GCA), Guangzhou, China
Huawei, Shenzhen, China

HPT, Ho Chi Minh City, Vietnam

PCCW, Hong Kong, China

Telestra International, Hong Kong, China

U.S. Consulate, Hong Kong, China

U.S. Consulate, Ho Chi Minh City, Vietham



Vietnam Data Communication Company, Ho Chi Minh City, Vietnam
VNG (Vinagame), Ho Chi Minh City, Vietnam



The health and global competitiveness of U.S. information and communications
technology (ICT) firms are essential to national security and national resource strategy. ICT is a
primary force for generating U.S. economic growth and prosperity and therefore a major driver
in the global economy. The purpose of this study is to analyze the condition, outlook, and
challenges for the primary sectors and markets that make up the ICT industry and use this
analysis to recommend government policies that will enhance the ICT industry’s contributions to
national power. Following the main body of this paper, expanded essays address three pivotal
topics affecting the central challenges in the ICT industry today, especially the explosion of data.
These three topics are social networking, government implementation of cloud computing, and
cybersecurity/ critical infrastructure protection.

The seminar’s methodology to gain expertise in U.S. and international ICT industries was
to research current events from various media sources, host guest speakers from across the
industry, examine specific issues through individual research and topical papers, and visit ICT
firms in the United States and abroad. Specifically, the seminar visited firms in Washington,
DC, Silicon Valley, CA, Vietnam, and China.

The ICT Industry Defined

The ICT industry uses general-purpose technology that provides “platforms on which
many different tools or applications can be constructed™ and services that can be delivered
efficiently from a great distance over a network. Both of these characteristics are similar to the
electricity production model. Consequently, the ICT industry enables the delivery of information
across the multiple networks that comprise the national security enterprise, to including the
Internet.

This study includes the following eight ICT industry sectors as defined by the North
American Industry Classification System (NAICS): 1) Electronic computer manufacturing;
computer storage device manufacturing; computer terminal manufacturing; other computer
peripheral equipment manufacturing; 2) Telephone apparatus manufacturing; broadcast and
wireless communications equipment; other communications equipment manufacturing; 3)
software reproducing; magnetic and optical recording media manufacturing; 4) Software
publishers; 5) Wired and wireless telecommunications carriers; satellite and other
telecommunications; 6) Data processing, hosting, and related services; 7) Other information
services, including operating search engines and Internet portals; and 8) Computer systems
design and related services. Appendix B provides a detailed description of the sectors, which
represent the primary industry segments but exclude some ICT sectors covered by other ICAF
industry studies, to include broadcasting and chip production.

Current Condition

The U.S. ICT industry is extremely robust, with significant innovation and sizable
available capital for growth, while providing digitally-enabled national security capabilities and
improving quality of life for millions of people. ICT is the primary force for generating
economic growth and prosperity in the U.S.2 and is a major driver in the global economy.’
Inherent gains in efficiency and productivity allowed ICT to account for 25% of U.S. economic
growth (GDP per capita) since 1995, despite constituting just 3% of U.S. GDP.* ICT importance
is such that ICT networks are designated as one of the Department of Homeland Security’s
eighteen critical infrastructures and key resources (CI/KRs). Recent key trends in the industry
include the migration to wireless, expansion of broadband capability, and use of the Internet



Protocol (IP) standard, with a continuing increase in processing capability and convergence of
services, especially for wireless devices.

Everything over IP: The flexibility and efficiencies that the use of the IP electronic
programming standard provides led most firms in the ICT industry to adopt IP, thus leading to
the term “Everything over IP” (EoIP) as most all new software and networks are fully IP capable
systems. By moving to IP, data transmissions become more efficient and accessible via
broadband connections for services ranging from voice to high-definition video. The
convergence of services is forcing consolidation across the ICT industry. For example, wireless
and wireline providers are branching into services traditionally provided by segments of the
cable and Internet Service Provider (ISP) industry, while some cable and ISP providers are
offering VVoice over IP (\VolIP).

Mobile Revolution: The “mobile revolution” is growing as a result of increased
computing capability in ever-smaller devices and components, facilitating broadband Internet
access and a variety of software applications via wireless networks. The introduction of Apple’s
iPhone and iPad concurrently accelerated an explosion of devices incorporating capabilities such
as navigation, video, photo, voice, and Internet access. Mobile technology can now network
devices in things such as cars, refrigerators, or shipping containers to enable the transfer of data
such as geographic position or maintenance requirements. This increasing ability to connect
network devices, to rapidly find and share information, and to execute diverse actions from
mobile platforms is stimulating massive growth in the ICT industry nationally and globally,
enabling increases in productivity and growth for many industries and the effectiveness of many
systems, including defense, intelligence, and critical infrastructure systems necessary for national
security.

Wireless: Some of the largest growth in the U.S. economy over the last ten years
occurred in wireless service providers segment, including firms such as Verizon Wireless and
AT&T. Since 2000, the consumer demand for wireless services has grown from 97 million to
293 million subscribers with wireless revenues increasing from $45B to $159B.° The increasing
quality and extent of wireless networks has also allowed consumers to disconnect their landlines
with 27% of U.S. households now using a wireless phone exclusively.® The wireless industry
provides increasing value to the U.S. economy through efficiencies, and now has a subscriber
penetration rate of 91% of the U.S. population.” High data rate service demand and industry
competition is pushing providers to invest significantly in more efficient, capable systems, such
as the rollout of the 3G standard and aggressive initial implementation of 4G/LTE capable
networks in a limited number of market areas.

The wireless segment has a high barrier to entry due to the high cost of infrastructure and
the limitations of electromagnetic frequency spectrum availability. AT&T, Verizon, Sprint, and
T-Mobile, comprises 89% of the market, making wireless a concentrated market, but also
providing increased economies of scale and beneficial standardizations. This includes the
apparent move to a single LTE standard for the 4G capability, allowing for greater revenues for
continuing network modernizations and innovations.® With four fairly similar providers and low
or decreasing service provider switching costs, customers have significant leverage in the
wireless industry segment. Manufacturers or suppliers of the infrastructure equipment however
have little leveraging power due to the large number of suppliers internationally and relatively
homogeneous products. The result is prices and margins have remained fairly low due to the
competitive rivalry between the major carriers. Substitutes are available, such as prepaid
wireless phones and wireline service, including Voice over Internet Protocol (VolP), but their



appeal is limited by the strong preference for mobile devices with service on demand, and the
increasing capabilities of those mobile devices.

Cloud Computing: The cost of processing power and storage is continuing to drop and
high-speed Internet is becoming more accessible, enabling cloud computing to reduce the cost to
firms and individuals. The level of industry concentration for cloud computing providers is low
but growing with a few large providers emerging. The industry lacks standards and is highly
fragmented, with over 56% of the establishments with fewer than five employees in 2010.°
Competition is therefore currently nearly pure with low barriers to entry and significant
opportunities for larger firms to benefit from economies of scale for enterprise-sized clients.*
The major essay section of this paper provides additional details about cloud computing.

Social Networking: Internet social networking provided by firms such as Facebook, is
experiencing exponential membership growth. Because workers are five times more likely to
turn to a person than to a database for information, collaboration enablers such as social
networking have proven to be an economic efficiency multiplier.!* Social networking also
leverages online “crowd sourcing” for solutions, which reduces costs, increases productivity, and
reduces labor requirements by a factor of a thousand in some cases.> The social networking
market occupies a 14% market share of a competitive, lightly regulated, low entry barrier,
medium high-technology and high growth, $39B internet publishing and broadcasting industry.*?
Six of the top ten Internet sites have integrated social networking, up from zero in 2005.** This
reflects the consumer and producer benefits being realized by in the commercial sector due to
social networking capabilities. U.S. social networking dominates the global market, but there are
some international social network strongholds.™® Facebook is the largest social network site,
with more than 600 million users and 123% annual revenue growth between 2006 and 2011.%°
Domestic competitors include MySpace, Twitter, LinkedIn, Salesforce.com, and
Classmates.com. China’s Baidu and QQ have significant international market share, especially
in China where Facebook is blocked, but with relatively smaller 35% and 65% growth rates."’
The major essay section provides additional details about social networking.

Software Services: The software services sector is experiencing increasing product
convergence, creative destruction, firm acquisitions, and targeted offshoring. Although IT
consulting is already saturated with firms, it continues to grow as company restructurings for
efficiencies are keeping consultants busy integrating accounting, data storage, and other IT
systems. The number of IT consulting enterprises grew significantly due to the low cost of entry,
despite many acquisitions by the larger players in the market which, in 2010, included
International Business Machines Corporation at 6%, Hewlett-Packard Company at 5%, and
Accenture Ltd at 5% market share.®® The software publishing industry contributed the most
significant activity in the software services sector, experiencing annual growth of approximately
2% for the last five years. ** Large software publishers are eagerly purchasing smaller
companies owning strategic patents, decreasing the number of firms at an average of 2%
annually for the last five years.?’ In 2010, the three largest players were Microsoft Corporation
at 25%, Oracle Corporation at 8%, and International Business Machines Corporation at 7%
market share.” Software publishing maintained relatively low labor expenses and yielded
profits through upgrades. These attributes allowed the industry to provide average annual profits
of approximately 20% for last five years, with $156 billion in revenue.??

Wireline: The wireline segment is highly competitive yet also highly concentrated, with
the top four firms accounting for 92% of the cable and ISP market.? Customers have economic
leverage due to low switching costs and the ubiquitous availability of wireless substitutes, while



infrastructure suppliers have little economic leverage due to the number of low cost suppliers.
The high cost of installing a large area infrastructure and many regulations creates a high cost of
entry for the wireline industry segment. High-speed bundled services are the focus of many
firms, as television, phone and Internet connectivity are being bundled to win customers with
ease of use and high-bandwidth connectivity speed.?* The wireline, cable, and Internet service
provider (ISP) segment had $265B% in revenues in 2010 and employed almost one million
Americans. 2 ?” However, its growth was low compared to the wireless and software service
segments. After billions of dollars spent on infrastructure investments in the last decade, notably
by Verizon and AT&T for fiber and broadband upgrades for internet service, most of the major
providers shifted business models which call for greater investment in wireless infrastructures.”®

Hardware Manufacturing: The domestic computer hardware manufacturing industry,
which includes manufacturers of computers, monitors and peripherals, and telecommunications
and networking equipment, is in decline due to the outsourcing of manufacturing to developing
countries. The number of domestic manufacturers fell in all three sectors over the course of the
past five years due to acquisitions or consolidations, outsourcing, technology improvements and
falling prices. The makers of all forms of computers and networking equipment increasingly
outsource the manufacture of their products abroad because of the homogeneity of their products
and the benefits of low-cost labor. All three sectors experienced lower overall revenue due to
increasing imports from primarily Asian sources. Concentration of market share is moderately
high in all three sectors; the largest four firms control 62% of the peripherals®, 65% of the
networking equipment®, and 77% of the computer manufacturing industries.*

Research and Development: Although the U.S. accounts for the largest total share of
ICT R&D among the Organization for Economic Co-operation and Development (OECD)
countries, when evaluating R&D intensity (R&D expenditures as a percent of GDP), the U.S.
currently ranks below several OECD countries.®* Overall ICT innovation in the U.S. has been
strong, supported by a highly encouraging culture, which other nations have strived to replicate.
Yet the vast majority of industry R&D is focused on development — on the engineering of future
products. Few major companies have formal research organizations, and those with the
resources available invest relatively little in basic research compared to their expenditure in
development activities.** Total corporate R&D spending among the Global Innovation 1000
firms was $503B in 2009; declining by 3.5% from $521B in 2008.** The drop is the first in more
than a decade and attributed to the economic downturn.*> The top 250 ICT firms spent over $1B
for R&D in 2009, with a 4% annual increase since 2000.*® The Department of Defense R&D
investment sustains basic research in high-priority defense areas such as cybersecurity, advanced
learning, information access, systems engineering, power distribution, and energy storage®’, but
overall federal R&D spending has been relatively flat for nearly a decade.®

Challenges
Although the current U.S. ICT industry is relatively healthy nationally and remains a
leader on a global scale, it faces significant challenges that threaten its primacy and vitality. This
section categorizes those challenges under three principal areas: 1) Challenges in Creating Value
and Contributing to Economic Growth, 2) Challenges in Capacity and Commoditization, and 3)
Challenges in Cyber Security and Critical Infrastructure Protection.



Challenges in Creating Value and Contributing to Economic Growth

R&D Incentives: The success of the ICT research enterprise reflects a complex
partnership among government, industry, and academia. In the face of current fiscal challenges,
the near future warrants increased government and industry collaboration to identify and invest
in the highest priority R&D initiatives, minimizing threats to national security while maximizing
economic competitiveness. For years, Congress temporarily extended the Research and
Experimentation Tax Credit rather than pass permanent legislation, due in part to concerns raised
by the Government Accountability Office regarding, 1) disparities between taxpayers in the
amount and incentive effects of credit received, 2) eligible costs that constitute qualified research
expenses, and 3) documenting and substantiating expenses.>® President Obama’s 2012 budget
proposes making this tax credit permanent®® but without resolution to the underlying issues
raised by GAO, permanent legislation remains unlikely.

Human Capital and Science, Technology, Engineering and Mathematics (STEM)
Education: The U.S. produces a sufficient number of STEM degree holders to meet the
demands of the ICT industry. However, too many are choosing non-STEM career paths after
graduation, leaving gaps that are filled by highly-skilled immigrant STEM workers. Likely
reasons for this exodus include the perception of decreased future opportunities due to job losses
in the industry caused by offshoring or the belief that other career tracks may be more lucrative.
The challenge is to encourage more students to pursue STEM degrees and to incentivize STEM
degree holders to choose careers consistent with their academic credentials. The ability to attract
intellectual capital in ICT sectors related to national security is a growing concern.

Export Control: Another major challenge is to reform the outdated U.S. export control
system as “[pJoor coordination among the agencies involved in export controls has resulted in
jurisdictional disputes and enforcement challenges”.** This has impeded the success of domestic
ICT firms in exporting goods and services abroad and has done little to limit the proliferation of
technology related to U.S. national security interests. The Department of State currently makes
“commodity jurisdiction” decisions as to whether an item is subject to the U.S. Munitions List
and thus subject to Department of State control or, conversely, whether the item at issue is “dual
use” and thus subject to Department of Commerce control.** However, the Departments of State
and Commerce have disagreed, simultaneously claiming jurisdiction over the same items.** This
poor coordination resulted in numerous lost economic opportunities for ICT firms.

U.S. Competitive Advantage Affected by Emerging Markets: China’s competitive
advantage in electronics manufacturing is largely responsible for its emergence as India’s top
trading partner in 2008, supplanting the U.S.** This trend is global in scope, and mirrors the
evolution of U.S.-Brazil-China trading relationships. Chinese businesses are now encroaching
on the economic sectors that spurred and strengthened U.S.-India trade ties. Trends suggest that
countries with more evolved ICT industries, such as the U.S., have moved away from lower
skilled machine manufacturing and are producing higher value goods and services that focus on
developing content in the global information society. The challenge for U.S. ICT industry will
be to have the ability to penetrate emerging markets, such as China, to deliver knowledge-based
information services which will not only help the industry but will foster greater cooperation and
economies of scale within the international community.

Challenges in Capacity and Commoditization
Wireless Spectrum Availability: Barring a breakthrough in wireless technology, nature
provides a finite amount of wireless spectrum as defined by the laws of physics. Domestically



the Federal Communications Commission (FCC) is the sole distributor of ten-year wireless
spectrum licenses, which form the technological basis for facilities-based wireless service
providers. While wireless spectrum capacity is fixed, the convergence of connectivity has
accelerated the demand for wireless services, with the average smartphone user already
accounting for eleven times more data consumption than a non-smartphone user. Additionally,
incumbent licensees, such as the DoD, are very inefficient users of their prime wireless spectrum
holdings. Therefore, President Obama directed the FCC to reallocate 500MHz of underutilized
spectrum to the wireless industry. However, it will take time to consolidate current users into
their new spectrum. The near-term need for spectrum will continue to incentivize consolidation
in this market, further frustrating new entrants and growth of current wireless service providers.
To meet projected consumer demand, the wireless service providers need continued reallocation
of spectrum from inefficient users, enabling the FCC to distribute additional wireless licenses.

Cloud Computing: The Obama administration published a cloud computing strategy and
is assisting government agencies to meet designated goals. However, the lack of upfront
funding, short planning timelines, and an initial lack of support slowed the process. The next
challenge is to develop standards as well as regulations on privacy, security, and ownership of
data that will enable the interaction of clouds forming synergies, efficiencies, and collaboration
between firms, government agencies, and individuals.

Social Networking: The continued proliferation of social networking has ramifications
spanning many future national security challenges.*® Social networking allows issues and
misinformation to go viral rapidly and can define relationships that test national sovereignty
against local, regional and other global interests. The challenge is to take advantage of social
networ}éing’s potential influence to support national security objectives and anticipate emerging
issues.

Challenges in Cybersecurity and Critical Infrastructure Protection

Cyber Security: Maintaining cyber security against theft, intrusion, or attack is arguably
the greatest challenge facing the globalized interconnected world in the next decade. Targeted
attacks from malware have been on the rise. With increasing convergence and connectivity,
more people around the world will have access to the Internet to be the sender or victim of cyber-
attacks. The challenge is for corporations and the government to develop and enforce policies
that will better protect networks from attack. Since President Obama’s cyber policy review in
May 2009, less progress than expected occurred. The Obama administration is still debating
whether it needs new legal authorities to strengthen the government's ability to defend private-
sector networks and whether current law even allows such actions.

Critical Infrastructure Protection: Private industry owns over 80% of critical
infrastructures and key resources (CIKR). Trapdoors placed by advanced persistent threats are
found more frequently in the networks that control Software Control and Data Acquisition
(SCADA) systems. The vast majority of CIKR systems are not “air gapped” from the internet
and do not have the processing capacity to support encryption. The challenge is to incentivize
industry to make the investments necessary to address vulnerabilities and achieve an appropriate
level of security.

Outlook
The ICT industry outlook is shaped by market demands for increases in the convergence
of capabilities and the need for those capabilities to be mobile and on-demand. This increased



convergence is, in turn, driving increased data requirements, in terms of both storage and
distribution. The handling of these fundamental ICT demands will underpin future trends in the
economy, in policy and legislation, and in the technological innovation that will significantly
shape our future.

Several vulnerabilities could serve as potential impediments to the industry’s ability to
surge and mobilize in response to a national security requirement. Examples include ICT-related
vulnerabilities of the global supply chain and capital-intensive manufacturing of key materials
and parts used in the ICT industry (e.g., rare-earths, silicon wafers, and semiconductors).
Additionally, weapons of mass “disruption” in the form of cyber-attacks against U.S.
information networks could also impede general mobilization, especially when ICT’s integral
presence in numerous other relevant industrial sectors is considered.*’

The short-term outlook for the ICT industry is generally positive. Moore’s law (the
doubling of the number of transistors on an integrated circuit every 2 years) helps drive
extremely dynamic technological change in the ICT industry, and explains why many firms in
this industry define short term as 18 months or less, as opposed to a five-year outlook used by
other industries.”® In the short term, domestic legislation on issues such as spectrum allocation,
net neutrality, privacy, patent reform, and export controls will set the tone for the industry’s
direction. Government, firms, and individuals will begin to move more of their computing to the
cloud as data storage and transmission becomes increasingly commoditized and efficient.
International policies related to privacy and data security, innovation and technology transfer,
market access, and Internet governance will also affect global opportunities for U.S. ICT firms,
frequently in negative ways. For instance, ICT-related manufacturing will continue to move
offshore due to higher U.S. labor and capital costs and the highest statutory corporate tax rate in
the world.”® Another driver of this off-shoring trend is the continued move of U.S. ICT
manufacturing up the value chain and away from less skilled manufacturing. Nonetheless, the
U.S. will lead the world in innovation, particularly further up the value chain in areas such as
process engineering and product development.

In the medium term (2-5 years), mobile computing platforms will become the
predominant method for web access worldwide. This is already the case in many developing
societies lacking wired infrastructure.® Ubiquitous access to video, voice and data over IP will
become the global norm. Bandwidth requirements will likely grow exponentially, primarily
driven by video traffic on demand expectations. The world’s submarine fiber backbones
currently have enough surplus capacity to handle disruptions such as the Japan earthquake as
well as the anticipated data traffic surge.®* The industry will need to devise innovative
technologies to economize and optimize limited electromagnetic spectrum availability, especially
as it attempts to deliver data over the “last mile” to mobile clients. Cloud computing will drive
growth in wireless and fiber optical networks, particularly as customers demand resiliency,
redundancy, and efficiency between multiple clients and data centers.

Machine-to-machine computing will increase as electrical grids, homes, appliances, and
global supply chain elements are “made smart” with computer chips and communication
technology. Securing and powering massive data centers will emerge as key issues for critical
infrastructure protection. U.S. firms are leading much of the innovation and research in this field,
but competition is keen from Asia (e.g., Republic of Korea, Singapore) and Europe (e.g.,
Denmark, Estonia), and even Africa, where mobile telephony is already used extensively for
financial services.”



In the long-term outlook beyond five years, silicon chip processor speeds and transistor
density levels may plateau as physical thresholds are reached. New materials (e.g., carbon or
plastic platforms rather than silicon-based) and new methods of computing (e.g. quantum or
optical computing rather than transistor-based) will begin to emerge. Additionally, semantic
processing will enable machines to independently reason about vast streams of information to
rapidly make new conclusions.® The growing need for interoperability between applications,
databases, and networks will increase reliance on middleware and service oriented architectures
while promoting open-source software development.  This open-sourcing will reduce
development costs but will also expose the U.S. to different risks from foreign expertise in
common software languages and architectures.*

Global sourcing of intellectual property, labor, parts and raw materials will make it
increasingly difficult to determine the national origin of the output of the ICT industry. The rise
of the BRIC countries (Brazil, Russia, India, China) will drive global growth, but could lead to
the emergence of “walled gardens” in the world where ICT standards differ and either
intentionally or unintentionally serve as barriers to entry into these markets. Additionally, the
impact social networking will have on globalization, politics, and transparency may encourage
some countries to disconnect certain Internet websites from the public. Threats to keeping ICT
production within U.S. borders include foreign countries with productive and skilled workers,
higher quality manufacturing, and lower labor and capital costs. In countries such as China and
India, these trends are the most obvious, and numerous U.S. and multinational firms have already
relocated much of their ICT manufacturing, software development, and business process
outsourcing to these countries.

While the U.S. still leads in innovation and sophisticated, highly technical production, the
future will see both China and India gain ground as their workers become more skilled and their
focus on education and innovation pays greater dividends. These rapidly growing countries also
present an opportunity for U.S. firms to gain market share in a vastly expanding middle class
who will want to take advantage of products like smart phones, personal computing devices, and
online services. The sheer size of China and India, with 37% of the world’s population, provides
market-changing opportunities as their growing middle classes drive demand, both domestically
and globally. To put it in perspective, in 2010 China reported having 457 million Internet users,
or about 31% of China’s population.”® That number was less than half, or 210 million users,
only three years earlier.”® To be competitive, particularly in Asia, U.S. firms will have to plan
strategies that enable them to remain profitable with a growing global customer base that is
middle class or poor rather than affluent.

Overall, the global ICT industry’s position in the world marketplace will likely increase,
with revenues becoming increasingly distributed globally due to the trends mentioned above.
This will increase the complexity for policy makers to maintain national competitive advantage,
especially as attempts to restrict trade using export controls are likely to make the domestic
industry less competitive. For the United States in particular, innovation remains the lifeblood of
maintaining a leadership role in this industry, making STEM education and the proactive
evolution of technological processes critical, both now and in the future.

Government Goals and Role
The transformative effect of the ICT industry is critical to national security and economic
prosperity, both domestically and abroad. A healthy ICT industry is vital to national security as
recognized by the Obama administration’s May, 2010, National Security Strategy. Specifically,



the relationship between technology and national security, and the importance of innovation and
investment in research and development. At a minimum, government fosters the environment
where markets operate efficiently. However, the government can play a larger role by
recognizing weaknesses, anticipating the opportunity to improve performance, and judiciously
responding to ICT market challenges by establishing goals and policies that will continue to
optimally balance the relationship between security and prosperity. Yet, government must be
careful to avoid the risk of excessive intervention. In an effort to stimulate innovation and
maintain the narrowing U.S. competitive advantage in the ICT industry, three general categories
of recommended government policies follow.

Innovation is Essential for Creating Value and Economic Growth. America should
continue to foster the scientific and technological breakthroughs that lead to innovation, fueling
our economy and ensuring our national security. Government STEM reforms, such as increasing
the number and value of scholarships in return for commitments to enter a STEM field upon
college graduation will help produce, attract, and retain the best and the brightest talent necessary
to sustain our knowledge-based workforce. The U.S. can achieve further benefits by reforming
immigration policies to include a market-based approach for the number of H-1B visas granted,
by easing visa requirements for prospective foreign students seeking advanced technical degrees
in the U.S., and by offering a direct path to permanent residency for advanced STEM degree
graduates. Policies that increase the number of STEM graduates will ultimately provide essential
market opportunities to improve the likelihood that beneficiaries remain in the U.S.

In parallel, the government should prioritize budget initiatives and fund those innovations
with the greatest potential for transformational applications. Since basic research currently
represents only a small fraction of overall ICT industry R&D funding and ICT is the engine that
drives economic growth, in our current fiscal situation the government should redistribute
funding for research most likely to lead to key development capabilities for the future. Examples
that Congress should champion in President Obama’s 2012 budget proposal include such high-
priority defense areas as cybersecurity, advanced learning, information access, systems
engineering, power distribution and energy storage.”” Multi-agency initiatives focused on
processing enormous quantities of data and building foundations for assured computing, secure
hardware, software and network design, and engineering to address the goal of making Internet
communications more secure and reliable should also be considered for funding.*®

The government should also facilitate expansion into sizable foreign markets like China,
Vietnam, India and even Africa. Numerous economic growth opportunities exist to increase
global market demand in ICT. U.S. foreign policy should encourage the Chinese government to
achieve openness, transparency and equivalence in mutually beneficial trade, investment and
intellectual property policies. Similarly, the U.S. government should encourage the Vietnamese
government to enforce piracy laws, improve transparency on the Internet, and improve the
regulatory environment for small and medium-sized private businesses to create a better
atmosphere for foreign direct investment. Additionally, U.S. foreign policy should assist African
governments to develop Internet governance policies aligned with their economic growth
strategies to specifically foster the advancement of African intellectual capital. The ICT industry
in Africa has vast untapped market growth potential that could be providing improved socio-
economic benefits for Africans.

The U.S. government should also continue to advance the President’s Export Control
Reform Initiative to spur growth of U.S. exports. Efforts should continue to focus on
establishing a single export control list, a single licensing agency, a single enforcement-



coordination agency, and a single information technology system to strike the right balance
between national security and economic opportunity.

Capacity and Modernization Congress should enact the FCC’s National Broadband Plan
(NBP) to improve the information system support structure. Among its various options, the NBP
specifies affordable and extremely fast Internet access for at least 100 million U.S. homes within
five years, apportionment of 500 MHz of additional spectrum for wireless broadband, an
overhaul of the Universal Service Fund (USF) to support broadband in rural markets, and service
provider access to infrastructure at reasonable costs.> Increased broadband access is expected to
improve the underlying information system support structure for job growth and education
improvement. Admittedly, the relative importance of this factor in relation to others for
stimulating economic growth appears to be anecdotal thus far. However, much like the U.S.
highway and education systems, internet access is considered a common good.

Inefficiencies in government IT impacts its ability to effectively serve the American
people. The U.S. government should resource the Federal Data Center Consolidation Initiative
(FDDCI) and “cloud first” policy to reduce hardware and software costs for government data
centers while increasing IT security. The government should also execute the Federal Cloud
Computing Strategy (FCCS) and the Office of Management and Budget’s 25 point
implementation plan to set the stage for government-wide business practice transformation that
will enable various synergies across government. It should also assist in developing technical
and security standards and lead by enacting regulation regarding privacy and data ownership.

The U.S. government should also embrace responsible use of social networking as a key
soft power. Because of the Internet, information, regardless of accuracy, now spreads quickly
around the globe and has the potential to threaten national security. A national social networking
strategy should be developed to be used in conjunction with larger U.S. national security
policies. Additionally, social networking capabilities and resources should be integrated across
national security funding initiatives to obtain integrated, capability-based benefits.

Cybersecurity and Critical Infrastructure Protection. Cyber threats are a national
security concern, but also a threat to national economic interests. Cyber attackers likely have the
ability to disrupt America’s most vital systems, from electric power grids to financial markets.
The government should incentivize activities that promote greater cybersecurity for all users and
should regulate standards to protect the most important elements. Guarding against cyber-
attacks and protecting America’s critical infrastructures warrants greater government action to
require risk assessments, compliance with common information security policies, planning at the
appropriate level of transparency, and baseline security training and certification. The
government should also build a new online “identity ecosystem” in which transactions for both
the public and private sectors are more secure and therefore more trusted.

Essays on Major Issues

Social Networking. Social networks are the “pattern, or structure, of relations among a set of
actors”.®® Online, social networking is an exponentially growing, synergistic component of the
ICT industry that will continue to affect the global community in business, government and
personal arenas. The power of social networking is evident by its epidemic-like spread, deep
societal penetration, and demonstrated ability to transform diverse world events. Government
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should not ignore social networking due to associated lower service costs, increased government
service capability, accessibility, and other opportunities that could increase demand and services
outlay, especially with respect to national security.

Social networks historically provided benefits of greater interaction, and today they are
distinctly more evolved, accessible, far-reaching, and easier to use than ever before. Early
Internet technologies evolved to facilitate greater social expression in current Web 2.0
applications, allowing users to interact and collaborate with each other in a social media
community dialogue as creators (prosumers) of user-generated content.®> The social networking
market occupies a 14% market share of the competitive, high growth $39B Internet publishing
and broadcasting industry.®> The industry structure is currently characterized as having unclear
operational boundaries, high user demand, light regulation, and low barriers to entry. Social
networking boasts six of the top ten Internet sites where before 2005 there were none.*® Social
networking is now being optimized for the growing mobile Internet community, and contains a
diverse set of companies. The largest social network site, Facebook, has more than 600 million
users and has demonstrated 123% annual revenue growth between 2006-2011.°* Twitter has
been adding approximately five million new users per week®®, followed by niche competitors
LinkedlIn, Salesforce.com and Classmates.com.

Social networking business models vary primarily by subscriber usage, visitor access
rate, and advertiser service choice. Revenues are derived from on-line advertising and premium
service fees above free baseline services. The industry remains competitive, innovative, and
consumer-driven despite Facebook’s significant lead over competitors. Additionally, users have
low switching and minimal (if any) actual participation costs, making cost leadership strategies
untenable. The current industry environment is relevant, healthy, and growing in both global and
niche markets. The U.S. social networking services base dominates the global market, but there
are some international-based regional social network base strongholds.”® Facebook and Twitter
are market leaders with 110% and 1,107% annual growth in 2010, respectively. °  Foreign
companies like Baidu and QQ have seized respectable regional market shares, but with
comparably small 35% and 65% growth rates. ® The novelty of social networking means many
dynamics are unpredictable and it conceivable that a new social networking firm could become a
moderate market leader in the future.

Social networking’s relevance, power, and demand are a result of the unprecedented
levels of innovation, collaboration, and productivity that have resulted from this new medium of
information exchange. Social networking aggregates attributes, extends skill sets, and provides
the informational catalyst that accelerates the productivity of governments, businesses, and
individuals. Empowering commerce, technology, media, and culture to spill across previously-
closed borders, these capabilities readily provide people with knowledge and solutions in this
24/7 world that craves affordable, efficient coordination. *

Innovation created by information exchange through social networks is becoming more
and more essential to compete in today’s volatile environment. New ideas are key elements to
improve the effectiveness of integration, socialization, development, and delivery.” Innovation
growth in the enterprise environment is a result of finding expertise and facilitating open
participation to integrate efforts,”* tap new expertise, identify unarticulated needs, and gather
new inputs to solve complex issues with an expanded resource set and deliberate solution base.”
A focused study of 60 organizations showed that well-managed network connectivity is critical
to innovation.” It suggested that intimacy permits innovation and synergy especially in dynamic
environments, such as during new product development or continuous improvement processes.
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Social networking’s key agent for change is collaboration. Flat organizations and a more
globalized world require different perspectives, wider resources, and an integrated effort to
achieve strategic objectives. Today, we continually witness examples of Goliath-sized problems
that single players cannot tackle alone, and organizations are increasingly networking outside
themselves to leverage multi-lateral partners. In today’s resource-constrained environment,
objectives prove to be more achievable when diverse teams work together.

Arguably the most important social networking capability that affects the bottom-line is
productivity. If social networking did not bring a benefit that exceeded costs, it would quickly
be discarded. In today’s case, social networking is an undeniable accelerator that leverages
humans by “crowd sourcing” which can significantly reduce costs, increase productivity, and
reduce manpower requirements by a factor of a thousand.” Although some studies have
determined that increased social networking among students has yielded less study time and
poorer grades,”s two other studies suggest a 9% productivity increase’® and a 46% innovation
increase. "’ Over 60% of the top 100 online retailers now reach customers via social networks.”
The top 25 businesses that use social networking have been able to increase their aggregate
target audience by 318 million people. The top 50 businesses have increased it by nearly 450
million people.” In 2007, social networking eclipsed email as a communication vehicle,®
lending proof that users are valuing its “network effects”. &

By traditional business methods, value for social networking remains largely
unmonetized, with values more typically defined in less tangible individual-utility terms. The
lack of specific value definitions by industry leaders suggests there is a dominant perceived value
in using social networks. Social networking’s benefits include shared resources, capabilities, and
progress towards common interests while achieving reduced costs, improved efficiency, and
better effectiveness. The information exchange, collaboration, and innovation that encourage
increased productivity have become a key to competitive advantage. At the most basic level,
social networking is valued because it humanizes technology’s capability to improve mass
communication.®? Social networks can also support analytical tools that add to “social business
intelligence”. As attempts to monetize social networks continue, the prevalent “ubiquity first,
revenue later” business strategy ® has been successful to date. Ultimately, monetization will
probably rely on multiple aspects beyond advertising and subscription to include virtual goods,
branded content, allied services, location search, and location-based information. 3

Virtual social relationships can be legitimate and powerful, and most worthy of pursuit in
a targeted manner. Social networking increases “social capital”, strengthens strong ties, and
maintains less productive ones. > The events in both the Philippines and Egypt reveal the effects
of strategic coordination now possible with social networking. % Both the anti-Estrada
Philippines and anti-Mubarak Egypt movements showed how larger, looser groups can organize
and create a “dictator’s dilemma”. ¥ Some even suggest that without social networks, President
Obama would be neither elected nor even nominated.®® Although social networks can achieve
significant results across the spectrum rivaled by few other mediums, its’ effects can be stifled by
closed political systems. These government environments can force social network providers to
play by government imposed rule sets or be subjected to enormous restrictions or complete
shutdown. Such intervention eliminates the social network value and decapitates its capabilities
resulting in little or no use as well as inconsequential consumer benefits. The impact of a closed
political system’s influence on a social network can greatly reduce or eliminate productivity,
collaboration, and innovation as it looks to protect its power and sovereignty.
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Social networking is destined for further change and market evolution. The dramatic
growth of global technological connectedness promises increased development. First, social
networks will become increasingly mobile and more valuable. Mobile will become much bigger
than desktop utilization by 2014 and grow at faster rate than desktop Internet.®® With the
emphasis and growing demand, game-changing communication and commerce platforms will
emerge to more effectively serve the greater consumer demand base. Data will become of
primary importance, with video trailing.

Second, social networking services will trend towards targetable environments and
become more pervasive.” It is reasonable to expect that services will find a niche in a majority
of areas affecting everyday life. For instance, Facebook already started offering movies. Third,
expect innovators who grow new capabilities that challenge existing networks and services to
challenge today’s market leaders. A current subscription base is no guarantee of future
advantage. Services need to remain highly competitive through innovation due to the high threat
of substitution. It is reasonable to expect services to target the true value-added networks or
niches that focus on family, business, professional interests, dating, and friends.**

Fourth, commerce, and especially e-commerce, will benefit and grow larger as a result of
social networking largely driven by mobile capacity and social networking’s increased influence.
Fifth, security, privacy, and vulnerability concerns will continue to threaten social networking
services.*  Ultimately, if social networks provide safeguards that ensure user confidence, the
increasing cyber security challenge will be mitigated. A demonstrated inability to achieve that
confidence may undermine networking’s long term sustainability.

Sixth, the vision for social networking will be evolutionary and unpredictable.
Technology will naturally proceed to areas of increasing value, efficiency, and quality of service.
Perhaps contradictory to today’s sentiment, social chaos or reduced societal control may bring
immense opportunities for greater use of social networking. %

Despite its rapid growth, quick adoption and associated benefits, social networking is still
embryonic in many ways. From a national security perspective, social networking proliferation
has ramifications spanning many future challenges. ® Governments may harness social
networking’s influence to support national security objectives and anticipate emerging issues.*
Social networks are a key soft power component the United States should embrace to pursue its
interests and promote global stability. Finally, networking can cause issues and misinformation
to go viral and global fast, testing national sovereignty against local, regional, and global parties.

Four key recommendations are:

(1) Incorporate social networking into the National Security Strategy as a balanced,
force-multiplier contributor to national strategy and resource objectives.

(2) Appropriately network our national competencies, resources, and actors to bring to
bear our full capabilities and capacities.

(3) Address threats and actors that intentionally attempt to destabilize value-added social
networking objectives.

(4) Integrate social networking capabilities across appropriate national security
initiatives to obtain capability-based benefits.

- Captain Ron Florence, U.S. Navy

Government Cloud Implementation. The Obama administration perceived a need to make
significant changes in the way the government implements and utilizes IT. The February 2011
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Federal Cloud Computing Strategy (FCCS) characterizes the current federal IT environment by
“low asset utilization, a fragmented demand for resources, duplicative systems, environments
which are difficult to manage, and long procurement lead times” which negatively impacts the
ability to serve the American people.®* To address this, the administration has implemented a
series of policies to fundamentally change the way the government provides IT services while
significantly reducing the federal IT budget. This essay addresses the changes that are occurring
as a result of the administration’s initiatives, including the FCCS, OMB’s February 2010 Federal
Data Center Consolidation Initiative (FDCCI), and the December, 2010, 25 Point
Implementation Plan (25PIP) to reform federal information technology management. This essay
also addresses challenges agencies are encountering while trying to implement the directives and
makes recommendations for government policy changes to create synergies. Agency roles,
responsibilities, and implementation plans to meet the Obama administration’s directives are
provided in Appendix C.

In February, 2010, federal Chief Information Officer (ClO), Vivek Kundra, implemented
the FDCCI, the first of the administration’s key IT initiatives. The goals were to reduce the
overall energy requirement, real estate footprint, amount of hardware and software, and
operating costs of government data centers while increasing the overall IT security posture.®’
Federal data centers grew from 432 in 1998 to 1,100 by 2009. Kundra determined that much of
the infrastructure was redundant, inefficiently used, and unsustainable, and that maintaining each
data center was a significant cost.”® Skilled personnel required to run the data centers is an
additional cost. This initiative established a series of deadlines requiring federal agencies to
inventory all assets and develop data center consolidation plans by August, 2010, which required
OMB approval by December 31, 2010.** This set the stage for subsequent consolidation plans
and the movement to cloud computing.

The intent of OMB’s 25PIP was to clear the obstacles that kept the government from
implementing best practices and “allow agencies to leverage information technology to create a
more efficient and effective government.”™® A key directive was the “cloud first” policy,
requiring each agency to move three services to the cloud within 18 months, the first one within
12 months, and to reduce the number of data centers by at least 800 by 2015.1°* The 25PIP also
addressed problems with IT program management.

The FCCS provided tools such as templates, information, security guidance, and
contracts that federal agencies can use to more rapidly move to the cloud. This strategy targets
$20 billion for migration to cloud solutions out of the government’s $80 billion IT budget.®
The Obama administration believes cloud computing will provide reliable and innovative
resources in a constrained environment, enabling agencies to save money by paying for only the
IT resources they use. The cloud will also allow agencies to utilize economies of scale to rapidly
expand, contract, or surge capacity, share infrastructure, and become more efficient, agile, and
innovative. In addition to laying out the proposed benefits of cloud computing, the FCCS
provides a framework for decision-making to support agency migration, highlights
implementation resources, and identifies Federal roles and responsibilities for cloud computing
implementation.™® It outlines methods to improve server utilization from the current 30%
average to 60-70% utilization.'™

The tools provided by the FCCS were designed to accelerate data center consolidation
and cloud implementation by assisting agencies in the planning, purchasing, and implementation
of their efforts to meet the FDCCI. Practical guidance was provided for the selection, planning,
security, and procurement of government cloud solutions at all levels. These tools would have
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been more helpful if they had been provided before the 25PIP required agencies to begin
executing under a short timeline with insufficient guidance, information, or assistance.
Unfortunately, the FCCS was released late in the implementation process, exacerbating some of
the challenges agencies have encountered. Because data center migration is a complex and
expensive task, the greatest challenge to implementing guidance has been a lack of upfront
funding.’®® This was also the bane of a 1995 data center consolidation plan.

Data security and storage policies are another challenge. The government is expecting
significant security benefits from cloud computing, to include the ability to focus resources at
fewer sites that touch the Internet. However, federal agencies are concerned about where the
data is stored, who has access to it, and if it shares storage with other organizations’ data which
could possibility lead to data spillage. Transparency is a major factor influencing agency
decisions to outsource as agencies want to understand how the policies, people, and technologies
are managed to secure the data center.’® For some agencies, this could pose a national security
concern if a provider’s virtualization takes data outside of the U.S.

Cloud computing could pose new security risks as sensitive data is migrated to locations not
directly under government control and could reduce options during a cyber attack by providing
fewer data locations and less flexibility in response. Changes to internal culture are causing some
anxiety due to the lack of physical data control in the cloud implementation. Political challenges
also exist due to federal jobs lost in states where data centers are closing.

Many agencies have already plucked low-hanging fruit by moving services to the cloud
such as email, web services, and collaboration software while they determine how to handle the
more difficult applications. Several bigger agencies are making progress with data center
consolidation but smaller agencies are typically making server room consolidations instead and
adopting virtualization and cloud computing services. Most larger agencies seem to be
implementing private clouds or are using mixed solutions, but many smaller agencies have
turned to public providers.

Some state governments have also begun data center consolidations and are offering
services to their counties and municipalities. At the municipal level, several of the larger cities
have outsourced to public clouds. Counties and small municipalities have been mixed but many
are looking to utilize state or federal cloud resources.

The initiatives have thus far not met the desired savings goals. In September, 2010, an
independent assessment of the FDCCI stated, “while some agencies have made progress in
consolidation, lack of funding, inadequate planning time, and insufficient resources present
major obstacles to the initiative being the game-changing program that it could be. However,
over the long-term re-architecting federal data centers will put the federal government on a faster
trajectory to adopt cloud computing than would have otherwise been possible”.107 Agencies
must overcome the challenges of an abbreviated planning and implementation timeline, lack of
upfront funding, technical obstacles, and cultural and political roadblocks.'®

Industry-wide, there are several obstacles to widespread adoption of the cloud. These are
concerns about data security, privacy, and ownership, the absence of global industry-wide
standards, and protection of the interests of competing cloud users.!®® Since standards are not
finalized, unwary subscribers risk getting locked into proprietary systems that will preclude the
benefits of cloud utilization beyond their own agency or cloud. I1BM expects the development of
common security and data standards and assessment tools within the next four years.°

Quality of Service (QOS) is another area of concern. According to a 2010 Symantec
Disaster Recovery Study, most cloud providers are unprepared and under-resourced to ensure
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service through down time, with sufficient backup and recovery capabilities. Typical results from
the survey are that providers have an average of four downtime incidents per year lasting an
average of five hours."™ According to the same survey, 44% of data on virtual machines is not
properly backed up to include mission critical applications and data and 60% of virtualized
servers are not covered in current disaster recovery plans.*** Agencies migrating to a cloud
solution could be at risk of being cut off from and even losing their data. Significant downtime
or loss of data can significantly affect user confidence and agency capability. Service level
agreements should address privacy, ownership, data access, data spillage, and security, and a
thorough risk assessment should be conducted before deciding upon a cloud strategy.

The U.S. government can stimulate industry by implementing statements of agreement
between applications, by using better encryption and credentialing, and by incentivizing activities
that promote greater cyber security and training. Research is advancing in this area with
organizations such as the Open Cirrus test bed and the Open Cloud Consortium (OCC). The
latter example is formed by several universities and IT companies to develop standards for cloud
computing, establish benchmarks, advance open source reference implementations, manage an
open cloud test bed, and sponsor workshops.**?

True government synergy requires using cloud computing in a whole of government
sense. Standard business practices should be developed to enable agencies to outsource
transactional processes and focus on the ones where they provide value. The cloud should
provide a platform for collaborating with other organizations and facilitate the development of
totally new and better business models.*** Cloud computing allows the combination of data from
multiple sources and common formats that make for more effective data sharing and
collaboration.’®> These models will grow exponentially in value when interconnecting processes
across all levels of government, allowing agencies to work together instead of alone. Process
variations between interacting organizations cause complexity, generate large training costs, and
make compliance difficult to manage.'® The synergy of transforming business practices onto
the cloud will provide benefits far beyond the dollar savings currently being directed, and will
facilitate greater streamlining of processes.

In conclusion, the Obama administration’s cloud strategies have advanced considerably,
with goals, resources, information, and tools designated to empower agencies to actually
implement directives. In the long term, these strategies will save money and improve
performance but the lack of upfront funding, short planning timelines, and an initial lack of
support made it difficult to get started. Although the administration has still not fully addressed
funding issues; the publishing of the Federal Cloud Computing Strategy provided tools to fix
many of the initial shortfalls. The next cloud strategy should direct the transforming of
businesses processes and the development of synergies across all agencies and levels of
government to enable greater effectiveness, collaboration, participation, transparency, and
responsiveness between agencies, firms, and citizens.

- Colonel John McLaughlin, U.S. Army

Cyber Security and Critical Infrastructure Protection. President Obama's announcement of a
cybersecurity push in May, 2009, and the accompanying cybersecurity report (known as the
Hathaway report), contained ideas long called for by various cybersecurity experts. The
president also announced that the U.S. government will create a national cybersecurity education
program and invest in cybersecurity research and development. However, the effort shows little
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progress and lacks details on how to counter the emerging threat. The “cyber czar”, Howard
Schmidt, announced the Comprehensive National Cybersecurity Initiative (CNCI)*, in April,
2010, a ten-point action plan identical to the 2009 Hathaway-report.*® Considering that 90% of
the U.S. government’s data traffic travels over non-government networks, there is a legitimate
concern that the government protect the Internet against theft, espionage, and cyber attacks.™®
Identification of the cyber threats and recommended actions to promote cyber security are
provided below.

As malware numbers continue to climb, traditional forms of security such as signature-
based antivirus software has become less effective. In 2009, estimates indicated the overall cost
of cybercrime to be as much as $1 trillion on a global basis.*?® Cyber criminals now have
automated tools capable of releasing very large volumes of malware with extreme variety and
sophisticated features.*** According to McAfee, the first six months of 2010 was the most active
half-year ever for total malware production.’? Symantec also reported the government/ public
sector had become the most targeted industry for malware with 1 in 75 emails (1.3%) being
blocked as malicious. Large-scale botnet insertions are now being used more frequently to hide
more targeted malware in large numbers of “zombie” machines. This makes targeted attacks
much more difficult to trace or attribute.

The move to cloud computing will continue as organizations strive to save money and
add flexibility to their operations. The cloud may become an enabler for delivering more
scalable, comprehensive, and affordable security. Through the cloud, computers will be able to
pass threat information back and forth, so that if one organization uncovers a specific attack, data
can be shared quickly and easily among a wide network of security professionals.

The sheer volume of cell phone users around the world highlights a need for proactive
mobile security measures. While more than 1.5 billion people use the Internet daily, over 4.5
billion use a cell phone every day, creating an attractive target for cyber criminals. As phones
become less expensive and more powerful, this number is expected to double or even triple,
enabling people in even rural areas of the world to easily access the Internet. Smartphones are
the new computers. An estimated 2 billion of them will be deployed globally by 2013.?® This
may Yyield hidden dangers, because many people tend to think of their phones as innocuous,
protected devices. Smartphone types initially varied so much that it was difficult for cyber
criminals to take advantage of them, but as the majority of phones are now being built on a few
core operating systems, including Windows, Android and Mac, the smartphone world is
becoming less secure. Phones have further constraints such as battery life that make traditional
security measures, which require the continuous running of software in the background,
unrealistic. Attackers can now easily gain access to personal data by taking advantage of the
many vulnerabilities of smartphones users, including email, Internet applications, and text
messaging. Less than 1% of all smartphones currently have any form of security.**

In addition to malware’s privacy concerns, another rising concern is the possible
destruction and malfunction of physical systems in critical infrastructures. While there are
differing opinions, in terms of how real this threat to physical systems is, according to one
source,™® “It is known that there are vulnerabilities that would allow cyber criminals to reach
into physical systems, and we are aware of the sophistication of today’s attackers. So to think
that physical systems are not at risk is really having your head in the sand.” Nation-states not
friendly to the U.S. are believed to be testing systems to facilitate the takedown of critical
infrastructure including power grids, communications systems, emergency services, and financial
systems. The compromise and takedown of these systems would cause confusion, chaos, and
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hysteria, damaging domestic affairs within the U.S. As physical systems become more
connected to the Internet, the kind of attacks we have seen in other areas could show up here as
well, a concern that requires the collaboration of various experts to fully understand and prevent.

One consideration for increasing individual system security is to create more secure
operating environments. This can be accomplished by writing more secure code that minimizes
vulnerabilities and by using decentralized operating systems on cloud interfaces. For example,
operating systems like the Google Chromium system minimize the amount of data on the
interface, making the user interface more secure by accessing applications and data files through
a secure thin client (such as Google’s solid state CR48 laptop). The architecture helps protect
the confidentiality and integrity of the user's file system even if an attacker exploits an un-
patched vulnerability in the rendering engine. Treating the rendering engine as a black box
reduces the complexity of the browser kernel's security monitor and avoids constant security
prompts. %° Each interface user has a more isolated operating environment, using a modular
browser architecture, keeping only necessary data in the system cache and deleting any
unnecessary files after logoff or shutdown. Vital information is retained in a centrally-secured
cloud.

The draft National Strategy for Trusted Identities in Cyberspace released by the Obama
administration on June 25, 2010, would theoretically simplify handling sensitive documents
electronically in a secure Web environment by creating a new “identity ecosystem” that doesn’t
require user names or passwords. This cyber-ecosystem plan would base authentication on
trusted digital identities, laying a blueprint for an online environment in which public and private
transactions are more trusted. This strategy identifies the federal government as “primary
enabler, first adopter and key supporter”. Furthermore, the language of the strategy states, "In
the envisioned identity ecosystem individuals, organizations, services, and devices would be able
to trust each other because authoritative sources establish and authenticate their digital
identities." Trusted providers such as banks would issue security credentials that would then be
accepted by other online resources such as social networking sites and e-mail providers. Users
would have the credential on a device that would authenticate his or her identity to the computer
and, by extension, to services that accept the credential. The strategy includes references to
smart cards, USB drives, mobile devices, software certificates, and trusted computing modules as
possible authentication technologies.**’

The next challenge is getting corporations who operate on the Internet to share
information that can generate ideas for how to defend against threats. Indications are that only
42% of infrastructure corporations participate in government partnership initiatives like IT-
ISAC, and the participation appears to be mainly data collection by the government.**® Security
concerns include unintentionally providing classified data to corporations and the risk of data
leakage to cyber criminals and terrorists. Even in cases where a member of a corporation is
given clearance to see data indicating a threat, that person may be a supervisor or executive that
does not have the ability to take actions to correct the problem and, due to security concerns,
can’t give the data to the people within their organization that can take the appropriate action.

Improving the security of Critical Infrastructures and Key Resources (CIKRs) will
require the appropriate testing of CIKR systems and dissemination of relevant metrics to
facilitate the appropriate security activities. In the current economic environment, corporations
appear less likely to absorb costs for increased security and, if there is no apparent loss of
service, customers do not appear willing to pay for it. Two thirds of infrastructure executives
surveyed indicated cuts had been made in cybersecurity due to the current recession.'?
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Additionally, Appendix A of the 2009 National Infrastructure Protection Plan repeatedly
mentions encouraging national, state and local agencies and infrastructure owners and operators
to take actions to manage their security and share information about cyber threats within their
industry, but provides no indication of how.

Many industries would prefer to be left alone and let the market decide how much
security is necessary, but that is inadvisable. The private industry will not take into effect the
negative externalities caused by failures to secure infrastructure sufficiently, leaving the
government to absorb these costs. Therefore it is necessary to provide legislation keyed to
performance metrics rather than compliance metrics. Compliance necessitates certain measures
are put in place, which places the burden of devising the measures on the government’s
understanding of each infrastructure’s IT systems, not on whether the organization, which
understands its systems best, can put the appropriate measures in place to defend against attack.

The next step to create beneficial behaviors in infrastructure industries is to provide
metrics-based incentives. These standards could also be scaled over an appropriate timeline to
increase protection levels. Built-in physical resilience may counter cyber vulnerabilities from
successful attacks. Costs may indicate it is too difficult to create networks that can achieve the
required rates of security. Therefore, an infrastructure company can build resiliency within their
systems by providing redundancies that can compensate for other system failures so, for
example, the loss of one power supply system can be absorbed by other power plants until
recovery of the primary. Another method is to provide sufficient physical fail-safes (for virtual
control of valves, switches, etc.), that can counter cyber failures and prevent cascading damages.
The appropriate legislation should incentivize industries to protect against physical risks while
also defending against cyber threats.

The next question requiring legislative action is: What measures are private corporations
allowed to use for defense? There are laws within the United States that prohibit hacking
activities, but they only affect those hackers within our physical borders. The Internet is a global
commons that provides anyone, anywhere, with a conduit to access any system that is connected.
If critical infrastructure is being attacked from servers hosted in other countries, does that
company or entity have the right to counter attack to prevent further damage? Is it required to
that a government entity be informed? There is no specific international agreement that governs
cybersecurity or active defense. It is necessary through the World Trade Organization, the
United Nations, or another appropriate international body to broker appropriate treaties that
codify responses to cyber-attacks. This will protect private corporations from legal response to
defensive cyber activities.

- Colonel Trond Lundberg, Norwegian Army, and Commander George Segredo, U.S. Navy

Conclusion

Despite its modest share of U.S. GDP, the ICT industry is a major enabler of economic
growth. Information and communication technologies have become extremely pervasive,
especially with the impressive growth of wireless communications to the detriment of wireline
communications. This trend will continue thanks to the on-going convergence toward mobile
devices, communication standards, and online services, connecting more users around the world,
and enabling new economic and social models.

Yet, the ICT sector faces challenges and externalities that may require government
involvement. First, the government can help sustain value creation by incentivizing long-term
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research, providing the industry with the right number and level of STEM-qualified workers, and
building the appropriate international trade environment to sustain a high level of international
competitiveness.

Second, the ICT industry faces challenges in capacity and commoditization, such as
wireless spectrum availability, cloud computing and social networking. The government has to
prove its ability to manage wisely the delicate issue of spectrum allocation and take advantage of
all the efficiencies provided by new technologies, while avoiding their traps.

Finally, cybersecurity and critical infrastructure protection are major concerns for the
government to sustain the pace of growth of the ICT sector. A major cyber-related disruption
may negatively affect the material lives of citizens and their confidence in government to protect
them. Though most firms indicated the high importance of cybersecurity and customer trust in
their ability to protect against cyber threats, indications are that actions by firms to this point are
insufficient and, as long as the immediate impact is insignificant, consumers’ desire to pay for
cybersecurity is minimal. Therefore, there is a significant need for government involvement,
including possible legislation and international agreements. The government may also conduct
monitoring and analysis, to incentivize firms to enact better security protocols throughout critical
infrastructures and business systems that affect national security.

Influencing a successful market is a delicate issue. However, balanced governmental
involvement appears necessary to guarantee the future competitiveness of the U.S. ICT industry,
and to address concerns linked to national security.
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Appendix A — Guest Speakers and Lecturers

Throughout this study, the seminar benefited from the experience and expertise of numerous
visitors from disparate sectors associated with the ICT industry. Some of these were guest
lecturers who spoke to the entire ICAF student body. Most, however, were experts who agreed
to speak to the ICT seminar to support specific topics associated with the study. We are
extremely grateful to the individuals listed here for their willingness to speak with us and help in
ensuring the thoroughness of this report.

Pierre Chao, Renaissance Strategic Advisors, LLC, Arlington, VA
Richard Clarke, AT&T

Chris Codella, PhD, IBM

Nicholas Fetchko, Telecommunications Industry Association (T1A)
Sheila Flynn, Department of State (Cyber)

Marc Forino, Department of State (Vietnam)

Dan Gordon, Valhalla Partners

Amb. (Ret) David L. Gross, Wiley Rein LLP

John Kneuer, The John Kneuer Company LLC

Brett Lambo, DHS

Sara Litke, Department of State (Vietnam)

Mike McKeehan, Verizon

Mark Orndorff, DISA

Ronald Repasi, FCC

Steven Sinha, Department of State (China)

John Wecker, Department of State (China)

Elaine Wu, USPTO

Jim Young, Google

Appendix B - The ICT Industry Defined

For this study, the ICT industry includes: 1) computer manufacturing (the manufacture, design
or assembly of personal computers, laptops, handheld computers and servers); 2)
telecommunication network equipment manufacturing (the manufacture of wired [voice and
data] telecommunications equipment, including telephone switching systems, telephones and
answering machines, data bridges, routers, modems and gateways); 3) magnetic and optical
recording media manufacturing and software reproducing (manufacturing optical and magnetic
media, such as blank audio tapes, blank video tapes, and blank diskettes and/or mass duplicating
audio, video, software, and other data on magnetic, optical, and similar media as well as mass
reproducing computer software data and programs on magnetic or optical media, such as CD-
ROMs, diskettes, tapes, cartridges or game cartridges); 4) software publishers (producing and
distributing computer software, such as designing, providing documentation, assisting in
installation, and providing support services to software purchasers); 5) wired, wireless, satellite
and other telecommunications (providers of direct communication services, such as local, long
distance and international phone service using wired telecommunications networks; operate
and maintain switching and transmission facilities to provide direct communications via
airwaves and provide services to include cellular mobile phone services, paging services,
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broadband personal communication services and wireless public safety services; engage as
third-party distribution systems for broadcast programming and deliver visual, aural, or textual
programming received from cable networks, local television stations, or radio networks to
consumers via cable or direct-to-home satellite systems on a subscription or fee basis; and
provide Voice over Internet Protocol services to consumers, businesses and government
organizations); 6) data processing, hosting and related services (providing infrastructure for
hosting or data processing services to include providing specialized hosting activities, such as
web hosting, streaming services or application hosting; providing application service
provisioning; or providing general time-share mainframe facilities to clients); 7) other
information services (providing Internet access through wired infrastructure [including copper
wire, coaxial cable and fiber optics] as well as renting or leasing out capacity on networks to
support the network infrastructure of other companies [backhaul]; and operating search
engines, Internet portals and other types of websites that display advertisements; 8) computer
systems design and related services (providing expertise in the field of information technologies
through one or more of the following activities: [a] writing, modifying, testing, and supporting
software to meet the needs of a particular customer; [b] planning and designing computer
systems that integrate computer hardware, software, and communication technologies; [c] on-site
management and operation of clients' computer systems and/or data processing facilities; and [d]
other professional and technical computer-related advice and services).**® These sectors are
represented by the following 8 codes as defined by the North American Industry Classification
System (NAICS):

NAICS Code | Description

3341XX Electronic computer manufacturing; Computer storage device manufacturing;
Computer terminal manufacturing; Other computer peripheral equipment
manufacturing

3342XX Telephone apparatus manufacturing; Broadcast and wireless communications
equipment; Other communications equipment manufacturing

3346 XX Software reproducing; Magnetic and optical recording media manufacturing

5112 Software publishers

517X Wired and wireless telecommunications carriers; Satellite and other
telecommunications

5182 Data processing, hosting, and related services

5191 Other information services

5415 Computer systems design and related services

Appendix C — Cloud Computing Defined, Agency Roles
and Responsibilities under FCCS, and Status of Migration

WHAT IS CLOUD COMPUTING?

The National Institute of Standards and Technology (NIST) defines cloud computing as “a
model for enabling convenient, on demand network access to a shared pool of configurable
computing resources (e.g. networks, servers, storage, applications, and services) that can be
rapidly provisioned or released with minimal management effort or service provider
interaction.”™*! There are three categories of service: Software as a Service (SaaS) allows users to
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access software online as needed and is focused on end-user requirements by supplying the
complete and maintained software, which is customizable within limits."* It provides applications
to the users on demand. Platform as a Service (PaaS) provides the hardware, software, applications,
and life cycle of services and hardware. Finally, Infrastructure as a Service (laaS) makes remote
hardware available for data processing in a virtualized environment. Through virtualization, the
interface on the guest’s hardware acts like a real computer but the software is resident on a remote
host."* It provides a fully outsourced computing environment, precluding the purchase of servers,
software, networking equipment, data-center space and power, and employees to maintain it.

The FCCS discusses cloud models that agencies can choose from to meet their
implementation. These are private cloud which is managed within an organization either in house
or by a third party; community cloud in which the infrastructure is shared by several
organizations; public cloud which is hosted by public companies and is open to the general
public or industry; and hybrid cloud which is a combination of two or more clouds that can
conduct load-balancing between them.*3*

FDCCI, FCCS, AND 25 PIP DELINEATED ROLES AND RESPONSIBILITIES

The FDCCI designated Richard Spire, CIO for the Department of Homeland Security and
Michael Duffy, CIO for the Treasury Department to lead the effort within the Federal CIO
Council.*** The FCCS delineated responsibilities across government. NIST is responsible for
coordination across all levels of government, the private sector, and the international community
to identify and prioritize cloud computing standards and guidance. GSA is responsible to develop
government-wide procurement vehicles and government-wide cloud based applications. DHS
will monitor security issues and set standards. Agencies are responsible for determining and
sourcing their cloud strategies. The Federal CIO Council is responsible to drive government wide
cloud adoption, identify new technologies, and share best practices and templates. Finally, OMB
is responsible to coordinate across government and set overall cloud related priorities and
provide guidance to agencies.™*® This approach should prove to be effective for synchronizing
roles and missions across the government. It is facilitating reaching the Administration’s goals to
make government more responsive, operationally effective, cost efficient, transparent,
participatory, collaborative, and innovative for the citizens it serves.*

One of the valuable aspects of the FCCS is that it provides a framework for agencies to use in
trying to determine which cloud employment is best for them. OMB, GSA, NIST, and DHS have
all developed practical guidance on issues related to security and procurement. NIST and GSA
frequently run government cloud computing working groups on topics such as standards,
reference architecture, taxonomy, security, privacy and business use cases. This is very useful for
agencies implementing their portion of the 25 PIP. Through GSA, the FCCS provides
government-wide Certification and Accreditation (C&A) to help agencies migrate.’*®® GSA has
implemented a contract that currently pre-approves 12 cloud vendors enabling any agency to
pick a government approved, certified, and accredited vendor and use this contracting vehicle to
procure the cloud capability they need.’*® Agencies can now purchase business applications,
productivity tools, collaboration, social media applications and infrastructure as a service such as
storage, virtual machines, and Web hosting via the GSA cloud storefront Apps.gov.*® It also
enables them to compare side by side what the different cloud providers are offering. GSA is
working on awarding a government wide contract for software as a service and email solutions.
Their email as a service expects to save 44% over existing on premise email solutions.***
Although they have not established a contract with platform as a service, GSA is looking to add
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this capability. It is also implementing riders that will allow state and local governments to take
advantage of the Federal Government contracts.

Due to the FCCS, DHS and NIST have been instrumental in providing guidance and
working groups in order to strike a balance between security and risk. According to the FCCS,
much of this has been addressed as part of the 2010 Federal Risk and Authorization Management
Program (FedRAMP). “FedRAMP defined requirements for cloud computing security controls,
including vulnerability scanning, and incident monitoring, logging and reporting.”142 The
government is expecting significant security benefits from cloud computing to include the ability
to focus resources at fewer sites that touch the Internet. Fewer sites will enable greater resourcing
for stronger platforms with greater reliability, maintainability, improved backup and recovery
capability.'*® The current system of Assessing and Authorizing (A&A) is expensive, time
consuming and inconsistent across government requiring up to six months and 180K per event.
Under the FedRAMP “approve once, and use often” an agency can accept security authorizations
performed by other agencies with confidence in its standardization and consistency. This should
reduce cost, expedite acquisition, and improve integration across various clouds supporting
government.**

According to Vivek Kundra, challenges with program management remain pervasive across
Federal Government due to a general shortage of qualified personnel. “we continue to see
projects spiral out of control — wasting tax payer dollars, failing to deliver results, and
introducing security vulnerabilities.”** The 25 PIP attempts to address this shortfall and
inefficiencies by termination of one third of underperforming IT projects, dedicating program
managers, staff, and IT acquisition professionals to IT programs, and a modular approach
providing functionality every six months.'*® The Office of Personnel Management (OPM)
created a career path to attract and reward top performers and is drafting a competency model to
cultivate the highest performing managers in IT. This will help generate best practices,
innovations in IT management, and greater efficiencies and effectiveness.'*’

The tools the FCCS provided greatly expedite implementation time and effort. These tools
would have been extremely helpful before the 25PIP required agencies to begin executing under
a short timeline with insufficient guidance, information, or assistance. Unfortunately, the FCCS
was released late in the implementation process. The 25 PIP put agencies under a short timeline
to implement changes. The agencies lost several months on their short deadlines struggling until
the FCCS provided support. This exacerbated some of the challenges agencies have encountered.

EXAMPLES OF AGENCY, LOCAL AND STATE STRATEGIES

Agencies have implemented an initial strategy of executing the low hanging fruit. Services
they have moved to the cloud have primarily been email, web services, and collaboration
software while they determine how to handle more difficult applications. Several agencies such
as DISA and the Postal Service have made progress with data center consolidation while DHS
and DoS are in the middle of significant data center consolidations. Smaller agencies who can’t
afford changes are making small server room consolidations and adopting virtualization and
cloud computing services. For cloud implementation, most agencies seem to be implementing
private clouds such as DISA, Department of State (DOS), Department of Energy (DOE), and
DHS. Some such as the Army and Small Business Administration (SBA) are using mixed
solutions, and others such as Agriculture have turned to public providers.
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DISA is implementing a private cloud for DOD providing web content and application
delivery, voice switching, and other capabilities. It implemented a Demilitarized Zone (DMZ)
between its private cloud enterprise and the Internet through 11 entry points. The Air Force and
the Army are already utilizing DISA for some applications and the Army is now migrating email
services to them.® The Army is using a combination of its own private cloud and outsourcing
some services to DISA. It is consolidating down to two Area Processing Centers (APC). It
implemented a moratorium on purchasing new servers and voice switches and intends to pay for
the new APCs through savings from the moratorium.*°

DOS is implementing a private cloud. It is consolidating from 11 data centers down to two.
GSA similarly is consolidating from 13 to 3 data centers by 2015.

DOE has been consolidating for several years in their private cloud by moving their 89
smaller data centers into two primary data centers. Through virtualization and reducing
applications they have reduced servers from 200 to 100 in the two main facilities.*

DHS is an example of a Department that intends to keep their services in house using a
private cloud but is using vendors to run the cloud for them in some locations. They migrated
email to the private cloud and by 2014 should complete their data center consolidation from 24
down to two. One will be managed by Computer Science Corp and the other by Hewlett-
Packard.™ By the end of 2011 DHS expects to have consolidated functions from Customs and
Border Protection and Immigration and Customs Enforcement. Because some of their agencies
such as the Federal Emergency Management Agency and Citizen and Immigration Services are
public facing, they will likely transition to a mixed caEabiIity with most of the Department
private but a few subordinate agencies on public clouds.*

The SBA is also implementing a mixed solution of primarily a private cloud with some
outsourcing. Their biggest consolidation effort has been in virtualization. Their consolidation has
been mostly on the application side shrinking 60 client record apps down to 14 and moving apps
from old Cobol based programs to Oracle and Microsoft platforms.”>® This is an example of
streamlining business practices because of moving to the cloud.

Examples of agencies using public clouds are the Dep. of Agriculture which is moving email,
document sharing, and collaboration to Microsoft’s cloud infrastructure and GSA which moved
email to Google Apps for Government.™>* GSA is also moving some of their apps to the cloud
including their USA.gov, Data.gov, challenge.gov and their Citizen’s Engagement Platform.
Their Center for New Media and Citizen Engagement allows government agencies to deploy
tools such as blogs, wikis, and forums to help engage the public in a simple, cost effective way.
These tools are based on open source coding to make them widely shareable.**®

It is paramount that agencies transitioning to a public cloud understand where their data is stored
and processed and identifies this in their Statement of Agreement with the provider. If it goes
through another country, it could be subject to their laws, regulations, and access. This is not
acceptable for some government held information. Agencies must also keep their users in mind
while implementing a transition. In many instances, consolidations mean less local administrative
control and user assistance and needs could easily be lost in the ambiguity of the cloud. One
recommendation is consultant services can be of great assistance to an agency transitioning from
their own systems to a public cloud. Typical IT sections have neither the experience nor
personnel they can dedicate to interfacing with the provider while simultaneously trying to
maintain current operational capabilities until the migration is complete. Insufficient planning or
interoperability preparations with the provider can have disastrous results during a migration.
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Several of the federal government’s biggest computing consumers are expanding their
mission set to provide services to other agencies that can’t afford their own. Examples are DISA,
the Interior Department’s National Business Center (NBC), and NASA. These agencies already
possess the infrastructure to provide network, IT and acquisition services.*® This also positions
cloud service providers inside the federal firewall. DISA and DHS are already providing services
for internal agencies and offices. NBC is providing collaboration, social media services,
infrastructure and tool development services; especially in the areas of financial management,
human resources, acquisition and other enterprise applications.™’

States, counties, and municipalities are all looking at consolidation and reducing IT costs just
like the federal government. It could be argued that saving on IT may be even more important at
the state level due to constitutionally mandated balanced budgets and the significant deficits
many states have. According to Utah CIO Stephen Fletcher Utah, Michigan, and Colorado are
doing the most to reduce data centers and migrate to cloud computing. Utah has reduced data
centers from 35 to 2 and from 1800 to 450 servers of which 75% are virtualized. The state then
offers data center services to its cities and counties who can pay for their services out of their
operational budgets. It precludes smaller cities from having to invest in upfront costs.'*®

A few large municipalities have taken steps to move to the cloud. Although big cities have a
large enough employee base to implement specific cloud scenarios for themselves, most should
consider a public cloud with an established provider as long as they can ensure privacy and
security of their constituents’ data. Los Angeles moved its email system to the Google cloud; and
New York is working with Microsoft cloud computing with estimated savings of over $50
million over 5 years.™™ For the smaller towns and counties, it makes sense to take advantage of
capabilities provided by their states or the federal government.

Appendix D — Social Networking

Porter's Five Forces: Social Networking

Five Forces Assessment

Supplier Power High: visitors drive subscriptions/advertising revenues
Lower for larger SN businesses like Facebook

Buyer Power High: substitutes SN options/low switching costs

Threat of new entrants  High: low barriers to entry, access to inputs
Threat of substitutes High: numerous, low switching costs
Rivalry High: low exit barriers, strong growth, product differentiation

Figure 1: Porter Five Forces analysis, source: “Social Networking as a New Trend in a
e-Marketing”, T. Andrew Yang and Dan J. Kim.
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The strategic gameboard

Emulate market Rewrite industry rules

Across-the-board leader’s functional to exploit a unique,
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= SEICWITE  Resegment the market Create and pursue a

(market niche) to create a niche unique advantage

New game
(rewritten rules)

Same game
(traditional rules)

How to compete

Figure 2: Strategic Gameboard, source: New-Game Strategies, McKinsey Classic by
Roberto Buaron, ~1980
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