Information Technology

ABSTRACT: The information technology (IT) industry represents a vital interest of the
United States. The IT industry fuels the information revolution that is transforming the
U.S. economy while significantly altering social interactions, domestic and international
political relationships, and military capabilities. IT serves as a catalyst for innovation,
communication, economic growth, and political and economic liberalization everywhere
that it is embraced. Unfortunately, American society’s growing reliance on IT also creates
a vulnerability that governments and the private sector must solve together. Correcting
this vulnerability and maintaining world leadership in the IT industry are crucial to
maintaining a competitive advantage for the United States across all instruments of
national power: economic, military, diplomatic, and informational.
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“Conventional wisdom holds that the world is in a period of profound
economic transformation. The movement into an information based economy
is likely to have as deep and lasting an effect on society, trade, the individual
and the nation state as did the agricultural and industrial revolutions that
proceeded it. The nations that best adapt to these changing conditions are
likely to benefit materially in the area of National Security.””*

I. Definition of the industry

Information technology includes all forms of technology used to store, exchange, and use
information. Americans use IT to transform and transport data for an infinite variety of
purposes, encompassing virtually every aspect of society. Effective use of IT facilitates
improved productivity through more efficient use of resources; IT conveys competitive
advantage by enabling knowledge-based decision-making; IT makes e-commerce and e-
government possible; and IT enriches lives with increasingly less expensive and more
accessible information and entertainment content. The “Information Age,” ushered in with
the advent of IT, is creating a world where individuals, organizations, businesses, and
governments share vast amounts of information and interact among themselves within a
borderless, global IT network.

The IT industry includes firms that manufacture products and firms that deliver IT
services. The major IT sectors are: the computer hardware sector (computers, peripherals,
calculating and office machines, magnetic and optical recording media, semiconductors,
industrial manufacturing instruments); the communications equipment sector (telephone
and telegraph equipment, radio and TV equipment, satellite communications equipment,
cable, fiber optics, network switching); the software/services sector (programming
services, prepackaged software, computer integrated system design, information
processing and retrieval, computer services management, web hosting); and the
communications services sector (telephone and telegraph communications, cable and
broadcast TV services, computer network management, satellite services management).

For the U.S. to be competitive in the 21* century, it must have a strong, robust, growing,
and innovative IT industry. U.S. competitive advantage in the IT industry, as well as in
other industries that rely on information products, cannot be taken for granted.
Competitive advantage in IT, by its nature, is transitory. A single, truly innovative idea
can shift competitive advantage in a particular sector of the IT industry overnight. World-
class competitors can be found in countries as diverse as Japan, Germany, Italy, the
Netherlands, the UK, Singapore, Taiwan, South Korea, and China. These same countries,
along with India and Israel, are also highly competitive in software. Countries like
Thailand compete on the basis of cost, benefiting from low labor costs. There are
significant challenges to the industry and to the global economy, yet there is reason for
great optimism; IT has great potential to help raise global standards of living and enhance
security by facilitating e-commerce and the free flow of information.



I1. Industry challenges in the near-term

The U.S IT industry has led the way in the early decades of the Information Age, which
has had a profound, positive impact on the competitiveness of the U.S. economy as a
whole. For the U.S. to maintain this lead, the industry must stay on the cutting edge of
innovation and be able to generate the capital required to convert those new ideas into new
products. This will require a strong, competitive business environment, well-funded
research and development (R&D), the free flow of information, a world-class workforce,
global protection of intellectual property rights, and an ever-expanding marketplace. Four
near-term challenges stand out:

Security. The U.S. and many of its allies rely heavily on information technology, creating
a strategic vulnerability that must be resolved. One of America’s adversaries’ most
lucrative military or economic targets may be its information infrastructure. The threat is
very real. In the 2001 Computer Crime and Security Survey, respondents reported an
accelerating rate of security intrusions and an even greater increase in attendant financial
losses.? Actions taken to address this profound vulnerability require close coordination
within the global community and must be consistent with American values, preserve free
and open access to information, and must not constrain the innovative spirit that has made
America the indisputable leader of the IT industry.

Workforce. Simply stated, U.S. citizens are not choosing to become IT professionals at a
rate commensurate with the demand. U.S. universities and the IT industry attract the best
minds from around the world to fill the gap. Clearly, it is in America’s best interest to
have the world’s best minds working in the U.S. for U.S. IT companies. However, there
are valid longer-term concerns that must be addressed. Ideally, policies adopted today, in
concert with market forces, will encourage more bright young citizens to choose the IT
profession in the future.

Bandwidth. Universal high-speed Internet access promises to bring the next quantum leap
in IT-driven productivity improvements. Currently, bandwidth limitations constrain the
market for hand-held mobile computing devices, graphics-intensive Internet content, and
the transition to a web-based application architecture. “Last mile” infrastructure shortfalls,
lack of “killer applications,” frequency allocation conflicts and legal/regulatory constraints
have combined to prevent the U.S. from creating a high bandwidth-enabled market large
enough to fuel this next quantum leap in innovation.

Digital divide. IT-enabled businesses and individuals generally have a competitive
advantage over those without IT. Over time, the gap between these two communities will
grow at an increasing rate. While it is a vital U.S. interest to sustain long-term leadership
in the IT industry, it is also in the U.S. interest to encourage other countries to embrace IT.
For every country that joins the global community of interconnected nations, markets
expand, economies grow, people become empowered with information, and the world
slowly evolves into a more stable place. Yet, there are still some nations whose regimes
resist, to varying degrees, the free flow of information in their efforts to retain control over
their populations. These populations will fall increasingly farther behind in IT-driven



economic growth that characterizes the Information Age. This economic gap will continue
to be a source of political conflict as long as there are significant populations that are
prevented from sharing in global prosperity.

I11. Current industry conditions

The IT industry’s first recession. The IT industry has survived its first recession but many
individual firms have not. The most recent “recession” only lasted one quarter (July-
September 2001), with a 0.3% drop in GDP. This short-lived decrease in GDP, however,
belied a major drop in IT industry investment, sales, and employment that began in the
second half of 2000.

In both nominal and real terms, output from IT industries as a group — but especially
software services and communications equipment — grew at nearly 20% in 2000.° Net
growth in computer inventory slowed dramatically while the net stock of communications
equipment increased sharply.

Just as the growth in IT industries helped overall GDP during 2000, the decline in the IT
sector contributed to weakened GDP in 2001. Business demand for IT equipment and
software fell at annualized double-digit rates for the first three quarters of 2001 before
leveling out in the last quarter. The dollar value of IT shipments fell even more drastically
(-25%) during the first three quarters, leading to a serious inventory glut. Fortunately,
consumer and government demand for IT goods (about 14% of total IT spending)
remained stable, softening the net impact on GDP.

The most dramatic example of the IT “bust” was in the “dot-coms” sector which, during
the 1990s, received significant outside funding from venture capitalists or other investors:*

“At least 537 Internet companies shut down or declared bankruptcy in 2001,
more than twice as many as in the previous year, when 225 dot.coms failed.
DecemEer's [2001] 21 shutdowns bring the total toll to 762 since January,
2000.”

The worst of the dot-com purge was over by the end of 2001. Fortunately, as dramatic as
these shutdowns were, at least 90% of the more “substantial” dot-coms survived. In
general, surviving IT companies have restructured, streamlined, and otherwise improved
their business models for improved competitiveness as the economy comes out of
recession. Unfortunately, the investment capital required to convert new ideas into new
products has yet to return to the industry.

The telecommunications sector was particularly hard hit by the recession and IT slow-
down. Peaking at a value of $2 trillion in the spring of 2000, the sector has lost some $1.4
trillion in investor wealth since then.® In the past year, fifteen telecommunications firms
filed for bankruptcy, including Global Crossing (the fourth largest bankruptcy in U.S.
history), 360° Networks, PSINet, and Net2000. The Securities and Exchange Commission



IS investigating possible accounting irregularities at two of the biggest long-distance
telecommunications firms, Qwest and WorldCom. Spending on telecommunications
equipment continues to plunge.

The IT industry as employer. Because demand for IT workers has historically exceeded
supply, demand for IT workers is still strong in spite of large-scale layoffs in 2001,
especially in occupations related to services, security, networking, and e-commerce.” In
2000, IT jobs grew from 3.6 million to 5.6 million. Growth in IT service jobs slowed in
2001, while the IT goods sector actually shed jobs. In 2000, the average annual wage in
the IT industries was $73,800, more than twice the annual wage for of $35,000 for all other
private sector workers.®

International sales. During 2001, the international balance of trade for U.S. IT firms
improved, although the dollar value of both imports and exports dropped through the third
quarter — imports by $28 billion and exports by $19 billion. The U.S. IT industry has seen
chronic trade deficits in all categories of IT goods (except for software and instruments)
with large countervailing trade surpluses in computer and information services and
software royalties and license fees.’

Far from indicating a weakness in U.S. production of IT goods, the trade deficit shows the
extent of globalization in the IT industry. In 1998, foreign sales of goods and services by
majority-owned overseas affiliates of U.S. companies exceeded $202 billion — almost
twice the value of comparable exports that year ($113 billion) from the United States.™
Increasingly under pressure to reduce costs due to competitive pressures, leading U.S. IT
firms have transferred labor-intensive manufacturing and assembly operations overseas.
The largest trade deficits in absolute terms were for labor-intensive components and
accessories. Although such production is highly globalized, IT plants in the U.S. retain
most of the value-added production, accounting for three-quarters of the combined value-
added of companies in the U.S. and their foreign affiliates.**

New economy or new accounting?

“Fading dot-coms, new tech giants, and venerable blue chips all hype their
earnings. Cisco Systems, Inc. subtracts payroll taxes on employee stock
options in its earnings-per-share numbers. 1BM lifts its earnings by assuming
it would pay less into its pension fund, and Motorola, Inc. boosts sales by
lending huge sums to customers.”*?

In retrospect, the strength of the IT industry was probably overestimated during the boom
of the 1990’s. As Business Week pointed out last year, firms are increasingly resorting to
“pro forma” business accounting practices.*® Such reporting bypasses generally accepted
accounting principles and enables firms to inflate their reported earnings — while masking
costs — so as to make their stocks appear more attractive. Public firms in all sectors have
resorted to such tactics in recent years; the IT industry is no exception.



U.S. Government (USG) statistics may also have inflated the contribution of IT. Some
adjustments to nominal data are needed to reflect productivity changes, but current USG
practice is out of step with statistical procedures in other advanced economies. Such
divergences in procedures exaggerate the U.S. lead in IT technology and investment
compared with other leading economies.

The IT industry’s enduring contribution. Heavy spending on IT infrastructure over the
past decade will pay dividends as the industry and the economy recover during 2002.
Individual firms got into financial difficulty because they were unable to recoup heavy
upfront investments, such as a heavy fiber optic cable infrastructure. The investments will
survive even if some of the firms have not. The real net stock of IT equipment and
software is available to underpin a later economic recovery.

Another sign of the IT industry’s underlying vitality is that IT firms continue to dominate
standard market listings such as the Fortune 500 Global Ranking.** Ranking second,
CISCO Systems is currently the largest of the IT firms; but its position is slipping. (The
top twenty also include Microsoft, Intel, Oracle, SBC Communications, International
Business Machines, Emc, and Verizon Communications.)

Productivity trends and comparison to international trends. The IT industry has shifted
away from vertically organized companies toward a greater reliance on global linkages and
outsourcing from both U.S. and foreign sources, especially in manufacturing. The
computer manufacturing industry lost over 30% of its workforce due to 1) increased
automation and 2) offshore companies supplying more hardware for domestic assembly.
Major U.S. vendors implemented build-to-order and configure-to-order processes instead
of simply manufacturing to meet anticipated demand. This significantly lowered inventory
costs and enabled firms to deliver their products more quickly.

The IT industry in the global environment. The trend of U.S. IT companies toward a
global supply chain and business model, combined with the independent growth of foreign
IT industries and the global expansion of the IT marketplace, has made international trade
issues central to U.S. economic growth.

“Our goal is to ignite a new era of global economic growth through a world
trading system that is dramatically more open and more free. By doing so, we
can improve the job opportunities, incomes, productivity, purchasing choices,
and family budgets of America’s workers, farmers, ranchers, small
businesspersons, and entrepreneurs.”*® - President George W. Bush

President Bush advocates an agenda for trade liberalization on multiple fronts — globally,
regionally, and bilaterally — believing that trade liberalization enhances America's
leadership by strengthening its economic ties, leverage, and influence around the world.

The Internet and e-commerce now account for a growing proportion of world trade. The
emergence of global networks has begun to influence the way individuals interact with
each other, how businesses conduct their affairs, and how governments provide services to



their citizens. Common to all conceptions of globalization are the greatly increased range,
intensity and speed of international political, economic, and social interaction. This speed
is particularly apparent in financial matters, in the transmission of news media and the
resultant political effect.

The following topics are central to understanding international trade issues in the sector:

The Information Technology Agreement (ITA) of 1997. The ITA required country
signatories to eliminate tariffs on IT products by January 1, 2000. ITA covers
approximately 95% of world trade (currently estimated to exceed $1 trillion) in IT products
(not services).*

General Agreement on Trade in Services (GATS). The Uruguay Round of Trade talks
broke new ground by broadening the scope of world trade rules to include services which
encompass banking, transportation, telecommunications and professional services such as
engineering, law and Internet-based service offerings.

1997 Agreement on Basic Telecommunications Services. This agreement includes pro-
competitive regulatory principles aimed at obtaining commitments from those countries
that have made less than full market-opening commitments.

Export controls and other trade barriers. Under the 1998 National Defense Authorization
Act, the U.S. applies export controls on its fastest, highest performance computer
equipment and the security risks posed by the recipient country possession of the
equipment.*’

Individual privacy. In the wake of the September 11, 2001 terrorist attacks, the U.S. is
tightening its generally liberal policies on privacy. With passage of the USA PATRIOT
Act of 2001, law enforcement officials have broader access to Internet and telephone
communications, including financial transactions.’® This law also amends the Family
Educational Rights and Privacy Act (FERPA), which protects student privacy records
including coursework, grades and student financial information. Due to security concerns,
other pending legislative items may affect the privacy rights of Internet users.

Intellectual Property (IP). The U.S. has the strongest enforceable legal protection of
software in the world due to copyright protections embodied in the 1980 Computer
Software Copyright Act. Globally, the Trade-Related Aspects of Intellectual Property
Rights (TRIPS) Agreement provides comprehensive multilateral protection on intellectual
property. Article 7 of this agreement holds that the protection and enforcement of
intellectual property rights should contribute to the promotion of technological innovation
and to the transfer and dissemination of technology. The World Intellectual Property
Organization (WIPQO) attempts to bring global harmony to IP rights.

Domestic production versus trade and Foreign Direct Investment. The current position
of the United States as the world’s leading producer of value-added high-technology
products reflects its success in supplying both the large home-based market and foreign



markets. The nation’s long commitment to investments in science and technology, and
success in serving the demanding domestic market, have permitted exploitation of the
international marketplace. Much of the globalization of the IT sector has taken place via
U.S. foreign direct investment, as indicated by the rapid international expansion of large IT
companies such as Intel, Cisco, Compag, IBM, and Motorola.

Transparency and e-commerce. A binding transparency agreement would establish global
norms for the open conduct of procurement by governments through e-commerce. The
World Trade Organization (WTO) is actively trying to extend the ongoing moratorium on
imposing customs duties on electronic transmissions. This should provide the U.S. with an
opportunity to continue its efforts to press other countries to eliminate measures that
impede the growth of electronic commerce, leading to improved discipline in government
purchases and making a contribution to combating corruption and a more efficient use of
taxpayers’ money.

IV. Industry outlook — the next ten years... ... and beyond

The next ten years. Assuming a strong and growing R&D partnership between industry,
government, and universities, the U.S. IT industry will continue to be the world’s IT leader
over the next ten years in spite of (some would argue because of) the continuing
development of highly competitive foreign IT industries. U.S. competitive advantage will
be a function of its ability to innovate and raise venture capital to bring new ideas to
market quickly. The dominant trend for the industry over the next ten years will be
continued progress toward “convergence” of the many forms of IT to accomplish
distributed, multi-step complex tasks. Convergence will manifest itself in mobile,
networked computing platforms, content-rich broadband applications, intelligent devices
and web-based application software services. Innovation within the context of
convergence will lead to the next quantum leap in improved productivity in the U.S.
economy. The lack of a comprehensive solution of the broadband “last mile” and
frequency allocation issues currently retard the rate of convergence.

Universal high-speed Internet access. In a controversial decision, the Federal
Communications Commission (FCC) approved a rule change on 14 March 2002 that
reclassified broadband via cable modem as an “information service,” freeing the industry
from regulations typically applied to “telecommunications services.” This was an
important step toward achieving universal high-speed Internet access, but much work still
needs to be done. Over the next ten years the U.S. will likely achieve universal high-speed
Internet access. The quicker this happens, the greater the U.S. competitive advantage in
the IT industry and its resultant positive impact on the economy as a whole.

VoIP. Voice over Internet Protocol (VolP), which uses a digital signal and Internet access
to allow its user to talk, is now available. The quality of the latest VVoIP is equivalent to the
quality of the traditional hard-wired home phones. VolIP allows a much simpler and
cheaper means of switching and requires less bandwidth than the old analog phone to



provide the service. Over the next ten years, VolP will take over as a primary means of
voice communications.

3G Wireless. Third Generation (3G) is a wireless alternative that offers the subscriber the
ability to transmit data at speeds of 307 kilobits per second.”® These are speeds typically
associated with broadband access currently available in many homes. 3G is a necessary
precursor for enabling handheld computing devices to send and receive high bandwidth
content quickly enough to make them useful and attractive to consumers. Because of their
similar requirements for propagation characteristics in terrestrial environments, both the
Department of Defense (DoD) and the Telecommunications Industry seek use of the same
frequencies. To date, this has been an intractable political and national security issue that
has delayed deployment of 3G technology, putting the United States well behind many of
its foreign competitors. Industry appears to be deploying an interim wideband wireless
data communications capability using existing frequencies that some term “2.5G.” 3G,
originally projected for U.S. deployment in 2003, may well be delayed to beyond 2005.

Computers. The quest for faster and smaller computer processors will continue. The
physical limits of silicon will be reached before the decade is out. = Smaller, faster
computers combined with 3G wireless internet access will lead to an explosion in remote
and handheld networked computing devices. Users will have one device allowing them to
perform operations that currently require several different devices. Remote and mobile
networked computing devices will enable users to automate many business processes that
until now required manual data recording and time delayed reporting.

Software. Along with faster computer processors and universal high-speed Internet access
there will be a gradual shift toward leased, network resident, application services. Clients
will select applications they desire from application service providers on the web or
network and pay a periodic fee for their use — in much the same way customers subscribe
to cable TV today. As the market switches to web services, it will allow software
companies to reduce unauthorized piracy of software. Consumers will gain the
convenience of access to their applications from any location and any type of device,
configured to their own user profile.

Industry outlook — beyond ten years. The IT industry is progressing so rapidly that
forecasting beyond ten years is extremely difficult. Even the wildest predictions may be
gross underestimations of the true potential of IT. Assuming Moore’s law continues to
prevail (i.e., the number of transistors in a computer chip will double every 18 months,
increasing processing power), ten years from now computers will be at least 128 times
faster than they are today. Considering the potential of nano-, bio-, and quantum
computing technologies, this may well be an underestimation of future computing speed.
4G wireless technology promises data communication rates exceeding 100 megabits per
second! While it is possible to predict that nanotechnology and 4G will provide quantum
advances in terms of processor speeds and data communication rates, it is impossible to
comprehend at this point the implications of combining the capabilities of these two
technologies in terms of “reach” and “richness” for the IT industry and for American
society in general.



Acrtificial Intelligence (Al) has been limited by the speed of processors. Computing power
is expected to duplicate the processing speed of the human brain in the next decade. With
this in mind, Al will emerge as a means to advance the world of computing. According to
a 1996 report on Al by the NEC Research Institute and the Computing Research
Association:

“Work is progressing on developing systems that converse in natural
language, that perceive and respond to their surroundings, and that encode
and provide useful access to all of human knowledge and expertise... ..But the
ultimate promises of Al are still decades away, and the necessary advances in
knowle%;e and technology will require a sustained fundamental research
effort.”

V. Major Issues
Issue: Information security — a strategic vulnerability

“We have built our future upon a capability that we have not learned how to
protect.” — George Tenet, Director, Central Intelligence Agency

One can liken the U.S. networked environment to a super highway where there are
virtually no traffic laws and where no one is responsible for damages if an accident occurs.
While standards for securing the infrastructure are slowly emerging, there is no way of
assigning liability, the cost of negative publicity outweighs the cost of security
compromise, and the public is poorly informed about the risks. Regulating the industry is
further complicated by the fact that the “highway” crosses traditional state borders without
any real restrictions and no single, national jurisdiction. Additionally, while the private
sector would prefer to self-regulate, industry leaders often view securing the information
infrastructure as a “public good” and thus, something in the purview of the government.
Industry is therefore reluctant to bear the cost.

With over ninety-five percent of U.S. information infrastructure (including that vital to the
military) owned and operated by private enterprise, close government-industry cooperation
is necessary to keep U.S. information secure. This partnership has been slow getting off
the ground in large part due to conflicts over business risk exposure from information
sharing and a lack of government funding for expensive government mandated security
requirements. Securing the information infrastructure will require government action to
mandate and pay for those security measures above and beyond private enterprise’s
responsibility and capability to address. Part of any comprehensive plan to secure the
information infrastructure should include laws establishing legal liability for security
failures and breaches of personal privacy. A lack of liability diminishes any incentive to
protect privately owned systems.

Securing technologies. The fundamental requirement of securing technologies is to
ensure the integrity, authenticity and confidentiality of information. The established



approach is through a series of layers that builds firewalls, installs intrusion detection, and
increases confidence in the use of the Public Key Infrastructure (PKI). PKI refers to the
infrastructure and procedures required to facilitate the management, distribution, storage
and revocation of certificates based upon public key cryptography. This, in turn, seeks to
provide secure data exchange over third-party networks such as the Internet. Not everyone
needs or desires this increased level of security. Many are content with the security
provided by their Internet Service Providers. For commercial and legal transactions,
however, there is obviously a higher level required. Additionally, there exists concern of
the possibility of a private key being misused or stolen.

Biometrics offers the potential to considerably enhance the PKI model. A fingerprint, for
example, provides a substantially higher level of confidence. The likelihood of an
unauthorized individual using a biometrically protected private key is reduced to almost
infinitesimal proportions.  Merging biometric and encryption technologies provides
exciting possibilities to successfully secure data exchange.

Cybersecurity — privacy and security clash. The conflict between security and privacy
manifests itself in three areas. First, between security and privacy of personal, corporate or
federal data; that is, preventing unauthorized persons from using the network to access files
or plant programs or viruses into other systems. Second, ensuring the privacy of data on
another system (a website on another server, for example). Even if a site has a good
privacy policy, if it is not secure, unauthorized users can gain access to data stored there.
Finally, measures that protect privacy on the Internet, especially anonymity, can
complicate the task of increasing security.

Privacy safeguards can work against security technology implementation. Assigning a
permanent, remotely accessible identification number to each chip, for example, greatly
reduces privacy. Anonymity on the Internet allows hackers to avoid liability (and terrorists
to avoid being tracked!). The USA PATRIOT ACT raises alarms that perhaps the
government has removed important barriers to protect individual privacy and civil
liberties. While the Act is intended to obviate a serious and legitimate threat to national
security, it does leave open the possibility of infringements on individual privacy. A
national dialogue is required to define the trade-offs and to help achieve the balance
between security and privacy.

Recommendations: U.S. information infrastructure permeates every aspect of society
today, and promises great efficiencies to Americans. The challenge remains to build user
confidence and trust in the network, so that the great benefits of the system may be
achieved. In order to build that level of confidence, the U.S. must institute effective
regulations that protect the privacy of the honest users of the system, while allowing for
detection and punishment of those who wish to exploit or abuse the environment.
Government must create the necessary incentives, positive and negative, to encourage
industry to build the redundant layers of security that engender trust and confidence in the
system. To make this public-private partnership more effective, the details of the
partnership must be designed with three overarching principles in mind. First, to survive,
any business must invest in security commensurate with its business risk. This should
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form the basis for private cost sharing. Second, any government’s first priority is to
provide security for its people, territory, and interests. Government must assume ultimate
responsibility for infrastructure protection and must fund levels of security in the public
interest that are beyond the limits of private business risk. Finally, information sharing is
critical to effective infrastructure protection. Government must remove all impediments to
complete information sharing.

Issue: Universal high-speed Internet access (broadband)

Discussion: The technology to enable universal high-speed Internet access via cable
modem from the local cable service provider, Digital Subscriber Line (DSL) from the
Local Exchange Carrier, and terrestrial 3G and space-based wireless systems, has been
available for a few years. Domestic legal, regulatory, political, and economic obstacles
have prevented the U.S. from achieving this critical capability before some foreign
competitors. The primary problem in providing low-cost, high-speed Internet access to
fixed sites is in encouraging the building out of the “last mile” infrastructure. For mobile,
high-speed Internet access — 3G wireless — the primary problem is determining how to
allocate frequencies. The underlying issue is not simply that other nations have been able
to achieve this capability first, but rather that the U.S. may have ceded to these other
nations the initiative in the next quantum leap in innovative new products made possible
by universal high-speed access. The U.S. must act decisively to overcome the legal,
regulatory, and economic impediments in order to accelerate universal high-speed access
and the associated productivity improvements.

The *“Last Mile.” Broadband is far from reaching its full potential due to 1) the cost of
laying a fiber optic infrastructure (for cable modem access), and 2) the restrictions placed
on Baby Bell companies (Qwest, Verizon, SBC, BellSouth) constraining them from
entering the broadband arena for Digital Subscriber Line (DSL) access. The
Telecommunications Act of 1996 requires the Baby Bells to meet a series of pro-
competitive provisions before they can transmit computer data outside local service
regions via DSL. The conditions include opening their local phone networks to
competitors and ensuring rivals gain access to portions of any new networks they build that
can deliver the high-speed services. These conditions do not create an environment
conducive to encouraging investment in the costly DSL infrastructure. Legislators have
three options: 1) lift the restrictions (overturn sections of the TA 1996) and allow the Bells
to compete head-to-head with cable — what the recently passed House bill (Tauzin-Dingell,
March 2002) advocates; 2) keep existing rules in place and hope that competition will
evolve without intervention; or 3) pass new laws to promote competition and timely
construction of new systems.?* Tauzin-Dingell may die in the Senate; but the resolution of
this issue to promote faster deployment of broadband, with better quality and lower prices
to consumers, is vital.

Frequency Allocation. To achieve global harmonization of 3G wireless frequency bands,
the World Telecommunication Council requested the USG to allocate the 1755-1850 MHz
portion of the electromagnetic spectrum for commercial wireless use. This band was
selected because propagation characteristics at these frequencies are optimal for terrestrial-
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based mobile communications.?>  Unfortunately, for the same reasons, these frequencies
are already heavily subscribed, much of it for tactical radios used by the U.S. armed forces.
In response to a presidential memorandum (October, 2000), the Commerce Department’s
National Telecommunication and Information Administration (NTIA) issued a plan to
select spectrum for potential use by 3G wireless systems in the United States and estimated
the cost of transitioning current subscribers to other compatible frequencies at $2.5 — $4.5
billion. The DoD issued a report to NTIA in February 2001 concluding in essence that
vacating that band was not feasible until well into the next decade.”® Congressional
hearings are ongoing to decide this allocation issue. Ultimately, the failure to aggressively
transition to 3G wireless technology is also a serious national security issue as U.S.
companies continue to lose ground to foreign competitors in the economically vital IT
industry.

Recommendations:  To accelerate deployment of broadband access to homes and
businesses throughout the country, unfettered competition seems to be the most effective
way to encourage investment while keeping consumer prices as low as possible.
Potentially, there will be some significant casualties in this “deregulation,” perhaps most
notably for the Baby Bells, but the longer-term fallout from loss of IT industry leadership
may carry much greater costs.

Issue: E-commerce: what role for the government?

Discussion: The remarkable growth of the Internet and electronic commerce (e-
commerce) has revolutionized business and national productivity. New models of
consumer-commercial interaction are evolving at great speed. Entrepreneurs start
businesses more easily. Trade growth in digital products such as software, entertainment
products, financial services, and travel services has huge potential. Furthermore, e-
commerce will revolutionize retail and direct marketing, with consumers shopping at home
for a myriad of products from retailers worldwide. But the greatest value in e-commerce is
the massive exchanges being made in the business-to-business (B2B) sector. E-commerce
sales totaled $32.6 billion in the U.S. in 2001, an increase of 19 percent over 2000.** The
U.S. Bureau of Census estimated that 94% of that e-commerce was in the B2B sector.
Using electronic data interfaces over both value-added and open networks, the business
sector has revolutionized manufacturer-to-wholesaler trade. The implications of e-
commerce’s role as an increasingly important component of U.S. economic power are
significant. Globally, e-commerce is growing as well, with projections that e-business
sales to non-U.S. customers will exceed those to customers inside the U.S. in 2003.%

Despite the great promise that the Internet and e-commerce offer, significant obstacles
remain. The dot-com bubble-burst drastically changed the landscape of firms conducting
business on the Internet and slowed the pace of visible Internet investment. The visible
sector affected, such as the online retail trade and online services sector, pales in
comparison to the online manufacturing and merchant-to-wholesaler business, which has
continued remarkable expansion. The manufacturing and wholesale community remains
unfettered by the slowdown and has used the availability of people and equipment to
further advance their B2B systems to enhance supply chain management and financial
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management systems. But additional issues remain with an information infrastructure that
enables e-commerce: online security, taxation of the Internet, privacy, the digital divide,
and vulnerability to cyber criminals and cyber terrorists. In the increasingly insecure
environment called cyber-space, determining the proper role for government to play is
increasingly difficult.

Recommendation: Although the government played a significant role in developing the
Internet, e-commerce growth has been driven by the private sector, especially in the B2B
sector. Additionally, the Internet and e-commerce have evolved so rapidly they have
bypassed the government. The USG has not been agile enough to keep pace. Therefore,
the government should play a supporting role to the private sector and generally should
allow market forces to advance industry self-regulation. The government’s role should be
limited to: 1) ensuring a secure information infrastructure, 2) ensuring fair competition, 3)
protecting intellectual property and privacy, 4) facilitating dispute resolution, and 5)
fostering consistency across state, national, and international jurisdictions.*®

Issue: The growth of electronic government is essential for a more efficient USG

Discussion: “E-Government” is simply the application of e-commerce technology to
government services. It is similar to e-commerce in that it is customer-focused and time
sensitive; yet it differs greatly from the for-profit initiatives that drive e-commerce.

Under the leadership of the Office of Management and Budget, the federal government has
formed an E-Government Task Force whose strategy is to support multi-agency projects so
that “...conducting business with the government is easier, privacy is protected and
security provided. Citizens and business can visit one point-of-service site — online or by
telephone — that reflects the ‘United States Government’.”?’ According to a poll for the
Council for Excellence in Government, 77% of Americans said E-Government should be a
high or medium priority for the government.?® Since the USG will allocate over $48
billion in FY 2002 and $52 billion in FY 2003 on Information Technology, the Task Force
determined that the government could significantly improve services to the citizen by
focusing more of that spending on twenty-four high-payoff, government-wide initiatives.

The Task Force has put its effort behind Government-to-Citizen (G2C) initiatives like
Recreation.gov, a new service offering citizens comprehensive recreation planning
information.?® For both the Government-to-Business (G2B) and Government-to-
Government (G2G) interfaces, Federal Commons was developed, a one-stop shop for
federal grant applications. The Federal Commons will provide public information, such as
grant programs and funding opportunities, as well as the secure processing of e-grant
transactions.®® Finally, for Government-to-Employee solutions, the Task Force oversaw
the implementation of Employee Express.®! This is a single customer service portal to
provide services for leave and pay, health benefits, Thrift Savings, and numerous other
services essential to government employees. Like the Internet use for e-commerce, the
general perception of the value is misplaced. In e-commerce, most people think the value
is in the on-line retail sector, which is only 2.75% of e-commerce.** The emphasis in e-
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government has been on the G2C interface, but the greatest value will be found in the G2G
exchange of data, much like industry has found in the B2B exchanges.

Recommendation: To ensure E-Government achieves its potential, an overall federal C1O with
authority over spending on the architecture, security and citizen-centric initiatives must be
appointed. The CIO must develop an incentives system to assure positive change. Finally, the
CIO must rapidly develop the next generation of E-Government initiatives, with greater
emphasis on the value of G2G exchanges, in order to economize agency budgets. In summary,
E-Government is a new way to serve the needs of the nation while fueling the nation’s economic
engine. By overcoming barriers such as security, bureaucratic stagnation and the digital divide,
the USG can leverage E-Government to enhance its national power.

Issue: A sustainable IT workforce?

Discussion: The demand for highly skilled, experienced IT workers leads all other
occupational groups. Providing a world-class IT workforce will continue to be a major
challenge. Industry experts estimate a shortfall of 190,000 high-tech, core IT workers and
predict that this shortfall will worsen without pre-emptive action.®® Skilled IT workers are
also required in government. Roughly half of these positions will go unfilled. These labor
shortages make skilled IT labor a highly valued commaodity, driving the price of labor ever
higher. Ultimately, the higher cost of IT labor makes U.S. IT products more expensive on
the global market. Labor shortages undermine U.S. innovation, productivity and
competitiveness. It could threaten U.S. national security in the long term.

The Office of Technology Policy (OTP) analyzed Bureau of Labor Statistics growth
projections for the core occupational classifications of IT workers (computer engineers,
systems analysts, computer programmers, database administrators and computer support
specialists) to assess future industry demands. Between 1998 and 2008, new jobs for core
IT workers are expected to increase by 78.7%.%* These growth rates compare to a
projected 14.4% increase for all other occupations, an increase of almost two million job
openings for core IT workers due to growth and net replacements. This number could be
even higher because OTP does not account for the impact that the Internet, e-commerce
and other IT factors have had on the demand for IT workers throughout the rest of the
economy.

In the short-term, numerous IT employers use the recruitment of skilled foreign workers
under H-1B visas as a stopgap method to fill IT workforce shortages. Recent legislation
has increased the number of H-1B visas to 195,000 annually for the next six years. Since
the events of September 11, 2001, the IT industry (as well as all H-1B visas employers)
must take a harder look at its policies for hiring foreign workers to address security
implications. In the not-too-distant future, as foreign IT industries develop, the U.S. ability
to attract the best minds from these countries may be negatively impacted. By that point,
the U.S. will need to have revised policies to encourage greater numbers of its own citizens
to choose IT as a career.
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Education is a long-term solution for bridging the gap in the demand for IT workers. To
remain competitive in the IT arena, there are three main areas of education that must be
addressed: math and science curricula for grades K-12, IT qualification standards for
public school teachers, and the recruitment of students into IT careers and programs.
Without sufficient investment in education, the U.S. will quickly lose its high-tech
advantage, leaving national security vulnerable.

Community colleges have made sweeping changes in response to the demand for IT
workers. These institutions have tailored their curricula to meet specific demands in
networking, database management and web design. Additionally, several corporations,
such as Cisco Systems, Novell, IBM, and Microsoft, offer their educational and training
programs to any community college that wants to participate. Changes in IT education are
also occurring at four-year colleges and universities, but at a slower pace. Educators and
institutions must bring course offerings in line with current requirements in the IT industry.
For an industry that changes so rapidly, this is a significant challenge.

Recommendations: Industry and government should offer a number of incentives to
recruit and retain IT workers — such as scholarships for a “Cyber Corps” in the field of
information technology. As a result, these graduates would be committed to work for the
company or government for a set number of years after graduation. Industry could develop
short IT training programs for graduates of non-IT college programs, tied to a work
commitment at the companies that sponsor the training. The disabled community offers
great promise — companies should aggressively recruit this labor pool. The U.S. must
continue to support the hiring of H-1B visa workers to fill the short-term gap and invest in
the education of its children and teachers to solve the long-term problem.

Issue: Legal and regulatory: balancing regulatory requirements in a free society

Discussion. The IT sector is at a critical phase. Modern society is on the cusp of quantum
leaps in computing power and communications bandwidth. Many analysts opine that IT is
still in its infancy. The legal and regulatory policies adopted now may have profound
implications for the speed and direction of the IT industry and U.S. competitiveness in the
future. On the one hand, there is the temptation to regulate — to impose laws affecting
those who either profit from IT or those who rely on it — in an effort to achieve a variety of
social and economic objectives. On the other hand, there is the tendency to permit the IT
industry to regulate itself with modest government intervention to assure fair competition.
The USG has contributed to a free market climate that has allowed the Internet to flourish.
Deregulation of telecommunications and other sectors has provided an enabling climate.

Individual privacy. Privacy is potentially threatened by common practices within the
cyber domain. For instance, the insertion of “cookies” by businesses wishing to provide
better service to Internet users is one way that information about people’s viewing and
purchasing habits is obtained without their knowledge. These tactics create distrust in an
American citizenry that is fiercely protective of its right to privacy. The U.S. Supreme
Court has ruled that the Fourth Amendment of the Constitution (freedom from search and
seizure absent warrant) affords Americans the right to privacy when there is a reasonable
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expectation of privacy. Without a reasonable expectation of privacy, however, there is no
privacy right to protect. Data files stored in the home are, in principle, protected, but the
rule becomes less clear when applied to files stored on an Internet Service Provider's
server. Currently, there is no standard practice. Several businesses clearly advertise how
they handle personal information; others do not. The effectiveness of advertising privacy
policies remains unclear.

Internet taxation. Should Internet access and/or e-commerce be taxed? Commerce on the
Internet lacks clear and fixed geographic lines of transit that historically have characterized
physical trade of goods, making sales tax assessments by jurisdiction exceedingly difficult
to implement and enforce. The Internet Service Provider would pass the burden of the tax
on to consumers, thereby making Internet usage more expensive, counter to the 1996
Telecommunications Act policy statement regarding promotion of the Internet and
interactive computer services. Exemplifying the evolution of the USG’s philosophy on
this topic, President Bush recently signed legislation that extends the Internet Tax Freedom
Act (ITFA) for two years, through November 1, 2003.

Intellectual Property (IP). The growth of the Internet has created an increase in the
number of IP legal issues. The software industry has been struggling with the piracy of its
products from the onset of the computer age. The recent “Napster” litigation shows how
serious the issue of piracy is to individual artists or businesses seeking rewards for their
creative energy. Current legislation, such as the Digital Millennium Copyright Act and the
Secure Digital Music Initiative can help address the problem. While these laws are only
enforceable in the United States, the Internet knows no borders. Clearly, piracy is a global
issue requiring a global response.

Recommendations:  Protecting individual privacy is critically important; thus, the
government must balance restraint with a need to be cautiously proactive. Building
confidence in artists and businesses that their creative energy is protected demands
government intervention. Finally, collecting taxes is a governmental role for those goods
and services provided within designated borders. Cyberspace has no defined borders and
should remain free of taxation at this point in its evolution. Other government roles
include: 1) ensuring competition, 2) preventing fraud, 3) facilitating resolution of disputes,
and 4) working toward consistent rules and regulations across state, national, and
international jurisdictions.

Issue: Interoperability, integration, and standards

Two important elements directly affecting the pace of IT advancements are standards and
interoperability — of both hardware and software components. The more seamlessly an
application or device on one computer communicates with other computers, the more
valuable that application or device becomes.

Discussion:  In spite of the tremendous growth and the ever-widening range of

applications and functionalities of cutting edge IT, there is sometimes an uneven pattern of
development in some new technologies due to factors such as industry conflicts concerning
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standards. In the past, proprietary approaches by industry were believed to maximize
market share because only the developer’s products would interoperate. Now, however,
many realize that it is usually advantageous to build products that can interoperate with as
many other vendors’ products as possible.  Standards are the foundation blocks of IT
interoperability and integration, and they increase the flexibility and ultimate usefulness of
IT components. When there are standards for connectivity and information flow between
components of an information system, or applications that access common information
between systems, interoperability has been achieved. The pace of change in IT has become
so fast that the traditional standard-setting organizations have become ineffective. Instead,
more standards are being developed and fielded by developers themselves, becoming the
de facto standard bearers. Firms that can develop and implement successful standards in
any large market sector will have a strong competitive advantage over the longer term.

Recommendation:  The expanding need for integrated IT products and services
emphasizes more than ever the critical role interoperability and standards play in the IT
industry. With IT changing so rapidly, global standards must be developed and published
faster than ever before. The IT industry must address the interoperability challenge with
urgency. Government should take a back seat, acting only to facilitate global participation
in standards setting efforts.

V1. National security implications for IT

The health and well-being of the IT industry is a vital national interest. The IT industry
fuels the information revolution that is transforming America’s economy, social
interactions, domestic and international political relationships and military capabilities. 1T
serves as the catalyst for innovation, collaboration, economic growth, and political and
economic liberalization everywhere that it is embraced. However, growing reliance on IT
also creates a vulnerability that will require government and private enterprise
collaboration in order to resolve.

Maintaining world leadership in the IT industry is crucial to maintaining a competitive
advantage for the United States across all instruments of national power — economic,
military, diplomatic, and informational. America must sustain an environment conducive
to the level of innovation and entrepreneurial risk-taking necessary to continuously
accelerate the development cycle time for new technologies. The U.S. must invest in
educational programs to create a growing world-class workforce as well as increased
funding for research and development to sustain the innovative spirit needed to keep the
nation on the cutting edge. Also critical to innovation is government commitment to the
free flow of information, the expansion of foreign markets, the security of the global
information infrastructure and the protection of intellectual property.

While accounting for only eight percent of the national economy,® two-thirds of recent
productivity growth in the United States is attributed to information technology.* In

short, IT drives the economy. By fostering innovation, the U.S. achieves a multiplier
effect required for higher productivity, long-term economic growth and a higher standard
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of living. Highly skilled IT human capital provides the key to developing new industries
while enhancing the competitive advantage of more mature industries. The demand for
skilled IT workers will continue to increase; there will be greater competition for foreign
IT workers as IT industries develop in other countries. Labor shortfalls will drive the cost
of labor higher and slow product development cycle time, having a negative impact on
global competitiveness. Adoption of strong policies to encourage greater numbers of U.S.
citizens to choose IT careers is necessary.

Globalization has changed the international order. By facilitating the free flow of
information, IT fosters economic prosperity and the development of a world community of
democratic nations that adhere to free and open market principles. Those countries that
seek to choke off this flow condemn themselves to economic and political isolation.
Therefore, the U.S. must continue to develop and refine its dominant, 1T-enabled economy
and military capabilities while seeking long-term solutions to the root causes of political
instabilities, where they exist.

The global proliferation of IT has vastly increased the potential for the use of information
as a primary tool of the U.S. National Security Strategy. Therefore, government actions to
secure the global information infrastructure must be balanced with the critical need to
promote the free flow of information and the proliferation of information technologies. As
well, the U.S. must provide leadership internationally to foster cooperation and
collaboration in the IT domain. For instance, the U.S. must employ the information
instrument of national power in a more sophisticated way in order to convince disaffected
peoples that their best hope for progress is in seeking political reform leading to individual
freedoms and responsible representative governments that join the global community of
interconnected nations.

With over ninety-five percent of U.S. information infrastructure owned and operated by the
private sector, close government-industry cooperation is essential to its safeguard.
Government must assume ultimate responsibility for information infrastructure protection
and must fund levels of security that are beyond the limits of private business risk.

A strong economy and a thriving IT industry provide the United States Armed Forces with
unparalleled capabilities. Even with U.S. IT dominance however, potential adversaries
could still make resourceful use of modest IT abilities and resort to weapons of mass
destruction to pursue their political objectives. Over-riding strategic objectives remain to
prevent the proliferation of weapons of mass destruction, the elimination of terrorist
organizations with global reach and regimes that support them, and protection against
physical and cyberterrorist attacks. Evolving capabilities to conduct 1T-enabled military
operations within an Information Operations context will be crucial to achieving these
objectives. The U.S. military must continue its development of a dominant, knowledge-
based, precision strike information age warfare capability.

IT proliferation, combined with the new dynamics post-September 11, have significantly

altered and complicated the role of diplomacy in pursuit of national interests. The
interconnected nature of the Internet and the “real time” media coverage of important
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events made possible by satellite communications, have significantly altered the way that
public opinions are formed. The ability for IT to carry a message directly to the peoples of
other countries has transformed public diplomacy into a far more potent tool of national
power.

American leaders may well find that rather than confronting, coercing, sanctioning and
competing with potential adversaries to make them pursue U.S. policy preferences, it is
more productive to cooperate, assist, and mentor these countries to foster IT-enabled
economic growth, bringing them into the community of interconnected nations. This will
require a longer-term, more patient view, but perhaps will result in a more comprehensive
solution to the root causes of terrorism and international conflict. With this in mind, the
U.S. should pursue initiatives to assist developing nations to execute appropriate national
IT strategies to begin to build information infrastructure frameworks while educating an IT
workforce that could result in an information-enabled economy.

VII. Conclusions: National policy recommendations

Four principal challenges within the IT sector have been identified: security of the
information infrastructure, IT workforce, allocation of bandwidth, and digital divide. If
the U.S. does not address these four challenges, it will not maximize the benefits the IT
industry has to offer. The private sector, given an enabling environment, will deliver. The
government must facilitate this enabling environment to nurture a strong IT industry, an
industry in which the U.S. has a strong international competitive advantage.

Security of the information infrastructure. IT is a public good that not only serves the
private sector but also ensures the critical national infrastructure. The USG must protect
this infrastructure without impeding the innovation and competitiveness of the IT industry.
As a first step, the USG should make clear who in the government is ultimately responsible
and accountable for IT security. Only such an unequivocal IT “chief” can ensure against
inconsistent regulations and enter a fruitful dialog with industry regarding issues like
assigning liability for IT security breaches and striking the right balance between security
and privacy. Next, the government must develop a national information security strategic
plan — linked to a new National Security Strategy — that clearly and unequivocally
delineates roles and responsibilities. In addition, the Federal government should mandate
education programs for workers and school children in order to train the population on
appropriate information security behavior and standards.

The DoD should develop offensive as well defensive information warfare capabilities. A
defensive capability will allow the application of effective military power in spite of cyber-
attacks. An offensive information warfare capability will deny any adversary an advantage
through the use of the information domain.

IT Workforce. More can and should be done to ensure a sustainable supply of IT workers

entering the workforce. The USG should establish a scholarship program —a Cyber Corps
— for young IT up-and-comers. As well, final passage of the Technology Talent Act of
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2001 will also help the supply of IT workers in both commercial and government spheres
by supplying educational grants.>” For the time being, USG should maintain the H-1B visa
program. However, policy makers must look for long-term solutions that train U.S.
citizens to be more competitive in the IT workforce — and these solutions demand
fundamental reform in the education sector to raise math and science scores and reward
higher quality teachers at all grade levels. Several policy options are available to the
federal government in the IT workforce domain. In 2000, the Office of Personnel
Management (OPM) established an increased pay scale for Federal IT workers, enabling
Federal agencies to compete from a more level playing field for graduating IT workforce
each year. This is a step in the right direction and should be sustained. Private sector
stock options and other benefits are still lucrative attractions for the non-governmental
positions. As well, the Federal Chief Information Officer's Council (CIO Council)
introduced 13 primary recommendations for "creating a Federal IT work force that brings
innovation and creativity to all Federal functions and improves the government's service
and responsiveness to its citizens."*® These initiatives should also be sustained to attract IT
workers to government service.

Bandwidth. Passage of the Tauzin-Dingell bill would be one way to promote growth in
the fiber optic domain. Ensuring unregulated Internet access is in the best interest of the
consumer. Regarding the wireless spectrum allocation, however, government policies can
and should do more. Currently, the military is the priority consumer on a major portion of
the usable frequencies. However, because of the great increase in commercial demand for
wireless spectrum and the economic importance of greater commercial wireless activity,
the DoD must compromise on spectrum allocation issues. For now, commercial growth in
fiber optics will satisfy the lion’s share of new demand for greater bandwidth. But the
DoD must prepare for change and be prepared to compromise. Setting target dates for
sharing more bandwidth will also help the private sector prepare for greater growth into the
wireless arena.

Digital divide. Two of America’s primary national interests are: 1) expanding economic
growth and 2) facilitating expansion of democratic principles internationally. 1T not only
provides information to disenfranchised populations that furnishes them with the ability to
make choices (political and economic), it also promotes economic growth. Given U.S.
competitive advantage in both domains, investments that ensure that more people and
nations are “on the net” is in the United States’ interest.

The U.S. Government must develop and implement policies that will create an enabling
environment that will enhance the development of a secure IT sector while not creating
negative secondary and tertiary effects. The challenges are vast. But U.S. economic
strength, combined with strategic leadership, technological know-how and innovative
spirit, provide a foundation for unprecedented opportunities. If U.S. leadership harnesses
IT properly, the payoff will be increased global prosperity and improved opportunities for
global peace.

20



Bibliography

Academic Press Dictionary of Science and Technology, Harcourt, retrieved on March 13,
2002 from http://www.harcourt.com/dictionary/def/5/2/9/1/5291000.html.

Anderson, Shirley C., “The Globally Competitive Firm: Functional Integration, Value
Chain Logistics,” Global Marketing and Business College Strategic Support,
Competitiveness Review, 2000, 10(2), p33, 13p.

Balluck, Kyle. “Cybersecurity Czar Asks IT Industry for Help,” Washington Post.Com.
www.washtech.com. 4 December 2001, Online, Internet, 10 March 2002.

Behar, Richard, “Fear along the firewall,” Fortune, VVol. 144, Issue 7, Oct. 15, 2001, pp.
145-148.

Bettelheim, Adriel; Adams, Rebecca, “America’s Infrastructure at Risk: What is the
Federal Role?”, CQ Weekly, Vol. 59; Issue 37, September 29, 2001, p. 2259.

Bielski, Lauren, “Security gets a higher profile,” ABA Banking Journal, VVol. 93, Issue 12,
Dec. 2001, p. 54.

Bosworth, Barry P. and Triplett, Jack E., “What’s New About The New Economy? IT,
Economic Growth And Productivity,” Brookings Institution. Pg. 23,
http://www.brook.edu/dybdocroot/views/papers/bosworth/20001020.pdf.

Brandt, Andrew, “Uncle Sam recruits hackers, Javaworld, August 1, 2000, p. 1.

Brownstein, Charles, “The Internet Policy Paradox: Less is More,” On The Internet:
International Electronic Publication of the Internet Society, Online, Internet, 10 March
2002.

Burnell, Scott R., “Survey: Cybersecurity Worries Americans,” United Press International
Science News, 11 December 2001, Washington, D.C.,
http://www.upi.com/print.cfm?storylD=11122001-013534-7414r, Online, Internet, 19
December 2001.

Campbell, Kenneth D., “Solow tells British audience that six industries were key to US
boom,” MIT Tech Talk, http://web.mit.edu/newsoffice/tt/2001/nov07/cmi.html, 7
November 2001.

Chalk, Peter, “Grave New World,” Forum for Applied Research and Public Policy, Spring
2000, pp. 13-20.

Coffield, Dana, “Networks at Risk: Assessing Vulnerabilities,” Interactive Week,
September 24, 2001, p. 11.


http://www.harcourt.com/dictionary/def/5/2/9/1/5291000.html
http://www.washtech.com/
http://www.brook.edu/dybdocroot/views/papers/bosworth/20001020.pdf
http://www.upi.com/print.cfm?storyID=11122001-013534-7414r
http://web.mit.edu/newsoffice/tt/2001/nov07/cmi.html

Computer Security Institute, “Financial losses due to Internet intrusions, trade secret theft
and other cyber crimes soar,” March 12, 2001.

CQ Weekly, Internet Freedom and Broadband Deployment Act, March 6, 2001.

Dean, Joshua, “Mounting a Defense,” Government Executive, Vol. 33, Issue 7, p. S-17.
Gershwin, Lawrence K., Statement for the Record for the Joint Economic Committee
Cyber Threat Trends and US Network Security, www.cia/nic, 21 June 2001.

Department of Defense, Joint Vision 2020, Director for Strategic Plans and Policy, J5;
Strategy Division, The Joint Staff, Washington D.C.: U.S. Government Printing Office,
June 2000.

Deputy Assistant Secretary of Defense (May 2000), Clinger Cohen Act of 1996,
Washington, D.C., (Deputy Chief Information Officer).

“Digital Divide Getting Wider,” Metro Manila, Financial Times Information Limited, Nov
12, 2001.

Digital Economy 2002, USDOC, Economics and Statistics Administration, pg. 24,
http://www.esa.doc.gov/508/esa/USEconomy.htm.

Drucker, Peter F., “The Age of Social Transformation,” The Atlantic Monthly, December
1995, http://www.theatlantic.com/issues/95dec/chilearn/drucker.htm, Online, Internet, 6
February 2002.

Drucker, Peter F. “Beyond the Information Revolution”. The Atlantic Online. October
1999. http://www.theatlantic.com/issues/990ct/9910drucker.htm Online, Internet. 6
February 2002.

Eberhart, Ralph Eberhart, General Ralph Eberhart’s Testimony before the Senate Armed
Service Committee Hearing on FY2003 Defense Authorization Request for National
Security, Space, and Strategic Programs, March 20, 2001.

Employee Express, http://www.Employeeexpress.gov.

Epstein, Gene, “Economic Beat: Why the ‘hedonics’ debate is a lot of baloney,”
BARRON'’S, 11 September 2000.

Federal Commons, http://www.cfda.gov/federalcommons/about.html.

Federal Communication Commission, News Release, FCC Classifies Cable Modem
Service as “Information Service,” March 14, 2002.

Flanagan, Stephen J., Ellen L. Frost, and Richard L. Kugler, Challenges of the Global
Century, Report of the Project on Globalization and National Security, Institute for



http://www.cia/nic
http://www.esa.doc.gov/508/esa/USEconomy.htm
http://www.theatlantic.com/issues/95dec/chilearn/drucker.htm
http://www.theatlantic.com/issues/99oct/9910drucker.htm
http://www.employeeexpress.gov/
http://www.cfda.gov/federalcommons/about.html

National Strategic Studies, National Defense University, Washington, D.C.: US
Government Printing Office, September 2001.

Forbes, “Spook Valley,” Vol. 168, Issue 15, p. 103.
Gates, Bill, “Business @ the Speed of Thought,” 1999, Warner Books, Inc.

Galvin, John, “Education’s Response to the Information Technology Worker Shortage,”
EDC, Inc.

Gompert, David C., Right Makes Might: Freedom and Power in the Information Age,
McNair Paper 59, Institute for National Strategic Studies, Washington, D.C.: National
Defense University, May 1998.

Gutzman, Alexis “Globalization of E-Commerce: Are You Ready?” Electronic
Commerce Technology Advisor, May 17, 2000.

Hardesty, David, Internet Tax Freedom Act Extended, December 2, 2001,
http://www.ecommercetax.com.

Harreld, Heather and Fonseca, Brian, “Guarding against cyberterrorism, Infoworld, Vol.
23, Issue 43, October 22, 2001, pp. 34-37.

Hart-Teeter, “E-Government: The Next American Revolution” for the Council for
Excellence in Government, September 2000.

Henry, Christopher R., “Final Report of the Panel on Information Technology,” Center for
Strategic and International Studies, http://www.csis.org/tech/henry.pdf, online, Internet, 27
February 2002, p 5.

Henry, David, “The Numbers Game,” Business Week; New York; 14 May 2001.

Henry, Christopher R., “Final Report of the Panel on Information Technology,” Center for
Strategic and International Studies, http://www.csis.org/tech/henry.pdf, Online, Internet,
27 February 2002.

Hill, Andrew, “Last Year’s Superstars Quit the Stage,” Fortune, 17 May 2001,
http://specials.ft.com/ft500/may2001/FT3SDAOGWHMC.html.

IG3GPG Spectrum Viability Assessment — Initial Phase, DoD Response (draft), February
4, 2002, p. 2.

Information Technology Association of America, “Bridging the Gap: Information
Technology Skills for a New Millennium,” ITAA, April 2000.


http://www.csis.org/tech/henry.pdf
http://www.csis.org/tech/henry.pdf
http://specials.ft.com/ft500/may2001/FT3DAOGWHMC.html

Information Technology Association of America (ITAA), Executive Summary, “Bridging
the Gap: Information Technology Skills for a New Millennium, ITAA Web page,
http://www.itaa.org/workforce.

Information Technology Association of America, “The New Federal Agenda: Point Click,
Change!”, 11" Annual ITAA Survey of Federal ClO’s, January 2001.

Information Technology Association of American, “Critical Information Protection: A
Framework for Government/Industry Dialogue,” http://www.itaa.org/infosec, Online.
Internet. 3 March 2002.

Information Technology Association of America, “Response to President’s Commission
on Critical Infrastructure Protection Report,” http://www.itaa.org/infosec, Online, Internet,
3 March 2002.

Keen, Peter G.W., Competing in Time, (3 ed.). New York: Ballinger Publishing
Company, 1998.

Kirkpatrick, David, “Technology after the Fall,” Fortune, VVol. 144, Issue 10, Winter 2002,
p. 44.

Koprowski, Gene, Computer-Telephone Integration Aids Customer Service, Information
Week, June 26, 2000, p.190, 4p. Retrieved on March 7, 2002, from
http://ehostvgw12.epnet.com/delivery.asp.

Kurtz, George, “Terror’s next target? Newsweek, October 22, 2001, p. 80.

Leopold, George, “Cyberspace vulnerable to attack, panel warns,” Electronic Engineering,
Issue 1188, October 15, 2001, p. 20.

Leopold, George, “Commerce Adds Voice to Claim of IT Shortage,” EE Times.

Lewis, James, “Market Forces and Government Action in Securing Cyberspace,” Center
for Strategic and International Studies, Feb 19, 2001.

Liao, Holmes, “Information Technology May be Foundation for National Security,” Taipei
Times, 25 December 1999.

Marsan, Carolyn Duffy, “Bigger role seen for defense R&D,” Network World, Vol. 18,
Issue 42, October 15, 2001, pp. 1,75.

Martin, James, Principles of Data Communication, 1988, (1 ed.), Englewood Cliffs, NJ:
Prentice Hall.


http://www.itaa.org/workforce
http://www.itaa.org/infosec/
http://www.itaa.org/infosec/
http://ehostvgw12.epnet.com/delivery.asp

Meares, Carol Ann and John F. Sargent, Jr., “The Digital Work Force: Building Infotech
Skills at the Speed of Innovation,” U.S. Department of Commerce, Technology
Administration, Office of Technology Policy.

Metzl, Jamie F, “The International Politics of Openness,” The Washington Quarterly,
Summer 1999.

Miller, Jason, “Bush proposes boost in 2003 IT security budget,” GCN, Post Newsweek
Media, February 4, 2002.

Moore, John, “Girding for the Grid,” Federal Computer Week, March 18, 2002, p. 22.

Morgenson, Gretchen, “Telecom, Tangled in Its Own Web,” The New York Times, 24
March 2002.

Morris, Kenneth M., “User’s Guide to the Information Age,” 1999, Lightbulb Press, Inc.

NanoTechnology Magazine, “What is Nanotechnology?”, Online, Internet, 14 March,
2002.

Neeraj Saxena, “Qualcomm to invest in Wireless CDMA software development,” Times
Of India, 7 March 2002, Online. Internet. 9 March 2002.

Nye, Joseph and William Owens, “Computer Exports and National Security in a Global
Era: New Tools for a New Century,” Center for Strategic and International Studies,
Washington, D.C., 8 June 2001.

Pastore, Michael, “U.S. E-Commerce Spikes in Q42001,” E-Commerce News, Feb 20,
2002.

Radcliff, Deborah, “Info war games,” Computerworld, Vol. 35, Issue 4, Jan. 22, 2001, p.
44,

Recreation.gov, http://www.recreation.gov/recstopl.cfm.

Roth, Andrew, “Cyber-Threat: Real or Hype?” American Banker, Vol. 166; Issue 154,
August 10, 2001.

Rubin, Howard A, “Upstarts Alter the Rules,” Information Week, September 11, 2000, pp.
4, 404.

Rutrell, Yasin, “Energy firms stand guard amid threats,” Internet Week, Issue 887,
November 19, 2001, p. 1.

Sager, Ira, Carey, John, Kerstetter, Jim, “Preparing for a cyber-assault,” Business Week,
Issue 3754, p. 50.


http://www.recreation.gov/recstop1.cfm

Schmitt, Christopher H. and Perry, Joellen, World Wide Weapon; A cyberattack could
cripple vital infrastructure, from 911 to utilities, U.S. News and World Report, VVol. 131,
Issue: 19, Nov. 5, 2001, pp. 60-61.

Seshagiri, N., “National Task Force on Information Technology and Software
Development, Aiming towards making India an Information Technology ‘Super Power’ in
the years to come, the Government has set up a National Task Force on IT and Software
Development,” http://it-taskforce.nic.in, Online, Internet, 10 March 2002.

Serwer, Andy, “Dirty Rotten Numbers,” Fortune; New York 18 Feb. 2002.

Stauffer, Don, “Electronic warfare: Battles without bloodshed,” The Futurist, VVol. 34,
Issue 1, Jan/Feb 2000, pp. 23-26.

Strassmann, Paul A., “Secure the Internet,” Computerworld, October 1, 2001, Vol. 35,
Issue 40, p. 23.

The House of Representatives, H.R. 3130, Technology Talent Act of 2001, Section 8. (a)
(1.

The Pentagon, Director of Information Systems for Command, Control, Communications,
and Computers, Army Enterprise Strategy: The Vision, July, 1993, Washington DC.

The White House, Economic Report of the President, 2000, The Annual Report of the
Council of Economic Advisors, “Work and learning in the 21* Century”, United States
Government Printing Office, 2001.

The White House, “A Framework for Global Electronic Commerce,” May 17, 1997.

Thompson, Fred, “Preventing Terrorism,” Business Perspectives, Volume 12, Issue 3,
Spring 2000, p. 16.

Tsygichko, Vitaly and Fedorov, Alexander, ed. Information Challenges to National and
International Security. Moscow, Russia: The PIR Center for Policy Studies in Russia. 1
October 2001.

Uchitelle, Louis, “Productivity Finally Shows the Impact of Computers,” The New York
Times, 12 March 2000.

U.S. Department of Commerce, Office of Technology Policy, “Update, The Digital
Workforce,” August 2001.

U.S. Department of Commerce, Office of Technology Policy, The Digital Workforce:
State Data & Rankings, Washington, D.C., September 2000, p. 1.

Vi



U.S. Government, The Department of Defense, Joint Vision 2020, Washington, D.C., U.S.
Government Printing Office, June 2000.

U.S. Government, The United States Senate, “Statement of The Honorable Neal Lane,
Assistant to the President for Science and Technology and Director of the Office of
Science and Technology Policy before the Subcommittee on Veterans Affairs, HUD, and
Independent Agencies, Committee on Appropriations, United States Senate,” 23 March
1999.

U.S. Government, The White House, The Clinton Administration’s Policy on Critical
Infrastructure Protection: Presidential Decision Directive 63, 22 May 1998.

U.S. Government, The White House, A National Security Strategy for a Global Age,
Washington, D.C., U.S. Government Printing Office, December 2000.

Walton, Timothy J., Internet Privacy Lay, August 20, 1999,
http://www.netatty.com/privacy/privacy.html.

Webmergers.com, http://www.webmergers.com/editorial/article.php?id=49.

Wilkes, Tania, Interview of Lieutenant Colonel Tania Wilkes, U.S. Army, Joint Staff, J6,
March 14, 2002.

Williams, Elisa, “Climate of Fear,” Forbes, VVol. 169, Issue 3, pp. 64-66.

Wright, Dan, “Copyright or Copy Wrong?”, 2001:05:22,
http://www.lowendmac.com/musings/napster-pf.html.

Zhu, Xuan, “Developing web-based mapping applications through distributed object
technology, Cartography and Geographic Information Science. 28, October 1, 2001, p.
249,

Vii


http://www.netatty.com/privacy/privacy.html
http://www.webmergers.com/editorial/article.php?id=49
http://www.lowendmac.com/musings/napster-pf.html

Endnotes

! Henry, Christopher R., “Final Report of the Panel on Information Technology”. Center for Strategic and
International Studies. http://www.csis.org/tech/henry.pdf. Online. Internet. 27 February 2002. pg. 16.

2 Computer Security Institute, “Financial losses due to Internet intrusions, trade secret theft and other cyber
crimes soar,” online: www.gocsi.com/prelea_000321.htm, Press Release, March 12, 2001.

® Digital Economy 2002, USDOC, Economics and Statistics Administration, pg. 24.

* Ibid., pg. 25.

> Ibid., pg.41.

® Bosworth, Barry P. and Triplett, Jack E. “What’s New About The New Economy?

IT, Economic Growth And Productivity,” Brookings Institution. pg. 23, Internet:
http://www.brook.edu/dybdocroot/views/papers/bosworth/20001020.pdf.

" Digitital Economy 2002, pg. 41.

8 Ibid., pg. 43.

° Ibid., pg. 51.

19 1pid., pg. 52.

Y Ibid., pg. 52.

12 Andy Serwer, “Dirty Rotten Numbers,” Fortune; New York 18 Feb. 2002, Internet:
http://proguest.umi.com/pgdweb?Did=000000106123787 &Fmt=3&Deli=1&Mtd=1&1dx=1&Sid=5&RQT=3
09.

13 Henry, David, “The Numbers Game,” Business Week; New York; 14 May 2001, Internet:
http://proguest.umi.com/pgqdweb?Did=000000116100716&Fmt=3&Deli=1&Mtd=1&1dx=18&Sid=4&RQT=
309.

“ Andrew Hill, “Last Year’s Superstars Quit the Stage,” Fortune, 17 May 2001,
http://specials.ft.com/ft500/may2001/FT3DAOGWHMC.html.

15 Quote from a speech by George W. Bush, Trade Policy Agenda for 2002, U.S. Trade Representative.

18 Information Technology Agreement, International Trade Administration, U.S. Department of Commerce,
19 March 2000, Internet:
http://infoserv2.ita.doc.gov/ocbe/HotPolic.nsf/e41al11bbbbf46726852565310074e6f7/4e2b8c9a4336484a852
56534005a688d?0OpenDocument

7 Fact Sheet -- Export Controls on Computers, Office of the Press Secretary, The White House, July 1, 1999,
http://www.bxa.doc.gov/HPCs/WhiteHouseHPCFactsheet.html, p. 2.

8 USA PATRIOT Act, PL 107-56, Uniting and Strengthening America By Providing Appropriate Tools
Required To Intercept and Obstruct Terrorism.

19 Neeraj Saxena, “Qualcomm to invest in Wireless CDMA software development”, Times Of India, 7 March
2002, Online, Internet, 9 March 2002.

2 David Waltz, “Artificial Intelligence,” NEC Research Institute and the Computing Research Association.
1996, Online, Internet, http://www.cs.washington.edu/homes/lazowska/cra/ai.html.

2l H.R. 1542, The Tauzin-Dingell Internet Freedom and Broadband Bill.

22 |G3GPG Spectrum Viability Assessment — Initial Phase, DoD Response (draft), February 4, 2002, p. 2.
2 William T. Hatch, Acting Assistant Secretary for Communications and Information, U.S. Department of
Commerce, Testimony before the Subcommittee on Communications, Committee on Commerce, Science,
and Transportation, U.S. Senate, July 31, 2001, Internet:
http://ntia.doc.gov/ntiahome/congress/2001/073101hatch3g.htm.

2 Michael Pastore, “U.S. E-Commerce Spikes in Q42001,” E-Commerce News, Feb 20, 2002, p. 1.

% Alexis Gutzman, “Globalization of E-Commerce: Are You Ready?” Electronic Commerce Technology
Advisor, May 17, 2000, p. 1.

%6 The White House, “A Framework for Global Electronic Commerce,” May 17, 1997, pp. 3-4.

2" E-Government Strategy, Simplified Delivery of Services to Citizen, OMB Task Force on Electronic
Government, February 2002, p 3.

% Hart-Teeter, “E-Government: The Next American Revolution” for the Council for Excellence in
Government, September 2000, pp. 1-3.

2% Recreation.gov can be found at http://www.recreation.gov/recstopa.cfm

% Federal Commons can be found at http://www.cfda.gov/federalcommons/about.html



http://www.csis.org/tech/henry.pdf
http://www.recreation.gov/recstop1.cfm
http://www.cfda.gov/federalcommons/about.html

! Employee Express can be found at http://www.hrs.psc.dhhs.gov/psc/eex.html

% E_Stats, United States Department of Commerce, March 18, 2002, pp. 1-4.

% George Leopold, “Commerce Adds Voice to Claim of IT Shortage,” EE Times, p.1.

% Office of Technology Policy, “Update, The Digital Workforce”, U.S. Department of Commerce, August
2001, p.1.

* Henry, Christopher R., “Final Report of the Panel on Information Technology”. Center for Strategic and
International Studies. http://www.csis.org/tech/henry.pdf. Online. Internet. 27 February 2002. pg. 5.

% U.S. Department of Commerce, Office of Technology Policy, The Digital Workforce: State Data &
Rankings, Washington, DC: September 2000, pg 1.

¥ H.R. 3130, Technology Talent Act of 2001, Section 8. () (1).

% Department of Commerce, Office of Technology Policy, The Digital Workforce, Building Infotech Skills at
the Speed of Innovation, by Carol Ann Meares and John F. Sargent, Jr., Washington, D.C., June 1999, pgs.
109-110.

Information Technology Industry Study Final Paper.2002.604


http://www.csis.org/tech/henry.pdf

	Software & Information Industry Association, Washington, DC
	Issue:  Information security – a strategic vulnerability

	Issue:  E-commerce:  what role for the government?
	Discussion:   The remarkable growth of the Internet and electronic commerce (e-commerce) has revolutionized business and national productivity.  New models of consumer-commercial interaction are evolving at great speed.  Entrepreneurs start businesses more easily.  Trade growth in digital products such as software, entertainment products, financial services, and travel services has huge potential.  Furthermore, e-commerce will revolutionize retail and direct marketing, with consumers shopping at home for a myriad of products from retailers worldwide.  But the greatest value in e-commerce is the massive exchanges being made in the business-to-business (B2B) sector.  E-commerce sales totaled $32.6 billion in the U.S. in 2001, an increase of 19 percent over 2000.  The U.S. Bureau of Census estimated that 94% of that e-commerce was in the B2B sector.  Using electronic data interfaces over both value-added and open networks, the business sector has revolutionized manufacturer-to-wholesaler trade.  The implications of e-commerce’s role as an increasingly important component of U.S. economic power are significant.  Globally, e-commerce is growing as well, with projections that e-business sales to non-U.S. customers will exceed those to customers inside the U.S. in 2003.
	Issue: The growth of electronic government is essential for a more efficient USG

	Recommendation:  To ensure E-Government achieves its potential, an overall federal CIO with authority over spending on the architecture, security and citizen-centric initiatives must be appointed.  The CIO must develop an incentives system to assure positive change.  Finally, the CIO must rapidly develop the next generation of E-Government initiatives, with greater emphasis on the value of G2G exchanges, in order to economize agency budgets.  In summary, E-Government is a new way to serve the needs of the nation while fueling the nation’s economic engine.    By overcoming barriers such as security, bureaucratic stagnation and the digital divide, the USG can leverage E-Government to enhance its national power.
	Issue:  A sustainable IT workforce?
	Issue:  Interoperability, integration, and standards
	Bibliography


	Wright, Dan, “Copyright or Copy Wrong?”, 2001:05:22, http://www.lowendmac.com/musings/napster-pf.html.

