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1 Abstract

Our Strategic Supply team focused its effort on transformational change in the Department of
Defense (DoD) logistics enterprise, leveraging key technologies and best practices from the
commercial sector to provide the visibility, agility, persistence and interoperability required by
America’s expeditionary forces and those of her allies.

To meet the challenge of those requirements we focused on three areas of change: Enterprise
Resource Planning (ERP), Radio Frequency Identification (RFID), and security across a broad
variety of leading industries. Further, we discussed various governance models capable of
fostering the cultural changes required to best implement these concepts. For each of these areas
we will discuss what they are, the potential they hold, and what we believe their relevance to be;
as well as lessons learned from industry and the current status of these initiatives in the DoD,
before concluding with some policy recommendations and their implications for resourcing the
National Security Strategy.

These recommendations are not driven by short term cost savings. In fact, the magnitude of
change we are recommending is enormous. While each of the services could have independent
ERP systems; where those systems touch the DoD’s Global Logistics System, they must be
compliant with data discipline and procedural standardization. Based on our research and
industry analysis, the vision set out by the DoD’s defining documents (such as Focused Logistics
and JV 2020) cannot be achieved to any substantial degree any other way.

Our analysis concludes that if the DoD continues on the current logistics implementation path
there is a high likelihood of failure. In order to overcome these challenges we must embrace
transformational change that will consist of numerous actions.

First, we must correctly define the organizational structure. This effort alone may involve
changes in Title X and other statutory guidance that was outside the purview of our analysis and
expertise. However, we are confident that there is a compelling case for these changes, in both
efficiency and effectiveness. Second, we must continue with current RFID initiatives and align
them with common supply systems. Finally, we must enhance supply chain security through
improved information sharing and integrated governance.

Following a logical sequence, our recommendations are to:

e Gain commitment from senior government and industry leadership, at the Secretary of
Defense level and above - this is a critical and essential component of national security
strategy

e Align the business environment (governance, processes, reporting and structures) as a top
priority

o Force the integration of the existing ERP programs against the Defense standards and
processes, while aligning, rationalizing, integrating and improving existing systems

e Adopt an implementation approach that is incremental, but focused and completed to a
“credible” timetable

e Expect program completion will take in the order of 10 years

e Provide feedback mechanisms and continually monitor risks.

The overarching governance mechanisms and program office must monitor, endorse, fund and
adjust the plan as required.
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2 Introduction

This document is the third in a series of reports produced by students of the Industrial College of
the Armed Forces (ICAF). The sixteen students of the FY2004 Strategic Supply Industry Group
dedicated over 180 days of comprehensive study to gaining insight into the interaction between
Global Supply Chain Management and our National Security Strategy. The specified mission of
our seminar was to analyze a diverse cross-section of US and international businesses looking for
enabling technologies and management techniques that improve the effectiveness of DOD supply
chain management. Supporting this mission, we studied over 30 US companies and some 25
international businesses. (Appendix A)

3 Background

3.1 Supply Chain Management Defined

The Council of Logistics Management (CLM) defines Supply Chain Management (SCM) as “the
process of planning, implementing and controlling the efficient and effective flow and storage
of goods, services, funds and related information from point of origin to point of consumption
for the purpose of conforming to customers requirements. “*

Suppliers Distributors Customers
Manufacturers Retailers Consumers

Information Conduit
Goods and Services Conduit

Funds Conduit

Effective SCM has become a core organizational competency that spans all industries and sectors,
and is a key enabler of a viable business or government strategy. Global corporate leaders are
expecting SCM to provide them improved methods of integrating their businesses with both
suppliers and customers, while driving ever higher and more sustainable levels of corporate
earnings.

Today’s competitive supply chain depends on an information infrastructure that can facilitate
agile real time decisions to change the flow of goods in support of the customer’s requirements.
The sequenced, one dimensional logistics flow of the past is no longer effective in dealing with
the uncertain, unpredictable environment the world demands we operate in.
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Adaptive supply networks are the goal of every competitive organization and have especially
compelling benefits for those organizations like the DoD that operate in environments with
changing distribution requirements.

3.2 Strategic Context

Effective SCM is one of the fundamental elements of all successful business or government
organizations and is seamlessly aligned with broader corporate strategy.

The US Department of Defense has set itself the ambitious vision® of transforming from a largely

static and highly mechanistic military strike force into an agile, flexible and adaptive Defense
force capable of achieving full spectrum dominance throuah:

=  Dominant Maneuver, =
Minant MaHEUVer

= Precision Engagement, Precision Engagement

.. Full

= Focused Logistics, Spectrum
Dominance

Innovation

= Full Dimensional Protection

Focused Logistics

ion
Full Dimer\sional protecti

= Information Superiority.

In order to enable this vision DoD requires an integrated, cross-functional strategy that aligns its
people, process, technology and infrastructure. The missions, tasks and requirements of the
individual services are properly seen in context of their contribution to joint capability now and in
the future. This in turn implies that each element of the DoD supply chain should be understood
in the context of the department as a whole and contribute to its effectiveness in delivering
national security outcomes.

3.3 Where is DoD Today?

The US Department of Defense in 2004 is an extremely effective conventional fighting force with
world leading capabilities in the air, land, sea and expeditionary warfare. However, DoD is not
always an integrated, efficient fighting force in these conventional operations and is seeking to
improve its capabilities to fight lower level conflicts and operations other than war. This has led
the Secretary of Defense to ask the DoD to embark upon transformation while concurrently
conducting two major operations and numerous other global security obligations, as witnessed in
the following key strategic documents:

= National Security Strategy

= National Military Strategy

= Joint Vision 2020

= Transformation Plan

= J4 Focused Logistics Transformation Campaign Plan
=  GAO report on OIF / Desert Shield / Desert Storm
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Effective, efficient supply chains have always been a goal of the DoD. The enormous logistics
challenges that occurred during Operation Desert Shield / Desert Storm presented a compelling
case for supply chain reform. Unfortunately, many of those same challenges remain today. In
Operation Iraqgi Freedom platoons were unable to locate the nearest MRE’s (Meals Ready to Eat),
spare parts were difficult to obtain driving multiple re-orders and unidentified supplies were
stockpiled at significant cost without contributing to warfighter effectiveness. In summary the
current system lacks the visibility, trust, and unified effort required to provide agile, persistent,
and robust support through the last tactical mile. Imagine a single unified distribution pipe
drawing from over five different logistic support systems without common architecture or
processes and you have today’s operating environment.

In addition, the DoD is facing a period of increased economic pressure to deliver these critical
capabilities more efficiently. Increasing US budget deficits coupled with growing health care and
social security demands are likely to impose greater economic constraints on the DoD during the
next five years.

3.4 Statement of Requirement

Optimizing the DoD supply chain has become an imperative if America is to adequately resource
its National Security Strategy. Our Strategic Supply team focused its effort on transformational
change in the DoD logistics enterprise, leveraging key technologies and best practices from the
commercial sector to provide the visibility, agility, persistence and interoperability required by
America’s expeditionary forces and those of her allies.

4 Paper Objective and Scope

Objective. Analyze a diverse cross-section of US and international businesses looking for
enabling technologies and management techniques that improve the effectiveness of DOD supply
chain management.

Scope. To meet the challenge of these requirements we focused on three areas: Enterprise
Resource Planning (ERP), Radio Frequency Identification (RFID), and security in a broad variety
of leading industries. In each of these areas we define the scope of the concept, identify the
potential it holds for DoD, as well as areas of immediate relevance, list the lessons learned from
industry, examine the current status of these initiatives in the DoD, and conclude with policy
recommendations and their implications for resourcing the National Security Strategy.

5 Enterprise Resource Planning

Enterprise Resource Planning systems provide the information backbone of the world’s leading
businesses. By connecting all aspects of the enterprise through a central integrated database,
ERP’s provide visibility, accountability, knowledge, and build trust among various constituents of
the system. The architecture, infrastructure and processes that supported the successful
implementation of an ERP system were a central aspect of our study.

“Qur internal tools have two goals; to use software to handle routine tasks, eliminating wasted
time and energy for our knowledge workers; and to free people up to do more difficult work and
handle exceptions™

Bill Gates answering, “Why build SAP-based web applications” from

Business@the Speed of thought
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5.1 What is ERP?

Enterprise Resource Planning Systems or ERP’s are “software modules for different business
functions that are linked by a common database to produce an integrated enterprise-wide
system.”?

ERP systems are the central nervous system of today’s best-run companies, providing the
information backbone of the world’s leading businesses. ERP systems provide an integrated
information database that synchronizes the flow of information, goods and transactions across an
enterprise. By connecting all aspects of the enterprise through a central integrated database,
ERP’s provide visibility, accountability, knowledge and build trust among various constituents of
the system. It is exactly what has been missing in the DoD joint logistics environment.

Historically, the major ERP providers operated under proprietary architectures and customization
of their software required complex integration efforts. Businesses, frustrated with the need to
“recustomize” after every new ERP release, began to look for open architecture standard
solutions that supported their vision for the future. This drove ERP vendors to provide flexible
infrastructure that allows easy integration both of ERP vendor specific and non-ERP vendor
specific applications (i.e. SAP NetWeaver). Applications are now easier to manipulate without
changing the underlying code base.

Today, ERP systems are evolving to stay relevant and competitive. ERP systems that
traditionally dealt with manufacturing, finance, suppliers, customers, products and inventory,® are
now incorporating a more holistic approach to managing resources.* As Gartner Research, a
technology research firm, explains: “ERP vendors are expanding their software offerings to
include extended enterprise functionality, including Customer Relationship Management (CRM),
supply chain execution (SCE), supply chain planning (SCP), supplier relationship management
(SRM) and product life cycle management (PLM)”°. ERP systems have been moving towards
analytical processing to improve business planning and forecasting, well beyond traditional
notions of supply chain management. The diagram below from Manugistics® graphically depicts
this development and displays some of the tools now being offered by the major vendors:

n

Supply/Demand
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* Business ° ) Sales & =
Intelligence  © Strategic Mfg. i Revenue 8
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The ideal application environment for an ERP is an architecture that allows businesses to
purchase best-of-breed (BOB) applications without need for custom integration. There are two
hurdles however, to attaining this ideal architectural state. The first is technology. Most
components of today’s ERP systems do not have the necessary characteristics, such as being
loosely coupled and highly cohesive, and are hard to break apart and difficult to maintain and
change.” Despite the problems in the technology arena, the primary reason for the industry’s
failure to provide a BOB world is the industry’s inability to address the issue of semantics.? The
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absence of a body or organization to sort out the semantics issue and establish an industry
standard will continue to retard the development of a BOB world. As a result, it is likely that the
application environment of the future will be the Suite State Architecture depicted in Figure 3.

Figure 3: The Application Environment for ERP®

Enterprise Portal

Web App Server

|1

Components

Web App Server

[ ]

IComponents

Workflow/Event Integration

Component Arbitration

Services Integration

Source: Giga Information Group

In summary, Peter Coleman of Schwab Soundview believes that the ERP market is like a
pendulum, swinging back and forth between the suite state offerings of the major vendors and the
more specialized offerings of the BOB vendors.”® The economy is the single most important
factor influencing the swing of the pendulum. A strong economy enriches the coffers of
businesses, enabling them to spend the extra money to obtain the additional capabilities offered
by BOB applications. During an economic downturn, businesses are more conservative and seek
to satisfy their requirements through a single provider such as a suite vendor.

5.2 Industry Lessons Learned

During the 2004 academic year, the Strategic Supply Industry Study group visited a variety of
leading supply chain management companies which included: Wal-Mart, Microsoft, Caterpillar,
Sears, UPS, SAP, Dell, PRTM, Scholastic Books, Limited Brands, Manugistics, and Soundview
Capital Markets. These industry leaders have developed and/or implemented many supply chain
& inventory management tools and techniques in order to become more efficient and effective in
their daily operations. In addition we reviewed many documented case studies, reviews and
critiques of ERP implementations.

Early ERP applications were financial or human resource based. In the 1990s, customers
experienced more costly and complex ERP implementations then they expected.™ One research
group found that the average ERP implementation took 232 months, had a total cost of ownership
of $15M, and rewarded the business with an average negative net present value of $1.5M."
There are numerous examples of firms struggling with their ERP implementations. K-Mart, for
instance, had to write off a $130M ERP investment.®> To prevent a complete collapse, Nestlé
halted its $200M ERP project in mid-stream to re-organize and re-focus it.!* Even after
successful implementation, issues such as vendor maintenance fees, which can amount to 17%-
22% of the price of the installation, can become an irritant between customers and vendors.*®
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But there are also examples of the rewards that await those businesses that persevere. The same
Nestlé Corporation that came so close to the precipice with its ERP implementation now claims
that ERP has saved it $325M.%® This set of experiences has had a profound effect on customers’
expectations and will influence customers’ buying decisions for the foreseeable future.

A major challenge that became crystallized during our industry study was that companies that
allowed multiple domains and legacy systems to remain intact had a much more difficult time
realizing the benefit of their ERP system and had a much higher overall failure rate. This debate
over single instance versus multiple domains is essentially a trade off between completeness of
integration with single instance versus greater and more specialized functionality with multiple
systems. We note that despite the rhetoric of the ERP vendors, there are very few successful
single instance -- implementations operating today. The promise of adaptive systems seems best
represented by a well-defined enterprise operating on a single integrated information
infrastructure.

The DOD has many similarities with the leading industry companies who are also in many
different stages of organizational transformation. As senior leadership strive to find optimal
business solutions, many have turned to Enterprise Resource Planning Systems to help to achieve
their companies long-term goals and objectives.

A key element throughout industry and the DoD is the need to have real time information and
asset visibility. With readily available information, management is able to establish and maintain
lean inventory and supply chain controls. The Strategic Supply Study identified several key
approaches used by corporations that have developed supply chains that have visibility, agility,
flexibility, and responsiveness: Focus on Processes, not Technology; Define the Enterprise; Lead
by being Committed and Engaged; Extend the Enterprise; and Obtain Conceptual Unity.

5.2.1 Focus on the Process

In terms of the benefits an ERP system can provide, one powerful lesson we found written
throughout industry was that the change in process through standardization, analysis, and waste
reduction yielded the greatest benefits. An ERP system acted as a force multiplier for those
process changes allowing every aspect of the company to gain from process improvement in one
sector. Roughly speaking 75% of the benefits came because the company was willing to make
the changes in process necessary to enable an integrated approach and 25% came because of the
technology that facilitated that integration. This is a different position than the one that is
marketed by the ERP companies. Indeed, process improvement methodologies such as six sigma
often deliver significant dividends for businesses without the complexity of a complete systems
implementation. When coupled with ERP this is a very powerful approach.

The corporations that the Industry Study visited communicated several important lessons
concerning ERP implementation. One of the most oft repeated was that successful ERP
implementation is about process change and not technology insertion. Focusing on
implementing ERP as a technology solution without first examining and revising processes leads
to very little if any productivity gains; and given the complexity and cost of an ERP
implementation this will negatively impact ROI. Inherent to the change in processes is change
management.

For example, we visited the Tradeport Logistics Center at Hong Kong International Airport which

provides an integrated environment dedicated to the compression of time in the supply chain.
This has been achieved through the adoption of a sophisticated information technology system
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including an ERP which provides custom-designed logistics solutions to customers to reduce
cycle time, inventory holding costs, and processing time while improving on-time deliveries.
Managing Director David Oldridge of Tradeport Logistics made clear to the Study Team that
technology was not in and of itself the answer. He compared an ERP system to a Stradivarius
violin — just like the violin, you can have the best ERP system in the world but if you do not
know how to effectively use it - all you will make is noise. The lesson is clear — successful ERP
implementation requires a comprehensive examination of the processes that it will automate.

522 Define the Enterprise

Secondly and allied with the process observation, we noted the need to appropriately define the
enterprise for ERP to be effective. That is, companies who defined their organization by division
or did not include their extended enterprise partners (suppliers and customer) were not able to
realize the full benefit of an integrated ERP and often experienced major frustration and delay
during the implementation.

Dell Inc. is a premier provider of computer products and services. They required customers
worldwide to build information technology and Internet infrastructures to establish a direct
business model incorporating design, build and customization of products and services to satisfy a
range of customer computing requirements.

Dell’s approach to implementing an ERP software solution can be described as a “Best-of-Breed”
approach evidenced by its multi-vendor plan, which targets specific functionality from a variety
of software packages instead of relying on one all-encompassing product. Dell’s CIO of
manufacturing, Terry Kelley comments on this multi-vendor approach, “We keep carving out
pieces of the puzzle and delivering quicker value than if we were putting in one huge ERP

system”.'’

This move to a multi-vendor approach followed an unsuccessful attempt in 1994 when Dell
purchased SAP’s R/3 enterprise software suite to run its manufacturing operations. Over the next
two years, the computer maker tried to implement the software across its multiple operations, but
pulled back at the end of 1996. Terry Kelley (CIO) justified the pullback by stating the business
model changed from a worldwide focus to a segmented regional focus. Dell spent two years
customizing SAP to its needs only to find the nature of its business has changed radically.

Dell’s decision to re-define its enterprise salvaged its ERP implementation. Key was the concept
of “planning big, but thinking small.” That is, attempting to plan a massive ERP implementation
across all a corporation’s business units may be a good idea in the long-term, but in the short-term
a business needs to focus on investments that will enable it to obtain the quickest return on
investment. Defining an enterprise correctly is critical to defining the level of effort that will be
required in implementing an ERP and the chances for its success.

523 Leadership and Change Management

The importance of leadership, in particular, change management was also a critical factor in how
well a company adapted to the new procedures and process demanded by ERP. In fact, often this
single element accounted for the difference between a successful ERP implementation and that of
a legacy environment with multiple disaggregated business processes and data sources.
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A leading example in this element was the Microsoft Corporation. Founded in 1975, Microsoft is
the worldwide leader in software, services, and Internet technologies for personal and business
computing. The company offers a wide range of products and services designed to empower
people through great software. Microsoft employs more than 55,000 people and had annual
revenues in excess of $25 billion as of June 2001.

Microsoft’s growth rate was straining its financial, operations, and human resources support
systems. Microsoft looked to SAP R/3 (Release 3) for an effective ERP solution to increase
efficiency and reduce operating costs. Within seven months, the Microsoft team went live with
the procurement and payable aspects of SAP R/3 Materials Management (MM) and Financial (FI)
modules.

During this same timeframe, = |= : £ |
Microsoft also implemented —= =
MS Market to enable
employees to create and submit
requisitions online for
purchasing materials and services Headtrax
(see example “web extension” MS Expense

pages right) HR WEB

Within 19 months of the initial team planning meetings, the financial system was in place in 15
subsidiaries worldwide. Microsoft had moved off many of its legacy financial systems, and
managers were reaping the benefits of access to real-time data in a single database. As the
success of the SAP financial module became apparent, Microsoft managers running the order
management systems were eager to move their systems into the SAP environment. Success bred
success. All original equipment manufacturer (OEM) hardware, packaged product, retail
licensing, and programs systems were moved to SAP. Microsoft replaced legacy systems with
the SAP Sales and Distribution (SD) and Materials Management (MM) modules. It also ensured
a more configurable, tightly integrated system for the entire organization.®

Critical to the success of the Microsoft initiative was the commitment of senior leadership and
effective change management. Microsoft did not leave their ERP implementation to a middle
manager, who would have to struggle against and across organizational boundaries. While day-
to-day responsibility went to a special — but permanent — team at Microsoft, ultimate
responsibility rested with the Chief Operating Officer, who was actively engaged in ensuring that
the corporation as a whole understood the importance that senior management attached to the
project. This effective governance model supported by big picture planning and a targeted,
progressive implementation schedule was most effective.

524 Extend the Enterprise

The businesses that we visited knew that in order to be agile and responsive they need to have
visibility not only into their own supply chain, but also into that of suppliers, partners and
customers. The most striking example of this approach was at Wal-Mart. Their recent decision
to require their top suppliers to use RFID technology represents just the latest effort on the part of
the retailer to maximize the visibility and connectivity of its ERP system to its extended supply
chain. Wal-Mart recognize that this improved visibility and control will enhance its already
robust supply chain, which today enables them to collate and analyze purchases from the point of
sale around the country and execute automatic replenishment direct to store.

C:\Documents and Settings\griffithsp\My Documents\Supply Chain Visibility\IS Paper - Army ERP Status - 04092004.doc Page 11



Another clear example was the UPS Corporation’s CACH (Chicago Area Consolidation Hub)
facility, which is a multi-modal hub (road/rail) for its shipping operations. The CACH handles
over 1.4M packages a day with 45% shipped via road system and 55% shipped via rail. UPS’s
business is built on being able to deliver customer packages on time, anywhere in the world. The
use of intermodal and third party transport adds a level of complexity and risk to UPS’s
operations because the corporation’s reputation is just as reliant on the third party providers as it
is on its own employees. UPS has reduced this risk by investing heavily in its information
technology infrastructure, providing visibility of package location when handled by all its
extended supply chain partners.

Caterpillar, a $22.8B+ corporation, manufactures a wide range of construction and other heavy
equipment. Central to the business is the ability to ship millions of parts each day throughout the
world to support both manufacturing and repair operations. Caterpillar has set a standard of being
able to deliver a part to a customer in the US within 24 hours and the rest of the world within 48
hours. To achieve this the corporation has invested in a Dealer Terminal System, which provides
complete global inventory records in stores, manufacturing plants and key suppliers. The result is
a global back order rate of only 0.2% and an on-time delivery rate of 98.0%."

Finally, Port of Singapore Authority (PSA) further highlights the importance of this approach.
Singapore’s dockyards are a critical hub in the transportation of goods throughout Asia. The very
prosperity of the country of Singapore is critically based on the ability of these dockyards to
efficiently and effectively “cross-dock” millions of containers.

To manage this incredibly complex operation the PSA developed PortNet. PortNet enables the
PSA’s ERP to interface with customers’ ERP systems, providing visibility into customer
requirements and enabling the PSA to plan the offloading and loading of containers in the most
efficient way possible. Because PSA has insight into its customers’ systems, it is able to load on
average 40,000 containers onto 16 ships per day. The maximum time a container will remain at
the dockyard is three days. This kind of dockyard efficiency, enabled by an ERP backbone,
allows for it to be 3 days quicker to ship a container from Australia to Japan via Singapore rather
than directly from Australia to Japan.”

5.25 Conceptual Unity

Our final lesson is that of importance of conceptual unity of effort in adopting and using an ERP
system to full effect. The best corporations we visited were able to identify the importance of an
ERP system to their core business operations and their future growth potential, and align their
efforts to effectively realize their goals of both effectiveness and efficiency.

The entire nation of Singapore operates in this fashion. When discussing Singapore and the
relationship between the government and industry, it is not an exaggeration to use the label
“Singapore, Inc.” Singapore is a model of conceptual unity among the public and private sectors.
No matter where members of the Industry Study visited, it was clear that the Singaporeans as a
whole understood the vision and mission of Singapore. This degree of conceptual unity enables
the whole country to focus on enhancing key areas of comparative advantage to keep Singapore
competitive into the future.

A tangible example of this is Singapore’s five levels of connectivity that include air and sea

transport, cyber links, free trade agreements, information flow and people networks.? The extent
of this connectivity led Daimler Chrysler to select Singapore as the location of its Regional
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Logistics Center. From this location Daimler Chrysler has complete visibility over the entire
supply chain, linking more than 20 countries in Southeast Asia, Northeast Asia, Australia, New
Zealand, the Pacific Islands and Japan?, using an ERP system to hold and maintain the core data.

5.3 Where DoD is Today?

We reviewed the capstone visioning documents for Defense logistics including Joint Vision 2020
and the J4 Focused Logistics Campaign Plan and they all recognize the importance of the benefits
of Enterprise Resource Planning systems. However, one weakness discovered is that without a
central nervous system that provides visibility into the logistical systems of the supporting
agencies the Unified Commander has virtually no control over the flow of resources into the Area
of Responsibility.

Sub-optimized service and joint agency logistics systems have created numerous applications,
which do not communicate well and in many cases are not interoperable. The United States Air
Force alone has over 712 different applications operating in its logistics system, which are not
effectively integrated with each other or with the systems of other services.

In response to this environment, the DoD has launched a number of initiatives to improve the
level of integration, flexibility and responsiveness of its supply chain.

5.4 Business Enterprise Architecture (BEA)

As a part of the Business Management Modernization Program (BMMP), the Business Enterprise
Architecture project “...serves as the blueprint that enables streamlined processes and integrated
systems to transform the way the Department conducts its business.”?® Enterprise Architectures
(EA’s) are strategic enablers, assisting organizations in accomplishing their missions by
documenting significant characteristics of an enterprise — its business functions, its processes, and
supporting technologies or tools. EA’s can assist in providing a course to follow as emerging
technologies are employed, or processes and/or missions in an organization evolve.
Implementation of an EA encourages streamlined and seamless organization structures designed
to provide more efficient business processes.

Key BEA Findings:

= Because of timeframe of its development, the BEA has not been used as a reference for
the development of service specific systems improvement programs including the
logistics domain at present.

» This program has the potential to define common business practices for the future and
with proper governance arrangements supporting an agreed future enterprise definition.

54.1 Current DoD ERP Programs

Currently there are initiatives in place for implementing an ERP solution for elements of logistics
provision within the Army and Navy, as well as within the Defense Logistics Agency (DLA). All
the programs are using SAP as the prime vendor for the implementation, while the Air Force and

Marines have yet to commit to a specific vendor.

Navy ERP. The Navy is conducting four separate pilot programs (SIGMA, CABRILLO,

SMART, and NEMAIIS) with four separate integrators (Bearing Point, Pricewaterhouse Coopers,
EDS, and IBM). Navy also is in the process of planning and converging the four Navy ERP
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programs. The objectives of the convergence plan is to normalize data using SIGMA’s data
template, document common and unique business processes, and maximize reuse and integration
of existing Navy related ERP documentation and resources. This single Navy ERP system is
planned for production and deployment in FY2014.%

Army ERP. The Army’s Logistics Modernization Program (LMP) and the Global Combat
Service Support (GCSS) program are also both adopting ERP systems. While initiatives are
being made to standardize data, GCSS is currently not integrated with the wholesale logistics
system, albeit they share a common software platform in SAP. In addition, the Army has
recognized the need to have these two systems operate from commonly defined data elements and
has thus established a Product Lifecycle Manager Plus (PLM+) program to achieve this
integration. Army has selected SAP as the packaged software to deliver all of these solutions,
and now describes the future architecture according to the following diagram:

FY 04 FY 05 FY 06 FY 07 FY 08

Objective Force
The integrated
Architecture
Logistics Modernization
Program (LMP)

Upgrade &add
Install Maint & Supply

Single Army
Product Lifecycle Follows SARICIN Logistics

Management (PLM) + Solution!

Global Combat ver 1.0

Support Systems I‘I‘
Army / Tactical

(GCSS Army)

Enterprise Integrated Data Environment (EIDE) | V 3.0

Key DOD ERP Program Findings:

DoD is essentially adopting a strategy of spiral development of its ERP systems across the
operational and tactical domains of discrete services.
= The Army’s ERP efforts are not integrated with any of the current Navy ERP programs,
nor with the DLA Business Modernization Program (BMP).

55 Conclusions

An ERP system designed for the supply chain of the Department of Defense as opposed to
individual services has the potential to provide enterprise-wide visibility, help planning and
forecasting, and enable sense and respond logistics. By system we mean system in the broadest
sense consisting of people, process, technology and infrastructure — this is not a simple
technology solution. Such a system extends to both supplier and end user (warfighter) the
required access to data and asset visibility to promote confidence in the system, improved and
measurable service performance and greatly enhanced efficiency. Our industry analysis suggests
that creating a single logistics tail during expeditionary deployments is the key to achieving
transformation agility and persistence.
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To adopt such an enterprise approach to DoD supply networks, we believe a carefully phased
approach is required due to the size and complexity of the organization. This is not to suggest that
benefits and improvements cannot be achieved in the short term, which can assist in funding the
investments needed for the future.

Some key lessons for DoD from the business sector ERP case studies are:

= Do not attempt an ERP implementation without a thorough review of your business
aimed at improving and aligning end-to-end business processes. Technology adoption in
and of itself is not the answer.

= Leadership needs to remain committed and engaged to the ERP implementation, with an
effective governance system to ensure successful adoption. There must be strategic focus
and unity of effort for such a system to be successful.

= Define the future logistics architecture and identify and plan for the elimination of legacy
systems that require data redundancy. It is naive to think that large organizations will
migrate to a single instance of an ERP system.

= Develop and communicate a comprehensive strategic plan for the logistics information
environment.

= Review, align and where appropriate rationalize all discrete logistics projects to ensure
the integrity of the future system.

5.6 Recommendations

= The DoD should define its supply chain across all the services as a single enterprise so
that processes and information systems can be standardized and data can be maintained
by both the service and the Joint Logistics System that will take our forces to war. This
will assist the transformation of DoD logistics from loosely connected logistics processes
to network-centric, fully integrated logistics and ultimately a collaborative logistics
planning and execution process.

= Adopt an effective, centralized governance structure for the DoD supply chain to drive
the development of such an enterprise. This should include consideration of all elements
of funding and authority that may inhibit the adoption of such a system. The appropriate
model may imply a logistics commander joining the component commanders in a unified
command in wartime at the operational level or OSD taking ownership of an ERP system
that has visibility into each of the services logistics systems.

= |mplement a common supply chain architecture and rationalize the infrastructure to
ensure the critical elements are positioned to support warfighter requirements.

= Force the integration of existing ERP programs into this new joint logistics system and
architecture and begin the process of rationalizing existing processes, systems and
programs.

= Prioritize and plan for a graduated program of adoption, which includes early capability
and efficiency enhancements to win support for the program, prove the benefits and build
the momentum necessary for large-scale transformation.

= Allocate ten years for such an approach.

6 Radio Frequency lIdentification Devices (RFID)

RFID is not new technology — indeed anyone who has used a Mobil Speedpass to purchase gas or
used a toll way speed pass has been privy to RFID technology. Today it has developed into a key
enabler of improved supply chain visibility, driving superior tracking and monitoring of the flow
goods and products. Large companies like Wal-Mart see the benefits of RFID in taking vendor
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managed inventory to a new level of sophistication, tracking goods as they move off the shelves
to the point of sale and automatically generating the re-order from suppliers. For DoD the need is
being driven by the recent experience in Operation Iragi Freedom where containers and pallets
were piling up at the ports and not moving forward to where they were needed to support
operations. While RFID certainly will not fix that problem independently, it has the potential to
assist a great deal if the process for moving supplies from the port to the warfighter is improved.

6.1 What is RFID?

RFID is simply a tag or electronic device that stores and transmits information on the item to
which it is attached. Passive RFID tags require an interrogation to provide information because
their battery capacity is small, while active RFID tags broadcast without interrogation and as a
result are more easily networked. As one would expect, active RFID tagging is more expensive
and has some limitations. While many argue RFID is simply the next evolution of the bar code,
our analysis indicates that in fact it could be much more.

6.1.1 Passive RFID Tags

Passive tags consist of a microchip with data and a coiled antenna. The microchip normally
contains 64-128 bytes of data. That small amount of data storage allows for only a unique
identification number. The relevant data is stored in a separate database then linked to the 1D
number. Capturing and storing the radio signal from the reader powers the tag, and then utilizes
that stored energy to respond to the reader out to three to nine meters.” Hundreds of tags can be
simultaneously read and unlike bar codes, line of sight is not required to read the tags.

In commercial industry, passive tags can come in many forms and uses. They can be woven into
a garment, incorporated into a large denomination monetary instrument,”® or even be placed in
discrete product items. Current industry uses for passive tags include pallets and warehousing,
herd animal tracking, high value item security and airline luggage.?’

Active RFID Tags — allow a very low-level signal to be received by the tag (because the reader
does not need to power the tag), and the tag can generate high-level signals back to the reader,
driven from its internal power source. Passive RFID uses RF energy transferred from the reader
to the tag to power the tag. ? Active RFID is more expensive than passive RFID and is normally
used for tracking high value goods such as container shipments.

A good example of active RFID is within a dock or logistics depot. Active RFID can scan large
areas within this environment and retrieve data on the contents of shipping containers, pallets, or
crates, etc. Used in conjunction with passive RFID, an active RFID reader can retrieve data from
the entire contents of a standard shipping container, sometimes thousands of tags in seconds when
passive tags are used on the items within the container. For example, active RFID technology can
be used for the security of shipped goods by monitoring freight activity in containers, trucks and
pallets.

Semi- Passive Tags - These are similar to active tags in that they have a small power source for
monitoring environmental conditions. The internal power source is sufficient to provide power to
its onboard sensor but requires transmitted energy from the reader to gain sufficient power to
respond back to the reader. These tags are commonly used to monitor a refrigeration container
where it will transmit data when the temperature of the container goes outside of permissible
tolerances. Semi-active tags can also be used to monitor shock to an item and certain conditions
in a security environment, and then report the incident and the time when the variance occurred.?

C:\Documents and Settings\griffithsp\My Documents\Supply Chain Visibility\IS Paper - Army ERP Status - 04092004.doc Page 16



The US Army has completed a successful eighteen-month test of semi-passive tags on pallets
containing cases of Meals Ready-to-Eat (MRE) combat rations. The test monitored the
temperature sensing capability of the tags as well as tracking the rations from vender to the using
unit. Passive tags were placed on each case and associated with the semi-passive tags in the test.*

Readers - RFID tags contain information about an item that can be retrieved using a “reader.”
The reader then retrieves and decodes the data on the tag and passes the information to a host
computer for processing.** “RFID has been used extensively in toll collection, inventory control,
building security, and library systems, not to mention Exxon/Mobil's “Speed-Pass” that allows
fast, easy transactions for its customers.” ¥ Retail businesses and industry are using RFID more
extensively to help a variety of issues and problems related to managing inventory.

6.2 Key Industry Findings

RFID is growing rapidly and many believe it is on the brink of large-scale adoption and
implementation.  Providing visibility of items throughout a supply chain, RFID technology
allows automated data collection and identification of items previously difficult to track. Without
guestion, RFID technology has great promise for the future. The Department of Defense (DoD)
and Wal-Mart, the nations largest retailer, are banking on it.*®

RFID is already having a tremendous impact on supply chain management given the impetus
provided by the world’s largest retailer Wal-Mart. As developments occur and technology moves
forward, RFID tags will become more cost effective and address today’s concern that small
players cannot compete unless RFID implementation costs are reduced. Much of this depends on
increased RFID use driving down tag prices.

With the growing RFID requirement and still developing technology, many suppliers face
infrastructure challenges that might hinder them from being competitive. Active RFID is too
expensive right now for many companies. Larger competitors could edge smaller companies
lacking the resources out of a burgeoning market.

The impact of the speed, versatility, and accountability that RFID technology will provide in
today’s global business environment is tremendous. Industry analysts indicate RFID spending in
2003 was $91.5 million. By 2008 these same analysts predict that RFID investment should rise
to $1.3 billion a year.

6.2.1 RFID Development

Much of industry seems to be waiting for the price to fall before embracing a technology that will
primarily benefit those companies managing complex supply chains. In the current environment
it is very difficult to achieve a return on investment for RFID tagging if your product is simply
entering someone else’s supply chain. Wal-Mart for example, knowing that very few vendors
would come to the RFID standard voluntarily, is simply demanding that its vendors provide RFID
tagging at vendor cost before their product can enter Wal-Mart’s supply chain.

Major research and development efforts are underway that if successful should drive down the
cost of the technology and allow its use to be widespread. The two most significant tests are at
Wal-Mart and at the Department of Defense. Wal-Mart’s effort is to require its top 100 suppliers
to tag shipping crates and pallets by January 2005. This effort is to assist the company with
inventory management and its supply chain. Massachusetts Institute of Technology’s Auto ID
Lab is spearheading a global effort to provide RFID standardization. Auto ID Labs effort is in
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conjunction with the Uniform Code Council Inc. (UCC) of the United States and EAN
International in Belgium. Microsoft Corporation has agreed to support the effort by joining
AutolD Inc., a joint venture established by UCC and EAN, a non-profit organization working to
provide standardization in this technology.*

New technologies beyond RFID are being concurrently developed and these have the potential to
further enhance business operations. These include:

Smart Dust — these are emerging technologies that may have potential to both commercial and
military sectors. Smart dust is a micro electromechanical sensor also known as MEMS®, which
is a self-contained, millimeter scale sensing and communication device. A single unit of smart
dust is known as a mote, which includes a microprocessor that performs sensing, memory and
communication tasks while managing its power source to conserve energy. A mote will be the
size of a grain of sand and may come in active or passive forms. The cost of motes range from
$50 to $100 today, but Gary Fedder of Carnegie Mellon’s MEMS Laboratory anticipates that the
price will fall to $1 in five years.

This technology has the capacity to provide distributed sensing capacity for every item in daily
life. Direct applications for smart dust are being developed in medicine, land and space
communication, defense-related sensor networks, inventory control and product quality control
within the University of California® today.

Artificial Intelligence in Smart Machines and Software - software vendors are building software
systems that are more flexible and adaptable using artificial intelligence and these systems learn.
In the future, software will have this intelligence and analysis capability and will require less and
less intervention in order to effectively operate business systems.

According to Department of Energy’s Sandia laboratories, smart machines can use a human
cognitive process and human knowledge to help people solve problems and make decisions.
Companies such as, 12 Technologies, IBM, Manugistics and SAP are developing supply-chain-
management tools with artificial intelligence (Al). The program’s artificial intelligence,
compares current business conditions with historical ones and forecasts what's likely to happen
next. The program can compare its forecast against actual outcomes, learning along the way.
Commercial versions should be available within five years.” *

6.2.2 RFID Improving Supply Chain Management

In terms of its applicability to improved supply chain management, RFID has the potential to
streamline physical material handling and seamlessly integrate this information without error into
core information systems throughout the supply chain. Singapore Technologies provided the
following example:*

1. RFID tags are attached to pallets and boxes either by Suppliers at the point of
Manufacture/Assembly or at Distribution Centers later during the distribution process. These
items, boxes and pallets will then be recorded automatically in transactions systems.

2. These tags will be aggregated to form vehicle manifest data, again linked to core transport

management systems to allow for vehicle load optimization. The truck pallet and box can then be
tracked by gantries positioned in the distribution chain.
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3. Transit information is then tracked and consolidated for use by all parties to the supply
network.

4. At the warehouse / end delivery node the pallets and or boxes will be scanned into inventory,
recording precise put away data and storage requirements. Finally, the boxes will be forwarded
to the point of consumption again entered into inventory and then linked to point of sale software.

Key Findings:

= RFID coupled with the right infrastructure, business processes will provide real time
information to feed future adaptive supply networks.

= RFID has significant potential to reduce handling costs, improve information accuracy
and visibility, and improve the planning of inventory required to support both business
and defense requirements.

= RFID has significant security applications to aid current and future initiatives in tracking
the handling of freight and cargo.

= As RFID costs reduce with volume of usage it will be progressively extended from
supply chain containers and packages, to high value / secure items and eventually to low
value items.

= Devices will be generational and develop toward the emerging technologies of smart dust
and intelligent devices over the next 5 to 10 years.

6.3 RFID within DoD

On October 20, 2003, The Under Secretary of Defense for Acquisition, Technology, and
Logistics, USD(AT&L) published a policy on the use of RFID within the Department of
Defense®. The Policy directs the use of active RFID currently in use within DOD and further
directs that DOD will be an “early adopter” of passive RFID technology.*® It directs that passive
RFID be used on the lowest possible piece part / case / pallet packaging and that all suppliers are
to begin installing tags no later than January 2005.**  Further, RFID will be used on all DOD
materiel except bulk commodities (i.e. bulk liquids, sand, gravel etc.)*, and it will be used on all
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types of cargo such as sustainment cargo, unit movement equipment and cargo, ammunition
shipments and prepositioned stocks.”* RFID will also be the transaction of record within
maintenance and supply information systems*.

The policy envisions that DOD components will establish an initial capability to read passive tags
at key sites in preparation for the January 2005 implementation. DOD will publish business rules
for the of RFID based on initial RFID projects to be completed and analyzed no later than May
2004, and will issue a final version of this policy in July 2004.%

The Assistant Deputy Under Secretary of Defense (Supply Chain Integration) and the RFID
Implementation Integrated Product Team have a demanding task through to January 2005. The
policy requires that in excess of 23,000° DOD suppliers comply within the next nine months.
Steve Baker, service director, supply chain management, for ARC Advisory Group does not

believe that all suppliers will be compliant : “I think there will be a fair number of people
contacting the military and saying ‘please bear with us, we’re working toward this but we’re just
not there yet’”. *”  The Pentagon will likely prioritize its effort to get at least its top 100 suppliers

on board by January 2005, add another 400 by the middle of next year, with all suppliers using
the devices by January 2006.%

Jeff Woods, a principal analyst at the Gartner Group cautions all parties to set realistic delivery
expectations. He believes that “it will take about five years to fully implement a ubiquitous

tagging infrastructure throughout the supply chain”.*®

6.4 Conclusions

RFID is here today as a proven technology with working applications in a number of industries.
The future prospects for RFID technology look extremely promising. Global acceptance and use
will come with the development of unified standards and the progressive lowering RFID tags and
infrastructure costs. The future will likely see a shift from “closed-loop systems” to “open
systems architectures” and RFID will likely become a primary enabling technology for supply
visibility and integration.

RFID is a powerful tool, its real effect comes when effectively integrated into an information
network and organization in which there are standardized end-to-end procedures and process.
Industries and enterprises will utilize these developing RFID applications to create new business
processes and change business strategies.**Spiral development should be considered with this
now proven but still emerging technology — it is not necessary to wait for the perfect solution.
Emerging developments such as smart dust and smart machines are tools that may enhance
supply chain management if processes are adapted to capture critical information and people act
based on that data.

Specifically for DoD:

» RFID has the ability to respond to a number of the issues raised in the GAO report on
OIF if it is effectively linked to core information systems and supports robust and
integrated processes.

= RFID technology can assist in supply chain security through the networking of smart
seals, chemical, biological and radiological sensors and an integrated secure information
network required in the DoD’s complex global supply chain.
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= DoD is correct is sensing the need to move to RFID technologies and more fundamental
issues of organization, structure, and process need to be addressed before the real benefit
of this technology can be realized.

Simply put, RFID investment is an imperative if we are to achieve the goals laid out in the DoD’s
vision for an integrated logistics environment. In concert with the right information network
RFID technology can be a force multiplier. Beyond the visibility that RFID provides are many
second and third order consequences, such as accountability and accessibility.

6.4.1

= DOD should continue with its aggressive and leading adoption of RFID technology
according to its current schedule.

= RFID must be integrated into the broader DoD supply chain enterprise and linked to
information systems supporting end-to-end business processes to be effective.

= Adopt a policy of spiral development.

7 Supply Chain Security

As in every endeavor to effect change, security remains a paramount concern. Supply Chain
Security as the DoD pursues its focused logistics campaign plan and adopts “sense and respond”
logistics capabilities is no different. This implies a series of preventative measures to secure
supply chain operations from three different perspectives: physical security, information security
and freight security. In this section we will examine all three elements, identify critical
vulnerabilities and draw conclusions as to required improvements to support the US logistics
system’s goals of continuity, reliability, trust, persistence, agility and decisiveness.

7.1 Background

The events of September 11, 2001 changed the focus of and approaches to supply chain security.
In that instant, security shifted from concerns over protection against theft and smuggling to the
threat of terrorism and weapons of mass destruction. Homeland security became the highest
priority issue. The initial reaction of national and global supply chains to the September 11
attacks was to increase stock levels to mitigate the possibility of further and sustained supply
interruptions. This rapidly developed into additional initiatives and measures to secure the supply
chain, constrained by the sheer size and scope of global operations faced by many American
companies.

We consider that supply chain operations represent an enormous asymmetric threat to the US
with in excess of 200 million cargo containers moving around the world each year; 12 million
containers entering US ports annually, of which only 3-5% can be physically inspected under
current arrangements. In response, industry has increased security in the supply chain as a critical
guarantee of continuity of operations, which also prevents theft and aids in accountability. For
the DoD, supply chain security is equally important as it represents a clear vulnerability and
target to US enemies and one that could affect military persistence and agility.
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7.2 Physical Security Challenges

7.2.1 What is Physical Security?

Physical security refers to the provision of physical asset protection for organizational
infrastructure and facilities. In terms of the infrastructure security, we identified various security
measures including: access control, badges, cameras, guards and employee checks, and the testing
of security by an external firm. Facilities security is provided by these measures and also focuses
on perimeters, policy, procedures and personnel.

7.2.2 Industry Trends

Integrated supply chain security is the backbone of industrial globalization. Many of the leading
companies now take security as seriously in a non-combat environment as the Department of
Defense. Wal-Mart, Dell and UPS are three examples of companies that provide several tiers of
physical and informational security to their operations. They have built in systems and software
redundancy into their integrated supply chain information networks and adopted an integrated and
unified organizational structure allowing progress to be monitored.

At Dell Computers for example, these security systems are extended to members of the Dell
vendor supply team. Companies like Dell with the most integrated approach to security had the
least disruptions and incidents, while adding to overall supply chain flexibility. For example, a
labor strike shut down West Coast Ports, Dell was able to re-route the critical goods in its supply
chain to air shipments within hours.

7.2.3 Security within DoD and US Government

Generally speaking, there are few organizations in the world that take security as seriously as the
DoD. Excellent written guidance exists on almost every issue, including information assurance.
The challenge is that the DoD’s supply chain is not managed as a single enterprise. So no single
information network monitors the security or flow of goods across the DoD supply chain. There
are several organizations and agencies involved in the provision of supply chain services, which
do not routinely integrate and share core movement data, threat information or physical security
arrangements.

Because of today’s increased concern about bio-terrorism and sabotage, public institutions are
paying increased attention to the physical security of facility sites, storage areas, and research
processes. All Federal institutions, large and small, have adopted some measure of site security to
minimize crime and to protect research assets. This is especially true for facilities that handle
extremely hazardous substances. The Department of Homeland Security, in its continued effort to
make the US homeland more secure have developed an advisory system to deter, detect, prevent
and respond to terrorist threats to minimize disruption to the supply chain.

7.24 Physical Security Key Findings

= |t was not clear that all elements of the private and public supply chain had developed
current contingency plans and implemented procedures for receiving and acting on threat
information, alert notification procedures, terrorist incident response procedures and
chemical, biological, radiological and nuclear (CBRN) procedures.

=  While much work has been undertaken by DHS on assessing critical infrastructure
vulnerability, there is still work to be done to build a comprehensive threat matrix from a
physical security perspective. This would be used to drive resource allocation to further
efforts at improved physical security arrangements.
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= There are no clear and recognized industry standards for the provision of physical
security arrangements that provide consistent standards across the US.

7.3 Freight Security

7.3.1 What is Freight Security?

Freight refers to the packages, pallets and containers, which ship goods and products around the
world by land, sea and air. Security in the international supply chain for freight has become one
of the highest priorities for the US government. After September 11, the highest-order definition
of freight security changed from theft-proof to tamper-proof.

7.3.2 Freight Security Initiatives

Two primary U.S. customs service programs provide a regulatory blueprint for the future of
global supply chain security efforts. The Customs — Trade Partnership Against Terrorism (C-
TPAT) and the Container Security Initiative (CSI) work to tighten security without compromising
supply-chain efficiency and the flow of global trade. These two programs and the Low Risk
Importer program provide the most aggressive and comprehensive supply chain security
initiatives in the history of the shipping industry. The philosophies is to identify and resolve
security problems at the origin destination and use the 3 to 5% of inspections at US ports to target
high risk freight.

Customs-Trade Partnership Against Terrorism (C-TPAT) is a voluntary joint government-
business initiative designed to build cooperative relationships that strengthen overall supply chain
and boarder security. “C-TPAT recognizes that customs can provide the highest level of security
only through close cooperation with the ultimate owners of the supply chain, importers, carriers,
brokers, warehouse operators and manufacturers. Through this initiative, Customs is asking
business to ensure the integrity of their security practices and communicate their security
guidelines to their business partners within the supply chain”®'. C-TPAT is open to all importers
and carriers (air, rail, and sea) and mutually benefits all members of the supply chain. Emphasis is
placed on industry self-policing itself rather than customs inspections.

Container Security Initiative (CSI) is a multi-national program established to prevent global
containerized cargo from being exploited by terrorists and smugglers. The CSI focuses on the 20
ports that originate the most containers bound for the US mega-ports. The intent of the initiative
is to extend our security zone outward as far as possible, so that the US boarders become the last
line of defense. Containers that pose a risk can be identified and examined at the point of origin
before they are loaded for shipment to the US.

CSI consist of four core elements; using intelligence and automated information to identify and
target containers that pose a risk for terrorism, pre-screening those containers at the port of
departure before they arrive at US ports, using technology to quickly pre-screen containers, and
utilizing smart, tamper-evident containers.”

Low Risk Importer (LRI) is a program that identifies companies that have built a reputation of
trust and cooperation with the customs service as low risk importers. This trust allows companies
to expedite product shipments through customs with increased efficiency. The self-policing
action5f3ulfills the objective of many of these programs enhancing a verifiable and secure supply
chain.
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Container loading and documentation has become the key to a successful system. The shipper
now takes on the obligations and responsibility of properly loading the container and providing
accurate and traceable records of what is inside. This process provides total transparency from
packing, loading, in transit, through handling facilities to unloading at the final destination.>

7.3.3 Freight Security Key Findings

= DoD has not required C-TPAT and CSI certification for all international commercial
carriers — the system should be extended to as many shippers as possible to facilitate
rapid secure movement of critical freight.

= DoD needs a governance model providing adequate authority and visibility into the joint
supply chain to more effectively identify security issues, set and monitor security
standards and ensure integration of all security information.

7.4 Information Security

7.4.1 What is Information Security?

There is great concern for information security since the events of 9/11 and because of the Global
War on terrorism. The supply chain industry and DoD are attempting to take proactive measures
to protect both Information Security (IS) and Information Assurance (1A), which includes the
products, procedures and policies that allow the timely transfer of information in an accurate and
secure way among all parties.

7.4.2 Vulnerabilities: SCM Information Security/Assurance Challenges

Software. Current software applications have not all been designed with security in mind and
present significant vulnerabilities for both internal and external supply chain environments.
Specifically these applications are susceptible to trojans, worms and viruses as demonstrated most
recently by the MS Blaster Worm and have the potential to seriously interrupt operations or take
down total systems.

Hackers. Hackers may gain access to the core systems’ main servers and obtain access to very
sensitive information, disrupt operations, engage in fraudulent practices or take down entire
systems. With terrorism on the rise, hackers may engage in what is being termed cyber-terrorism
imposing significant cost, interruption or ineffectiveness on the US economy and/or military
command and control systems.

The risk to both the enterprise and national information infrastructure is very significant.

7.4.3 Industry Challenges and Trends for Information Security

Michael Rasmussen provides the following observations of challenges and trends in Information
security from his December 18, 2004 article entitle, “IT Trends 2004: Operating Systems
Security™:
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7.4.4

7.5

Integrated Security: Vendors are driving toward increased integration of security in
development of operating systems.

Increased Assessment: Organizations are moving beyond perimeter security
assessments to assessments of internal systems and applications. The threat of liability
(e.q., Federal Trade Commission vs. Guess, California Senate Bill 1386) has
organizations concerned about making sure their systems are secure. Increased interest is
also being paid to pre-production security quality assurance testing.

Hardening and Maintaining Secure Systems: Organizations are beginning to define
their technical security architectures that set forth technology standards as well as
security configuration and maintenance procedures for operating systems. In the past,
hardening efforts were mainly done on Internet-exposed systems. The trend is showing
that organizations are beginning to adopt these measures internally.

Cost Containment/Leverage Resources: Facing increased pressure to secure systems,
organizations are doing so under budget constraints. With such challenges, organizations
are adopting technologies that have strong centralized management features whereby they
can leverage existing resources.

Information Security Key Findings

Establish 1A and IS requirements as a priority in the DoD in the ERP/EA programs for
joint logistics integration and interoperability.

As we attempt to transform DoD to integrated supply chain logistics, we must validate
strict enforcement of 1A plans, policies and procedures as outlined in the Department of
Defense Directive (8500.1, October 2002), Information Assurance. In addition, establish
measures of performance and accountability to ensure 1A risks are mitigated.

Application components should include manual processes and procedures in the event of
IT security compromise and failure. Manual processes and procedures will help to ensure
Continuity of Operations Plans (COOP) for key components of the business processes for
the enterprise architecture.

Supply Chain Security Conclusions

Close cooperation between and within the government and private sectors is vital to tightening
security without compromising supply-chain efficiency and the flow of global trade. From a
supply chain and business perspective, the question is not only how to prevent another attack, but
also to keep global trade operating in the national security interests of the US.

In the area of physical security:

It was not clear that all elements of the private and public supply chain had developed
current contingency plans and implemented procedures.

There is still work to be done to build a comprehensive threat matrix from a physical
security perspective.

Freight security has made significant progress under C-TPAT and CSI but there are still
opportunities for DoD to:
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*= Require C-TPAT and CSI certification for all international commercial carriers — the
system should be extended to as many shippers as possible to facilitate rapid secure
movement of critical freight.

= Adopt a governance model providing adequate authority and visibility into the joint
supply chain to more effectively identify security issues, set and monitor security
standards and ensure integration of all security information.

In relation to information security DoD should ensure that IA and IS requirements are established
as a priority in the ERP/EA programs for joint logistics integration and interoperability.

SCM physical, freight and information security must be made a priority to ensure the continuous
flow of materiel for both DoD and industry.

9 Synthesis and Conclusions

The United States is a trading nation and much of our global power, reach and influence is
dependant on the Global Strategic Supply System as a critical enabler of the National Security
Strategy. Strategic Supply touches every instrument of our national power and affects our ability
to leverage supremacy through utilization of Diplomatic, Informational, Economic and Military
means.

The future demands that the Department of Defense embrace major cultural changes in order to
implement an integrated strategic supply system capable of providing the visibility, agility,
persistence and interoperability it so clearly needs. Our research calls for a unified, DoD wide
global supply network, defining the data discipline and procedural standardization framework for
the future. The existing implementation efforts lack the vision and conceptual unity to foster
success. A single, focused and fully empowered organization is required to cut across all the silos
of the DoD to provide the essential supply accountability, visibility, tracking, security and timely
product delivery to the warfighter.

Gaining commitment from senior leadership is vital to establish the sense of urgency and vision
needed to build a governance model with the requisite authority to make change of this
magnitude. Therefore, the top priority must be aligning the business environment through
establishment of the processes, reporting procedures and functional organizational structure.

We recognize that this integrated logistics initiative is bigger than DoD. The macro view
indicates that the U.S. has a window of opportunity to define a new frontier for integrated supply
networks. The global supply chain can transition into a fully integrated global strategic supply
network. Properly establishing the foundation within DoD will provide common standards, rules,
regulations and operating procedures producing naturally forming alliances which are mutually
beneficial for industry and our international partners.

10 Recommendations

Our analysis concludes that the following recommendations are necessary to establish a DoD
wide logistics supply network:
e Adopt an overarching organizational structure at the DoD level to drive the creation of a
fully integrated global strategic supply network. This is critical to our national security
strategy. Conceptual unity within the senior leadership of DoD is essential.
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o Establish a clear vision of the global integrated supply system, which defines the
alignment of the business environment including governance, processes, reporting and
structures.

o Having defined the business environment, DoD must then force the integration of the
existing ERP programs against the defense standards and processes, while aligning,
rationalizing, integrating and improving existing systems.

e Adopt an incremental implementation approach, leveraging all existing technology and
processes (ERP, RFID and Security), while remaining focused on the long-term vision
and completed to a credible timetable.

e Expect that program completion will take on the order of 10 years. Innovative
acquisition implementation processes are required to adequately fund and support a
program of this magnitude.

o Continually monitor risks and adjust the plan appropriately.

e The overarching governance mechanisms and program office must monitor, endorse and
adjust the plan as required.

e Remain globally focused. This logistics enterprise goes far beyond the DoD, affecting US
and international industry and governments.
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