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Table 1. Distribution of National Security Support Functions among
Main Military and Paramilitary Forces and Law-Enforcement Agencies

Participation in Contingency Management

Agency  State Border Terrorism Disaster Law & EOD Assets
Defense  Security Order Protection
Armed Lead Air, Military In case of Martial Military ~ Military
Forces agency underwater  assets; state of law AOR assets
air, sea emergency
threats
Military  Territorial Military In case of Martial Military
Police defense assets state of law assets
emergency
Border Border Lead Border Information Border Border
Guard protection  agency zone exchange zone guard
assets
Civil Territorial Population Lead Lead Civil
Defense  defense protection agency agency defense
assets
Security  Territorial  Assistance  Lead Organized Security
Service defense agency crime service
assets
Internal  Territorial Critical In case of Critical Critical
Troops defense asset state of asset asset
protection emergency protection protection
VIP Territorial VIP Assistance VIP
Service  defense protection protection
Protec- Territorial Important Assistance Important Important
tion defense asset asset asset
Service protection protection protection
Civilian  Territorial Assistance Assistance Lead Police

Police defense agency assets




Chapter 9

Armies in Homeland Security:
Romania’s Experience and Practice

Iulia Ionescu

National Policy on the Domestic Employment of
Military Forces

In Romania, the rules governing the domestic employment of military
forces (along with those governing other strategic missions) are established
according to defense policy objectives and priorities, strategic principles,
decisions made by the responsible authorities, and on developments in the
national and international security environment. Depending on the prevail-
ing security conditions, missions are grouped as either peacetime missions,
missions in crisis situations, or missions at war.

In peacetime, the Romanian armed forces are required to provide a
credible defensive capability based upon organization, procurement, train-
ing, and cooperation. The main strategic missions during peacetime are:

m the establishment of forces to achieve a response at a specified level
according to the objectives set out and the allotted resources

m the prevention of conflicts or participation in conflict prevention

m the preparation of the population, economy, and territory of Roma-
nia for national defense or to provide support to multinational
operations

m the achievement of the military component of the Membership
Action Plan, with a view to achieving interoperability and stan-
dardization objectives, as well as partnership and integration objec-
tives

m cooperation in training within the framework of the Partnership
for Peace and according to bilateral and multinational agreements
concluded with other states
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m participation in peace support and humanitarian missions

m providing support for the public authorities in civilian emergencies,
as well as natural and other types of disasters.

Relating to the character of the crisis (internal or international) affect-
ing Romania, the military may participate—according to the established
legal provisions, and in cooperation with other state institutions—in the fol-
lowing actions: providing logistical support to the Ministry of Interior and
local public authorities; preventing destabilizing actions; defeating terrorists
and other illegally armed elements; controlling access to certain objectives
of strategic importance; preventing proliferation of conventional arms and
weapons of mass destruction; intervening for the protection of citizens and
basic infrastructure; conducting intensive strategic monitoring and warn-
ing functions; achieving strategic security at the borders and objectives of
vital importance; stopping arms and ammunition traffic; and confining and
clearing the effects of disasters. The armed forces will be engaged in these
types of actions according to government and local plans, whether at the
regional or departmental level. These engagements will have a gradual and
flexible character and will be carried out only after making the population
aware of the dangers and the necessity of using the armed forces.

The military will use only the forces committed and equipped for such
actions. The military will provide support in cases of natural disasters at the
request of central and local authorities. To this end, the armed forces will
establish bodies to cooperate with the civil protection forces and local public
administrations. In certain cases, based on the decision made by the national
command authorities, the military may also participate in this type of
operation outside the nation’s borders, with an aim to confine and alleviate
the effects of disasters.

The Romanian military’s participation in regional crisis management
and response missions (which may also be conducted in peacetime) will
be carried out only after the national command authorities approve these
actions and allocate the adequate funds to them. The military’s involvement
will cease in a flexible and gradual manner to prevent the crisis from breaking
out again.

The military forces will wind down their operations as soon as the
responsible civil authorities are able to maintain control. In multinational
operations, Romania will transfer the command authority of its units to the
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multinational force commander in compliance with the common agreed
procedures approved by Romania’s parliament.

During wartime, the missions assigned to the armed forces are estab-
lished in keeping with the declared political objective and after the strategic
situation has been clearly analyzed. The national command authorities
establish the political objectives for any given military action. To achieve
these objectives, the military forces may face enemies ranging from those
using simple technologies in a new way to those using high technology and
vast amounts of information. This range of potential conflicts is a challenge,
requiring a force capable of mounting a rapid response. This means a force
with a higher level of organization, doctrine, and training, endowed with
modern combat equipment and an effective action potential.

Historical Precedents: Case Study

At the end of the 19" century, according to Romania’s internal laws
and regulations, it was legitimate and legal to use the armed forces against
internal threats and dangers, including cases of social revolt.! As a general
rule, all of these deployments had a dramatic impact at the political level,
often bringing about changes of government and political realignments. On
March 17, 1907, a state of siege was declared, and for the first time the law
was applied for reasons of an internal crisis that jeopardized state security.
The military was not only deployed in order to act as a peacemaker; they
also deployed real armament against unarmed or lightly armed land work-
ers. This was the first case of the Romanian military being criticized for not
using their weapons against the population.

In the period between the World Wars, the army was used to address
internal crises only when state security and the rule of law were endan-
gered. After 1946, the armed forces were subordinated to the Communist
Party. As part of this process, the Defense Council was created in 1965.
Therefore, the armed forces were placed under double subordination: to
the Communist Party and the state authorities. According to the Romanian
Constitution of 1965, the president of the Defense Council was the presi-
dent of the republic, who was also the supreme commander in chief of the
armed forces. The activities of the Ministry of Defense were organized and
controlled by the Communist Party’s structures. According to State Council
Ordinance No. 444/1972, regarding the organization and functioning of the
Ministry of Defense, “the Ministry of Defense functions under the direct
command of the Central Committee of the Romanian Communist Party”
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and executes the orders of the supreme commander of the armed forces (at
the time, Nicolae Ceausescu).

The armed forces had direct representatives (military unit command-
ers) at the local level in the “Popular Councils” or “Local Defense Councils”
But the army was not subordinated to the local authorities. This fact proved
to be tremendously important during the 1989 revolution, when the armed
forces were not forced to act against the population at the order of local
Communist authorities.

The Communist regime created a special security force—the
Securitatea, loyal to the Communist authorities—to control the population.
In this context, new tasks were devised for the armed forces to fulfill during
peacetime. Therefore, the concept of the soldier-citizen was implemented,
tighting alongside the worker-citizen for the implementation of the 5-year
plan. The army’s resources (financial and human) were used to achieve some
economic targets in the coal industry, construction, and agriculture. The
military troops accomplished their duty to the party and country during
the implementation of Ceausescu’s plans (the Danube-Black Sea Channel,
the Transfagarasan Highway, the People’s House, and so forth). Therefore,
the traditional missions of the military were corrupted, and the end result
was the dramatic decrease of the Romanian armed forces’ combat force and
level of professionalism.

On the other hand, the army began to be highly politicized. In this
respect, Communist Party membership became a mandatory requirement
for military promotion. During the 1989 revolution, however, with few
exceptions, the armed forces embraced the revolution and joined in the
tight against the Communist regime.

Immediately after the revolution, the stability of the newly democratic
state was dramatically affected by a series of internal crises. In 1990 and
1991, the government was dismissed in the face of miners’ riots in Bucha-
rest. In the context of a strongly negative image about the miners’ activities
in Bucharest, the capital city’s population reacted when the miners decided
in January 1999 to march against Bucharest in order to resolve their con-
flict with the government (caused by the implementation of economic
reforms and the downsizing of the coal industry). According to the law, the
Ministry of the Interior was responsible for resolving the crisis that ignited
in Valea Jiului and for avoiding the miners’ arrival in Bucharest. Given that
the forces commanded by the Ministry of the Interior made severe tactical
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and command errors, the well-organized miners succeeded in breaking the
blockade and advancing to Bucharest.

According to military analysts, the repeated announcements regard-
ing the fact that the Ministry of the Interior’s troops were not equipped
with sufficient armaments could have served as a stimulus for the miners
to become more violent.? At Costesti, the Ministry of the Interior organized
another blockade. On January 21, 1999, a violent clash took place between
the miners and ministry forces at Costesti. The miners’ troops (over 10,000
people) once again defeated the police and gendarmerie forces. The mili-
tary experts’ report underscores the failures of the police and gendarmerie
forces and the professionalism of the miners. The events showed that the
miners were organized as a paramilitary force, that the riot was well orga-
nized, and that it was planned and possibly managed by some opposition
political forces. It soon became obvious that the miners’ protest had a strong
political agenda (at the very least a change of government or a coup detat),
with the foreseeable result of destabilizing the country and undermining
the rule of law.

On January 21, the prefect of Valcea County and several police officers
were taken hostage. Over 170 policemen were severely injured, and the
miners seized an important quantity of armaments (primarily tear gas).
Paradoxically, the Ministry of the Interior did not organize other security
measures or blockades between Ramnicu Valcea (capital of Valcea County)
and the next major city, Pitesti.

In his capacity as a politician, the defense minister gave several decla-
rations regarding the ongoing crisis, but until January 21, 1999, the Ministry
of Defense was not involved in managing the crisis. The General Staff per-
manently monitored the crisis and gave appropriate orders for the subordi-
nated military units (especially for the ones in the affected areas) according
to the law. In addition, the Operational Center for Crisis Situations
(at the General Staff level) became fully operable.

On January 21, at the presidents request, the Supreme Council for
National Defense had an emergency meeting. The interior minister resigned,
and the ministry was reorganized; a state of emergency was declared, and
the Ministry of Defense/General Staff was given the responsibility to pres-
ent a strategy for resolving the crisis. Keeping in mind the risk of possible
U.S.-led coalition air attacks against Yugoslavia, the number of military
units on high-alert status was increased. According to preliminary mili-
tary data, the miners were not prepared for the armed forces” involvement
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in the resolution of this crisis. It was the first case in which the Romanian
military used the experience they had gained during Partnership for Peace
exercises and peacekeeping missions to solve a domestic crisis. For this
operation, special units were designated, including reconnaissance units,
mountain troops, and paratroopers. The military organized successive
blockades on 12 communication routes, with special measures taken to
secure the flanks. The troops involved in the crisis resolution effort were
equipped only with individual armament and exercise ammunition. At
the level of subunits, troops were provided with a minimal quantity of real
ammunition in reserve. Bearing in mind the critical internal situation and
the previous failures of state authorities in managing the crisis, the Ministry
of Defense utilized tanks for blockades.

Simultaneous with the declaration of a state of emergency, the Min-
istry of Defense informed all the defense attachés accredited to Bucharest,
the North Atlantic Treaty Organization (NATO) military authorities, and
neighbor countries about the measures that were about to be taken by the
Romanian military authorities. During the setting up of this operation,
some police and gendarmerie forces were utilized to support the military.
Unfortunately, a significant number of public order forces refused to carry
the exercise armaments and ammunition designated for the mission.

During the organization of the mission, one of the most important
dilemmas faced by the military concerned the possible juridical conse-
quences of their participation in a case of internal crisis resolution, keeping
in mind the fact that at that time a significant number of soldiers were on
trial for carrying out their commanders” orders. Nevertheless, the military
tulfilled its task, and starting on January 22, 1999, the government and the
miners agreed to negotiate a solution. The professionalism of the military
personnel involved in this deployment made a peaceful solution possible
and helped avoid the outbreak of further violence. In this operation, the
General Staff made use of 2,000 troops, 200 vehicles of various kinds, and
less than 50 armored vehicles and tanks.

The General Staff Report concludes that democratic mechanisms
were functional in Romania. Unfortunately, the miners’ riot had a direct
negative impact on Romanias integration into NATO. The 1999 riot was
the turning point for initiating a genuine reform process both within the
Ministry of the Interior and the Ministry of Defense, and also for launching
the process of setting up a legal framework for regulating the involvement
of state institutions in exceptional cases.
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Legal Authority for Deployment

The political-military command of the armed forces in homeland
defense in Romania is the responsibility of the national command authori-
ties (the president, the parliament, the Supreme Council of National
Defense, the government, the Ministry of Defense, and the public admin-
istration authorities having responsibilities in the national defense field).
The president of Romania is the commander in chief of the armed forces
and also the head of the Supreme Council of National Defense, an institu-
tion responsible for organizing and coordinating the activities of national
defense. Based on the decisions made by the national command authorities
at the strategic level, the General Staff is responsible for the operational and
military command of the armed forces and for the operations carried out
by it. The Supreme Council of National Defense conducts the central coor-
dination of these types of activities and actions.

The National Military Command Center is in charge of the current
operational command of military actions in peacetime; in crisis situa-
tions, the Operational Center for Crisis Situations is activated. In special
situations, the General Headquarters are established by a decision of the
Supreme Council of National Defense for the conduct of major military
operations.

The joint task force headquarters, the Air Force and Naval Force
Operational Commands, and the territorial operational commands oversee
military actions at the operational level. For the conduct of special military
actions with a highly independent character, or actions carried out in areas
with unique geographical conditions, joint operational headquarters at the
division level have been set up. The joint task force headquarters and tacti-
cal commands should be capable of carrying out operations anywhere on
Romanian soil—as well as in Romania’s area of strategic interest—as part
of combined joint forces. The processes of organization, procurement, and
training of forces; the logistical and administrative support of troops; and
the current operational conduct of territorial military operations are per-
formed by the armed services staffs, which in peacetime will have under
their supervision all combat, combat support, and logistical structures. In
crisis situations or in operations carried out outside the borders of Romania,
the armed services will provide the joint task force headquarters or the tac-
tical operational commands with the forces necessary to fulfill the missions
assigned by the General Staff.
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The territorial commands, which are responsible for the protection
of Romanian territory, provide the training of the main and reserve forces.
They conduct the transition from a peacetime to a wartime stance by grad-
ually raising the level of combat readiness and by direct mobilization.

In peacetime, during crisis situations, and at war, the command of the
Ministry of National Defense is assured by the minister. The Chief of the
General Staff, the highest military authority, is the main military adviser to
the president, the Supreme Council of National Defense, and the defense
minister, and is responsible for the military command of the armed forces.
To carry out these responsibilities, the Chief of the General Staft is advised
by the Joint Chiefs of Staff.

In emergency situations, in cases of a threat to national security or the
constitutional democracy, the Ministry of Defense organizes and conducts
activities for providing logistic support to the Ministry of the Interior, if
requested. In emergency situations, the General Staff organizes and con-
ducts—according to previously elaborated plans of cooperation/interven-
tion and to steps established by the Governmental Commission for Disaster
Relief—the participation of armed forces in concert with other government
forces and assets in confining and alleviating the effects of natural disas-
ters and accidents. In siege situations, the Ministry of Defense is the main
body responsible for coordinating the implementation of steps taken in the
decision declaring this status.

Through the National Military Command Center (and the Opera-
tional Center for Crisis Situations), the General Staff exercises the practical
conduct of military actions. At the territorial level, following a decision
made by the National Defense Supreme Council, a military commander
will be appointed in each county (and in the capital city). The responsibili-
ties of the military commander are established in peacetime by the General
Staff and are approved by the National Defense Supreme Council. The orga-
nizational structure of headquarters in both peacetime and wartime—and
the standard operating procedures (SOPs) used to establish the concepts,
plans, and documents for implementing them—will be similar to NATO
SOPs. This process aims at improving military command and control at all
levels, and at establishing the conditions for achieving interoperability with
similar NATO and Western European Union structures.

According to the Romanian Constitution, when military forces are
to be used in domestic contingencies, extraordinary measures are declared
and used only in two cases: first, in cases of armed aggression against the
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country, when the president is authorized to take the appropriate measures
for repelling the aggression; and second, in cases of a state of siege or emer-
gency being declared on part or all of Romania’s territory, when and if the
parliament requests approval to use military forces, no more than 5 days
after the forces are first deployed (Art. 92, para.3; Art. 93, para. 1).

According to the law, the National System of Emergency Situations
Management, coordinated by the interior minister, is responsible for man-
aging emergency situations.> The armed forces support the forces of the
Ministry of the Interior upon request and according to the approval and
conditions set by the Supreme Council for National Defense. The military
is to be involved only in supporting missions for which they are prepared
and properly equipped. During a state of emergency or siege, the Supreme
Council could increase the operational capacity of military units, including
an increase in manpower.

Types and Capabilities of Available Forces

The forces designated for national defense and security are the armed
forces and the protection forces. The armed forces include the army (under
Ministry of Defense command); large units and units subordinated to the
Ministry of the Interior; units belonging to the intelligence services of the
state; and other defense formations organized in accordance with the law.
The protection forces include civilian protection units and formations; the
sanitary voluntary formations of the Red Cross; and other formations that
shall be established by the law.

The Romanian government is responsible for the organization of
activities and implementation of measures regarding national defense. The
Ministry of Defense is responsible for the execution in the military domain
of the fundamental conception of the country’s defense. The military’s
capabilities should be sufficient to meet the requirements of achieving the
whole range of the nation’s strategic missions, including those organized in
both peacetime and at war.

To face the challenges to its national security in the coming decade,
the Romanian armed forces should use both their peacetime active forces
and those that can be mobilized in wartime to augment the standing
forces. The Romanian military functionally includes operational, territo-
rial, and reserve forces. The operational forces include army mechanized,
tank, artillery, mountain, and air transport troops; air force and air defense
units; and navy formations and units, all fully manned and adequately
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equipped and trained. In times of crisis and war, they should be able to
be subordinated to operational commands, aimed at setting up groups of
forces necessary for conducting military actions both inside Romanian ter-
ritory and abroad within multinational forces. The territorial and reserve
forces include formations and units from each service. They are meant to
conduct territorial defense, training and mobilization, as well as to support
local authorities in civil emergencies. In crisis situations, they may take part
in active structures subordinated to the joint task force headquarters for
accomplishing the missions assigned to them.

During wartime, after their mobilization and a period of intensive
combat training, the territorial forces may conduct actions, being either
subordinated to the joint task force headquarters or to the territorial com-
mands, depending on the situation. As far as action classifications are
concerned, the armed forces include surveillance and early warning forces,
crisis situation response forces, main forces, and reserve forces. The opera-
tional category in which each of these structures is included determines the
priorities of the respective unit in distributing resources, personnel, equip-
ment, and training.

A crucial requirement in achieving balance in the armed forces is
ensuring that the first priority units have a high level of readiness and that
the forces representing the bulk of the forces necessary in the event of war
have a reduced and variable level readiness. The surveillance and early
warning forces include specialized structures that are directly subordinated
to the General Staff, to other central bodies of the Ministry of Defense, as
well as to other armed services. They include reconnaissance and electronic
warfare units and subunits, intelligence structures, forces used for com-
mand, control, communications, computers, and intelligence systems, as
well as small, modular, and mobile combat units. These units are respon-
sible for the identification of impending military conflicts and crises, the
management of the factors contributing to the increase of threats against
national security, and for preventing surprise attacks. These forces are, in
general, at a permanent state of combat readiness.

The crisis situation response forces are responsible for participation
in crisis management efforts, as well as for conducting the first response
in cases of armed conflict. They participate in efforts dedicated to achiev-
ing Romania’s military strategic objectives in peacetime, and they consti-
tute the main deterrent element of the Romanian military. These forces
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are deployed to provide operational capability in the primary zones of
operation. The forces that are deployed in crisis situations include:

m immediate reaction forces
m rapid reaction force

m commands, formations, and units named in the Individual
Partnership Program.

The rapid reaction force will include formations and units of all
armed services and will be capable of acting both independently and jointly.
According to the decisions made by the national command authorities, a
part of the reaction force will be used within multinational structures to
prevent conflicts, manage crises, and in other international missions con-
ducted under the aegis of the United Nations (UN) and the Organization
for Security and Co-operation in Europe. The participant forces will be of
an adequate size to ensure operational success and will possess action and
deployment capabilities, as well as logistic support.

The main forces include peacetime formations and units, most of
which are only partially manned. Though the basic personnel will include
standing military troops, for the time being conscripts will constitute a
significant percentage of the force. These forces will become operational in
wartime only after being manned with human and material resources and
after an adequate period of intensive combat training. In certain crisis situa-
tions, if the threat escalates in a very short time, the active elements in their
structure may be included in the group of forces used for crisis management.

The reserve forces include formations and units established at mobi-
lization. They have commands, training centers, and other units provided
with structures and centers strictly necessary for operation in peacetime.
At the time of mobilization, these centers establish combat, combat ser-
vice, and logistics formations and units. The main forces and reserve forces
achieve combat capability after their formation and intensive training.

Structurally, the Romanian armed forces consist of land forces, air
forces, and naval forces. For conducting special missions, both at the central
level and at the level of the individual armed service, special forces have
been established. These forces are the ones that initiate, develop, and manage
special operations in territory under the control of the aggressor.
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National Response Plans and Programs

After the terrorist attacks of September 11, 2001, Romania adopted a
package of legislative measures to improve its crisis management capabilities
and to prevent and combat the use of the financial system in supporting ter-
rorist activities. Moreover, the government also issued the National Strategy
for Countering Terrorism, and subsequently created a center of coordination
under the Romanian Intelligence Service to formalize the participation of
all relevant institutions.

From a structural and legislative perspective, only cases of civil emer-
gency (natural disasters and technological accidents) are regulated by these
measures; states of emergency and siege state are still covered by Emergency
Ordinance No. 1 (January 22, 1999). For the time being, a major threat
against national security could be managed through the current system.

In the domain of public order, the crisis could take the form of a wide
range of threats to the constitutional order, such as secessionist actions
undertaken by political and ethnic parties belonging to national minori-
ties, or the eruption of internal tensions of a political, ethnic, or religious
nature into open conflict. The use of the military in responding to such a
crisis is still a hotly debated subject among experts in the Romanian secu-
rity community. A consensus was reached regarding the use of military
forces in cases of armed aggression and states of siege. In cases of serious
disturbances to the public order specific to a state of emergency, which also
implies the use of force, the main responsibility for making a deployment
decision belongs to the interior minister and the gendarmerie. In this case,
military forces could be used only as “extraordinary forces,” first when the
other forces have failed to solve the crisis, and second for humanitarian
rescue and evacuation missions.

When military force is used to end such a crisis, it is mandatory to
prepare an action plan and to use technical means only within the limits of
specific regulations. In desperate cases, individual initiative with respect to
international and national regulations is encouraged (that is, it is forbidden
to use force against children, pregnant women, the elderly, or against people
who stopped their previous aggressive actions).

Protection of Critical Infrastructure

Activity in this field is organized according to the Law on Civil Pro-
tection and Defense against Catastrophic Threats. The experience gained
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during the management of local and international calamities determined
the creation of a broader and more effective civil protection system at the
national level. Civil protection is considered a part of national defense and
includes all measures undertaken for securing the population, material
belongings, and cultural assets in cases of war or disaster, as well as com-
ponents of the process of preparing the national economy and territory for
defense. The necessary measures are established by the chief of civil protec-
tion and are increased during the state of siege or emergency or in cases of
general mobilization and wartime.

Until 1994, the chief of civil protection in Romania (the prime minis-
ter) ran activities in this field through the defense minister. The Civil Pro-
tection Command, a structure within the Ministry of Defense at that time,
conducted the coordination and control of civil protection activities at the
national level. At present, the Ministry of Administration and Interior is
in charge of civil protection activities at the national level.* The Ministry of
Defense primarily provides support to the activities of interior forces at the
request of the interior minister.

Within the Governmental Commission for Defense against Disasters,
the Ministry of Defense has organized the Central Commission for Nuclear
Accident and Cosmic Object Collisions within the Civil Protection Com-
mand as a permanent secretariat.> According to national experts, Romania
is subject to earthquakes, nuclear accidents, and chemical catastrophes.®
The responsible authorities have elaborated specific plans for all four stages
of response (prevention, protection, intervention, and rehabilitation) before,
during, and after a potential disaster, as well as for long-term actions. The
Ministry of Defense, Ministry of the Interior, the Red Cross, and units from
other organizations provide the main intervention forces.

Domestic Counterterrorism

Immediately after 9/11, Romania initiated a series of national juridi-
cal documents to more explicitly legislate against terrorism (on the model
of the USA PATRIOT Act) and to create an integrated national system for
combating terrorism. To implement UN Security Council Resolution No.
1373 (2001), Romania adopted Emergency Ordinance No. 153 (2001),
establishing an interministerial council to apply the resolution’s require-
ments. The Ministry of Defense is a component of this council.

According to Regulation No. 36 (April 5, 2002), Romania’s Supreme
Defense Council has adopted the National Strategy for Preventing, Deterring,
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and Combating Terrorism, which lays the foundation for robust cooperation
between 14 ministries and national agencies. Consequently, the National
System for Deterring and Combating Terrorism has been initiated, and an
institution with responsibilities in this field has been established, namely
the General Directorate for Deterring and Combating Terrorism, which
resides within the Romanian Intelligence Service.

The recent “White Paper on Security and National Defense” recog-
nizes that:

the main risks and threats to Romania’s security and to that of the

democratic community are rooted in the nexus of terrorism, prolif-

eration of weapons of mass destruction, and unstable or undemocratic

regimes. . . . Terrorism, including the biological and chemical types or

computer linked terrorism as well as related economic-financial forms

of aggression, are considered by Romania as major globalization-

generated challenges to its national security.’

The proliferation of terrorist activities around the world determined
the creation of the National System for Emergency Situations Manage-
ment.® The main responsibility for the activities of this system is held by the
National Committee for Emergency Situations, headed by the minister of
administration and interior and under the coordination of the prime min-
ister. Each ministry with responsibilities in this field will organize its own
committee. The practical coordination is assured by the General Inspector-
ate for Emergency Situations, a permanent structure under the command
of the Interior Ministry. The Ministry of Defense supports the activities of
the General Inspectorate, according to the tasks established by law.

As a result of this new legislation in the wake of September 11, the
missions of the armed forces have been extended to include participation in
counterterrorist operations. First, special forces for counterterrorism were
created within the Ministry of Defense, and a special operations branch/
J3 has been created to coordinate them. Second, cooperation between
national intelligence agencies and military structures has increased. Finally,
Romania has allotted significant resources to increase its early warning
and surveillance capabilities through acquisition of equipment for airspace
management. The establishment of nuclear, biological, and chemical (NBC)
protection units and mobile teams, along with the development of special
training programs, have contributed to the improvement of Romania’s NBC
protection capabilities.
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Civil Support

The Romanian armed forces have the responsibility to provide appro-
priate support to state and local authorities in case of civil emergencies.
The military provides forces and logistic support to contain and eliminate
the consequences of disasters of all kinds. When requested, the Romanian
armed forces shall provide assistance to civil authorities in case of accidents
at NBC facilities and installations.

Romanian soldiers can perform search and rescue missions in sup-
port of the civil population in accordance with available resources and in
conjunction and coordination with other responsible agencies. In crisis sit-
uations, the forms of support provided to central or local authorities range
from logistics to military. In civil emergencies or other special cases, the
Romanian armed forces can provide material support free of charge (dona-
tions of tents and medical supplies) or can perform services that imply the
use of manpower and equipment but under contracts established with other
governmental bodies.

The Romanian armed forces wish to develop a genuine partnership
with the public authorities, civil society, and the civilian population. There-
fore, civil-military cooperation (CIMIC) is a component of the Romanian
armed forces’ current activities, whether they are providing civil assistance
in preparing for combat or military assistance in economic or infrastructural
rehabilitation. Currently, the First Territorial Corps includes the first CIMIC
Group battalion able to fulfill specialized tasks at the national and multi-
national level. Furthermore, another CIMIC battalion will be developed
according with national provisions and NATO standards.

At the request of the public administration, the armed forces can
draft proposals and undertake studies of the means by which the military
can help the civilian population in different crisis situations. The armed
forces can support the public authorities in distributing humanitarian aid,
or in other actions performed by the military to the benefit of the civilian
population (providing transportation, food, shelter, or medical assistance).
Another priority of the ongoing process of military reform is the align-
ment of military institutions to national efforts in supporting and expand-
ing environmental rehabilitation and conservation. The Romanian armed
forces also apply the national principles of lasting development and person-
nel healthcare by reducing the adverse impact of military activities.
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Conclusion

Homeland defense is both a new and an old concept for Romanian
military planners. Defending the country was the primary task of the
Romanian armed forces up until 1989. One army stood ready for action
against external invaders, while another one was acting against the inner
enemy (the Romanian people themselves).

The new concept of homeland defense launched by American
planners has resulted in a sound process of analysis and strategic thinking
at the regional level in Europe. At the national level, the debate regarding
the involvement of the armed forces in homeland defense has come to an
end, with common agreement having been reached on the functions and
roles of the Romanian armed forces. But the legislation for an integrated
national crisis management system is still under debate. On the other hand,
the new national security strategy is also under consideration. According
to what is decided, the military doctrine will take shape. The Romanian
military acknowledges the importance and the critical nature of developing
capabilities in the area of homeland defense, but the legacy of Romania’s
difficult history should be taken into account when weighing the real dan-
ger of taking military measures against democratic freedoms and rights.

Notes

! Such as the peasants’ revolt of 1907; the miners’ revolt of 1929; the workers’ revolt of 1933 in
Bucharest, Ploesti, and Cluj; and the legionnaires’ revolt of 1941.

2 According to the General Staff Report presented to the Supreme Council of National
Defense; published by Adevarul (February 6, 1999).

3 Emergency Ordinance No. 1 (1999), published in the Official Gazette 1 (January 21-22,
1999); the text was updated in September 2004.

* According to Governmental Ordinance No. 47 (1994), regarding the defense against disas-
ters; approved by Law No. 124 (December15, 1995) and updated on June 29, 2003.

5 The commission is a central body headed by the prime minister and is composed of central
commissions specializing in different types of disasters, organized within specific ministries and
headed by the ministers.

¢ Col. Marin Moisescu, “Potential risks for disasters on Romanian territory,; Romanian Mili-
tary Thinking 7, no. 6 (1996).

7 “White Paper,” 2004, 2-3.

8 The system was initiated by Emergency Ordinance No. 21 (2004), published in the Official
Gazette 361, no. 1 (April 26, 2004).



Chapter 10

The Military’s Role in Homeland
Security in France

Denis Vaultier

Introduction

The purpose of the French defense organization is to ensure—at any
time, under any circumstances, and against any kind of aggression—the
security and integrity of France’s national territory, as well as the life of the
French population.! This vast defense concept considers any internal or
external threat and also any emergency situation or crisis whether it origi-
nates in human, accidental, or environmental causes. It also covers military
intervention outside national territory.

The three main components of France’s defense—civil, military, and
economic aspects—that rely on the civilian and military defense capabilities
of the nation are operated by various state departments. All of these depart-
ments are under the command of the president of the republic and the
prime minister, aided by specialized governmental offices.

The nations defense schemes are carried out through a territorial-
based organization, similar to France’s territorial division, and also on the
level of governmental planning, corresponding to different kinds of threats
or crisis situations.

Three concepts are closely linked with that of the protection of France’s
national territory and population:

m homeland security (sécurité intérieure), which is essentially
enforced by the police and Gendarmerie Nationale, who protect the
people and their property

m civil security (sécurité civile), that is, dealing with crises and catas-
trophes, mainly involving the fire and rescue agencies

m defense on the national territory (défense sur le territoire), involv-
ing exceptional situations and limited areas in which the military

203
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authority may exercise powers that under normal circumstances
belong to the civil authorities.

As is the case in many nations, the classical armed forces (army, navy,
and air force) provide homeland security by serving as a manpower and
asset resource to the civilian services in providing help and support to the
population. But the traditional branches of the military also play a role in
homeland security in providing air defense in surveilling the nation’s ter-
ritorial waters and lands and, of course, in reacting to attacks led by enemy
forces on French soil.

Yet one of the particularities of the French arrangement is the exis-
tence of military forces that are principally in charge of homeland security.
These forces include first of all the Gendarmerie Nationale, which are in
charge of public security on 95 percent of the nation’s territory and also the
firefighting units in the two largest French cities (Paris and Marseille), and
the military units of the civilian protection agency (protection civile), whose
missions primarily involve crises such as floods, fires, earthquakes, and
technological disasters.

Political Organization

Homeland security and emergency crisis management are a part of
the civil sector of the national defense organization. Most of the time they
are directed by the minister of homeland security (ministre de l'intérieur, de
la sécurité intérieure et des libertés locales), who is responsible for preparing
and implementing civil defense plans. Within this broad area of concern,
he is in charge of public order, protecting goods and persons, and ensuring
the security of critical infrastructure and resources. He prepares, coordi-
nates, and controls the implementation of the civil defense measures that
are carried out by the other ministerial departments. His actions are carried
out throughout the nation in cooperation with the military authorities; the
ministry’s work contributes to maintain the military’s liberty of action by
taking a portion of the security burden from their shoulders. To carry out
his responsibilities and improve the operation of his many departments, he
is supported by the defense ministry and the infrastructures of the armed
forces, especially in operations dedicated to maintaining public order.

To accomplish his homeland security mission, the minister has com-
plete authority over not only the ministry’s departments, including the
national police (direction générale de la police nationale) and the civil
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defense and safety departments (direction de la défense et de la sécurité
civiles), but also the national gendarmerie (which is part of the Ministry
of Defense) and customs (part of the Ministry for Economy, Finance, and
Industry).?

The minister’s actions are based on an appropriate governmental
planning process, which has been elaborated by interministerial working
groups directed by the General Secretariat for National Defense (secrétariat
général de la défense nationale) under the supervision of the prime minister.
Finally, this action is led in the field by the prefects (préfets), high-ranking
civil servants who, within the French administrative organization (made up
of 7 defense zones, 22 regions, and 100 departments), have authority over
all the local state agencies. These prefects are responsible for preparing and
implementing the national government’s decisions. Thus, the role of the
minister of homeland security is crucial in all operations involving home-
land security, as well as those concerned with crisis management.

Extraordinary Conditions: Armed Attacks

Attacks from outside France, whether they are conducted by identi-
fied foreign entities or situated in the context of serious internal troubles,
should be dealt with by a global response of the defense system that would
combine—depending on necessity—the actions of law enforcement forces
as well as the armed forces in gathering intelligence; protecting civilian life
and property, and particularly some sensitive facilities; and ensuring the
security of the nation’s territory. The extreme seriousness of such a situation
may force the government to entitle a military authority with the responsi-
bility of ensuring public order and conducting civil defense procedures.

Chemical, biological, radiological, or nuclear attacks (CBRN) cur-
rently concern France primarily in the context of a possible terrorist attack,
and not from the perspective of global aggression from an external state
actor, as was the assumption during the Cold War. In the contemporary
security environment, the reaction to this kind of an attack would depend
on the Ministry of Homeland Security.

Emergency Conditions

The terrorist attacks of September 2001 in New York and Washington,
DC, along with the subsequent bombings in Madrid and London, have now
made both public opinion and governmental policy sensitive to the evolu-
tion of the terrorist threat, which now seeks out mass effects in its actions.
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These large-scale attacks aim at disorganizing the state by resulting in
unacceptable human casualties and material losses, just as a natural or tech-
nological disaster might do.

In response, the government operates in a permanent security posture
(posture permanente de sécurité), within the framework of a governmental
plan of vigilance, prevention, and protection against threats of terrorist
attack called Vigipirate plan.* This plan outlines in detail the means and
responsibilities of different actors, the procedures for communicating the
government’s decisions, the exercises’ modalities, the threat levels, the
alert levels, the security objectives, and a catalogue of specific measures
planned by various domains of activity. Although classified, this document
is fairly widely distributed; it represents a highly concrete, comprehensive,
and complete tool for formulating the government’s response to homeland
security issues.

Taking as its starting point a permanent posture of security—which
is the minimum basis for preventive measures against terrorist acts—the
plan identifies four levels of alert. These four levels—yellow, orange, red, and
crimson—correspond to the systems of reference in neighboring countries.
The plan integrates specific recommendations from international organi-
zations such as the International Naval Organization or the International
Civil Aviation Organization and can be updated as these recommendations
change.

The Vigipirate plan may impose several different levels of alert in any
of the nation’s domains of activity. It may also activate intervention plans
and specialized emergency plans designed to face a crisis situation conse-
quent to some event of this kind.

The support of the traditional military forces may be requested fol-
lowing a governmental decision. Nevertheless, within the nation’s borders,
the search for intelligence and the carrying out of counterterrorist interven-
tions is the responsibility first of the homeland security forces, such as the
Gendarmerie Nationale.

The management and resolution of a crisis remain under the authority
of the prime minister, who devolves responsibility for these actions to the
minister of homeland security. Nonetheless, it must be emphasized that the
prime minister may give these responsibilities to the minister of defense
in the areas that are placed under his or her authority and also to the
minister for overseas territories as far as overseas departments and
territories are concerned.
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Temporary Conditions: Support to Civil Authority

Any intervention that is decided by the prime minister permits the
integration of the capabilities of the armed forces in defense systems, sub-
ordinate to the administrative authority and often placed under command
of the interior security forces, such as the police or the gendarmerie. This
is especially the case when, under the rubric of Vigipirate, the government
estimates that a threat justifies the call for the armed forces in order to rein-
force the security forces in their control mission. These joint actions take
the form of combined patrols in public places, railway stations, airports,
and popular tourist sites.

These military troops, who belong to the classical armed forces, do
not have a specific legal framework governing such patrol work, and the
hypothetical use of their weapons is strictly limited to self-defense. When
confronted with criminal actions in the course of their mission, these units
have no specific judiciary function either, but only the obligation to act that
is required by the law for all citizens that witness a crime or legal offense.

In case of exceptional events, such as the Group of Eight summit in
Evian in June 2003 or the celebrations associated with the 60" anniversary
of D-Day in Normandy and Provence in June and August of 2004, the
armed forces are mixed in a joint system, under the command of the pre-
fect and dominated by the action of both the police and the gendarmerie.
Within this mixed command framework, military troops assist in the sur-
veillance of certain locations, participate in searches for explosives, or con-
duct air and naval surveillance around the event.

Routine Conditions: Traditional Missions

The Livre Blanc de la Défense (“White Paper on the Defense Orga-
nization”), published in 1994, highlights four main strategic functions
for France’s defense organization: deterrence, prevention, protection, and
power projection. The engagement of the armed forces in homeland secu-
rity efforts essentially takes place within the framework of the protection
aspect. In this regard, the gendarmerie are the most heavily involved group
of the defense structure, thanks to their presence over all of the nation’s
territory (3,600 territorial units), the diversity of their formations (navy,
helicopter units, riot police, mountain units, counterterrorist units, and the
Garde Républicaine) and of their missions (conducting criminal investiga-
tions; maintaining public order; gathering intelligence; policing the roads;
and protecting state agencies, the national armament industry, and the
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nations nuclear weapons). This breadth of resources and missions allows
the gendarmerie to be a key asset in the protection of people and property,
of spaces and institutions.

France has no coast guard agency, so the French navy is in charge of
controlling the nation’s territorial waters, carrying out state actions at sea,
and conducting the struggle against drug trafficking and illegal immigra-
tion. It performs these tasks with the help of the gendarmerie maritime
(naval gendarmerie), the customs agency, and the agency for maritime
affairs. It should be stressed that the function of préfet maritime (mari-
time prefect), who is in charge of the coordination of the different agen-
cies dealing with maritime matters, is given to an admiral commanding
the corresponding area. He has the same power as an inland prefect may
have on terra firma.

The French air force is in charge of surveilling the nation’s airspace
and is responsible for the interception of aliens, as decided by the govern-
ment. These missions are operated by the air command for defense and
operations, whose commanding officer holds the title of High Authority for
Air Defense (Haute Autorité de Défense Aérienne).

Legal Authority for Employment

The constitution of October 4, 1958, states that the president is the
chief of the armed forces. The prime minister is responsible for national
defense and carries out the nation’s defense policy, according to the presi-
dent’s directives. Nonetheless, the rules governing the engagement of mili-
tary forces in missions of homeland security—rules that have been defined
since the 18" century—are aimed at preserving the separation of powers
and correspond to very precise standards.*

Circular no. 500 (May 19, 1959), dealing with the role of the armed
forces in keeping public order, says that the civil authority in charge of pre-
ventive actions directed at keeping order may ask for “reinforcements from
the armed forces as far as the circumstances call for it This military inter-
vention in a domestic crisis is organized in two modes: the requisition and
the demand for cooperation.

A requisition is compulsorily used to initiate any armed engagement or
attachment for the preservation of public order, even in cases of preventive
action. This document is crucial, both formally and as a broader justifica-
tion concerning the legality of the troops’ engagement in peacetime on
domestic territory. The requisition leaves the military authority responsible



THE MILITARY'S ROLE IN HOMELAND SECURITY IN FRANCE 209

for the accomplishment and (under certain restraints) the choice regarding
the assets to be deployed.
Three types of requisitions are used successively in most cases:

m general requisition (réquisition générale). This form aims at putting
a certain volume of troops at the civil authority’s service in a given
area and for a certain time.

m specific requisition (réquisition particuliére). This requisition spe-
cifically includes or excludes the potential for the use of force. It
gives an exact mission (main effect).

m special complementary requisition (réquisition complémentaire spé-
ciale). This requisition gives troops permission to use weapons.

The cooperation demand—which may be refused—concerns any
other type of operations that the military may fulfill to the benefit of, or in
reinforcement or replacement of, other agencies. There is no compulsory
formal rule regarding its use (it has, nonetheless, to have an adequate moti-
vation); a simple protocol is enough.

Concerning their use in maintaining public order, the armed forces
are sorted in three categories:

m territorial gendarmerie units and units of the Garde Republicaine.
These are units that fulfill missions daily that fall under the realm
of maintaining of public order.

= mobile gendarmerie units, which are general reserve units at the
government’s disposal. They receive special training for order
maintenance missions and are specially equipped with suitable
assets, such as armored vehicles, CBRN intervention capability, and
other special equipment.

m army, navy, and air force units, support units, and reserve gendar-
merie units, which are all deployed at the discretion of the minister
of defense. They are commonly used for the reinforcement of the
first and second category forces or to guard critical assets, and in
very last resort, for combat operations.

Operational command of the military forces is always in the hands of
the forces’ own hierarchy, but their control is the responsibility of the civil
authority, who defines the missions, the main effect, and the duration. Dur-
ing operations dedicated to maintaining public order, the conditions con-
cerning the use of weapons are always determined by the civil authority’s
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requirements. The use of force on the troops’ initiative is only acceptable
when acts of violence are committed against the soldiers, or when there is
no other way to hold ground.

Beyond cases of self-defense, taking the initiative in opening fire is
possible for the military in cases concerning the defense of certain sensitive
zones and under other predetermined conditions (for example, operations
at a nuclear military site). Noncommissioned officers and officers of the
gendarmerie may use their weapons under strictly defined conditions and in
cases of offenses that justify it within the framework of their missions, even
in cases other than in self-defense. This is a distinctive power belonging to
this service that is neither granted to the police nor to the armed forces.

Historical Precedents

The armed forces and the gendarmerie have always participated in
the defense of the nation, yet the missions they have been assigned have
evolved over time, according to national or international events. The par-
ticipation of the classical armed forces in homeland security, and especially
in operations related to maintaining public order, is a phenomenon that has
appeared and disappeared regularly throughout France’s history. Nonethe-
less, the prospect of general purpose troops—obviously unable to operate
appropriately under the circumstances—opening fire on a crowd seemed
unbearable to the French people in the 19 century, just as it would at the
beginning of the 20" century. It seems that, from this point on, respect for
the law and for human rights finally rendered more obvious the necessity to
use units that are specially designed and trained for the specific situations
that troops are likely to confront in homeland security operations.

Post-World War II: 1945-1990

This long period can be divided into two shorter periods: from 1945
to 1962 and from 1962 to 1990. In the wake of World War II, France faced
the conflicts of decolonization in Indochina, then the war of independence
in Algeria. The French armed forces were principally engaged outside the
homeland, whether in the occupation of Germany or of colonies in Africa
or the Far East. The gendarmerie themselves, while still assigned the task of
ensuring homeland security, also participated as operational units in some
operations in these areas. Nonetheless, many of the operating modes that
were used—however violent the combat actions—were beginning to resemble
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police operations: gathering intelligence while facing a diffuse enemy, set-
tling outposts in the middle of the native population, enlisting local volun-
teers, and, above all, operating within the legal framework of action because
these territories were at the time considered to be part of France.

The war in Algeria that followed the loss of Indochina coincided with
a peak in the commitment of the armed forces in police-type missions.
Indeed, in the face of the violence of the terrorist attacks of the Algerian
National Liberation Front, the French government decided in January
1957 to grant the military the responsibility of keeping order in the city
of Algiers. Paratroopers and foreign legion troops acted as police; they
searched houses and questioned suspects, thus posing the problem of tor-
ture, which was committed to obtain crucial information.

These troops controlled the urban zone. This confrontation became
known as the Battle of Algiers, which was a complete military success, but
one with negative collateral effects. The unsuccessful coup of 1961, con-
ducted by decorated military leaders that marked the rebellion of those
who had physically devoted themselves to keeping Algeria part of France,
painfully witnessed a confrontation between rebel military units and gen-
darmerie squadrons who were ordered to stop them.

The period between 1962 and 1990 saw a clear increase in the diver-
gence between the gendarmerie and the armed forces in terms of profes-
sional culture. The gendarmerie, which are a highly professional agency,
instilled their specific culture even more deeply by modernizing their
criminal investigation techniques and developing the training of their
antiriot units, drawing especially on the lessons learned from the students
riots in May 1968. In 1975, a counterterrorist unit was created that was to
become an international exemplar; the Intervention Group of the National
Gendarmerie.

Under the command of a senior civil servant since 1947 (either a
magistrate or prefect), the gendarmerie kept their distance from the army,
on which they had depended for a long period. For their part, the armed
forces were confronted with growing protests about the draft system and
the obsolescence of their assets, the costs of which (mainly supported by
France’s nuclear autonomy) were less and less acceptable to the French
public, who were not really concerned with the Soviet threat anymore. The
armed forces often played a role as a substitution for industrial groups that
had gone on strike or in the collection of garbage; they transported hay
and water for farmers in need. Despite the lack of overseas operations, the
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armed forces, while having a presence in France and in neighboring territo-
ries (such as Western Germany), were not asked to play any significant role
as far as homeland security was concerned. Instead, they were focused on
preparing themselves for the threat posed by the Eastern bloc.

Post—Cold War: 1991-2001

This period is a crucial one from the perspective of France’s national
security, not only because of the collapse of the Warsaw Pact and the van-
ishing of a structured threat coming from the East, but also because the
first Gulf War in the early 1990s stirred up a new level of north-south
antagonism between Western countries and the nations of the Muslim
world. For the armed forces, this was the beginning of a period—one that is
still in progress—of enhanced engagement outside the nation’s territory, in
operations in the Persian Gulf, the former Yugoslavia, various trouble spots
in Africa, and on United Nations and North Atlantic Treaty Organization
missions. In the meantime, the manpower available to the French military
was diminished because of the suspension of the draft and because of the
professionalization of the military that followed.

Concerning homeland security, the increase of the terrorist threat was
met with a range of responses, including the reinforcement of the police
and gendarmerie system within numerous supporting military patrols
under the framework of the Vigipirate plan. The gendarmerie also had to
deal with an outbreak of terrorism in the Basque region, and above all in
Corsica, where their units are still often shot at or bombed.

Post-9/11

The trauma of the terrorist attacks of September 11, 2001, had a
remarkable impact on both public opinion and governmental policy. In
particular, the French government became aware of the urgent necessity to
federate all capabilities and to offer a coherent and homogenous system to
face a threat that is virtually impossible to anticipate.

From this point on, the need for security became a priority preoccu-
pation for the French. On one hand, it has taken form in the modernization
and reinforcement of the nation’s homeland security capability. This includes
more manpower (6,500 more men for the police, and 7,000 for the gendar-
merie between 2003 and 2007)% more assets (5.6 billion Euros in funding
for security programs over the same period); an increased level of coop-
eration between the police and the gendarmerie, under the authority of the
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home secretary (in coordination with the minister of defense for the gen-
darmerie); and a more advantageous legal regime governing the activities
of these forces.

On the other hand, the typology of the terrorist threat—the response
to which requires an analytical and planning capability, but also the technical
and human assets already possessed by the armed forces—demands that
the nation not neglect its classical military capabilities, who now wish to
play a larger role in homeland security. There is no question of giving police
power to nonspecialist forces (despite the fact that commanding officers on
navy ships have specific criminal powers in order to note certain offenses to
French law committed at sea). But surveillance of certain areas (unmanned
aerial vehicles and electronic warfare), logistics capabilities (transport and
communications), or even the use of special forces as support for the gen-
darmerie counterterrorist unit cannot be ruled out in this new security
environment, which calls on states to draw on all their resources in shaping a
comprehensive response to the terrorist threat.

As a crisis often accelerates a process, the search for improved conver-
gence of all the capabilities that could be required in this effort resulted in
a profound reorganization of the government’s planning process between
2003 and 2004, especially in the governmental plan for vigilance, preven-
tion, and protection known as Vigipirate, as well as in the specialized
intervention plans that follow from it.

Types and Capabilities of Forces

The three branches of the armed services and the gendarmerie repre-
sent the main part of the armed forces capable of intervening both within
and without the nation’s borders. Despite the fact that France has no para-
military forces—this force concept is not in use in France—other forces are
designed to intervene and fulfill paramilitary-type missions.

Active Military Forces

The Gendarmerie Nationale. This force is 104,000 men strong, and its
origins date back to the 13% century. The Gendarmerie Nationale have tradi-
tionally been in charge of ensuring the security of the nation’s countryside.
They formally belong to the Ministry of Defense but are effectively under
the command of the Ministry of Homeland Defense, within the framework
of this ministry’s homeland security responsibilities. Their establishment
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within the Ministry of Defense was recently reaffirmed by the recent nomi-
nation (in December 2004) of a general coming from their ranks as their
head. (They had been commanded by a top-level senior civil servant since
1947.)

The Gendarmerie Nationale’s missions are as follows:

m Public order. The task of maintaining public order is fulfilled by the
territorial gendarmerie, which are in charge of 95 percent of French
national territory, accounting for 50 percent of the population (the
remaining 5 percent of the nation’s territory—including most of the
nation’s large cities—is under the surveillance of the police). For
that purpose, a territorial network of 3,600 units is in place, which
permits the gendarmerie to work in close contact with the popula-
tion, resulting in a remarkable level of intelligence collection.

m Restoring order. The 17,000 men of the mobile gendarmerie are
battle-hardened and trained for power projection. They operate in
France, in the nation’s overseas departments, and abroad, in loca-
tions such as Bosnia, Macedonia, Ivory Coast, and Haiti. They are
equipped with armored vehicles, and have the capability to act in a
CBRN atmosphere.

m Counterterrorist intervention. Counterterror operations are built
on the experience of the Intervention Group of the National Gen-
darmerie within a coherent response framework that prescribes
which different gendarmerie units will be involved in aggregate
actions (threats against nuclear sites or airborne terrorism) and
which will participate in special forces-type responses (maritime
counterterrorist actions with navy commandos).

» Criminal investigation. The gendarmerie record about one million
crimes and offenses a year and possess highly competent investiga-
tive units as far as technical and scientific forensic police work is
concerned. They also possess special investigative units dedicated
to all types of fraud, as well as a terrorism investigation unit.

m Prevention, assistance, and rescue missions. The gendarmerie
include mountain units, helicopter, and boat units that give them
an intervention capacity in all types of environment.
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m Surveillance of the territory. The gendarmerie play an especially
important role in controlling road traffic, surveilling the seaside,
and securing zones in commercial airports.

m Overseas police and military police. These are roles that are unique
to the gendarmerie because they can depart with the armed forces
in overseas operations. In cases of crisis, they can participate in
combat operations.

Opverall, the activity of the gendarmerie breaks down into 50 percent
civil defense, 40 percent criminal investigation, and 10 percent military
missions.

Army. The French army is 180,000 men strong, of which number
136,000 are actual military personnel; this group represents 40 percent of
the nation’s overall military personnel. The army has 90 battalions, whose
main mission consists of settling crises and conflicts through engagement
on the battlefield.

The army owns assets common to other Western armies, such as
helicopters, engineering vehicles, CBRN decontamination assets, signals,
and so forth. Some of these assets may be deployed in homeland security
missions in case of disasters or major events. They actively contribute to
the nation’s internal security, under the rubric of the Vigipirate plan. The
army has special forces who—despite the fact that they do not have the
gendarmerie’s experience in the field of counterterrorist operations—are
able to deliver complementary capabilities to the Intervention Group of the
National Gendarmerie in crisis resolution situations.

Navy. The French navy is a force of 60,000 men, of which 45,500 are
military, representing nearly 15 percent of the nation’ total defense person-
nel. Beyond the portion of the navy devoted to nuclear and attack subma-
rines (10 ships), these forces take part in homeland security efforts by pro-
jecting state power at sea through the naval action force (72 ships); the fleet
air arm (152 fighter airplanes); and the marine infantry, which includes a
small number of commando units trained in maritime counterterrorist oper-
ations in support of the Intervention Group of the National Gendarmerie.
The navy is particularly concerned with missions devoted not only to com-
bating narcotics trafficking and illegal immigration but also to carrying out
rescue and support operations in all of the maritime zones placed under
national authority.
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The navy shares these tasks with the Gendarmerie Maritime, which
is linked with the navy and possesses 30 ships of its own; with the nautical
units of the territorial gendarmerie, who work in coastal regions in coop-
eration with small naval units; with the customs department; and with the
maritime affairs administration. The homeland security missions that are
carried out at sea are the responsibility of the maritime prefects, who also
are admirals commanding the naval forces in the concerned military area.

Air Force. A 70,000-man force (of which 63,500 are military), the
French air force represents 16 percent of the nation’s total defense man-
power. The main components are air strategic command, which is respon-
sible for France’s nuclear arsenal; the tactical air command, which is respon-
sible for ground fire support, air support, and power projection; the army’s
air transport capacity; and air defense.

This last component is responsible for the surveillance of French air-
space to detect abnormal behaviors and overflying of restricted areas. They
also operate interception capabilities with the help of missiles or fighter air-
planes. The general commanding the air defense command is empowered
as the top authority for air defense. He is in charge of interception decisions
and is therefore a key element in the prevention of an airborne terrorist
attack. He works in cooperation with the neighboring countries’ air defense
systems and with the civil air control system. As part of this counterterror
effort, helicopter capabilities might be operated near the airports in order to
prevent the use of man-portable air defense systems against civilian aircraft.

Last, the air force contributes—as does the army—to the Vigipirate
system by conducting patrols in public areas. Depending on the threat, they
also operate mobile detection and interception systems near sensitive sites
or major events.

Other Military Units

The gendarmerie belong to the Ministry of Defense, but some military
units are fully integrated under the command of the minister of homeland
security, within the Civil Security and Defense Agency. These units include:

m The firefighters’ brigade in Paris, which consists of 8,000 military
troops drawn from engineering units and detached from the army.
They ensure firefighting and rescue missions in Paris and its near
suburbs, as well as for the Kourou space center and the military
testing center in the Landes province.
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m The navy firefighters” battalion in Marseille, which handles the
same mission in the second-largest city in France, is made up of
navy personnel.

m Intervention units of the civil security, who are detached from the
army’s engineers and who are in charge of interventions to the ben-
efit of the civilian population on French territory as well as all over
the world in case of serious events (whether natural or technological
disasters).

m The military medical service’s assets can also contribute to provid-
ing medical care for numerous victims, the deployment of field
military medical facilities, or the analysis of biological or chemi-
cal material. Yet, as is the case for other military capabilities, their
commitment to homeland security missions is subordinate to the
nation’s political priorities and their current operational readiness
since an asset that is engaged in an overseas operation may not be
available on the national territory.

Reserve Forces

The French reserve forces are 100,000 men strong, of which 50,000
are reserve troops of the gendarmerie. These personnel are either people
who have left active service in the armed forces or the gendarmerie in the
past 5 years and who are committed to serving compulsory reserve duty
during this period or voluntary personnel who have signed a contract to
serve in the reserves and have been approved by the Ministry of Defense.
These people can be employed up to a maximum of 120 days a year, which
represents a very useful form of support for the active duty military forces.

The reserves can be employed either inside active duty units or, less
commonly, in full reserve units. These personnel can be mobilized rapidly,
and it is not rare that some of them may spontaneously present themselves
for service when an important event makes them think that they may be
needed. On the one hand, they are used in homeland security operations
as experts; as reinforcements to units engaged under the Vigipirate plan; or
during particular events, such as large gatherings, holiday departures, and
search and rescue operations. On the other hand, they are third-category
forces, whose engagement in the maintaining of public order must be pre-
cisely defined.
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It is interesting to note that, since 2002, the Ministry of Homeland
Security has seen a level of interest in this flexible resource of force that
the police have not witnessed. They obtained approval for the creation of
a civil reserve, which proceeds from the same principle of service for per-
sonnel who have been retired for less than 5 years. As for the gendarmerie,
these personnel possess some of their criminal investigation powers when
deployed. This permits them to provide the benefit of an experienced rein-
forcement force instantaneously.

Inter-armies Territorial Defense Organization

Modeled on the administrative territorial organization, the Joint Ter-
ritorial Organization of Defense reports to the chief of defense, who has
authority over the army, navy, air force, and support services (including
medical and fuel units). The armed forces deploy a joint headquarters in
each of the main cities of the seven defense zones.

The general officer of each defense zone works in concert with the
defense zone prefect and the general commanding the gendarmerie zone
in ensuring the organization and participation of the armed forces in the
civil defense of the defense zone and also in writing the defense plan for the
zone. This officer is responsible for the protection of top-priority defense
and military facilities. In case of an act by the Council of Ministers, this
general also receives authority over the gendarmerie within the framework
of operational territorial defense, at least as far as its deployment is con-
cerned.

National Response Plans and Programs

The planning of prevention measures or crisis management programs
on the national level systematically proceeds from an initial elaboration
through interministerial work groups led by the secretary general for
national defense, who depends on the prime minister’s agencies. After its
approval by the prime minister, each plan is reviewed by each specific min-
istry. The plans are also reviewed at the defense zone and department level,
where the local implications of the plans are analyzed and transformed into
orders by the prefects. Finally, each operator develops the orders that follow
and the plans he is concerned with. The national government ensures that
these measures are followed. The major innovations in the realm of planning
after the events of 9/11 lay in the mandating the permanent adaptability
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of the response plans according to the lessons drawn from each event and
in the development of a culture of exercises initiated by the central agencies
and locally relayed in order to test the global coherence of those systems
that formerly were subject to little central control.

The part of the governmental planning process that is most often
talked about in the mass media is the recent reshaping of the PIRATE plans
related to the prevention of and response to terrorist actions. This attention
has been especially high because of frequent national training exercises that
have been held in recent years. Moreover, the Vigipirate plan was entirely
reshaped in 2003.

The specialized intervention plans that were approved by the prime
minister in 2004 cover the different confirmed potential threat forms,
including: chemical, biological, nuclear, air strike, naval, computing sys-
tems security, and attacks on French holdings in foreign countries. These
plans are adaptable from one to another in case of combined threats. The
various plans list the different resources that are available to be contributed
to a crisis management effort of each kind. They also define the roles of
each actor, the rules of engagement, the directories, and the exercise poli-
cies. The plans’ distribution is classified, and their updating is permanent.
Other plans provide a scheme for responding to pandemics or natural or
technological disasters; plans are also in place for the medical treatment
of numerous victims and the preservation of the resources and structures
that are essential for the survival of the nation. The armed forces’ role is
precisely delineated in each plan. These guidelines are written in common
in the presence of representatives of all the ministries and primary con-
cerned agencies.

Protection of Critical Infrastructure

The infrastructural elements, establishments, equipment, networks,
and structures whose damage or destruction—regardless of its cause—
would pose a direct and significant risk to the capability of the military, civil-
ian, or economic defense (either directly or indirectly), or whose damage
or destruction would seriously harm the basic security needs of the popula-
tion or endanger a portion of the population, are sorted into four categories:

m assets essential for the practice of authority of the president and the
government or to preserve the machinery of the state (buildings or
other structures)
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m infrastructure critical to the operational capability of the defense
system

m infrastructure related to the basic needs of the country such as
energy, communication, transportation, and so forth

» technological structures and installations whose destruction could
result in numerous casualties, as well as sites that represent genuine
vulnerabilities in terms of protection of the civilian population.

These structures and sites thus benefit from particular measures and
systems of protection, surveillance, and intervention that are executed by
the law enforcement forces and (if necessary) the armed forces to ensure
security and continuous operation. Security plans include two types of
measures: those concerning protection (in place under normal circum-
stances and at the beginning of a crisis), and those of internal and external
protection (when the operational defense of the territory is activated) that
combine with one another and have complementary effects.

The internal protection measures are put under the responsibility of
the appropriate functional authority. One exception is internal protection
reinforcement measures involving the detachment of law enforcement
forces (police, gendarmerie, armed forces, third-category forces), which
may be taken when circumstances call for it.

External protection measures are the responsibility of the department
prefects and are carried on by the police or the gendarmerie, depending on
the location of the action. They include both permanent and reinforcement
measures. The gendarmerie are involved in implementing the framework
of these measures, and also through carrying out guard duties, in order to
ensure the external security of certain structures and sites (this is a part of
its general mission) while preserving the possibility to carry on interven-
tions inside the site at the request of the functional authority.

As far as the defense of these sites is concerned, efforts should inter-
dict any hostile elements’ action that could be classified as acts of war or
at least limiting their effects. Indeed, after the activation of the operational
defense of the territory, the reinforcement of the internal defense measures
is the responsibility of the armed forces and the gendarmerie.

The scope of action of the armed forces is often limited to that of the
gendarmerie in the following fields of activity: agriculture and food supply,
drinkable water, energy and nuclear power, technology networks and com-
munications, computing systems, banking and finance, chemical industries,
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and other key domains, including national symbols. The gendarmerie pos-
sess their own scientific and technological investigative and detection assets
in order to detect malfunctions in and attacks on the critical “life networks,”
such as food, water, and energy, and also on communication and informa-
tion networks. Besides, the proximity of those units to the local authorities
and the quality of their contacts with them lends added coherence to the
territorial network. One potential form of engagement for the armed forces
might consist in using their assets to reestablish temporary services, such
as utilities, or to ensure the security of particularly threatened facilities.
Finally, the protection of key national symbols (the presidential palace, the
sensitive ministries, the senate, and the National Assembly) is essentially
conducted by units of the Garde Republicaine, as well as those of the mobile
gendarmerie (who are also responsible for protecting sensitive embassies
such as those of the United States and Israel).

Border and Transportation Security

Transportation networks and the nation’s borders offer vulnerable
points where terrorists or organized criminals can focus efforts to under-
mine homeland security with illegal activities. Thus, they represent a
governmental security priority, one to which it is difficult for the classical
armed forces to make a daily contribution. Apart from the navy, which con-
trols the nation’s naval borders, the gendarmerie play the most important
role in the armed forces’ contribution to border and transportation security.

Border Security Support

In France, border control is the responsibility of the border police
(police aux frontiéres) and the customs agency. Nonetheless, the gendar-
merie—in continental France, but most importantly in the overseas depart-
ments—also take part in the struggle against illegal immigration at the
borders and inside the nation’s territory. Moreover, they carry out adminis-
trative police missions directed at foreigners involved in illegal activities.

The opening of the European borders, related to the June 29, 1993,
Schengen treaty, has had a dual effect:

m increasingly free movement of people between the signatory
countries through the suppression of systematic controls at border
crossings
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m the creation of a unique external border where entry controls are
performed only when entering the Schengen area.

The borders of this area are often not those of France itself; thus, it
is within the framework of multilateral cooperation that coordination in
this domain is organized. Some centers for police and customs coopera-
tion have been created in order to facilitate joint operations connected with
the crossing of borders by law enforcement forces of a neighbor state. The
participation of the gendarmerie in these centers, as well as in the European
agencies for police cooperation, help solidify the contribution of the armed
forces to border security efforts in France, as do their actions throughout
the national territory within the context of their permanent missions and
the work that is done at sea in concert with the French navy.

Air Travel Security

The area of air terrorism has received the most media attention since
the 2001 attacks. If the air force takes part in the detection and the intercep-
tion of an aircraft in flight, the gendarmerie are the most important con-
tributor to:

m ensure the safety of the restricted areas in the main international
airports such as Roissy Charles De Gaulle or Orly, thanks to the
air transports gendarmerie (gendarmerie des transports aériens, or
GTA), a unit that is at the service of the General Agency for Civil-
ian Aviation (the border police operates outside of these areas to
perform immigration control duties)

m ensure the security of sensitive flights (conducted by the GTA,
reinforced by the gendarmerie mobile’s armored vehicles)

m perform search-and-detection efforts for explosive devices and
weapons

m control and secure freight, businesses, and people that enter the
restricted areas

m collect intelligence and ensure public security outside the airports
and in public areas, with territorial gendarmerie for the airports
installed in their area of responsibility

m post armed guards (sky marshals) on board sensitive flights (con-
ducted by the Intervention Group of the National Gendarmerie)
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m conduct surveillance of pilot schools and flying clubs (performed
by the GTA and territorial gendarmerie)

m control any suspicious aircraft that fly over a forbidden area that
have been previously rerouted by the air force, conducted in coor-
dination with the air command for air defense and air operations.

Maritime Security

Attacks against the Limburg and the USS Cole have shown that the mar-
itime domain could represent a field of operation for terrorists. The harden-
ing of the security measures applied to ships as well as harbor facilities, in
particular taking the form of the international ship and port security mea-
sures, has increased the importance of state actions at sea that are likely to
prevent the commission of an act of terrorism or to facilitate the settlement
of any subsequent crisis.

The Gendarmerie Nationale, who are involved because of their mari-
time units’ coastal guard missions and their experience in maritime antiter-
rorism operations with the Intervention Group of the National Gendar-
merie, actively participate in this matter as well, along with the Ministry of
Transportation Administration. Like the navy, they contribute to the evalu-
ation and approval of the safety plans for ships and harbors.

The navy, which is also engaged through the action of the maritime
prefects, engages their nautical and air assets in the surveillance of the French
zone of interest in the struggle against drug trafficking and illegal immigra-
tion. They also equip maritime traffic surveillance centers and are also on the
lookout for environmental offenses committed by unscrupulous ships. On the
other hand, specific criminal investigations rest within the specifically delin-
eated powers of the Gendarmerie Maritime, which are also deeply involved in
the policing of fisheries and the surveillance of inshore navigation.

Interdiction of lllegal Persons and Contraband
As defined by a law dating from November 2, 1945, the policing of
foreign nationals is broadly sorted into three main missions:

m border controls, including the control of the traffic over the nation’s
borders and the struggle against illegal immigration at the border

m the struggle against illegal immigration inside the nation’s territory,
through criminal investigation
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» administrative police measures toward foreigners involved in crim-
inal activities, especially detention and deportation.

The territorial gendarmerie units:
m control and surveil foreigners who remain on French territory

m provide information to the administrative authorities (prefectural
services) about foreigners who solicit the issue of a visa for a pro-
longed stay

m conduct criminal investigations of offenses related to illegal traffick-
ing in persons and goods and in the field of illegal labor immigration

m participate in various aspects of deportation operations, from the
arrest of an illegal alien through his conduct to the nation’s border
(the gendarmerie is responsible for the management of the three
administrative detention centers within France proper).

The roads and highways represent important vectors for the trans-
portation of illegal immigrants. The gendarmerie’s highway platoons and
road units are often deployed to deal with illegal aliens. All the efforts that
are carried out as part of the fight against illegal immigration dovetail with
the government’s continuing commitment to crack down on illegal laborers
and human trafticking for labor.

Finally, in the struggle against itinerant crime, the government has
created a central agency made up of both policemen and gendarmes, but
whose main directive was issued to the gendarmerie. This type of crime,
which is mobile and structured, uses borders and communication routes
(essentially roads) to commit numerous offenses, including freight robbery,
car theft, and hold-ups. Connections between this form of crime and the
financing of terrorism are regularly established.

Highway and Road Security

The Gendarmerie Nationale, under the umbrella of their broader
mission to secure the nation’s roads, provide a permanent presence on 90
percent of the national road network. Their conduct of this mission creates
a feeling of insecurity among criminals and terrorists, who are regularly
detected during routine road controls. In addition, the territorial gendar-
merie—reinforced in certain circumstances by the mobile gendarmerie—
are in charge of supervising the transportation of any nuclear material,
whether civil or military, moving across French soil. Construction sites,
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and especially tunnels, are the object of special care by the gendarmerie
involved in these missions. The other armed forces are not concerned with
these aspects of road security.

Rail Security

As with the nation’s roads, the railway network (excluding Paris’ com-
muter rail and subway systems) is in a large majority settled within the
gendarmerie’s area of responsibility. The risks connected with sabotage
or terrorist actions are real; the gendarmes pay particular attention to the
high-speed trains (TGV) that run at more than 300 km per hour. The terri-
torial security network enables the gendarmerie to secure a TGV train and
rescue the passengers as fast as possible. The canine squads of the gendar-
merie also play a role all over France’s railway network.

As far as the classical armed forces are concerned, their actions mainly
consist of patrols in the railway stations within the framework of Vigipirate.
Yet, in case of a disaster, the use of the army’s engineering assets can be
considered, perhaps in the form of a requisition in order to contribute to
clearing operations.

Domestic Counterterrorism

The struggle against terrorism within the nations borders is above all
the concern of police and criminal procedures and thus resides within the
capabilities of the police, the gendarmerie, and other agencies in the field
of intelligence, investigation, and intervention. To take into account certain
cultural differences, it seems useful to specify the sense that is given to the
terms in France.

Antiterrorism (contre-terrorisme) efforts consist of planning and exe-
cuting preventive and intervention measures connected with the terrorist
risk. This element includes conducting an upstream analysis, benchmarking,
audit, training, definition, and operation of action modes.

Counterterrorism (anti-terrorisme) efforts combine intelligence maneu-
vers with police and other law enforcement actions directed toward the
recording of legal offenses, arrest of the criminals, and collection of evidence.
This requires reactivity and the capability to coordinate and combine efforts.

Thus, the offensive action capabilities of the classical armed forces
play a role only in the field of counterterrorism, outside our borders,
whether in the case of the collection of terrorist intelligence (in the case of
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military operations) that could be of interest as far as the homeland security
is concerned, or under the rubric of special operations aimed at the neutral-
ization of identified terrorist networks.

On French soil, the engagement of the armed forces in the struggle
against terrorism primarily involves the protection of the nation’s territory
(air defense, coastal surveillance, defense of sensitive locations, participat-
ing in Vigipirate, and securing CBRN military assets). Yet the information
collected by the military intelligence agencies is taken into account in the
evaluation of any terrorist threat. As far as the gendarmerie are concerned,
on the other hand, they are particularly committed to combating terrorism
within the nation’s borders and are simultaneously involved in antiterror-
ism in the context of their capabilities listed in the previous paragraphs, and
in the field of counterterrorism, due to their criminal investigation capabili-
ties and the collection and analysis of intelligence that is carried out by their
network. These units’ action is coordinated by the counterterrorism office
of the gendarmerie’s headquarters, in relation with the national counterter-
rorism coordination unit, which is in charge of coordination at the state
level between the various agencies involved in counterterrorist activities.

Catastrophic Threats

The governmental decree of June 21, 2000, established from that point
on the concept of “defense on the territory;” instead of that of “global mili-
tary defense” that had previously been the prevailing concept in French pol-
icy-making. It covers two domains that are relevant to the strategic concept
of “protection” the operational defense of the territory, on the one hand,
and the contribution of the armed forces to civil security on the other.

In case of serious trouble inside the nations borders, protection would
take priority over missions of prevention and power projection. All the avail-
able forces are then likely to participate in protection missions, which must
be capable of confronting a number of diverse threats simultaneously. The
protection of military installations is one of the permanent missions that
are subsumed under the operational defense of the territory. Global defense
actions—that is, the deployment of troops on the ground—are aimed at
reassuring the population, collecting intelligence, intervening to protect
threatened sensitive facilities, and searching for, deterring, and neutralizing
hostile elements.

As soon as peace is restored, the common missions of the armed
forces are to:
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seek out, exploit, and transmit intelligence related to the security of
the armed forces

ensure the internal defense of military assets and facilities

continue to participate in civil defense efforts, if their operational
priorities allow it

generate, analyze, and distribute defense intelligence

ensure the internal security of sensitive civilian locations and essen-
tial services.

In case of a threat, the armed forces also have to:

lead an intervention to secure threatened sensitive locations

facilitate the buildup and movement of military forces on the
national territory with particular respect to military road traffic

participate in combat actions aimed at the destruction or neutral-
ization of hostile elements.

In addition to these missions, the gendarmerie carry on their perma-
nent public service missions in the administrative and criminal domains.
Moreover, the Gendarmerie Nationale play an important role in conducting
the operational defense of the territory. They are in charge of:

searching for intelligence, using their active-duty territorial units,
reinforced by reserve elements

defending sensitive civilian locations and public utilities by mobi-
lized units

protecting the most important sensitive locations under threat.

The fulfillment of these missions also involves the use of active-duty
and reserve units under the authority of the officer commanding the gen-
darmerie in the defense zone.

As set forth in the governmental decree of March 1, 1973, the opera-
tional defense of the territory is defined as: “In relation with the other forms
of civilian and military defense, to participate in maintaining the freedom
and continuity of action of the government, as well as the preservation of
the essential organs of the defense of the nation”

Activated by the government’s decision, in response to an external
threat that has been officially acknowledged by a defense committee, or in
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response to aggression whose source is unknown, operational defense of
the territory covers all of the military actions conducted on the ground and
within the nation’s borders carried out in order to ensure the security and
integrity of the national territory. This situation does not constitute a sepa-
rate legal regime because the public order powers are not totally transferred
from the civil authority to the military authority. Instead, the civil authority
maintains its own specific responsibilities. All of the military operations
on the national territory are then placed under the command of the chief
of defense at the government’s decision; he decides on the operation of the
military units in coordination with the three chiefs of staff and the director-
general of the Gendarmerie Nationale. The operational defense of the ter-
ritory is permanent as far as the protection of sensitive military facilities is
concerned. In cases of extremely severe crisis, it can take the form of specific
operating measures (defense plans) for the entire territory, which are
rescinded as soon as peace is restored.

Civil Support

The actions led by military forces engaged in support of homeland
security are carried out under the supervision of the civil authorities and
under the rule of common law. In response to crisis conditions that result
in the paralysis of one or more sectors of the economy and compromise the
nations ability to meet its basic needs, the use of the armed forces aims at
ensuring the minimum functionality of basic public services through the
operation of substitute facilities. (Civil and general security missions are
included.) In spite of the global evolution of society, the privatization of the
public utilities and the structure of the armed forces make this type of mission
more difficult.

Defense Assistance to Civil Authorities

The anticipation of risks and the protection of people and property
demand an appropriate organization and specialized resources. The orga-
nization of civil security rests at the same time on both the action of the
state’s structures and on the efficiency of the rescue systems installed across
the nation with the help of local governmental bodies. Thus, civil security
represents a broad scale of emergency response to the question of keeping
the population safe. It extends from the accidents of everyday life to major
disasters. In terms of the protection of the environment, it extends from
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brush fires to industrial pollution. Regarding the protection of property,
it extends from the prevention of household fires to the mitigation of the
effect of floods and other natural disasters.

Aside from the civilian units, a certain number of military units
exist that are dedicated to civil security. They are reinforcement units that
were created in response to the civil unrest of 1968 and are now deployed
nationwide. These units represent a permanent professional force on a
national scale with a high level of technical proficiency, capable of deploy-
ment at any site within France or abroad. They operate as a reinforcement
to the resources of local communities, and they are placed at the service of
the home secretary for the protection of the population against catastro-
phes in times of peace or war. In this context, the Paris firefighters and the
Marseille navy firefighters should also be mentioned.

Defense Support to Law Enforcement

The military’s provision of technical support in the various domains
of law enforcement does not constitute one of its formally recognized mis-
sions, except in the case of the gendarmerie. As far as de-mining operations
are concerned, the participation of the armed forces in the intervention
system that has been formulated in case of CBRN explosive neutralization
missions should be underscored. The gendarmerie operate canine squads
for explosive detection, especially in air transport. The navy provides
support in the struggle against drug trafficking.

Defense Assistance in Civil Disturbances

When social unrest or other disorders are seen as likely to create
a climate of general insecurity and to undermine the functioning of the
government and the ability to meet the needs of the population, the armed
forces might be requested to perform the actions of police and gendarmerie
forces and to participate in maintaining public order. They may act alone or
inside joint systems, which is the organizational form that is preferred for
dynamic missions.

As for operations devoted to keeping public order, the missions
that can be given to the armed forces are surveillance or patrol functions
aimed at reassuring the population or deterring hostile actions; securing
the flanks behind the line of contact held by units specialized in keeping
public order; holding ground as the contact line goes forward; escorting
arrested suspects; demolishing obstacles; guarding facilities; and providing
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various forms of logistical support. In the countryside, military forces may
also guarantee the free flow of traffic on roads (through demolishing road-
blocks and holding seized hills), generate intelligence through ground or air
observation, conduct surveillance of border areas, build detours, and serve
as special escorts or joint patrols. The armed forces can also step in when
the social or political environment deteriorate to a level where they pose a
threat to the continuity of public order.

Support for National Security Events

The use of the armed forces on the occasion of events of a national
scale has until now essentially been limited to providing support, medical
services, and technical equipment (such as generators). The evolution of
these functions over the past several years has seen a growing engagement
of the armed forces as a complement to active-duty and reserve gendar-
merie units that are massively deployed. These activities essentially involve
providing area surveillance assets such as unmanned aerial vehicles, mine
detection crews, or protection of secondary locations not to divert law-
enforcement manpower. CBRN intervention assets (especially decontami-
nation facilities) are also part of this contribution.

Notes
! Article L 1111-1 of the Code de la défense (former Article 1 of the Ordinance of January 7,

1959, on the general organization of the nation’s defense).

2 Article L 1142-2 of the Code de la défense (former Article 17 of the Ordinance of January 7,
1959, on the general organization of the national defense).

3 Decree no. 2002-889 of 15 May 2002, concerning the powers of the Home Secretary.

4 Vigipirate is the contraction of vigilance (vigilance) or vigie (watchtower) and pirate
(pirate).

5 Code de la defense, reinstating the principles mentioned by the law of July 10, 1791, on the
connections of the civil power with the military authorities in fortified towns and military posts; the
law of September 14, 1791, which provides for the institution, composition, rights, and duties of the
police; as well as articles 21-23 and 33 of the law of August 3, 1791, which are not overruled by the
present code.

¢ The authorities allowed to demand the service of the armed forces are the civil authority
(prefects, for example); the presidents of the parliamentary assemblies in the places where they hold
session; the judicial authorities in the surrounding places where they are competent; the military
authorities in military installations or establishments; and the maritime prefects (within certain lim-
its). Law no. 2002-1094 of August 29, 2002, referring to the orientation and the programming of the
homeland security.



Chapter 11

The Fruit of EU Homeland Security:
Military Policy

Brooks Tigner

Homeland security is of distinct U.S. coinage. As such, the term tends
to sit uneasily with Europeans, partly because it comes from across the
Atlantic, partly because it was conceived by an American administration
whose rhetoric antagonizes many European polities, and partly because it
contains vague but worrisome implications for personal privacy: it sounds
Orwellian to European ears. But there is another reason—unvoiced in public
debate and political speeches—as to why national and European Union
(EU) policymakers do not like the term.

To secure one’s domestic territory, in a global sense, against terrorist
attack, as both U.S. and EU leaderships now aim to do, requires a mobili-
zation of all available means to prevent those attacks or, at a minimum, an
elaboration of policy that takes into account all those means. This would
embrace the possible uses of military power to prevent or deal with the con-
sequences of a terrorist attack which, in circular fashion, demands that poli-
cymakers review their military options if they are to produce effective policy.

But such a review is prohibited in a European Union of 25 national
governments, and particularly among those with long histories of indepen-
dent foreign and military action. Any hint in Brussels of an EU operational
link to things military at the national level—be it for homeland security or
any other purpose—remains official anathema in too many capitals, and
especially in London where Euro-phobia often teeters on the hysterical.

So what EU policymakers have done instead is to readjust the termi-
nology. They do not refer to homeland security. They refer instead to “secu-
rity for the citizen” or “an area of justice, freedom, and security” for the
European Union. Such wordplay offers both eschatological and pragmatic
advantages compared to an ostensibly more hard-edged, all-encompassing
“U.S.-tainted” concept of homeland security.

231
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The eschatological advantage is that Europeans conceive the fight
between good and evil in the world, as well as their political “mission” and
approach to it, in ways that substantially diverge from those of the United
States. Due to its own more recent and brutal history, the Old World has
drawn its lessons. Thus, Europe is beyond an automatic reliance on brute
force; it shies away from direct confrontation in favor of dialogue and posi-
tive incentives-based persuasion; it favors the collegial; it seeks the mantle
of legitimacy conferred by multilateral versus bilateral solutions; it hands
out generous amounts of untied foreign aid; and it is always careful to stress
the need for sustainable growth and a fair division of wealth among nations
as the keys to international stability and respect for human rights.!

This worldview rather neatly stands the European Union in sharp
contrast to a United States that, rightly or wrongly, is increasingly viewed
from abroad as a military bully in a china shop that smashes whatever
it wants, whenever it wants, in the name of national security. It is a well-
crafted, if simplifying, declamatory sleight-of-hand, but this line of thinking
allows the European Union to float on the idea—illusionary or not—that
the security of its homeland is not quite as susceptible to attack as that of
the United States. Despite Europe’s 30-year battles with domestic terrorism
(Spain, Italy, France, Northern Ireland, and so forth) and the horrific events
of the March 2004 bombings in Madrid, there is certain tendency among
Europe’s polity that if it can keep the terminology of its rhetoric fine-tuned
just so, if it can twin this with the right beau geste of humanitarian and
development aid, if it can manufacture enough dialogue with potential ene-
mies, then it will defuse or at least minimize the terrorist threat to Europe.

As for the pragmatic advantage of its terminology, the EU preference
for “security of the citizen” over “homeland security” is equally vague as
a concept. But it is Europe’s own concept, designed to accommodate an
agenda that reflects the batch of homeland security policy goals, which 25
national capitals have agreed, if somewhat reluctantly, can only be achieved
at the level of the European Union.

Together, these two terminological devices go some way toward
explaining why the EU has ragged fissures in its homeland security policy
regarding national militaries. A more prosaic reading to Europe’s care-
ful choice of words and slogans yields two concrete observations about its
homeland security obligations and why these fissures exist.

One is the obvious fact that the European continent is surrounded on
three sides—southern, southeastern, and eastern—by instability, poverty,
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dubious political regimes and cultural-religious societies that have too little
in common with Europe’s long and arduous march to secular democracy.
Europe also possesses sizeable minorities that have not yet absorbed its his-
torical values. In short, the Europeans have a great deal to worry about.

The other observation about the EU rhetoric of security is less obvious
but just as mitigating in its effect for keeping the military out of a collective
homeland security stance. The European Union is an institution riddled
with policy gaps, split responsibilities, power struggles between national
and EU authorities, occasionally ludicrous divisions of policy labor, legal
restrictions of nightmarish complexity precluding rapid implementation
of homeland security decisions, and, lastly, contradictions in doctrine that
have a direct bearing on the use of military assets for purposes of homeland
security across the European Union.

As a result of these two factors—fear of provoking potential enemies
and the EU/national institutional atomization—there is no open and
healthy discussion in Europe by its politicians, bureaucrats, diplomats, and
especially its military hierarchies about how national armies should fit into
the EU commitment to create security of the citizen. These actors dance
around the subject, they make oblique references to scenarios that imply
a vague future need for more coordination between national militaries,
they explore and perhaps even agree one bilateral military arrangement
or another, they cite historical and jargon-filled initiatives that have led
nowhere, they work up a paper exercise or two; and they talk about work-
ing with the North Atlantic Treaty Organization (NATO). Above all, they
equivocate, equivocate, equivocate.

If the concept of homeland security carries a somewhat distasteful
flavor as a concept to the European public, then the military’s place within
that concept—or, more accurately, its denial of any role whatsoever within
a comprehensive EU-wide homeland security policy—is Europe’s dirty
little secret, best kept in the cellar. Even on those rare occasions when its
head has been raised, ever so slightly, at conferences and public debate, it is
slapped down as a naive or premature concept and, above all, irrelevant in a
European Union of presumably independent member states.

This is carrying political irresponsibility to breathtaking heights. To
be fair, a terrorist-engineered event whose impact spreads across multiple
frontiers in Europe would unavoidably create chaos, no matter how strong
a civil emergency structure. But a response mechanism that cannot auto-
matically rely on pan-European military support and logistics, that is not
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predicated on clear, predefined civil-military command chains that account
for all of Europe’s internal frontier regions will lead to anarchy. Europe is
not prepared in this regard.

This is not to say the continent is doomed to ineffectiveness; it is not.
There are cause-and-effect lags on both sides of the Atlantic. Indeed, in
certain policy areas the European Union is moving faster than the United
States, which cannot guarantee the inviolability of its own borders and
which faces enormous logistical and administrative challenges in fusing
over 20 national agencies and 180,000 government workers into an effec-
tive Department of Homeland Security. The EU’s law enforcement agencies
have a long, if informal tradition of working together, a cross-border prac-
tice that is now spreading to other national agencies and ministries of the 25
member states. For example, cooperation in setting up common databases
among its judicial and border control authorities in the fight against terror-
ism is making good progress. The EU is also consolidating its coordination
of civil-emergency response networks and identifying national inventories
of medical supplies, transport equipment, and other stocks that can be
shifted from one member state to another for disaster relief.

The problem in Europe is not one of threat perception. Its problem
is “sovereignty deception”—the increasingly desperate maneuverings by
member states to stave off federalism—and the attendant lethal risk of
retarding agreement on collective and comprehensive EU policies that
could prevent or minimize the effects of terrorist attack.

Sovereignty is a tired issue in Europe, but it is a tenacious one. None-
theless, it is under slow but steady attack via the EU’s inexorable, if some-
times imperceptible, march into policy domains that have been the exclu-
sive remit of individual countries. Europe’s national bureaucracies and its
politicians know this. Some sense it instinctively and accept the inevitable;
others scream and demand a clawing back of EU authority. Many member
states are doing their best to prevent this, and, in the short term, they may
succeed in winning tactical skirmishes. But in the long run, the force and
logic of the EU’s global responsibilities will shove them aside.

Europe’s national militaries have been curiously mute in this whole
debate surrounding Project Europe, be it homeland security or other topics
with military implication. Whether they have chosen, or been told, to let
their political masters do the dissembling or whether it stems from some
internal expediency to protect their own national command sovereignty is
unclear. But if Europe’s military authorities continue to simply ride it out



THE FRUIT OF EU HOMELAND SECURITY: MILITARY POLICY 235

silently and see what—if—the politicians decide, they too will share the
blame for not getting their cross-border house in order the day a disastrous
event blossoms across Europe’s homeland.

Fortunately, there are hints in Brussels that attitudes, both political
and military, may be starting to change about the wide-ranging exigencies
of homeland security and the military’s necessary involvement in it. But the
thinking in that direction is inchoate, hesitant, scattered, and still fraught
with doubt.

The Evolution of EU Homeland Security

As in the United States, the fall of the Berlin Wall and the Cold War’s
end meant Europe could focus on the more “innocuous” problems of
domestic security, such as organized crime, illegal immigration, drug-run-
ning networks, and money laundering activities. While the instability and
tensions produced by the Balkan wars of the mid-1990s certainly contrib-
uted to—and continue to exacerbate—these headaches, the region’s secu-
rity defaulted to NATO militaries to sort out, leaving the European Union
to spend the large part of the 1990s refining legislation to tackle its more
“prosaic” domestic challenges and trying to push national law enforce-
ment agencies to work more closely together. Driven in equal measure by
a need to crack down on financial crime and a desire by its member states
to squeeze undeclared tax revenues, for instance, the EU passed a series of
directives to clamp down on bank secrecy and money laundering.? It also
spent considerable energy encouraging more cooperation among national
judicial authorities, though the effect of that campaign remained rather
limited until the end of the decade.

Perhaps more significant from the point of view of shared domestic
security was the decision in 1992 to create Europol, the pan-European
policy agency in The Hague.? This was a step in the right direction, though
a limited one since Europol was not given the authority to request informa-
tion from national law enforcement agencies; its role was merely to facili-
tate/coordinate requests coming from national authorities. But it prefigured
more significant cross-border law enforcement developments to come. In
the same fashion, but getting an earlier start in the late 1980s, the Schen-
gen countries, named after the Luxembourg town where their agreement
was signed in 1985, began allowing citizens to circulate freely within their
collective territory. To enable this, they put together a common database of
visa files, known as the Schengen Information System. This, too, would lay
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the groundwork for later EU decisions to exploit this database and link it to
new ones for homeland security applications.

Despite the above formal moves, cross-border judicial and law
enforcement cooperation in Europe throughout the 1990s tended to remain
voluntary, ad hoc, and based on nonbinding political agreements. Informa-
tion was provided and coordinated among national authorities according
to a case at hand, though often not very quickly. Strategic intelligence agen-
cies, both military and civilian, continued to go their own way and did not
enter the policy picture.

Three events changed this. One was the agreement by EU leaders in
Tampere, Finland, in October 1999 on a new agenda of home affairs objec-
tives. Part of the reason behind this was a recognition that cross-border
cooperation in home affairs and judicial matters was not working very well,
or at least not fast enough to keep up with the EU’s unfolding single market
and the criminal elements taking advantage of its increasingly borderless
internal structure. The other reason was the EU’s looming enlargement in
2004 to take in a large chunk of Central Europe. Worries in EU capitals
about the newcomers’ porous borders was a major spur behind their deci-
sion to tighten cooperation.

The 5-year Tampere agenda laid down a wide array of objectives,
both political and legislative, to tighten cooperation among the EU nations’
judicial and law enforcement authorities, while guaranteeing civil liberties.
These covered measures to create a common policy on asylum and immi-
gration; integrated management of the EU external frontiers, including the
formation in 2005 of an EU border management agency; harmonization of
law enforcement instruments; and better use of Europol and other inter-
national fora to fight cross-border crime and regional terrorism within the
union such as Spain’s Basque separatist rebels.

Initial progress on Tampere was slow, however, until the second
event came along—the September 2001 terrorist attacks—which catalyzed
Europe’s home affairs agenda, causing Tampere to accelerate dramatically.
EU leaders wasted no time adopting an action plan for fighting terrorism,
since it was evident the EU would not be able to cooperate effectively or
quickly enough with the United States or other international interlocutors
in matters of intelligence, surveillance, law enforcement, and other security
imperatives unless it first vastly strengthened internal coordination among
its member states. A second and perhaps more embarrassing spur was the
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fact that U.S. intelligence agencies traced many of the logistical links sup-
porting the 9/11 attacks to terrorist operatives based in EU countries.

One consequence later to emerge from this reenergized Tampere pro-
gram was a more assertive European Commission determined to deflect
U.S. designs to impose, unadulterated, its homeland security imperatives
on Europe, particularly via Washington’s use of bilateral divide-and-con-
quer techniques. A good illustration of this was the Bush administration’s
moves in 2002-2003 to strike accords with individual EU nations to bind
them to its maritime Container Security Initiative—moves blocked by the
commission and replaced with an overarching EU-U.S. agreement.* Such
defensiveness on Brussels’ part, however, was more a tactical measure by
EU authorities rather than one of substantive opposition. Both sides of the
Atlantic largely agree on the ways their bureaucracies must work together
to counter terrorism.

The third galvanizing event and the one with the most ramifications
for Europe’s homeland security agenda was the March 11, 2004, bombings
in Madrid, which killed 191 and wounded another 1,800. As fate would
have it, the bombings occurred in the same year the EU was due to review
and update its Tampere agenda. The result was to accelerate that review and
to produce yet another strengthened 5-year set of home affairs objectives,
which was approved in November 2004.

Except for vague and incidental references to civil/military coordi-
nation for certain kinds of civil disaster, no mention of an explicit role for
Europe’s militaries in EU homeland security figures in either the EU’s 2001
counterterrorism action plan or its two 5-year home affairs agendas, includ-
ing the cascade of political initiatives and draft legislation that has flowed
from these agendas. Again, the subject is politely avoided in Europe’s poli-
cymaking parlors. A typical example of this blinkered approach is found
in the member states’ adoption in late 2002 of a program to improve coop-
eration across the EU to guard against and limit the effects of chemical,
biological, radiological, and nuclear (CBRN) threats—risks that Europe’s
armies have long trained to deal with because of the Cold War. There is
only a single reference to national military capabilities in the policy objec-
tives listed in the document’s operational annex,’ and this reference is rel-
egated to a footnote supporting, somewhat incongruously, a description of
a CBRN conference organized earlier that year by Europol.

The stark fact of international terrorism since September 2001, and
particularly its deadly impact in Europe in March 2004, has forced national
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and EU policymakers to start addressing, if gingerly, new strategic issues
and to rethink older ones—issues that have military implications for home-
land security, even if those implications remain unvoiced or played down
in official public discourse for the time being. While a single chapter of a
book cannot do justice to any analysis of the range of EU developments of
the last 4 years that, together, are likely to coax a role for military planning
in Europe’s homeland security to gestation, the following is a modest enu-
meration of the ones that seem the most important in this regard:

September 2001. EU leaders frame their broad action plan to fight
terrorism. It calls for much tighter cooperation among national
governments in judicial and law enforcement matters, intelligence-
sharing, and the control and surveillance of their common external
borders.

October 2001. The European Commission sets up its Monitoring
and Information Center (MIC) as a pan-EU rapid alert system
enabling one member state to alert all others of natural and man-
made disasters. This was followed in May 2002 by two comple-
mentary rapid alert systems, BICHAT (for biological events) and
ECURIE (for radiological events).

January 2001. Member states agree to create an EU Military Staff
(EUMYS) and an intelligence-analysis unit within the Council of
Ministers.

October 2003. EU leaders agree to create a Border Management
Agency to begin operations by mid-2005.

December 2003. The European Security Strategy is approved by
EU leaders to frame its external security stance.

February 2004. The Council of Ministers creates its so-called
Athena financing mechanism to accelerate the release of joint
member-state funding for EU-led military missions abroad.

March 2004. The EU appoints Gijs de Vries (The Netherlands) to
the new post of Counter-Terrorism Coordinator and tasks Javier
Solana, the EU’s top official for security and defense policy, to
widen cooperation among national intelligence services across the
European Union.



THE FRUIT OF EU HOMELAND SECURITY: MILITARY POLICY 239

m March 2004. A high-level panel of European security experts urges
the EU to set aside at least 1 billion euros per year from its budget
to support security-related research projects, starting in 2007.

= March 2004. The commission unveils a sweeping draft port secu-
rity directive to boost and extend the security of the EU’s 780 most
important ports.

m April 2004. Brussels and Washington sign an agreement on the U.S.
Container Security Initiative.

m July 2004. The EU’s European Defense Agency is officially
anointed.

m September 2004. The European Parliament creates its first subcom-
mittee on defense, reporting to the foreign affairs committee.

m October 2004. EU leaders sign the draft constitution, whose provi-
sions include reinforced civil emergency cooperation among its
member states, a solidarity clause based on mutual defense in case
of attack on one or more nations, and a general expansion of the
EU’s legislative authority in the field of justice and home affairs.

m November 2004. The commission unveils a sweeping new policy
that calls for the protection of critical infrastructure against terror-
ist attack across the 25 EU member states.

m December 2004. Europe’s transport ministers endorse the launch of
the development and operational phases of Galileo, the EU’s navi-
gation satellite network that will go live in 2008.

These are the EU’s vertical and horizontal policy axes that lie on a
complex institutional matrix.

Name That Rune: Military What?

As the above list suggests, EU homeland security initiatives are prolif-
erating, and, in their ensemble, one could assume they suggest a coalescing
civil-military strategy to confront threats to Europe’s domestic security.
Unfortunately, these elements do not intersect within the matrix—or not
enough, at least, to produce a coherent homeland security policy with a
bona fide military dimension. A brief analysis of each should help explain
why they preclude this coalescence for the foreseeable future.
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Action Plan to Fight Terrorism

As earlier mentioned, the EU’s post-9/11 antiterrorism plan and
judicial/law enforcement agendas do not address things military. Though
Europol’s authority has recently been shored up at the insistence of EU lead-
ers, its right to lead terrorist-related investigations—and especially its right
to demand information from national intelligence authorities—remains
weak and overly dependent on the goodwill of Europol’'s member organiza-
tions. Its role is essentially one of coordination. Perhaps more worrying, it
has no links, tangential or otherwise, to military intelligence sources about
terrorist activity, and there are no plans to do so.

Monitoring and Information Center

The commission’s 3-year old rapid-alert apparatus is well-equipped
and staffed to carry out its central function of triggering the public and
private segments of national civil emergency networks for an integrated
response to events across the European Union. It relies on the EU Joint
Research Center for satellite applications and other technical support,
for example, and has teams of experts trained to liaise with national and
regional authorities for purposes of logistics, linguistic aid, and other
forms of support. The problem, however, is that MIC is a voluntary civil
alert network activated only at the behest of a member state. Moreover, it
does not rope in national military assets or chains of command that could
be deployed in support of a pan-EU disaster. This is a gaping hole in the
Union’s homeland security landscape, as one EU official very close to the
issue recently confided: “EU leaders are aware of this and have tasked the
commission to include national CBRN assets that could be deployed in an
emergency. The commission is trying to do this, but it has virtually nothing
to show for it.” the official said.

The reason lies in the refusal of national military and political bureau-
cracies to entrust the commission with such information. Explains the offi-
cial, “National security offices don't trust the commission’s ability to prevent
confidential data from leaking. The functioning of MIC cuts across many
DGs [directorates-general] within the commission such as environment
or consumer affairs and they are not secured structures”® As for national
militaries, “they are extremely reluctant for strategic reasons to pass on to
the commission information about their stocks of available CBRN equip-
ment capabilities. And I don’t think this is going to change very soon,” said
the official.
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Similarly, MIC’s subalert networks for biological and radiological
events suffer the same problems. Governments and their high-security
research laboratories and storage facilities are reluctant to reveal the size
of vaccine and radiological protection stocks for either strategic reasons or
fear of public reprisal if the stocks are too low or outdated. This does not
offer the elements of a coordinated homeland security policy in these areas.

EU Military Staff

Though the staff carries out planning for out-of-area missions and
elaborates scenarios based on the EU’s security strategy, its contacts with
NATO’s far more seasoned operational planners—with whom it is sup-
posed to have some kind of relationship—are superficial. Moreover, the
EUMS remains secretive about the scope and direction of its work and, by
coincidence or design, has produced no documents of substance for public
scrutiny or debate. Its contributions to a more comprehensive homeland
security policy with a well-defined civil-military element, to the European
Defense Agency’s future work, and to a revision of the European Security
Strategy are potentially of great significance, but it keeps such a low profile
that it is virtually invisible. The public could not be faulted for asking: what
is its raison détre?

As for the council’s 4-year old intelligence-analysis unit, Solana has
been pushing since its inception to broaden the sharing among mem-
ber states of data from the EU’s major intelligence-gathering nations. A
deep skepticism still prevails among the 4 or 5 major intelligence-gather-
ing countries at the idea of seeing their information distributed to the
EU’s smaller member states and particularly to the 10 new members.
While there is a certain justification on their part about the reliability of
data security measures in these countries, homeland security demands
a hermetic approach within the EU’s territory to intelligence collection
and analysis.

Border Management Agency

This EU agency raises a host of logistical and political problems,
linked primarily to the fact that its official role will be merely one of coordi-
nation and that primary responsibility for actual border patrol/management
remains national. This means each member state will look after its section
of the EU’s share external frontier, with the Agency to distribute “alerts”
about suspicious movements of people, border incidents, and requests from
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one member state to another for help. It will also train “flying squads” of
border patrol personnel for dispatching from one region to the other as
needed.

While the planned extension of the Schengen Information System
IT to include biometric data in visas and passports will greatly boost bor-
der-movement awareness among the member states, there remains the
intractable problem that border and coastal patrol activities are organized
differently in each member states and splintered across a hodge-podge of
national agencies. Soldiers patrol borders in some EU nations, dedicated
border police in others. Military policy may cruise one national coast, while
naval or coast guard units do the same next door. Even within a given coun-
try, the navy may have responsibility for a port, but not littoral areas falling
outside the port. “It's an octopus with a hundred tentacles across the EU;
said a Swedish emergency response official. “It will take years and years to
sort out a system where everyone is communicating with everyone else”

European Security Strategy

The strategy needs major reconstruction work. It is a broad-brush
effort whose author, Solana, found himself forced to dilute its wording to
produce a document politically palatable to 25 countries. As a result, it suf-
fers two major faults, explains Jan Marinus Wiersma, a Dutch member of
the European Parliament’s Foreign Affairs Committee, who follows defense
issues. “The strategy is wholly oriented toward external threats, which
means it has no formal political, operational, or legal links to the EU’s
domestic security agenda,” says Wiersma.

The other problem arises from the EU draft constitution’s solidarity
clause: “This is not reflected in the security strategy, either. So we will have
this obligation for the member states to defend one another if attacked. But
the attacks today are terrorist in nature, which are often connected to things
external. Where’s the logic?” he said.

Athena

The member states are looking at ways both to expand their common
financial resources and to shorten their release further by cutting the time
needed for a decision from 6 weeks to 20 days or less. The councils idea is a
big step in the right direction, even if the amounts involved are still modest.
But, again, it excludes any application of this principle to possible joint mili-
tary operations dealing with a homeland security event within EU borders.
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EU Counter-Terrorism Coordinator

De Vries is quietly but insistently raising the need to address home-
land security in its fullest sense—military and civilian—at every opportu-
nity in discussions within the council’s Political-Security Committee, the
EUMS, and the defense agency. But his office is woefully understaffed and
his pleas are bumping into the hard walls of sovereignty deception.

Security-related Research Projects

The EU’s goal of a research budget of 1 billion euros per year in 2007
is likely to be severely downgraded, according to EU and defense indus-
try officials. One policy adviser to Giinter Verheugen, the EU’s Enterprise
and Industry Commissioner responsible for security research, says a range
of 400 to 500 million euros is more realistic, and there are fears among
Europe’s major defense companies who follow the debate closely that it
may shrink even more. “Anything below 300 million euros would not be
a serious approach to security research in the EU, when the United States
is spending five times that,” said one executive at the European Aeronautic
Defence and Space Company (EADS).

Furthermore, due to concerns about public sensitivities, EU poli-
cymakers avoid, whenever possible, any acknowledgment of the budget’s
application to defense research, referring only to its possible “dual-use”
dimension. This coy wordplay does no service to promoting dialogue about
the defense and military aspects (and research needs) of homeland security.

Port Security Directive

This directive leaves it up to each national or regional port authority
to strengthen security standards in and around its port facilities. Because
so many actors are involved, coordination of the information networks
necessary to link the 780 ports to their surrounding critical infrastructures
is exceedingly complicated. Many of Europe’s ports share territory with
NATO naval facilities, but the EU and NATO have no official dialogue to
coordinate against terrorist intrusion or consequence management.

U.S. Container Security Initiative

While the U.S. initiative aims to guarantee the security of all U.S.-
bound maritime containers departing EU-U.S. designated ports in Europe,
no civil-military interface is provided for in the agreement; reference to the
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military’s involvement in threat reduction or consequence management
within the ports is absent.

European Defense Agency

This organizaiton stands to play an important role in supporting the
development of homeland security, but its legal remit is yoked to things
related to and common EU foreign and security policies (that is, identifica-
tion of equipment for forthcoming EU rapid reaction units, future military
requirements) and to defense industrial issues (research priorities, program
management, and so forth). It has no direct involvement in homeland
security issues.

Subcommittee on Defense

The European Parliament subcommittee on defense, reporting to
Foreign Affairs, is a positive institutional development and a necessary
forum for generating ideas and voicing criticism of the EU’s institutional
and legal fault lines in the realm of homeland security. But, this being the
European Union, it has no binding oversight whatsoever on defense and
military matters, whether for homeland security or European Security and
Defense Policy.

Draft Constitution

In a similar twist, the EU’s draft constitution will reinforce civil emer-
gency cooperation among the member states by shifting many areas of
legislative initiative in the field of justice and home affairs from an intra-
governmental footing (that is, falling outside the EU’s legal framework) to
one based on the European Union. This means the European Commission
will have the right to initiate, and withdraw, binding legislation on the 25
member nations. However, the treaty does not make any formal linkage
between the commission’s soon-to-be-expanded justice and home affairs
competencies in the field of homeland security and the external dimension
to homeland security.

Infrastructure Protection

The commission’s proposal for protection of critical infrastructure
against terrorist attack across the 25 EU member states points to the same
problems of sheer complexity as those of border management and port



THE FRUIT OF EU HOMELAND SECURITY: MILITARY POLICY 245

security, with the added element that the private sector in all its diversity
will be involved as well.

Galileo

After several years of institutional hiccups, implementation of the
EU’s navigation satellite is getting off the drawing board. Though primarily
commercial, it will reserve a slice of its operational capacity and broadband
spectrum for military and intelligence needs. Europe’s high-resolution
technologies and applications for Earth observation are already functioning
and available for homeland security ends, such as littoral and ship surveil-
lance, chemical cloud analysis, or detection of certain kinds of illicit surface
transport activity. While the EU does envisage usage of Galileo for certain
homeland security tasks, control over the information that the system will
produce breaks down into national authority. The thorn of sovereignty
deception also manifests itself in today’s absence of an agreed set of com-
mon security rules among EU countries to govern the future collection, dis-
tribution, exchange, and analysis of intelligence that Galileo will generate.

“We don’t know what our governments are arranging among them-
selves or what they expect from our industry;” said the EADS executive.
“It’s a blank space for us” Though Verheugen insists this is not a problem,
flatly having asserted during the EU’s February 2005 Earth & Space Week
in Brussels that the satellite system’s security arrangements will be fully
worked out by 2008, Europe’s defense industry remains skeptical. “That’s
not a lot of time for so many governments to get an agreement. I have my
doubts,” said the EADS executive.

Though woefully short of nuance, this plus-and-minus schema of
EU initiatives points to a jumble of policy strands and interfaces that loop
and double back on one another in endless and often impenetrable contor-
tions. Like an old-fashioned switchboard with a slightly devious operator
in control, the strands that fire a decision only connect according to an
occasionally impulsive choice and sequence of institutional buttons. At any
rate, the homeland security button for “military” suffers a short circuit to
all the others.

Conclusion

The prospects for a military component in an EU-level homeland
security structure are not promising without a number of major shifts in
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policy. Even assuming by some miraculous stroke of luck and political
vision these changes were actually effected, the inertia of collective insti-
tutional forward movement in Europe is such that it would still require
several, if not many, years before military planning is integrated into an
EU homeland security policy in a way that is meaningful for preventing or
dealing with the transfrontier effects of a terrorist incident.

What are some of the policy changes needed? An immediate priority
is the EU’s security strategy. Its content and legal footing orients it wholly
toward threats external to the EU; this is patently misguided, given the
obvious fact that terrorism knows no boundaries, internal or external.
Regardless of the separate “pillars” or legal footings on which the EU’s treaty
rests, its security strategy needs linkages—legal and operational—between
the EU’s justice and home affairs competencies and its ESDP prerogatives.
The institutional walls that block rapid liaison and information exchanges
between the member states’ judicial, law enforcement, intelligence, defense,
and military establishments need to come down, accompanied, of course,
by laws that protect privacy rights for the innocent. An outward-fac-
ing ESDP divorced from an inward-looking homeland security policy is
a recipe for confusion and disaster. The member states would be wise to
let Solana and de Vries immediately begin revising the doctrine in this
direction—and to widen and deepen intelligence exchanges among the
member states.

On a different operational level, EU leaders should compel their mili-
tary bureaucracies to provide the commission’s MIC alert center with non-
strategic information about the kinds of CBRN equipment and supplies,
including vaccines, in their inventories to compile a complete picture of
what is available across the EU as a whole. If national governments continue
to point to the low security status of commission facilities as an excuse for
not doing so, then the commission should upgrade the security of its build-
ings and data networks as quickly as possible to assuage the concerns of
national governments and their militaries.

The EUMS should be tasked to analyze the consequences of a wide-
ranging terrorist events within the EU (chemical, biological, disruptions to
infrastructure) and their implications for cross-border cooperation between
national militaries. It should be instructed to collect data on the available
military personnel, equipment, and supplies in border areas between mem-
ber states for deployment in support of civil emergency authorities; identify
the most important demographic and infrastructure sites with a cross-border
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dimension (major power lines, water supply systems, cargo railway tracks,
rivers) to be secured in such events; and, finally, predefine the military
chains of command that cut across national frontiers as needed.

There is no reason why the council’s Athena funding mechanism
could not serve as a model for covering the joint costs of cross-border
military deployments within the European Union in response to a homeland
security incident. Nothing in the EU treaties prevents this. As a rebuttal,
national capitals will argue that Athena covers only the common overhead
costs of EU military missions abroad, leaving basic operational costs to “fall
where they may” into the separate national budgets of a mission’s partici-
pating member states.

But from that reasoning one cannot infer there will never be joint
overhead military costs associated with emergency reaction to a transfron-
tier homeland security incident. On the contrary, one might ask, what pre-
vents a EUMS paper exercise from identifying the necessary shared costs
in advance, with the goal of financing them from common money just as
Athena does for foreign missions?

Such a “homeland security Athena” mechanism could prove par-
ticularly valuable for a member state whose rapid reaction capability is too
small or inadequate to deal with an incident. Secure in the knowledge that
cost arrangements and command chains have been arranged in advance,
this would enable it to immediately call on neighboring forces for conse-
quence management support and relief. Indeed, one could argue that the
rationale of joint overhead military costs for the EU’s homeland security is
a greater imperative than that for Athena, since Europe’s reaction to a cross-
border terrorist incident cannot be foreseen or planned months in advance
as was done for the EU’s military missions in Africa and the Balkans.

In a similar vein, the EU’s Border Management Agency could be
tasked to identify and test how well all the different border control authori-
ties are working along the Union’s shared frontier, and whether cross-bor-
der contingency plans exist for drawing on military forces in case of a severe
threat to the EU’s homeland security. Given the EU’s ambitious designs to
secure its maritime and inland ports and related inland infrastructure, such
as power plants and transport networks, common sense suggests a need for
close cooperation and information exchanges between port authorities, the
Border Management Agency, coast guards and navies, and all the public
and private parties with a stake in logistics chains that link Europe’s hinter-
land to its ports. Even if the EU and member states have a master plan for
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doing this, which is very unlikely, it surely will need a rationalizing eye cast
over it to make sure it is working. However, given the EU’s “pillar” structure
and sovereignty deception, no such eye seems possible for the time being.

In sum, a daunting and corrugated obstacle course spreads out before
the European Union, a policy terrain that will take an enormous force of
will to level before the military component of a pan-EU homeland secu-
rity policy can be smoothly rolled out and joined to the evolving civilian
one. Unless the 25 EU nations give serious consideration to accelerat-
ing their debate about the cross-border military dimension to homeland
security, then they consign their continent to the whims of circumstance.
As the EU official concluded, “despite all the member states” good inten-
tions and declarations, I fear that only a terrorist catastrophe is going
to force capitals to move as one on homeland security and the military
issue” While the official’s fatalism probably is not misplaced, there is always
the possibility, however slim, that enough policymakers within the EU’s
hallways will start “connecting the dots” and realize that the military’s side
to homeland security demands more urgent attention.

A cautious pessimism suggests that this might happen, though
whether it leads quickly enough to operational changes is another matter.
Ironically, it was not a terrorist event, but a natural one, that has pulled EU
thinking about the uses of military capabilities for homeland security in
this direction. The colossal tsunami that hit southeast Asia on December
26, 2004, cruelly revealed how unprepared Europe and many other parts of
the developed world were to deal with its consequences in terms of rapid
civil emergency response. Quite naturally, it has raised the same question in
the minds of many European policymakers: What if a transregional disaster
of this proportion were to hit our continent?

Virtually all of the rapid deployment capability Europe possesses
lies within its military domain. This sobering fact has started to sink in
at the European Commission and European Parliament and, crucially,
at the Council of Ministers, where the subject of civil-military coopera-
tion at the level of the European Union is now being discretely probed by
Solana, de Vries, and others. The discussions are still whispered, with a
nervous edge to them due to the political and institutional taboos that
traditionally adhere to them. But the crucial thing is that the topic is being
explored. And even a whispering awareness of such import is better than no
whispers at all.
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Notes

! A typical example of this rhetoric can be found in a December 2, 2004, statement featured on
the official Web site of Benita Ferrero-Waldner, European Commissioner for External Relations and
European Neighbourhood Policy. Noting that the EU and its member states are the world leader in
development aid, accounting for 55 percent of all aid handed out each year, she declared: “Our priori-
ties will be to tackle poverty, to promote sustainable development, to build democracies, support good
governance and respect for human rights. Europe does not have to choose between tackling extreme
hardship in Africa and helping developing countries take their next steps up the ladder. We have
a duty to do both” See <http://europa.eu.int/comm/external_relations/news/ferrero/2004/poster_
021204.htm>. More recently, on the eve of President George W. Bush’s February 22, 2005, meeting
with EU leaders in Brussels, Martin Schulz, leader of the 202-strong Socialist Group in the European
Parliament, declared: “We are not in principle against military intervention where appropriate and in
a UN [United Nations] context but the unique element of our European strategy is the stress we put
on prevention and peaceful solution of conflict. A civil superpower must address global terror. This
also means concentrating on the elimination of poverty, environment questions, human rights abuses,
cultural and religious intolerance and providing help for the reconstruction of failed states.”

2 See Directive 91/308/EEC of the Council of Ministers, June 10, 1991, on prevention of
the use of the financial system for the purpose of money laundering, EU Official Journal L 166,
28/06/1991, P. 0077-0083; and the subsequent amending Directive 2001/97/EC of December 4, 2001,
EU Official Journal L 344, 28/12/2001, P. 0076-0082.

3 For the history, structure, and functioning of Europol, see <www.europol.eu.int>.

* See European Commission press release of November 11, 2003 (IP/03/1565), announcing
the agreement in principle, which led to formal signatures 3 months later. For a chronology of report-
ing on the developments leading to the agreement, see the author’s stories for Defense News at <www.
defensenews.com>.

% See Council document 14627/02 of November 21, 2002. Stating that the EU security and
defense instruments are designed only for external use and not for application inside the European
Union, the footnote’s last sentence sums up the situation: “The use of national military capabilities
and specialized units for support of the protection of civilian populations may only be provided, case
by case, on a bilateral basis or through the Community mechanism.”

¢ Indeed, the only venue within the EU executive’s scattered facilities in Europe that meets the
stringent security requirements of NATO is the top 12t floor of the Charlemagne building in Brus-
sels, reserved for the European Commission’s External Relations Directorate-General, where limited
discussions and exchanges of documents take place between commission and NATO officials.
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