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National Security Reform and the 
National Security Strategy of the 
United Kingdom

Presenter�
Presentation Notes�
Opening - It’s good to be here. Many thanks for giving me the opportunity to speak. National Security Reform is a huge subject. And I’m in a room full of experts - which is excellent. I asked myself how best to survive in front of such a crowd. And I decided that, after a day of telling yourselves how things could be done better, I’d aim for flattery instead. And talk about an idea the UK admired, and stole quite shamelessly from the US. 

�



National Security Strategy: The Remit

‘The Government will publish a National Security Strategy 
setting out our approach to the range of security challenges 
and opportunities we face, now and in the future and both at 
home and overseas. The strategy will set the framework for 
taking forward those issues across a range of departments 
and agencies, and provide the basis for deciding on changes 
in priorities to reflect changed circumstances.’

The Governance of Britain, July 2007

‘Let me confirm to the House that in future we will publish a 
national security strategy, and that the first will be published 
and presented in the autumn to Parliament for debate and 
decision in this House.’

The Prime Minister, 25 July 2007

Presenter�
Presentation Notes�
1 - In one of his first statements as PM, in July 2007, Gordon Brown undertook to develop the UK’s first national security strategy. The strategy itself was unveiled in March this year.

We already have strategies in many areas, for example CONTEST which sets out the UK’s counter terrorism strategy. But until now we have not articulated in a single document the Government’s overarching views and our strategy for protecting the citizens of the United Kingdom. 

We knew you had one. And that was about it. And one of the first questions we had to ask ourselves (when we realised we couldn’t plagiarise yours completely) was how should we define national security? �



National Security Strategy: Initial Questions

How should we define national security?

What should a National Security Strategy be for, who is the 
audience?

What should be covered in it?

What relevant strategies already exist (including risk/threat 
analyses and wider horizon scanning work)?

Where are there gaps in our strategies/policies, and is there 
any need to adjust our priorities?

What announcements/initiatives might usefully form part of 
published NSS later on publication?

Presenter�
Presentation Notes�
2 - What do we mean by that term? And there were others as well. Who is the audience for this work? What should be covered? Where are there gaps? �



National Security Strategy: Guiding Principles

The NSS should be broad in scope.

The NSS should not be viewed through the prism of one issue, e.g. 
terrorism.

It should cover topics not traditionally thought of as security issues, 
e.g. Climate Change.

It should reflect the priorities over the short term (next five years) 
and longer term (beyond the next twenty years).

It should clearly articulate security challenges to the public.

It should act as a framework for taking security issues forward 
across Government.

Presenter�
Presentation Notes�
3 - Our answers were very broad. Some guiding principles that were agreed upon are on this slide. And we decided that ultimately national security was the responsibility of everyone. That our view of national security covered international development, poverty reduction, climate change and energy security as well as “traditional” security issues such as counter-terrorism and defence. �



National Security Strategy: a Broad Approach.

Terrorism
Proliferation
Global/regional policies, priorities and means
Conflict prevention/failed and failing states
Development, including health
Climate change (especially security effects)
Resource security/competition – energy, food?
Hedging against inter-state conflict
Globalisation/economic shocks
Mass Migration
Promotion of economic stability
International organisations/international security framework (Organised crime 
Espionage
Natural disasters
Pandemics
Protection of critical national infrastructure/resilience
Core national capacities, eg Defence Industrial Strategy (?) – ruled out.
Demographics/UK workforce (?) – ruled out.
Immigration/assimilation/social cohesion

Presenter�
Presentation Notes�
4 - I’ve put up a list of things that we looked at. You’ll notice that there are quite a few. And that not very many were ruled out.

Quite simply we face an uncertain international landscape with new security challenges: a new terrorist threat of a different scale and nature; the persisting threat of nuclear weapons; new forms of attack (eg electronic); increasing risks (eg pandemics); and a deeper understanding of how issues like climate change and competition for energy affect our national security.

Issues which were once local, national or regional are now global. Twenty years ago the terrorist threat to the UK came principally from the IRA, and the nuclear threat came from the Soviet Union; now we face a loose affiliation of terrorist groups and networks spanning the globe; we face potential nuclear proliferation to fragile states and unstable regions, and the possibility of nuclear material falling into the hands of terrorists; we see how failed states (Afghanistan) or regional tensions (Middle East) affect our national security at home. Domestic and international security are more connected than ever before. 

So how on Earth do you tackle that? What reforms do you need?�



National Security Strategy: Meeting the Challenge

We need to mobilise all the resources available:

the hard power of military, police and security services

the persuasive force of diplomacy and cultural connections

the authority of strengthened global institutions

the power of ideas

Presenter�
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5 - Well what our strategy says is that we need new approaches both at home and internationally. The National Security Strategy places a great emphasis on partnership at all levels of government and society to tackle the challenges we face in particular from violent extremism and in responding to domestic emergencies. And internationally the UK recognises that we can’t provide national security alone. We must work through multilateral institutions and partnerships – isolationism won’t work. Indeed, and flattering you once more, the document states clearly that our “partnership with the United States remains our most important bilateral relationship, and [is] central to our national security.”

And the strategy is clear that to meet these challenges we need to mobilise all the resources available:

the hard power of military, police and security services

the persuasive force of diplomacy and cultural connections

the authority of strengthened global institutions; and

the power of ideas

So we need to do more jointly. Firstly internationally. I could say a lot about this, but I’m not sure how well it fits under the national security reform tag so I’ll restrict myself to saying we need broader alliances and a reformed international architecture to tackle common challenges. We have it as a priority to try and use our diplomatic weight to strengthen NATO, EU, the UN, and for example we are working to expand the UN Security Council to give greater impact  to decisive international action

We also believe that there is a need to do more to coordinate the efforts of Government and wider society – including the public, private and voluntary sectors. National security includes helping communities at local level to build their resilience to deal with emergencies, and to do this we are

consulting on  new community resilience  networks; and

for the first time publishing a National Risk Register, making public information previously held privately within Government, so the British people can see at first hand the risks we face, and plan accordingly �



National Security Strategy: Whitehall 
Stakeholders

No 10
The Cabinet Office (incl. OD Sec, CCS, Assessments Staff)
The Home Office (incl. OSCT)
FCO
Our embassies abroad, via the FCO
MOD
DfID
HM Treasury DEFRA
BERR (energy security/export controls) – TC/MW
DCLG
Ministry of Justice
Cabinet Office Comms Group & No 10 Press Office
HMRC
The Security and Intelligence Agencies
SOCA

Presenter�
Presentation Notes�
6 -  But I’ll look in most detail within Government. A test of how well you know British Government is this list of acronyms. All of them represent an Institution involved in creating the strategy. It is a very simple example of the benefits and necessity of working together. But perhaps a better example of joint working, one that was announced within the strategy in March and is now up and running; is our integrated civilian-military HQ, headed by a civilian, in Helmand, and delivering a more integrated approach across security, and improving governance, and economic development. �



Main recommendations for the centre of 
government

Strengthen the work of horizon-scanning and forward 
planning
Strengthen the capability to offer a strategic perspective on 
security priorities and improve connections between defence, 
development, foreign and domestic security strategies
Create a national security forum, including representatives 
from government, politics, academia and others, to discuss 
strategy and exchange ideas
Publish a national risk register 
Publish an annual update on the security challenges facing 
the UK and progress on implementing the strategy

Presenter�
Presentation Notes�
7 - There are plenty of other lessons and recommendations for government as well. The need to strengthen work in horizon-scanning and forward planning across Government (we have for example just appointed the first Strategy Director in the Ministry of Defence); the need for our diplomats to shift effort away from Europe and towards key regions, for example the Middle East and South Asia; and the need for them, when there, to engage with wider public opinion and not just host governments; the creation of the Research, Information and Communication Unit in London, which aims to ensure that both our domestic and oversees communication supports rather than hinders our counter-terrorist effort, that counters – rather than fuels – the terrorist narrative and helps to build co-operation between all sections of society at home and abroad who oppose the actions of violent extremists; and finally the need to improve connections between defence, development and diplomacy.�



Conflict Prevention Pool

Tri-departmental: FCO, MOD and DfiD – all must agree on 
total spend

For long term conflict prevention projects

£112M in FY 08/09

6 regions (including the Balkans, North Africa and South 
Asia) 

2 themes (International Capacity Building and Small Arms 
Control )

Presenter�
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8 - We need to be willing and able to take selective preventative action before serious conflict or stability develops. This includes using military resources if necessary – only as a last resort. To help us do this we have formed The Conflict Prevention Pool. It allocates resources on a rolling three year basis between programmes, and has £112M to spend in 08/09. The money is managed by our Development and Foreign Affairs departments together, with Defence players represented at all meetings. Annual bids for resources are made by November each year, and our Secretaries of State agree them each January. And there responsibilities are both regional (including the Balkans, North Africa and South Asia) and thematic (International Capacity Building and Small Arms Control). Priorities are discussed and agreed across Government. We need to do more like this. �



Ministerial Committee on National Security, 
International Relations and Development (NSID) 
Composition

Prime Minister (Chair) 
Secretary of State for Foreign and Commonwealth Affairs (alternate Chair) 
Secretary of State for the Home Department (alternate Chair) 
Chancellor of the Exchequer 
Secretary of State for Justice and Lord Chancellor 
Secretary of State for Defence; and Secretary of State for Scotland 
Secretary of State for Health 
Secretary of State for Environment, Food and Rural Affairs 
Secretary of State for International Development 
Secretary of State for Business, Enterprise and Regulatory Reform 
Secretary of State for Transport 
Secretary of State for Communities and Local Government 
Secretary of State for Children, Schools and Families 
Minister for the Cabinet Office; and Chancellor of the Duchy of Lancaster 
Attorney General 

Other Ministers, the Chief of the Defence Staff, the Chairman of the Joint Intelligence Committee, the 
Heads of the Intelligence Agencies, the Commissioner of the Metropolitan Police, and the 
President of the Association of Chief Police Officers may be invited to attend as required. 

Terms of Reference 

“To consider issues relating to national security, and the Government's international, European and 
international development policies”

Presenter�
Presentation Notes�
9 - I think NDU wanted me to say a few words on oversight. The Ministerial Committee on National Security, International Relations and Development (NSID), chaired by the Prime Minister, oversees the implementation of this strategy, and much else besides. Including the priorities of the Conflict Prevention Pool. You can see from the slide that’s it’s a reasonably formidable group. And again represents cross government working.

Parliament also has a role in oversight, mainly through the responsibilities of Parliamentary Committees such as the Intelligence and Security Committee, and the Defence Committee. But it is worth noting that our system has far fewer checks and balances, for better or worse, than does yours. 

I’d like to close by re-iterating what the UK concluded during this work. When looking at our national security needs we discovered that we needed reform that helped to build a more realistic, long-term, integrated approach. 

more realism: In terms of what we can expect our military to do; in the need for greater prioritization in the Foreign Office; and a strong focus on counterterrorism.

addressing the long term causes: new focus on hearts and minds; on conflict mediation; on political and economic reconstruction in post-conflict stabilization; and on the effects on security of the long term challenges of climate change & global poverty

broader partnerships: Government can’t defeat these new challenges by itself: we need new partnerships with business (to protect our critical national infrastructure and crowded places), local authorities, and communities; as well as strong international relationships; and 

more integrated: we can see the links between terrorism and organised crime in Afghanistan; the vicious circle in parts of Africa of poverty, disease, poor governance, state failure, violent conflict, and extremism. New global trends of climate change and pressures on water, food and energy will hit hardest those countries least able to cope. And we need to tackle these problems in an integrated way.

What we agreed we needed to do therefore is bring together both in the strategy, but more widely across government wherever possible all parts of govt: security, armed forces, policing, diplomacy, and development, whether on counter terrorism, counter proliferation, tackling conflict, or building up resilience at local level to deal with emergencies. The Conflict Prevention Pool is an example of this, the Research, Information and Communication Unit is an example; and our integrated civilian-military HQ in Afghanistan is another. 

Looking forward we will have to find more examples of how to do this. We are creating one here in Washington in our Embassy. I sit in our Foreign and Security Policy Group as a civilian from our Defence department. I sit alongside civilian colleagues from the Foreign Office, and an Army Brigadier, as well as a number of other military men. And a development expert from our International development department, and a CT expert from the Home Office.

I think it’s a great model for how we should be working across Government.  And something we’ll be doing more and more of.

Thank you �
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