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Introduction

The Joint Warfighting Center’s joint training division is afforded the unique
opportunity to visit and support commanders and staffs of joint headquarters
worldwide as they prepare for, plan, and conduct operations. We gain insights into
their challenges and their derived solutions. We analyze and compare practices
amongst the different headquarters, reflect on the various challenges, techniques
and procedures, collaborate with other agencies and the Services, and draw out and
refine what we term “best practices,” which we share across the community. We
particularly discuss many of the insights on design and planning laid out in joint
doctrine, FM 3-0 (Operations), and FM 3-24/MCWP 3-33.5 (Counterinsurgency).

This 2" edition supersedes the September 2006 “Insights” paper incorporating many
of the insights and best practices observed over the past two years as we
participated in ongoing operations and joint exercises, particularly in the irregular
warfare environment. We continue to stress the commander-centric nature of
planning and operations while recognizing the critical importance of the staff. We
delve into the development of trust and confidence necessary for today’s operations.
We also discuss the importance of providing a common framework to bring planners
and operators from different Service and US government agency cultures together to
achieve the unity of effort necessary to accomplish national objectives.

We have added a section on “design,” addressing the need for problem setting,
guestioning assumptions, and paradigm setting prior to conduct of the well known,
established planning process. We also further discuss the integration of lethal and
nonlethal capabilities. We additionally discuss the rationale to move away from
“effects-based operations” terminology.

We emphasize that future conflicts may run the full spectrum from peace to general
war and address the implications of irregular warfare and hybrid war.! These
conflicts, especially those in irregular warfare arena, are multidimensional, rooted in
the human dimension, and defy full understanding and predictable solution sets. Nor
can these conflicts normally be solved by military means alone. Success often
requires a long term approach with the military operating as part of a
comprehensive, whole of government effort — the essence of unified action. This
demands an inclusive mindset to harmonize and synchronize our military actions,
both lethal and nonlethal, with the many stakeholders, both interagency and
multinational. It also argues that we continue developing agility and adaptability in
our leaders through education, training, and experience.

We will continue capturing and sharing insights and best practices in subsequent
insight and focus papers. Please pass on your comments to the Joint Training
Division POC for insights and best practices, Mike Findlay at (757) 203-5939 (DSN:
668) or email: michael.findlay.ctr@jfcom.mil.

! Frank Hoffman addresses the hybrid war concept (the simultaneous use of multiple types of warfare — a
combination of traditional warfare mixed with terrorism and insurgency) in a Potomac Institute for Policy
Studies paper titled “Conflict in the 21% Century: The Rise of Hybrid Wars” dated December 2007.
(http://www.potomacinstitute.org)
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1. Executive Summary

Our U.S. military has significantly evolved over the past 10 years as we have

adapted to an increasingly complex environment experienced in such places as Iraq

and Afghanistan, as well as all aspects of the Global War on Terrorism (GWOT) and
other world-wide security challenges.

e Complex environment: Globalization, the information revolution, non-traditional
adversaries, and our changing military capabilities have significantly changed
today’s security environment. It has changed from that of the conventional cold war
“battlefield” to today’s complex irregular warfare “battlespace” involving the violent
struggle among state and non-state actors for legitimacy, power, and influence
over the relevant populations. While our most likely enemy is currently the
insurgent and terrorist, we must also be ready for conventional war, and as we
have seen with the Hezbollah in Lebanon... hybrid warfare. And as noted in the
introduction and FM 3-0, we recognize that today’s conflicts are multidimensional,
rooted in the human dimension, and defy full understanding and scientifically
derived solution sets.

e Unified action: Commanders have experienced the absolute requirement (and
challenges) for unified action - working inclusively with all stakeholders, both U.S.
and international, to understand and visualize this complex environment. We must
be prepared to integrate our military actions as part of a comprehensive, whole of
government approach to achieve strategic objectives — Unified Action. This need
for “inclusiveness” and “synergy” with other stakeholders is possibly the most
significant adaptation we must achieve to reach ultimate success, particularly in
today’s conflicts.

e Commander-centricity: Observations clearly reinforce the absolute importance of
commanders’ guidance and intent, applying their experience, instinct and intuition
in exercising “command” -- the “Art of War.” Mission-type orders laying out the
“what” versus the “how” are even more important in today’s environment. Mission-
type orders provide subordinates the requisite maximum latitude to adapt to
continually changing situations. This broad latitude for subordinates is essential;
we must guard against the tendency and lure of technology to entice us to wrongly
attempt to scientifically model outcomes and centrally control operations. We see
the most successful commanders building personal relationships, inspiring trust
and confidence, leveraging the analytical ability of their staffs while shepherding
and giving them guidance, and “decentralizing to the point of being
uncomfortable” to empower their subordinates.

e Design and Problem Setting. We're seeing much more attention given up front to
design — to problem setting. “Where planning focuses on generating a plan--a
series of executable actions-- design focuses on learning about the nature of an
unfamiliar problem.”® This focus is commander-driven, conceptual in nature, and
questions assumptions and methods, while attempting to gain a fuller
understanding to set the correct paradigm for subsequent planning and execution.

2 We attribute this quote to LTG Stan McCrystal who has promoted decentralization coupled with unmatched
information sharing to achieve remarkable agility and flexibility in operations.
® Source: FM 3-24 / MCWP 3-33.5 Counterinsurgency 15 Dec 2006




a. The complex environment and catalysts for change: The United States and its
allies are engaged in a protracted global war within a very complex security
environment. Our enemies are not only foreign states, but also non-state entities,
loosely organized networks with no discernible hierarchical structure. These
‘thinking’ adversaries can not be defined only in terms of their military capabilities.
Rather, they must be defined, visualized, and “attacked” more comprehensively by
all elements of national and international power, both lethal and non-lethal, with a
‘campaign’ versus single ‘battle’ mindset.

Four major catalysts for change: globalization; the information revolution; the
changing adversaries; and a smaller, more technologically enabled, military force
are the major change agents which have contributed to the complexity of this
environment and fundamentally changed the way the U.S. military operates today
across the spectrum of conflict.

e Globalization, the world’s open economic system of inderdependent global
markets, global communication systems, ubiquitous media presence, and
competition for scarce resources have all broadened security responsibilities
beyond solely a military concern.

e The information revolution has allowed unprecedented sharing of information
both for us and for our adversaries and has changed the nature and urgency by
which we both engage the media and influence target audiences.

e Our adversaries attempt to counter our conventional military superiority by
conducting varying forms of irregular warfare in their struggle for legitimacy,
power, and influence over the relevant populations. We will discuss the
implications of conventional, irregular warfare, and hybrid warfare later in this
pamphlet.

e Lastly, our force while recently growing in size is still smaller than during the Cold
War, albeit very powerful and technologically advanced, and we can no longer
solely rely on pure “massed forces” in accomplishing missions. Rather, we've
learned the value of an expeditionary mindset and the need to harmonize our
actions, both within the joint force and also with our interagency and multinational
partners, to best achieve our common objectives.

The combination of these factors has led us to adopt a more integrated approach to

crisis resolution which seeks to integrate military planning and operations with those

of other government and non government agencies and organizations together with
our international partners to achieve our objectives.

b. Unified Action: To a greater degree than ever, diplomatic, informational, and
economic factors, as well as military, affect and must contribute to national security
in this complex environment. We continually hear our operational commanders
saying that they cannot achieve strategic objectives solely through military action,
but must depend on the full government team to reach appropriate goals.

Unified Action - A Comprehensive, Whole of Government Approach. Military
operations must be carried out as part of a larger comprehensive, whole of
government approach to problem solving. This includes not only our government
and our USG agency partners, but also other nations and the private and non-
governmental sector. We continue advocating several ‘truisms’:



e The need for continual dialogue with national leadership in ascertaining the
problem, defining success, developing feasible policy direction and acceptable
courses of action with the necessary USG-wide resources.

e Recognition of the complex, interconnected nature of the environment and need
to work to better understand it.

e The value in analyzing the elements of the environment as interrelated and
dynamic variables that emphasize its human aspects.

e The need for inclusion with our stakeholders in gaining a common understanding
of the environment, problem, desired overarching end states, and necessary
conditions or desired outcomes to promote harmonized action.

e The ultimate accountability of the commander for success regardless of the
quality of higher direction, resources provided, and the degree of support by
others.

Inclusiveness: We've observed numerous best practices in the area of inclusiveness

with our interagency and multinational partners:

e Inclusiveness in understanding the complex environment and the problem: The
environment is more than a military battlefield; it's a human-based network that is
beyond a military-only ability to fully visualize and influence. We need the
perspectives and support of our stakeholders to perform well in this environment.
The stakeholders can help in defining the problem and visualizing/describing the
way ahead.

¢ Inclusiveness in developing plans and during execution: The best plans and
operations are those fully integrated with the other elements of national and
international power — from the very beginning of planning.

¢ Inclusiveness in assessment: Our stakeholders have unique perspectives and
expertise. Together they help us build a more enriched overall assessment.
Inclusion of civilian stakeholders from the beginning in assessment, estimates
and planning facilitate a more complete understanding of the nature of the
problem to be solved and actions required to solve it.

Synergy and Harmony: We fight as one team with our joint, interagency, and
multinational partners. These are not just words or a slogan; we depend on each
other to succeed in today’s complex environment. Obviously, such interdependence
can be viewed in some aspects as a risk, for we are depending on capabilities that
we don’t control. However, access to others’ unique capabilities can also better
ensure mission accomplishment. The joint force commander (JFC) achieves synergy
and harmony amongst the various joint force components through building of trust
and confidence, and deliberate crafting of the task organization and command
relationships to promote such synergy. The challenges of gaining synergy and
harmony with other USG agencies and multinational partners are somewhat greater
than with our joint partners because there may be no clear authority directing a clear
relationship with them that help ensures such a relationship. We see commanders
mitigating this risk through development of personal relationships and trust, use of
liaison elements, and conscious decisions on the degree of reliance with those
stakeholders for critical tasks.



Observed best practices continue to reinforce the value of gaining synergy and
harmony within this interdependent framework with other USG agencies,
international partners, and within the joint force. We’ve observed several best
practices for achieving synergy:

Development of strong personal relationships and the requisite trust and
confidence that your partners will be there when you need their help to
accomplish your assigned tasks — often referred to as “HANDCON” or
“WARCON.” We'll discuss the building of trust and confidence in section 4.

The higher commander’s setting of conditions by establishment of clear
command relationships, particularly supported/supporting command relationships
between components of the joint and coalition force, together with measures to
achieve unity of effort with our interagency partners.

Recognition that you don’t need to ‘own’ your partners’ assets in order to have
assured access to their capabilities.

c. Commander-centric operations: The commander’s role in “command” - applying
the “Art of War” - in this complex environment is critical. Without exception, we find
that commander-centric organizations out perform staff-centric organizations. Clear
commander’s guidance and intent, enriched by the commander’s experience,
instinct, and intuition are ingredients always found in high performing units.

Insights for commanders:

“The more things change, the more they stay the same” in leadership.

Personal relationships are essential — the foundation for successful joint,
interagency, and multinational world. Build these relationships, and foster trust
and confidence with your partners. We discuss trust building techniques later.
Your vision / guidance and intent provide clarity in today’s dynamic, ambiguous
environment. Mission type orders remain key to success.

Rely on your instinct and intuition while recognizing and leveraging the value of
the staff to assist in understanding the increasingly complex environment.
Working with your staffs, receiving benefit of their analysis and
recommendations, and then giving guidance and staying with and guiding them,
will result in better solutions in a fraction of the time.

Build a command climate and organizational capability that fosters inclusion with
your joint, interagency, and multinational partners in planning and operations.
Focus on unity of effort, not unity of command. Recognize the reality of different
perspectives and goals of your partners. Strive to arrive at a set of common
desired outcomes to promote unity of effort.

Stay at the appropriate level (i.e. the theater-strategic level for GCCs and
operational level for JTFs) to set conditions for your subordinates’ success.
Decentralize where possible to retain agility and speed of action. This will likely
entail decentralization — some operational commanders have termed the phrase
“become or accept being uncomfortably decentralized” as the only way to be
agile enough to take advantage of opportunities in today’s operational
environment. Too much structure can be the enemy.



2. The Environment.

Globalization, the information revolution, and likely adversaries have made today’s

environment much more
complex than what we faced
just a few years ago.
Operational commanders
have adapted to the realities
of this dramatically different
and more complex security
environment as depicted in
the figure. They operate in
today’s irregular warfare
“battlespace” while
recognizing the requirement

Battlefield to Battlespace (Operational Environment)
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associated with hybrid warfare.*

Globalization: Thomas Friedman, in The Lexus and the Olive Tree, defines
globalization as “The dispersion and democratization of technology, information, and
finance.” We see this today. Open economic systems allow for increased trade on a
global scale. Global brands foster familiarity and interdependence of economies and
institutions. Communications, transportation, and information technology, together
with this interdependency of economies, connects activity around the world all the
time. Events in one region have immediate impacts in other regions.

Globalization has also brought to the forefront other actors such as ethnic groups,
transnational, non-state sponsored terrorism, and organized crime organizations.
Globalization has precipitated more visible clashes of ideology through much fuller
awareness of contrasts and gaps in cultural, religious, and value differences. There
is more blurring of internal and external threats, and diminishment of traditional
notions and authorities of national sovereignty.

This globalization has security Information Age

ramifications. The world is much more 4 Security= Dle':f:f‘-‘;eﬁ";i‘z‘:
interdependent; it is more vulnerable to ;
regional issues, things like world oil flow, \ iR
terrorism, and population e i 8 1
displacements. This is reality; we’re

there, and we can’t back away from it.
Security in this global environment can
no longer be guaranteed by traditional,
military means alone. It has shifted from

>

Mature Global ization

* The simultaneous use of multiple types of warfare — a combination of traditional warfare mixed with terrorism
and insurgency. See footnote on page 1.



a military defense focus to that of using all elements of National Power.

Information Revolution: The information revolution has clearly changed the way

our world operates. We have
unprecedented ability to transmit and
receive data, and it is growing
exponentially, both in speed and
volume. This has affected us in
many ways: our command and
control systems have changed; we
have unparalleled situational
awareness; and we recognize the
full fledged, real time fight in the
strategic communication arena in the
war of ideas and influence. The
media has near instantaneous ability
to broadcast events around the

Information Revolution
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world, affecting both regional audiences as well as those in the U.S. Governments
have access to information much more quickly and may unilaterally make national

level policy decisions affecting our operations. And our adversaries have also gained
ability to gain and share information much more quickly and in some cases
surreptitiously.

Challenges: Together with the benefits of information revolution has come many
challenges. First, the amount of information often exceeds our ability to manage,
fully understand, and respond to it. Vital information is often camouflaged / buried in
the volume of transmitted data. And the human brain has not grown exponentially to
keep abreast of the flood of information. Second, not everyone is equal in their ability
to send, receive, and understand data. The ‘pipes’ are different; tactical units are
often not able to receive and process what higher headquarters can ‘pump’ out from
their larger headquarters and more sophisticated systems.

The information revolution has also changed expectations. We're expected to keep
up with or beat the numerous media reports; and tactical units may be inundated
with requests for information based on the insatiable demand for information both

from the media, national leadership, and

higher headquarters. A Nonstate Adversary

Adversary: Our adversary has also
changed. Our enemies are not only
foreign states, but increasingly are
nonstate entities, loosely organized
networks with no discernible
hierarchical structure. They operate in
an environment of failed or failing
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and increasingly dangerous weapons. Many of our adversaries are an increasingly
complex mix of local, regional and international organizations that can no longer be
defined or attacked solely in terms of their military capabilities.

Many of these adversaries realize the senselessness in attacking us symmetrically
in a conventional

military-on-military fight. Contrasting Conventional & Irregular Warfare
They engage across a Conventional Warfare Irreqular Warfare
range of means, N A
including irregular [ Eiect esied: > o] AR

. .. Influence Govt 7| Government influence Govt ¢ Government |
warfare, favoring indirect . . . .
and asymmetric s

O% \\

approaches as they fight
for influence over the N
relevant populations. L

~
~

’ 1 . e .~/ o

And as we’'ve seen in — £ > -

Lebanon, these thinking ol iom Contict \ i Guin o Ercce Swpport| | Enhancsor

opponents have

innovatively combined

fOfmS Of war and taCtiCS IRREGULAR WARFARE : “Aviolent struggle among state and non-state actors for
legitimacy and influence over the relevant populations. IW favors indirect and

to attack our asymmetric approaches, though it may employ the full range of military and other

o s capabilities, in order to erode an adversary’s power, influence, and will.”
VUlnerabllltleS. They ve DoD JOC: Irregular Warfare (IW), Sept 07

discovered the more
advantageous way of operating on the fringes — in domains not traditionally
associated as being within the realm of military operations. As a result, their actions
seek to target or influence the population and military forces of targeted countries
differently than in the past.

Even our potential nation state adversaries will fight us by taking advantage of
globalization, easily available technology, and the information revolution — those
same things that have dramatically improved our quality of life. They will fight us
through the internet, through terrorism, through diplomatic means by leveraging
sympathetic governments and international organizations, through the use of the
media, and by hurting us and our allies both economically and financially. Their
strength is no longer tanks, airplanes, and ships — it is financiers, webmasters, easy
access to technology, hiding among the populace, and terrorists. These adversaries
sustain themselves by nontraditional means — gone are the large, easily targeted
supply depots, the characteristic communication systems and headquarters. They
work out of nondescript locations, internet cafes, hotels, and safehouses.

Visualization challenge: We are challenged in both understanding and sharing our
understanding of this complex environment. The traditional, military-centric,
analytical approach that worked so well in the Cold War fight doesn’t allow us to
accurately analyze, describe, and visualize today’s networked, adaptable,
asymmetric adversary nor the adversary’s linkages with the environment in which he
operates. This adversary has no single identifiable ‘source of all power.” Rather,
because of globalization, the information revolution, and, in some cases, the non-
state characteristic of our adversary, this form of adversary can only be analyzed,



described, and holistically attacked in a broader context through a prism of largely
non-military variables.’

Understanding and Analyzing the Environment: Every joint headquarters we've
observed has implemented some form of broader perspective to better understand
and visualize the complex environment to assist in campaign and operational level
planning. They have all emphasized the need for an expanded description of the
environment beyond that solely of a traditional military battlefield view to a more
multi-dimensional view. The need to view the world as complex and interconnected
is becoming essential for many disciplines. Thomas Friedman described this well,
“For me, adding financial market dimensions to politics, cultural, and national
security was like putting on a new pair of glasses and suddenly looking at the world
in 4-D. | saw news stories that | would never have recognized as news before ...

causal chains of events that - -
| never would have identified Expanded View of the Environment

. .. - Understanding and Visualization Challenge -
before. | saw invisible hands g g

and handcuffs impeding
leaders and nations from
doing things | never
imagined before.” [Lexus
and the Olive Tree, p 22]

"Strengths

J W eak e

Successful Commanders b e Relationships
understand this reality. They Conventional Military Environment
have recognized the Environment re than a Conventional Military Environment...

(Time — Space) (Political, Military, Economic, Social,
Information, Infrastructure Variables)

importance of understanding
the various aspects of the

of Gravity

environment — many use

some form of Political, Military, Economic, Social, Informational, and Infrastructure
(PMESII) variables to view and describe the broad aspects of the environment
recognizing that these may differ across environments.® Additionally, they recognize
the complexity of the interrelationships between these variables of friendly,
adversary, and neutral or unaligned groups.

The use of these “PMESII” variables within a broader paradigm better enables a
shared understandable visualization of the complex environment across both military
and non-military audiences. We see this common visualization framework as the first
key step in promoting cohesive action amongst disparate players.

Some argue that our adversary can be precisely defined and modeled through
“systems analysis” — and that we can predict his behavior. Operational warfighters
and we both strongly disagree. Today’s environment is far too complex and human
based for reliable modeling and deterministic prediction of outcomes. That said, we
have seen the value in using a systems perspective and some of the systems

® We use the term “variables” in lieu of the former use of the term “systems” to emphasize the changing nature
of these variables, and to move away from any preconception that we can fully deconstruct and fully model the
environment.

® We use these variables and the acronym ‘PMESII” simply as one way to illustrate this broader view of the
environment. These ‘variables’ could be described differently and include other aspects.

10



analysis means to better analyze and visualize the environment, gain a baseline
appreciation of the environment, and organize information in a form useful to the
commander and stakeholders. We have also seen its value in helping to project
likely enemy courses of action, identify centers of gravity and possible key nodes
and links as decisive points for action. In all cases though, continued feedback and
assessment remains critical to deepen our understanding and adjust actions to
ensure we are achieving the conditions to attain our objectives.

Friendly Forces: The ‘friendly environment’ has also changed significantly. We've
changed from the days when General Colin Powell made famous the so-called
Powell Doctrine, also known as the Powell Doctrine of Overwhelming Force, as part
of the run up to the 1990-1991 Gulf War. His doctrine was based on the large force
structure we had in 1990 - point A on the figure. However, since then we have
become a smaller military in size, albeit very powerful and technologically advanced,
and can no longer solely rely on “massed forces” in accomplishing missions,
especially against this evolving, adaptive enemy. Looking at the figure, we as a
nation lost military force structure to pay for new technology in the years after Desert
Storm. We moved to point “B” with more technology and less forces. And since
then, these forces have had to be able to fight across the spectrum of conflict.

A is different from B, not only in types of forces and our technology, but also in terms
of the doctrinal and TTP’ implications of those differences. We can’t simply transfer
the old doctrine and TTP that was so successful at point A (when we had a much
larger force structure and different environment) to point B. Old doctrine
(overwhelming force) and TTP won't always work in today’s complex environment
and smaller force structure. Nor will doctrine and TTP for conventional warfare
necessarily be the same for irregular warfare. We need new doctrine and new TTP.

Another observation on our changing military is that our national leadership and the
American people expect the “B” capabilities to be equal or greater than “A”
capabilities. The technology enhancements have served us well in the more
conventional fights. However we’re still finding the need for more ‘forces,’ both
military and other elements of national power, for today’s challenges, especially the
counterinsurgency fights. Since 2001 we have gained more ground forces in
recognition of this, but building sufficient force structure continues to be a challenge.

The joint force commanders and Force Changes / Technology
their component commanders “Today’s Reality”
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3. Unified Action. Unified Action: The synchronization, coordination,
Every headquarters we visit and/or integration of the activities of governmental

. ) A and nongovernmental entities with military
identify the need for continuing operations to achieve unity of effort.

efforis to maintain effective unity of Unity of Effort: Coordination and cooperation
. h :
effort with both our USG agencies toward common objectives, even if the participants

and multinational partners as a key | are not necessarily part of the same command or

to success in achieving strategic organization - the product of successful unified
objectives in this complex security action.
environment. All recognize the Joint Doctrine

value of harmonizing and
synchronizing military actions with the actions of other instruments of national and
international power. This is basic and long standing; JP 0-2 even states “The United
States relies for its security on the complementary application of the basic
instruments of national power: diplomatic, economic, informational, and military.”

We've observed a very inclusive approach of working hand in hand with
stakeholders (both interagency and multinational partners) in achieving this unified
action. These commanders understand the different perspectives and ‘cultures’
among both our interagency and multinational partners, and focus on gaining unity
of effort.

A comprehensive whole of government approach: Solutions to today’s complex
problems require changing our perspective from that of friendly versus enemy
military warfare (military on military thinking) to the use of all elements of national
power in achieving our objectives. Commanders are thinking this way, and
developing and using end states, objectives, and conditions addressing the “PMESI|I

means to provide
common
visualization and
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Nat’l‘ anq Int’l
Objectives \,&@
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. C Count
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Four key insights
(referring to the
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figure):

1) Dialogue: We need continual dialogue with national leadership to ascertain the
‘real’ (and often changing) problem, and identify national objectives, desired end
states, risks, and feasible policy direction. We see continuing commander and
staff dialogue with national and international leaders, and then translating what
they see, hear, and feel into solid, logical Combatant Command level objectives.
This takes a lot of effort and never ends. National and international positions and
objectives change. Our theater-strategic headquarters recognize this and

& Many use the term DIME to express the diplomatic, informational, military, economic elements of power. The
DIME is simply an iconic acronym that gets to the broader means to achieve objectives. There are numerous
other acronyms / elements of national and international power.
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maintain dialogue to ensure they remain nested with