Chapter Six

Mutual Restraint in Cyberspace

Cyberspace—shorthand for the capabilities and content of computer
networking—meets the criteria for a domain in the Sino-American strate-
gic relationship. Both the United States and China are heavily digitized and
critically dependent on computer networking for their prosperity, knowl-
edge, and security. At the same time, each is able to penetrate, foul, and
crash networks on which the other side depends, and each is continuously
improving its ability to do so. Against the sort of large and sophisticated
attacks that both China and the United States are capable of conducting,
network defense can be exceedingly costly and yet still be inadequate. Con-
sequently, each nation is vulnerable to great harm from the other in and
through cyberspace. Yet it is unrealistic to expect either to forego capabili-
ties to attack computer networks, which go hand in hand with capabilities
to defend them, and traditional negotiated arms control of such capabili-
ties is plainly impractical.

Because this mutual vulnerability in cyberspace will only get worse,
China and the United States should be interested in reciprocal restraint in
at least the most damaging kinds of attacks on at least their most important
networks. Rather than rely predominantly on defense, deterrence based on
the threat of retaliation for network attacks could undergird restraint in
cyber war and thereby improve cyber security. Thus, cyberspace could
become another domain in which the United States and China together
manage and reduce strategic vulnerability—despite, yet also because of,
their respective offensive capabilities.

Notwithstanding such logic, the complexity of computer networks,
their myriad uses, and the many ways of interfering with them could make
reciprocal restraint in cyberspace markedly more difficult than in the
nuclear and space domains. The notion of deterrence based on mutual
restraint presupposes that it is possible to define and in turn agree on the
kinds and scale of network intrusion that qualify as an attack and that
could warrant retaliation. Lack of clarity and understanding about the
threshold for retaliation may invite mischief, cause miscalculation, and
weaken deterrence. Moreover, the possibility of the attacker concealing its
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identity could militate against retaliation, the credible threat of which is
key to deterrence—the bedrock for mutual restraint. Still, because China
and the United States can harm one another so much by large network
attacks, and because defense against such attacks is so hard, both should
have an incentive to pursue the idea of mutual restraint in cyberspace.

Unlike the nuclear and space domains, cyberspace is obviously not all
strategic. For instance, a large swath of bandwidth is for entertainment;
while this may bring pleasure to hundreds of millions of Chinese and
Americans, neither nation would be seriously hurt by its interruption.' In
contrast, networks that enable financial, transport, commercial, communi-
cations, industrial, utility/power, and government/administrative func-
tions, not to mention those that support intelligence and military missions,
are critical for national productivity, cohesion, progress, and security. So is
the Internet itself, on which many sectors and users rely for important
functions. Major attacks on these precincts of cyberspace can be consid-
ered strategic; attacks on lesser ones cannot.

Having made this distinction between strategic and other networks,
one wonders why either the United States or China, as states, would attack
functions in the other’s nonstrategic cyberspace.” In any case, threats to
unimportant networks need not preoccupy the U.S. and Chinese govern-
ments. The two can and should concern themselves with the need for
mutual restraint in strategic cyberspace, where the potential to suffer
national harm is greatest, the motivation to inflict such harm strongest,
and the benefit of mutual restraint clearest.’

While the distinction between strategic and nonstrategic networks is
reasonable conceptually and also necessary for progress toward mutual
strategic restraint in cyberspace, these two subdomains cannot be com-
pletely partitioned. The interconnectivity among networks—so complex
that it is not entirely understood—means that an attack on unimportant
networks can infect important ones (and vice versa). But this does not
argue against focusing mutual restraint on strategic networks. The notion
of restraining all attacks on all networks is as impractical as it is utopian,
yet to abandon the goal of restraint regarding strategic networks because
they are not hermetically isolated from nonstrategic ones would be to
make the utopian the enemy of the good.

Thus, although the demarcation between strategic and nonstrategic
cyberspace is blurred, subjective, and porous, this need not preclude deter-
rence and restraint where they matter most. Defining and agreeing on a
precise threshold of strategic cyber attack, akin to detonating a nuclear
weapon or destroying a satellite, are neither possible nor necessary. As long
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as there is a substantially shared view of what is strategic—something a
Sino-U.S. strategic dialogue could address—the lack of an exact threshold
could foster more restraint, not less.

It is also important to recognize at the outset that cyberspace, unlike
nuclear and space domains, is largely the realm of nonstate entities, includ-
ing unfriendly ones that would attack Chinese or American strategic net-
works if they could. This makes determining the origin of a cyber attack
and the identity of the attacker that much more difficult. Moreover, the
network paths that attacks take often transit intermediate countries, espe-
cially if the attacker wishes to cover its tracks. These nonstate and transna-
tional aspects of cyberspace make it harder to take to task countries from
or through which nonstate cyber attackers may operate, compounding the
difficulty of establishing deterrence and thus mutual restraint across a large
family of cyber threats. Indeed, blaming attacks on rogue hackers operat-
ing from their territory is a predictable deflection for state attackers.

The presence of nonstate hackers should not and does not absolve
sovereign states of responsibility to control actions originating on their soil
that can harm other sovereign states.* A good analogy is terrorism, where
a state that is recognized as sovereign over territory from which terrorists
operate internationally is responsible not merely for refraining from sup-
porting the terrorists but also for actively defusing the threat they pose.
This is not to argue that it is right for governments to attempt to tightly
control cyberspace and those who use it; rather, it means that governments
are obligated at least to try to curb domestic activities with deleterious
international effects, be they cyber or other activities. Given its authoritar-
ian political system and intrusive state security apparatus, it should be
easier for China than the United States to meet this fundamental responsi-
bility. In any case, if either China or the United States were to claim incom-
petence in controlling attacks from or through their countries, the answer
should be not to cede cyberspace to trans-state attackers but to cooperate
against them. Rather than an insurmountable obstacle to Sino-American
restraint in cyberspace, the nonstate threat could be a subject of Sino-
American cooperation in cyberspace.

Even those segments of cyberspace that are strategic are fraught with
complexities and ambiguities that could encumber the pursuit of mutual
restraint. Keeping this in mind, this chapter looks at U.S. and Chinese vul-
nerabilities and capabilities in cyber war, in both civilian and military
domains. It then examines the relationship between offense and defense to
see if the offense dominance that characterizes the nuclear and space
domains applies in cyberspace as well. Further, it considers whether and
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under what conditions deterrence can actually work in cyberspace, given
the uncertainties in identifying the source of an attack.

If mutual deterrence in cyberspace appears at least theoretically pos-
sible, a number of questions still need to be considered before applying it
in the Sino-American case: What conduct, above what threshold, can and
should be deterred? Can cyber warfare be decoupled from conventional
warfare? What norms, policies, and behavior are needed to support mutual
restraint in strategic cyberspace? Does cyber deterrence cover allies? Can
Sino-American restraint and cooperation in cyber warfare be extended to
others? These issues are tackled in the pages that follow.

Vulnerability and Capability

The United States has not suffered any major damage from attacks on
segments of cyberspace that are strategic, as defined here. The Internet and
other critical systems have proven resilient; users are increasingly vigilant
when serious viruses, worms, and other network attack agents have
appeared. Computer network protection has become a government prior-
ity.> Leading information technology firms are working to make their
products more secure. A cyber protection industry is flourishing. The most
serious penetrations of sensitive U.S. national security networks, publicly
attributed to be the work of Chinese intelligence services, have been essen-
tially espionage—unwelcome, but not debilitating or, for that matter, espe-
cially hostile, given the norms of international spying.

The absence of major cyber attacks on critical U.S. networks may
mean that subtle deterrence is already working. Perhaps China has chosen
not to move from computer network exploitation to computer network
attack out of fear of U.S. retaliation. In any case, the Chinese evidently have
not found themselves in circumstances in which the advantages of disrupt-
ing or degrading U.S. strategic networks would outweigh the risks of
retaliation, political condemnation, or economic sanction. China and the
United States have not had a serious confrontation since President Clinton
sent two aircraft carriers into the Taiwan Strait to signal U.S. willingness to
defend Taiwan. One can speculate about whether a crisis of that order
today would produce a Chinese cyber attack.

Although the United States has not suffered a major cyber attack, there
is evidence of the mounting danger of attacks too sophisticated to defeat,
too broad to isolate, and too damaging to tolerate—attacks of the sort that
well-resourced and technically capable nation-states like China, Russia, and
a few others can conduct. Moreover, as noted, there may be logic to con-
ducting such an attack on strategic U.S. computer networks, especially in the
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context of a wider crisis or conflict. Aside from nuclear attack (unthink-
able), homeland terrorism (unthinkable except by terrorists), and ASAT
weapons (nascent), the United States presently has no other obvious strate-
gic vulnerabilities. A growing chorus of high officials and credible strategists
describes cyberspace as the soft underbelly of U.S. security.®

One of the factors contributing to growing concern about strategic
cyber attack is the expectation of a death toll of zero. Of course, the harm
from cyber war, and the main argument for mutual restraint, is chiefly in
economic terms. Broadly speaking, the damage from cyber war could be
on the same order as that from “violent” strategic attack. Government esti-
mates of the impact of potential cyber attacks on the U.S. economy range
from $70 billion to over $900 billion (see table 6-1).

Sector Estimated Cost (In U.S. $Trillions)
Electric power 0.3-0.4
Oil and gas 0.1-0.4
Telecom/Internet 0.4-0.7
Banking and finance 0.9-13
Water and sanitation 0.1-0.1
Chemical industries 0.3-0.6
Air transport 0.1-0.3
Ground transport 0.3-0.6
Health care 1.0-2.2
Total 3.7-6.9

Table 6-1. Economic Cost of Cyber Attack by Sector

An enemy, if undeterred by the threat of retaliation, might think that
damage on this scale (but with no casualties) is the best way to stop U.S.
intervention abroad or weaken U.S. will in a conventional conflict. More-
over, such damage can be visited at negligible cost to the attacker. Add to
this the potential to disrupt U.S. military operations by attacking U.S.
CISR networks, and cyber attacks loom as a tempting option, given U.S.
superiority in other categories of force and the possibility that the attacker’s
identity can be concealed.

Thus, while attacks on U.S. networks have not yet risen to the strate-
gic level, they could.® For now, however, we have to rely analytically on
what is publicly known about third-party strategic cyber attacks to get a
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feel for motivations and effects. It is widely believed that agents of the Rus-
sian state conducted or orchestrated large-scale attacks on the computer
networks of Estonia in reprisal for removal of a Soviet war memorial, and
then on those of Georgia, in concert with a Russian mechanized invasion.’
These cases serve as a reminder that although cyber threats come in all
sizes and with many motivations, threats from large and technically
advanced states motivated by national security interests are the most for-
midable, most difficult to stop, and most damaging.

While extrapolating analytically from just two cases can only be
done with caution, the exercise is illuminating. Estonia is particularly
advanced in its reliance on data networking; for example, banking there is
done almost entirely on line. Therefore, the effects of attacks on Estonia,
which were severe if temporary, provide a glimpse of the possible effects of
attacks on U.S. networks. Depending on the cyber weapons used and the
targets, scale, and duration of attack, critical U.S. networks and associated
functions could be degraded for days or weeks. In addition to the major
shock this would have on U.S. markets and production, it could shake,
though not necessarily break, American resolve in a crisis. It could also
have secondary and longer term economic repercussions (including on the
global economy). At least a would-be attacker could reasonably expect
such effects.

The alleged Russian attacks on Estonia and Georgia may be indicative
in several respects. First, strategic attacks are more likely to occur in an
international crisis or conflict than out of the blue. This may help to
explain why the United States has not experienced its “cyber Pear] Harbor”
(U.S. opponents in conflicts since the end of the Cold War—Serbia, Iraq,
the Taliban—have hardly been masters of cyber war.) Also, it implies that
the United States would have time to prepare itself and its networks for
attack as a crisis developed, and perhaps to take preventive or preemptive
action. Second, these two cases suggest that attributing an attack to a likely
attacker is far from hopeless. Like counting angels on pinheads, experts
point out alternative explanations for the Estonia and Georgia attacks, but
the circumstantial evidence points to at least state complicity, and thus
sovereign responsibility. Third, Russia was obviously not deterred, perhaps
because neither Estonia nor Georgia could have inflicted very damaging
retaliation. Fourth, there was no known strategic retaliation against Rus-
sian networks for the Estonia or Georgia attack, so Russia (and others) may
not feel deterred from launching new attacks.
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Thus, the sparse data we have on strategic cyber warfare suggest that:

m a strategic cyber attack on the United States is more likely to be in the
context of an international crisis or outright conflict than a “bolt from the

blue”

m the absence of an attack to date could mean only that there has been no
crisis to precipitate it

m a large and sophisticated attack is most likely to come from a capable state

m circumstances, including the presumed attacker’s behavior before and
after an attack, could aid in identifying the source

m the attacker, though vulnerable itself, probably expected no major retalia-
tion

m a perceived risk of U.S. retaliation could be a decisive factor in the adver-
sary’s decision to attack.

While these inferences are not definitive, they do illuminate a most
likely case. A state like Russia or China with the capability to launch a stra-
tegic cyber attack against the United States is less likely to do so absent a
crisis or if it expected retaliation against its strategic networks. By this
reasoning, the United States should strive to present the opposite of the
Estonia and Georgia circumstances to any state contemplating an attack—
briefly stated, a strong prospect of retaliation more costly to the attacker
than the cost of not attacking.

Closely related is the possibility of a foreign attack on networks vital
to U.S. military preparedness and operations. Again, this would presum-
ably be in connection with a crisis or conflict, and thus with warning.
Given the overlap between military and civilian networks, such an attack
could escalate to general cyber warfare involving all sorts of critical
national networks. While such a path to Sino-American strategic cyber
war is, by definition, no more probable than a Sino-American crisis that
would precipitate it, it bears especially careful analysis because it could
stand in the way of agreement on mutual restraint or else could cause such
restraint to fail in a crisis.

Chinese and U.S. vulnerability in cyberspace differs because of dif-
ferences in the two countries’ stages of economic development, their inte-
gration into the world economy and the data networks that enable it, and
their political ability to endure serious economic dislocation caused by
major cyber attack. At present, China is somewhat less dependent on com-
puter networks than the United States for critical functions and has a
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somewhat more self-contained and secure communications infrastruc-
ture. Consequently, the Chinese might believe they have more to gain than
to lose from resorting to cyber war.

But the Chinese are becoming more reliant on cyberspace (see figure
6-1). While this depicts only Internet users—a figure skewed by China’s
large population—it is also the case that China’s productivity, trade and
investment, competitiveness, cohesion, and national security all depend
increasingly on computer networking. As a result, and to the extent the
Chinese fear U.S. cyber attack, China’s interest in mutual restraint should
grow. Moreover, when taking into account the risk that economic reversals
could cause political upheaval, China may become more sensitive than the
United States to the effects of strategic cyber war.
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Figure 6-1. China’s Internet Usage (1990-2009)

The link between Chinese economic development and dependence
on computer networking is clear and strong. China’s aggregate growth is
tightly bound to increasingly sophisticated production of more complex
goods for global markets. This has required both industrial division of
labor and integration into international distribution systems in compo-
nents, subassemblies, and finished goods flowing into and out of China.
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Parallel payment and credit networks allow the transactions that make
these markets work. This pattern, so essential for China’s economic suc-
cess, demands massive, rapid, uninterrupted exchange of data. Just as the
expansion of Chinese affluence has spurred extraordinary growth in per-
sonal Internet use, the investment, manufacturing, trade, and financing
that produce this affluence are demanding more data networking. China’s
growing dependence on cyberspace is both a consequence and a require-
ment of its economic success. With China’s economy projected to overtake
the U.S. economy in a decade or so, it will become at least as vulnerable to
cyber war. Indeed, given the strong inhibitions against using nuclear weap-
ons, the Chinese ought to be far more concerned about cyber security than
about nuclear security.

Counterintuitively, for an authoritarian political system, Chinese use
of cyberspace is at present mainly personal—80 percent of Internet use is
at home—rather than industrial, commercial, or governmental.” This is a
manifestation of rapid world-wide growth of Internet popularity and sig-
nificantly rising income levels for most Chinese."" Data also indicate that
this pattern is shifting toward a greater share of industrial and commercial
use, which is to be expected given the complex production market net-
works that are propelling China’s economic growth.'

The impact of even a temporary loss of critical networks on the Chi-
nese economy could soon—if not already—be measured in percent of
GDBP, not unlike the U.S. impacts shown earlier. The fundamental reason
for this is that the Chinese economy has grown more productive, more
competitive, and larger as a result of internal and external integration. A
highly fragmented economy has become networked, allowing vast improve-
ments in efficiency, specialization, and optimization. In a country as large
and diverse as China, economic integration is possible only with data net-
working. In addition, China’s growing economic strength is the result of its
integration in global trade and investment, the backbone of which is, again,
data networking.

Although growth in Chinese industrial and commercial use has been
slower than in personal use, it will accelerate as more Chinese enterprises
integrate and operate throughout China, the region, and the world. Until
recently, Chinese production for world markets has been largely a function
of foreign direct investment and thus flowed through foreign corporate
distribution systems, operations, supply chains, and financing. The data
networking vital to these global business systems has been largely the
responsibility of U.S., European, and Japanese multinational corporations.
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This pattern has begun to change dramatically, as Chinese enterprises
themselves accumulate the confidence, capital, and experience to become
multinational—to globalize. This is readily seen in patterns of Chinese
direct investment abroad, compared to foreign direct investment in China
(see figure 6-2). As Chinese enterprises come to own, control, extend, and
integrate operations, supply chains, distribution systems, market presence,
and financing links, they will become more dependent on worldwide net-
working."
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Figure 6-2. China’s Foreign Direct Investment Flows

Another way to get a sense of China’s reliance on data networking is
to consider the importance of trade to its economy and, by extension, its
political stability. China currently accounts for approximately 10 percent
of total global exports, as opposed to approximately 8 percent for the
United States. Trade (exports plus imports) accounts for about 40 percent
of China’s economy. Trade and the international commercial, financial,
insurance, and logistic activities that enable it are highly communications-
intensive. The implication of this is that disruption of the data that flows
through business networks to and from China, even if brief, could have a
large impact on Chinese trade and therefore on Chinese economic health.

China is stepping up to these dependencies by building a thick system
of fiber optics and space-based communications in the region, taking a



MUTUAL RESTRAINT IN CYBERSPACE 125

stake in the global information infrastructure. Yet far from giving China
some sort of self-contained cyberspace, the connectedness of data net-
works, especially those that are Internet-based, makes it increasingly vul-
nerable to the sort of sophisticated cyber attacks that an advanced state like
the United States (or Russia) may be capable of conducting.

One would almost expect the Chinese government to have become
an advocate for cyber war restraint. As it is, political and economic elites
have not spoken out or made any apparent effort to muzzle PLA chatter (in
the form of published articles) about the warfighting advantages of attacks
on U.S. C'ISR networks in the event of hostilities. Perhaps Chinese leaders
are under the impression that China’s investment in landline communica-
tions will make it invulnerable. In interviews in Beijing, the authors discov-
ered few Chinese analysts who are aware that China’s economic integration
and continued growth would necessarily make it dependent on networks
susceptible to attack. Progress toward Sino-American mutual restraint in
cyberspace will depend on whether U.S. officials and researchers can con-
vince Chinese counterparts that vulnerability will inevitably develop as the
Chinese economy does.

As one Chinese interlocutor acknowledged, China could also suffer
from secondary but sizeable damage should it attack U.S. computer net-
works." This boomerang effect is a twist on deterrence theory (loosely
akin to the self-deterring effects of the danger of jet stream-borne radio-
active fallout from one’s own nuclear attacks). An attacker such as China
has to worry about not only the global interconnectedness of networks,
but also the interdependence of the economies that depend on networks.
For instance, Chinese credit card accounts are cleared through U.S. sys-
tems. The Chinese would be well advised to contemplate the effects on
the Chinese economy of a strategic cyber attack on the United States even
in the absence of U.S. retaliation. Of course, given the huge U.S. stake in
China’s economy, there is a comparable risk of substantial rebound dam-
age from U.S. efforts to wage cyber war on China. Generally speaking,
the global connectedness of cyberspace and of the economic growth it
serves argues for mutual restraint—at least among major states, like
China and the United States, that are both capable of and vulnerable to
cyber war.

Finally, China is susceptible to political tsunamis caused by economic
earthquakes. Circumstantial evidence of this comes from the regime’s own
strategy, which is to sustain strong per capita GDP growth to assure
domestic calm. While economic damage may cause political uproar in a
sturdy democracy like the United States, it does not have China’s potential
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for instability, with a regime whose legitimacy is wedded to national eco-
nomic performance and the ability to meet rising expectations. Shocking
the U.S. economy could threaten current office-holders; shocking the Chi-
nese economy could threaten the regime itself.

Cyber war appears to have a high escalatory potential, especially if
the side attacked decides to strike back in kind but with a vengeance. Com-
pounding this problem is that electrons, worms, and viruses do not neces-
sarily conform to human plans.”” Again, what may begin as military cyber
war could spread inadvertently, if not by design, into general cyber war. A
critical question for the prospect of mutual deterrence is whether it is pos-
sible to discriminate between networks supporting military functions and
systems supporting civilian functions, even if such networks rely on the
same infrastructure.

In sum, Chinese economic and political exposure to large-scale net-
work attacks should provide a basis for deterrence and an incentive to
explore mutual restraint with the United States in strategic cyberspace,
especially when taking into account that China could suffer secondary
network and economic effects of large-scale network attacks it may con-
duct. Given its acknowledged vulnerability, the United States should have
a similar incentive. Demarcating critical national networks—“strategic
cyberspace”—is hard but not impossible. Restraint in strategic cyberspace
without restraint in tactical-military cyberspace may be even harder.

Cyberspace and Sino-American Military Contingencies

The previous chapter explained that the United States is critically
dependent on space-based C'ISR to carry out its military strategy in the
western Pacific, while China is increasingly dependent on it to carry out its
counterstrategy. The same can be said for computer networks, which are
largely space-based over the expanses of the Pacific. In addition to China’s
potential to disable U.S. satellites, it has the possibility of interfering with
the computer networks on which U.S. readiness and operations depend.'
Some of these networks are dedicated, isolated, and well defended. At the
same time, the global cyber infrastructure that supports the Defense
Department global information grid is for the most part not dedicated, not
isolated, and not entirely well defended.'” It must be assumed that the PLA
would attack not only dedicated defense and intelligence networks but also
any networks that enable U.S. military operations, including dual-use and
less-defended ones and the Internet itself.

From fighting forces to support services, from peacetime to hostili-
ties, the U.S. military is thoroughly networked, especially for intense, com-
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plex, joint expeditionary and strike operations. Similarly, the intelligence
systems that collect, process, analyze, and disseminate information vital to
U.S. military readiness and combat could not function without the capabil-
ity to ingest, process, and distribute data. The more formidable the enemy
forces and their antiaccess capabilities, the more vital computer network-
ing is to U.S. military success.

More specifically, in a military contingency involving Chinese forces
in the western Pacific—again, a conflict over Taiwan is an appropriate
example—the United States would depend on data links from intelligence
collectors to give as much warning as possible of Chinese preparations to
attack Taiwan and U.S. forces. USPACOM would need to direct combat
forces and logistics tails as they prepare and deploy from far-flung bases
and peacetime locations in and out of the region. A major operational
advantage of U.S. forces is that they can be highly distributed yet function
in an integrated way. But this is possible only through reliance on computer
networks for command, control, and communications. Throughout hos-
tilities, links between sensors and strike forces and among strike forces
would permit tracking and targeting of Chinese forces, optimal use of
weapons, and continuous assessments of their effects.

Because the Chinese intend to conduct sudden, rapid, and brief
operations in order to seize the initiative and accomplish their mission
before U.S. forces can stop them, U.S. data networks could make the differ-
ence between the success and failure of the U.S. response. In countering
this Chinese strategy, targets of interest to U.S. strike forces are diverse and
dispersed: Chinese air forces, airbases, air defenses, command and control
nodes, sensors, missile launchers, surface and subsurface naval forces,
amphibious forces and their staging areas, and logistics hubs and flows. Of
growing concern to U.S. forces are Chinese ASBMs, along with the
extended-range sensors and communications links that enable them to
target U.S. aircraft carriers intervening against Chinese forces.

Chinese military strategy is not only to move suddenly and swiftly
but also to degrade and delay U.S. forces en route to defend Taiwan. Of
course, the Chinese would prefer to deter the United States from interven-
ing, but that requires the ability to disable U.S. carriers. Knowing the
importance of achieving their military objectives before U.S. forces can
prevent it, the Chinese regard the nodes and links of computer networks
that comprise U.S. C*ISR as an inviting if not a compelling target. The same
logic that attracts the Chinese to ASAT capabilities explains their interest
in cyber attacks. Because they might not be confident of taking down
dedicated and well-protected U.S. military and intelligence networks, they



128 THE PARADOX OF POWER

might also target the GIG’s dual-use backbone. To the extent the Chinese
would want to be sure of degrading and impeding U.S. forces, they would
have an incentive to target broadly rather than narrowly.” By design or by
effect, Chinese cyber war agents could infect and affect far more than U.S.
C*ISR functions.

Of course, the United States could also launch either retaliatory or
preemptive cyber attacks in such a conflict. The Chinese, owing to geo-
graphic proximity and prudent planning, have less exposed networks for
supporting military operations. Theirs are largely landline and sea-bed
fiber optic cables and mainland-based servers, routers, switches, and trans-
mission systems—not entirely beyond reach of U.S. cyber attacks, but rela-
tively inaccessible. As a consequence, even if Chinese forces are as
dependent as U.S. forces on the ability to distribute data, their operations
may be less susceptible to degradation than U.S. forces, even if the latter
has superior cyber attack capabilities.

However, this asymmetric vulnerability will diminish as Chinese
forces extend outward in peacetime and contingency operations. As Chi-
nese networks are required to connect and direct increasingly distant and
distributed Chinese forces and sensors, including spaced-based ones, the
PLA will have to leave its communications fortress. The Chinese have no
practical, affordable alternative to relying on existing or otherwise exposed
information infrastructure in the waters and space beyond China. In sum,
as PLA forces become more information-based—their stated goal—and
extend into the Pacific to engage U.S. strike forces, they become more
dependent on less secure computer networks. This dependence would also
be manifest if dedicated military communications networks were damaged
in a military conflict.

The Chinese know they must operate in more joint, integrated, and
data-intensive ways, not just because U.S. forces do but also because their
military strategy demands it. The Chinese have made no secret of this;
indeed, they advertise their goal of informationization of warfare, which
guides PLA investments and plans.” In a Taiwan contingency, the PLA
must be able to stage and flow large land and air forces; find and target the
U.S. strike fleet; target U.S. airbases in the region; attempt to gain air con-
trol over Taiwan and the Strait; operate an integrated air defense; launch
short- and medium-range ballistic missiles against Taiwan and U.S. forces;
place its strategic nuclear forces on alert and on the move; attack U.S. satel-
lites and C*ISR networks; and support these complex operations logisti-
cally, which requires liaison with local civilian officials. Again, this involves
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all branches of the PLA and must occur suddenly, swiftly, and like clock-
work to succeed.

The Chinese should be aware that U.S. cyber attacks on increasingly
important and exposed Chinese C*ISR networks could derail their strategy,
such as by damaging their ability to track, target, and attack U.S. carriers
near, en route to, or at standoff range from China. Before long, U.S. cyber
attacks could be as devastating to Chinese operations as Chinese cyber
attacks could be to U.S. operations. A paradox—and potential trap—awaits
Chinese military strategy: the more prepared PLA forces are to carry out
informationized operations, the more vulnerable the PLA is to U.S. cyber
war. In the context of Sino-U.S. conventional war, cyber war could leave
China no better off and possibly worse off. Instead of complementing
China’s growing antiaccess capabilities, cyber war could undermine their
effectiveness. While this scenario depends on a number of assumptions
about the cyber war capabilities and vulnerabilities of both sides, the Chi-
nese have to consider it.

Cyber war capabilities can contribute to crisis instability. Cyber
attacks have little or no counterforce potential for either side, in the sense
that the attacking side is no less vulnerable to cyber attacks for having con-
ducted them. The advantage in striking first in cyberspace lies not in pro-
tecting oneself from retaliatory strikes but in degrading the opponent’s
C’ISR and operations before one’s own are degraded. Conversely, exercis-
ing restraint with no expectation that the opponent will do likewise could
be disadvantageous. In any case, if either side is inclined to use cyber war
to degrade the capabilities and performance of the other’s military forces,
there is logic in doing so early. Because striking early could be advanta-
geous, there is the potential that a cyber attack could be the trigger that
turns a confrontation into a conflict. The United States (or China) would
likely interpret Chinese (or American) cyber attack as a prelude to physical
attack.

An improbable but extremely consequential danger is that an attack
by either side on the other’s C*ISR could be interpreted as intended to
obstruct the ability to mobilize strategic nuclear forces. The separation of
tactical and strategic C'ISR is not a public matter. However, in the confu-
sion of disrupted surveillance and command networks, the possibility can-
not be excluded that strategic forces would at least be placed on higher
alert, creating a risk of faulty calculation with incalculable results.

The Chinese would be imprudent to think that the United States
would respect firebreaks in cyberspace. Whether it acts preemptively or in
retaliation, the United States would have an incentive to attack Chinese
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cyberspace broadly rather than narrowly on dedicated and protected Chi-
nese military networks. Not only would this harm China’s economic
activity, it could also degrade the ability of the leadership to direct Chinese
operations and even to communicate with the population. U.S. attacks
could isolate Chinese leadership and sow confusion in the population.
Chinese cyber attacks could prompt the United States to retaliate without
diminishing U.S. capability to do so. The Chinese have a lot to consider
before beginning cyber war.

Another feature of cyber warfare may aggravate this crisis instability:
the option of subtle attacks or demonstrations. Before hostilities have
begun, it might occur to one side that a mild cyber attack—a nonlethal
display of one’s resolve—could warn and deter the other side and demon-
strate its vulnerability. Knowing this, the side attacked might well opt to
escalate in cyberspace. Even more dangerous is the potential that a cyber
attack intended to show resolve could be interpreted as a prelude to general
hostilities, thus triggering, instead of deterring, a conflict.

It would be a gamble for either side to bet that cyber war could be
controlled. Every network, whether military or dual-use, that could sup-
port military operations would likely be targeted. Networks that support
intelligence collection and dissemination would be attacked, making both
sides less certain about what was happening but by no means more passive
in the conflict. Moreover, one side or the other might consider escalating
cyber war to critical networks such as those supporting economic and
financial functions, transportation, power, and state control. In sum, the
existence of dual-use networks, the possibility of willful escalation, and the
difficulty of controlling viruses, worms, and other infections, regardless of
human plans, lead to a conclusion that limiting cyber war to the tactical
military level would be hard.

Assuming neither could refrain from cyber war if the other engaged
in it, U.S. and Chinese calculations of the wisdom of initiating cyber war
can be summed up as linked dilemmas:

m For the United States, is it better to degrade the PLA’ ability to track, tar-
get, and strike U.S. forces (especially naval) than to maintain the C*ISR
needed to operate U.S. forces effectively in the way they are meant to oper-
ate?

m For China, is it better to degrade U.S. strike operations by degrading U.S.
C’ISR than to be able to conduct Chinese strike operations against U.S.
forces?
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m For both, what is the better path to military success: physically striking the
other’s forces, or attacking the networks that enable the other side to strike
one’s own forces?

While Chinese strategists may currently calculate that it is better to
degrade U.S. C!ISR than to preserve their own, this could change over
time. Conversely, it could be unrealistic for U.S. strategists to think it is
possible to maintain undiminished C*ISR to direct U.S. operations while
striking Chinese C*ISR capability to direct PLA operations.

Once again, these tactical military calculations have to be combined
with a strong possibility that cyber war could spread from the military to
other realms, with imponderable economic and political effects for both
sides. It is easy to imagine how cyber war could start in a Sino-U.S. conflict
but hard to see how it would end.

Offense Versus Defense

Much of the detail of U.S. and Chinese cyber warfare capabilities is
secret. For our purposes, it suffices to say that the United States and China
are able to break into, disrupt, and degrade each other’s data networks.
Those abilities range from extensive, in the case of publicly accessible and
lightly protected networks, including the Internet, to challenging and lim-
ited, in the case of dedicated and heavily protected ones.

It is clear that the stronger the attack and the more capable the
attacker, the harder it is to defend targeted computer networks. But is the
relationship between offense and defense such that an increment of effort
to defend produces no more protection, or less, relative to a comparable
effort to improve offense? Is cyberspace, like the nuclear and space
domains, offense dominant?

One important difference between space and cyberspace is that all
satellites are inherently vulnerable, whereas not all networks are invariably
so. Lone hackers can penetrate even well-protected networks, but networks
can be robust (as long as the infrastructure is intact), redundant (because
of automatic or readily available rerouting options), and resilient (because
of the opportunity to diagnose attacks, adapt defenses, seal breaches, and
restore services). These virtues can limit the scope and duration of even
major disruptions.”

Because networks are robust, redundant, and resilient, permanent
degradation and disruption are difficult, even from major cyber attacks by
large and sophisticated attackers. Most experience and analysis involving
disruption of services indicate network failures of days and weeks, not
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months or years. Another characteristic of cyberspace is that attacks can
yield information that can be used to improve defenses, even in the short
term. It may be possible to adapt defense at least as quickly as to adapt
offense during cyber war. Because large and unmistakable attacks carry
more information than small and ambiguous ones, the former could be
more conducive to diagnosis and adaptive defense than the latter.” In any
case, the combination of attack information and availability of defensive
remedies means that damage, disruption, and corruption of cyberspace
may decline with time, regardless of scale.

On the other hand, the effects of network degradation, not the degra-
dation itself, are what really matter. This is important in three respects.
First, a large, sophisticated attack can be much harder to contain and rem-
edy in the short term, resulting in grave and lingering damage to the eco-
nomic and other functions served by the degraded networks. A small
attack of the same duration could have a negligible effect. Second, the
greater the short-term effects, the longer they will last. To illustrate, a brief
yet total disruption of air traffic control systems may leave transportation
snarled and the transportation-based economy reeling for some time,
whereas a brief and minor disruption could have the effect of a passing
weather front. Third, extreme defensive measures that might have to be
taken in the face of a large attack, such as sealing off or shutting down
threatened networks, may produce nearly as much economic harm as the
attack itself. Thus, it is fair to say that the potential to cause major damage
to network-dependent functions grows steeply as a function of attack and
attacker size.

Figure 6-3 is a representation of a method originally derived to
model the investments in cyber security by private firms.”* It demonstrates
that investments in cyber security have a diminishing marginal return per
dollar spent on security. Extrapolating from it, the larger the attack, the less
cost-effective defense is in preventing harmful effects.

The diminishing returns on investment in defense relative to offense
are especially conspicuous when considering the disparity between “hack-
ing” and “patching” in complexity, cost, and time required. Sophisticated
network defense software contains between 5 million and 10 million lines
of code; malware contains an average of 170 lines of code.” Protection of
critical government networks typically requires standard government
competition and contracting, which can take years before solutions are
initiated, whereas designing an attack can be accomplished in weeks.
While network defense against sophisticated attackers requires advanced
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Reduction in Expected Annual Losses

Investment in Cyber Security

Figure 6-3. Diminishing Returns on Investment in Cyber Security

work by highly specialized firms, network attack is literally a cottage
industry.

The woes of the cyber defender are compounded by the increasingly
global and integrated nature of networking industries, markets, and infra-
structure. Foreign components, subsystems, and whole systems (thus,
hardware and software) are increasingly competitive—in price, perfor-
mance, and value—and consequently are finding their way into U.S. net-
work infrastructure. This includes formidable Chinese corporations with
state connections. However difficult it may be to defend entirely made-in-
America networks (an extinct species by now), the difficulty is multiplied
by increasing use of foreign, notably Chinese, hardware and at least
embedded software. The notion of “external” defense of networks must
take into account the reality of technological integration and the attendant
dangers of “internal” exploitation or disruption. At the same time, the fact
of their own dependence on U.S. technology and the risks to world trade,
including Chinese exports, should give Chinese political and economic
leaders pause before considering or condoning an attempt to exploit for
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strategic purposes China’s success in U.S. network systems markets—
another layer of deterrence.

We do not mean to say that investment in computer network defense
is pointless: it is indispensable against less sophisticated, more numerous,
and hard-to-deter threats; it raises the barriers to more sophisticated
threats; and in any case, it is vital to restore network functionality and
service in the event of attack. Given enough time to adjust, offense may
not be dominant over defense. Still, the effects of offense can dominate
defenses in the short term and can increase sharply with the size of the
attack and attacker. So it is crucial to consider deterrence based on fear of
retaliation.

Cyber Deterrence

Whether the United States and China can agree on mutual restraint
in strategic cyberspace depends heavily on whether they can be mutually
deterred from making at least some classes of attacks, even in wartime.
This begs the question of whether deterrence works in cyberspace—
whether a would-be network attacker with something to be gained by
attacking can nevertheless be persuaded not to attack because retaliation
risks outweigh expected gains.*

History’s starkest example of effective deterrence, between the United
States and the Soviet Union in the nuclear domain, was elegantly simple
and empirically stable: two unmistakable adversaries with tight control of
their weaponry, each capable of retaliation with expected consequences
that no rational leader would judge acceptable, and with no significant
defense (apart from a counterforce first strike, which does not apply in
cyber war). The very term mutual assured destruction connoted the shared
cataclysmic results of general nuclear war. The result was reciprocal deter-
rence, self-organized though reinforced by common concepts, tight con-
trol, negotiated arms control, and transparency.

Cyber deterrence is anything but elegant. Thanks to the ubiquity and
dynamics of information technology, cyber war, like cyberspace itself,
would be highly complex, fluid, and unpredictable. Who has access to what
networks? How is this changing? Who has what capabilities? Who is inter-
fering with whom? Is a foreign power responsible for a given attack by a
foreign adversary? Which one? With what weapons? To what end? Will
defenses work? What new technology is around the corner? Moreover, the
expected consequences of even large network attacks could be mild and
fleeting compared to nuclear war, implying that fear of retaliation would
contribute less to the strength of deterrence. The contrast between nuclear



MUTUAL RESTRAINT IN CYBERSPACE 135

and cyber deterrence is reason not to apply wholesale the tenets of the
former to the latter.

That said, the ambiguities that characterize cyberspace do not argue
against exploring how deeper theories of deterrence, which transcend
nuclear weapons, could be applied in some conditions—perhaps to Sino-
U.S. cyber war. Most classes of cyber attackers—for example, nonstate
actors and rogue states with little to lose—probably cannot be deterred by
the threat of cyber retaliation. The source of lesser attacks and identity of
the attackers may be difficult to determine. Consequences may be more
annoying than devastating. Network defense may be adequate to contain if
not prevent such attacks, reducing the importance of a threat of retaliation.
Thus, deterrence is neither assured nor essential for most network attacks
and attackers.

Yet the fact that deterrence does not apply against every network
threat does not mean it does not apply to any. Even if adequate network
protection is possible against most attackers, it might not be against all.
Even if many network attackers are themselves not vitally dependent on
data networking and thus unlikely to be bothered by the threat of retalia-
tion, some might be. For our purposes, cyber deterrence need not apply
generally: it need only apply to Sino-U.S. cyber war.

Beyond simple logic that some cases may not prove all cases, two fac-
tors suggest that deterrence might work under some conditions. First,
states that pose the largest and most damaging network threats, for which
defense is least promising, may themselves be dependent on networks and
thus susceptible to threats of retaliation. Second, those posing such threats
are unlikely to carry them out except in a crisis or conflict, which could
help identify the attacker.

Generally speaking, deterrence is indicated when five conditions are
satisfied:*

m adequate defense is infeasible or unaffordable

m the scale of expected harm makes it important to prevent attack

m means of powerful retaliation exist

m the enemy has more to lose from retaliation than to gain from attacking

m the attacker is identifiable enough to support a credible threat of retalia-
tion.

The first two conditions make deterrence necessary; the third, fourth,
and fifth make it possible.
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This study finds that these conditions fit the case of Sino-American
cyber war, albeit with important qualifications. The first two conditions
have already been addressed. If large-scale and sustained attacks were
made against strategic networks on which the United States relies—for
example, those that enable financial transactions, powergrid manage-
ment, telecommunications, transportation, national intelligence, or mili-
tary operations—defenses are unlikely to be adequate to prevent large and
lasting harm. This does not mean that efforts to defend against major
network attacks are pointless; indeed, even an imperfect defense is more
important against infrequent major attacks than frequent minor ones.
Better defended U.S. networks may increase the adversary’s costs and dif-
ficulties and reduce its prospective gains from attack. However, for at least
the days and weeks following a major attack, network defense alone can-
not be counted on to avoid serious national damage.

The third condition—means of powerful retaliation—has also been
addressed. The United States has the means to retaliate strongly for a Chi-
nese attack, regardless of the scale of the attack and damage done (because
there is essentially no counterforce). The same could be said for Chinese
retaliation for a U.S. cyberstrike. The United States and China have ways to
communicate a credible threat of retaliation, which is as much a matter of
will and intent as it is of capabilities.

The fourth condition—the attacker’s vulnerability in cyberspace—
has also been addressed, at least where China and the United States are
concerned. Vital functions of each, as well as their economic stability,
could be badly if temporarily disrupted, with lasting effects. In the Chinese
case, this danger is compounded by uncertainty about how segments of the
population would respond to the crisis to their material conditions and
future. These dangers would be weighed against expected gains from
launching a cyber attack or expected harm that might come from not
doing so. The stakes for the United States could be high—for example, the
loss of some forces (aircraft carriers) and failure to prevent China from
forcibly gaining control of Taiwan. For China, the stakes could be even
higher—a crushing defeat by the United States, failure to reunify the coun-
try, and a setback in China’s quest to become a great power. For these rea-
sons, cyber deterrence might not work. Yet the fact that one cannot be
certain that the threat of retaliation will prevent cyber attack does not
argue against a cyber deterrence strategy.

There is an important, if imperfect, correlation between the ability of
states to conduct large and damaging cyber attacks and their vulnerability
to harm from cyber attacks. Generally speaking, sophistication in computer
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networks and systems is both a byproduct of heavy reliance on cyberspace
and a prerequisite for advanced cyber war capabilities. The anomalous cases
are states with little use for computer networks yet advanced attack capa-
bilities and, on the other hand, states with heavy use of computer networks
but no competence in cyber warfare (the latter obviously do not matter in
cyber deterrence). Figure 6-4 shows some examples of where particular
states may fall on these two axes. While these are purely notional, they do
illustrate that the states that may most need to be deterred, by virtue of
capability, may also be susceptible to deterrence (by virtue of connectivity).

Russia nited States

a Israel

France

United Kingdom
North Korea South Korea
Japan
Taiwan

Iran

Offensive Capability

Canada

Connectivity within Society

Figure 6-4. Cyber Attack: Offensive Capability Versus Vulnerability

As to the fifth condition, the credibility of the threat to inflict unac-
ceptable retaliatory damage depends fo some extent on knowing against
whom to retaliate. Skeptics of cyber deterrence point out that network
attacks can be hard to trace with enough confidence to retaliate.” This is
true, but several factors mitigate this problem. First, the possibility of trac-
ing an attack is greater if the attack reveals capabilities of a sort and scale
possessed by only a few candidates. All else being equal, devastating attacks
are more traceable than mild ones.

In this regard, only a few nation-states, including the United States
and China, and no nonstates currently have the ability to overwhelm net-
work protection and do enough harm to critical national functions to be
considered strategic, as defined here. While the United States and China
are obviously capable of lesser attacks, the primary aim of mutual restraint
would be at the high end of the scale. The greater the scale, sophistication,
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and effects of attack, the fewer the possible attackers other than China (or,
from China’s perspective, other than the United States).

As to which of the few capable candidates is the actual attacker, it is
likely that one state would have a more apparent motive than others to
attack. A crisis might provide the clearest indicator of motive and thus of
the attacker. Intelligence would likely reveal clues, such as military prepara-
tions. Actual hostilities would constitute a smoking gun (metaphorically
and literally). In the unlikely event of a bolt-from-the-blue strategic cyber
attack, the immediate aftermath would undoubtedly produce indicators of
purpose. The Estonia and Georgia attacks both furnished strong if circum-
stantial evidence of Moscow’s complicity.

In general, deterrence is more likely to work against states than non-
states because the latter have less to lose and are less vulnerable to retalia-
tion. In cyber deterrence, there is the added challenge of identifying a
nonstate attacker. Because nonstate actors could become able, as well as
motivated, to conduct large attacks, this represents a potential hole in
cyber deterrence: hard to defend against but also hard to deter. However,
while this could in time make identification more problematic, it does not
argue against trying to deter the large-state threat.

Even if identifying the attacker from the nature and context of the
attack is inferential and not absolutely certain, it may be good enough. Keep
in mind that the purpose of deterrence is to prevent attack, thus obviating
the need for retaliation. It follows that certainty about an attacker’s identity
is the wrong standard by which to judge whether the United States should
seek cyber deterrence. Would a state that was capable of a severe network
attack on the United States but was also vulnerable in the event of retaliation
want to count on the inability of the United States to identify it with cer-
tainty as the attacker, or on the United States to refrain from retaliating if less
than certain as to the attacker? Would the Chinese, in the midst of a crisis
with the United States, gamble that the United States would have enough
doubt about the perpetrator of a large cyber attack that it could not retaliate?

Of course, deterrence might fail, a large attack might occur, and the
United States might be unable to identify the attacker with enough confi-
dence to retaliate. In that case, deterrence might be weakened for the
future. But this is no reason for the United States to forego the advantages
of deterrence against a Chinese (or other) strategic cyber attack. The same
reasoning can be applied to the Chinese as they consider how to restrain
the United States from such attacks on China.

Figure 6-5 depicts notionally why deterrence may work even with a
lack of certainty about the identity of an attacker. As the likelihood of attri-
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Figure 6-5. Deterrence in the Cyber Domain

bution increases, the side attacked (“retaliator”) grows increasingly confi-
dent of retaliating against the actual attacker. Meanwhile, the attacker loses
confidence that it will not be identified and thus escape retaliation. The
attacker does not know for certain how likely it is to be identified or how
confident the attacked side must be before deciding to retaliate. Assuming
that retaliation would be extremely punishing—outweighing the gains of

NO YES

m Attacker is invulnerable to m Attacker is invulnerable to
NO retaliation retaliation

m Attacker is unknown m Attacker is unknown

m Defense is possible m Defense is inadequate

m Attacker is vulnerable to retaliation | ® Attacker is vulnerable to retaliation
YES | m Attacker could be known m Attacker could be known

m Defense is possible m Defense is inadequate

Table 6-2. Cyber Deterrence: Possible Versus Necessary
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attacking—the attacker is unlikely to depend on not being identified or the
attacked side will retaliate only if absolutely sure of the attacker’s identity.

In sum, it appears that there are at least two important cases where
cyber deterrence is both necessary and possible—China and the United
States, vis-a-vis each other—and thus a basis for Sino-American mutual
restraint in strategic cyberspace. Table 6-2 summarizes why and under
what conditions cyber deterrence is both necessary and possible. The Sino-
U.S. case falls into the possible-and-necessary quadrant.

Thresholds and Firebreaks

Our use of the concept of strategic cyberspace begs the question of
what the threshold of that domain is. This is important if there is to be
some common understanding about the field in which the United States
and China expect restraint from the other.

This question does not arise in connection with the nuclear domain,
where any use of a nuclear weapon crosses the well-understood nuclear
threshold. The preceding chapter defined the threshold as denying the
other side’s access to and use of space. Such precision is impossible in
cyberspace. Nevertheless, it is important to address the threshold problem
if there is to be reciprocal restraint in cyberspace, for intrusions occur rou-
tinely and at very low levels. Rather than a single boundary, there are sev-
eral dimensions along which strategic and nonstrategic cyberspace can be
distinguished. None provides either/or indicators, but together they
describe what we mean.

One dimension is the severity of an attack’s effects, whether they are
intended or not. Either an attack that is intended to cause grave national
harm but fails or one that is not intended to cause such harm but does so
could be considered strategic. This raises again the question of what is
meant by national harm. The theft of information, such as what occurred
to Google (allegedly at the hands of agents of the Chinese state), while
colossal, did not substantially harm the United States. It is also possible to
intrude into government networks, even sensitive ones, and yet not intend
or cause harm. The most important example is intelligence collection. The
exfiltration of secrets from government computers via the networks that
link them is hardly friendly, but it is designed to be unnoticed and thus not
to disrupt or damage. Although it may have national security implica-
tions, like any form of intelligence collection, it occurs often and is hard
to restrain. It is, de facto, allowed by international “rules of the game.”
Apart from network defense, the penalty for the theft of national secrets
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by another sovereign state is typically to steal that state’s secrets, which
may be happening anyway and therefore is not retaliation.

Another dimension is to define strategic according to the functions of
the networks that might be attacked. It is possible, though not simple, to
distinguish networks according to their strategic importance, the criterion
being their bearing on national well-being, such as networks often referred
to as critical to the economic, physical, and societal well-being of the coun-
try and its people. Examples include weather information, air traffic con-
trol systems, stock market and interbank transactions, health information,
utilities, e-commerce, and government functions. Massive disruption of
email could also be critical. Nonstrategic functions include entertainment
and advertising. Such distinctions are not static; for instance, social net-
working tools might first have been regarded as amusement but increas-
ingly are the main media of communities of great importance to the users
and to society in general.

Even if a distinction between strategic and nonstrategic cyberspace
can be settled, an equally confounding and consequential matter is the
boundary of cyber war as an aspect of military hostilities. The more seam-
less the technical link—or operational transition—from tactical-military to
strategic-civilian cyber war, the harder it will be to prevent the former from
leading to the latter. In the absence of an escalatory firebreak, mutual stra-
tegic restraint in the cyber domain would require a complete ban, in effect,
on military cyber attacks below the strategic level. Conversely, a firebreak
would permit cyber attacks by armed forces on armed forces during hos-
tilities without undue risk of disruption of networks on which the well-
being of civilian populations depends.

The concept of firebreaks figured importantly in American nuclear
deterrence theory and Cold War strategy. The most salient was the dis-
tinction between battlefield use of tactical nuclear weapons—for example,
in Europe—and general intercontinental exchange of strategic nuclear
weapons, the former potentially engulfing U.S. troops and NATO Allies
but not the U.S. (or Soviet) homeland. The implication was that it was bet-
ter to confine nuclear war once begun. However, such Allies as the Ger-
mans preferred that their homeland not be thought of merely as a nuclear
battlefield by the superpowers. Moreover, the United States and its Allies
agreed that the Soviets should be offered no assurance that nuclear war
would stop at the tactical nuclear firebreak, lest deterrence be weakened.
Consequently, for most of the Cold War, the United States tried to erase
rather than accentuate a nuclear firebreak. It chose to stress the possibility
of escalation over the need to prevent escalation.



142 THE PARADOX OF POWER

In cyberspace, it is not obvious that a firebreak is even theoretically
possible, given how connected networks tend to be and the fact that military
and civilian networks utilize a largely common infrastructure. If a firebreak
is possible, it is important to ask whether it should be favored in the interest
of preventing escalation or instead be avoided in the interest of strengthen-
ing deterrence by posing the danger of escalation, general cyber war, and
economic catastrophe. This issue is critical because of the potential utility, if
not inevitability, of military cyber attacks in the event of Sino-U.S. hostilities.

Both the PLA and the U.S. military now regard offensive and defen-
sive network warfare as integral to regular warfare. Against a formidable
opponent capable of large-scale, high-intensity combat involving joint
forces, the U.S. and Chinese militaries might be considered negligent if
they failed to target the C*ISR networks of the other and to plan for their
own to be attacked. After all, military cyber warfare descends from elec-
tronic warfare, which is as old as military use of radio and radar and never
considered illegitimate. To suggest that attacks on C*ISR should be pro-
scribed in the same way the use of chemical and biological weapons has
been or the way nuclear warfighting and space warfare could be is as unre-
alistic as it is impractical.

This presents a serious conundrum. As noted, military and civilian
networks overlap, in the sense that they use common infrastructure. More-
over, there could be operational military rationales to attack civilian net-
works that can support large and far-flung combat operations.” To make
the problem even more complex, cyber targeting is not yet so refined that
the effects can be foreseen or controlled with confidence. Once networks
of economic and civilian importance are disrupted by one side, retaliation
by the other must be expected. Herein lies the risk that military cyber war
would lead to general cyber war.

This study has been consistent in the conviction that mutual deter-
rence is a sine qua non of mutual restraint. Yet there is insufficient reason
to think that either China or the United States will be deterred from initiat-
ing cyber attacks on military C'ISR networks if armed conflict were to
occur. Indeed, there could be an incentive to conduct such attacks before
the enemy does in order to gain tactical advantage. Considering current
U.S. conventional military advantages, the PLA has all but declared its
intent to exploit this U.S. vulnerability. And as Chinese military capabilities
improve in general and come to rely more on CYISR in particular, U.S.
military interest in promptly disabling Chinese networks will likely grow.
As a result, while both countries may be deterred from starting strategic
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national cyber war, neither may be deterred from starting tactical military
cyber war.

Yet given the improbability of a bolt-from-the-blue strategic cyber
attack by China or the United States on the other, the greatest danger of
general cyber war is that it could be triggered by a military cyber war in an
intense crisis or armed conflict. Hostilities between U.S. and Chinese
armed forces may be unlikely; however, there could be strong temptations
to strike preemptively in cyberspace, perhaps as the first shot in a conflict.
Yet if cyber war between the United States and China is permissible—
indeed, probable—during armed conflict, mutual restraint would only
apply to a peacetime surprise attack, which is barely plausible. Thus, the
danger of escalation from military to general cyber war provides one of the
most powerful incentives for mutual restraint. Sino-U.S. agreement not to
conduct cyber attacks on military networks even in the course of combat
operations is not realistic and, if reached nevertheless, is unlikely to be
believed or respected. Therefore, a cyber war firebreak is very desirable—
for both countries.

There are at least two ways conceptually to establish a firebreak. One
is to stipulate that the need for mutual restraint in strategic cyberspace
extends to any military cyber operations that have the potential to infect
and crash civilian computer networking, including civilian functions that
rely on dual-use infrastructure. This approach can be derived from estab-
lished norms against harm to civilians or uses of force that are dispropor-
tionate to what the opponent has committed. However, apart from the fact
that such norms tend to be ignored when they may interfere with achieving
victory, this approach rules out so much of military cyber war as to be
nearly as unrealistic or incredible as a complete ban.

Another approach is to rely on the risk of escalation to impart pru-
dence to military cyberspace, without proclaiming it to be governed by
mutual restraint, strictly speaking. This would mean exercising exceptional
caution in treating military cyber attacks as a low-risk alternative to physi-
cal force. Such caution would demand especially tight civilian control over
cyber attacks even during war. In this regard, it is worth borrowing from
nuclear escalation theory and practice, to which the United States and, as
far as we know, China both conform: orders to release nuclear weapons
must come from top political leadership. Although applying such control
to cyber attacks may seem constricting to military commanders, the dan-
gers and consequence of escalation to general cyber war suggest a need for
if not chief-of-state decision authority, than at least senior political author-
ity and strict rules of engagement.
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Such an approach would treat cyber war as fundamentally indis-
criminate. Because of the prevalence of dual-use network infrastructure,
even if the purpose is to disrupt military networks that enable enemy
forces, the effects of a cyber attack might be to disrupt networks that enable
international banking, transportation, or other communications on which
civilian societies rely. As noted, the United States and other governments
have a way to control the use of indiscriminate weapons: they do not del-
egate authority to use these weapons down the military chain of command
or, if they do, it is to use them only when the risks of unwanted or collateral
effects, such as harm to civilians, are low. The more likely and consequen-
tial the potential effects, the higher the decisionmaking level required to
authorize their use. For instance, higher authority is required to use con-
ventional weapons on a military target that is near a civilian population,
the destruction of which could do harm to civilians, than if there were little
or no such danger.

This same principle could be applied to cyber war. Thus, an attack on
a network that is dedicated to supporting enemy forces and completely par-
titioned from other networks could be authorized at a lower level than an
attack on one that could also harm nonmilitary functions or noncomba-
tants. Whereas military commanders could take small risks, political lead-
ers would have to decide whether to take big ones, defined as presenting a
nontrivial chance of affecting civilian-commercial networks. Using such
delegation protocols, the danger of escalation from tactical to strategic
cyber war could be managed without completely tying the hands of military
commanders faced with enemy forces utilizing military computer networks.

Protocols for delegation of authority to conduct tactical cyber attacks
on military networks could be designed to take into account the general
state of alert in a crisis. Just as the United States has a system of graduated
defense conditions that grants increasing authority to military command-
ers as circumstances warrant, it could adopt a system of graduated cyber
conditions. For now, however, there should and will be a bias in favor of
centralized political control except when the risk of unintended civilian
consequences is clearly low, even—or especially—in wartime.

A technical capability to improve discrimination in cyber war could
also help within such a framework. As techniques for cyber attack are
refined, the key to making cyber war less indiscriminate is intelligence.
With expansive and excellent knowledge of the workings of a potential
adversary’s computer systems—a tall order, to be sure—a state with sophis-
ticated cyber war capabilities could target military but not civilian net-
works, even if they use the same infrastructure. To illustrate, a given server
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can support multiple networks, both military and civilian, each with its
own software characteristics and identifiers. Destroying that server by, say,
dropping a bomb on it would obviously disrupt all the networks being sup-
ported. However, dropping a virus into the server, with the benefit of excel-
lent intelligence, could infect only the targeted network, perhaps a military
one but not a civilian one.

With imperfect intelligence, there would be a risk that the attack
would infect more than the target network. However, when combined with
the procedures for delegating authority just described, such targeting
would provide a way to manage risks of collateral damage and uninten-
tional escalation. By improving discrimination and instituting appropriate
decisionmaking control, it may be possible to achieve mutual restraint in
attacking critical (“strategic”) cyberspace without expecting a prohibition
on tactical cyber war during hostilities, which is not practical, not believ-
able, and not in the interest of the United States.

Returning, then, to the question of the boundaries of strategic cyber-
space for purposes of mutual restraint, a possible Sino-U.S. approach
would be to:

m agree that mutual strategic restraint applies to attacks on networks with
the intent or potential of doing serious economic, civilian, or other na-
tional harm

m agree that restraint should apply to attacks on military and intelligence
networks in peacetime (apart from cyber spying)

m agree that at no time should networks critical to civilian and economic
well-being be subject to attacks, except in retaliation

m acknowledge jointly that the risk of escalation demands caution, discrimi-
nation, and control in wartime military cyber attacks

m apply strict delegations of decisionmaking authority regarding military
cyber attacks, based on the risks of civilian and other collateral harm

m begin a dialogue, involving both civilian leaders and military command-
ers, to share concerns and intentions and to avert misperceptions and
miscalculation.

Resting on the strength of mutual deterrence, such undertakings
could reduce the dangers of Sino-American strategic cyber war.

This matter of authority to engage in cyber war is receiving attention
within the US. Government, evidently with a view toward avoiding
unwanted consequences of the sort laid out above. There recently has been
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some public reporting on guidelines to U.S. military commanders in con-
nection with cyber war. In a nutshell, “the military must seek presidential
approval for 1) a specific cyber assault on an enemy, and 2) the option to
weave cyber capabilities into U.S. warfighting strategy” The United States
can defend itself by blocking cyber intrusions and taking down servers in
another country and has the right to pursue attackers via cyberspace net.”

Such provisions are consistent with the proposition that cyber
attacks ought to be regarded as potentially indiscriminate, at least for now.
Unless and until the firebreak concept developed here becomes techni-
cally and operationally reliable, the bias should be toward tight civilian
control at the highest level. We expect and suggest that further thought be
given to two issues: how such guidance is to be followed in the event of
hostilities, once Presidential authority has been granted; and whether the
principle of Presidential control can withstand pressures to engage in
cyber operations as an integral aspect of 21st-century warfare, especially
as potential adversaries expand their use of computer networking to sup-
port combat against U.S. forces. Broadly speaking, it seems that the United
States is still in the foothills of solving the dilemma posed by the dual
objectives of enabling U.S. forces to succeed while also avoiding escalation
up to and including general war in cyber space.

Elements of Practical Cyber Deterrence

Cyber deterrence requires a country committed to it to address sev-
eral matters: offensive capabilities, legitimacy of the threat to retaliate,
declaratory policy, consistent behavior, adequate control, security of allies,
and international cooperation. While these are addressed from the U.S.
perspective in the pages that follow, the prescriptions apply more or less
also to China on the assumption that mutual restraint in cyberspace would
be symmetrical.

Any country’s external use of force is constrained by international law
and norms, starting with the United Nations Charter. The right of self-
defense is widely understood to include deterrence and thus threats and
acts of retaliatory force, within limits.” Less clear is the right to escalate in
retaliation, which is disproportionate by design. The threat of escalation
can be important for deterrence. Throughout the Cold War, the United
States relied on the threat of escalation, including first use of nuclear weap-
ons, to deter Soviet aggression in Europe; it justified this as inherent in the
right of self-defense (including of allies). In cyberspace, Chinese leaders
would presumably be more leery of PLA proposals to initiate cyber attacks
to disrupt U.S. military operations if given reason to fear that the U.S.
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response would not be limited to military forces and could damage China’s
own critical national networks.

Related to escalation is the issue of civilian consequences. The U.S.
Government is known to have struggled with the civilian impact of cyber
war, especially if waged against networks that affect a population’s well-
being.*® Of course, the fact that network attacks can harm noncombatants
does not call for a higher standard than for physical attacks. From the Civil
War to two World Wars to Vietnam to Iraq, the United States has waged
war in ways that affect civilians, while not failing to assert that industrial,
infrastructure, and enemy leadership targets are legitimate because they
enable enemy warmaking. Although the weaponry differs in cyber war,
norms of proportionality and minimizing harm to civilians are essentially
the same.

A third normative question is whether an unprovoked or initial cyber
attack constitutes international aggression—an act of war. The answer
must reflect the potential destructiveness of cyber warfare. It also should
apply the same standard to the enemy as to oneself. If it is considered
aggression, as it ought to be if the intention or effect is substantially
destructive, an enemy attack would justify whatever is permissible under
the right of self-defense, including both cyber and physical responses.

In this light, resorting to cyber war only in response to cyber attack
would add legitimacy to the threat and act of retaliation and thus strengthen
deterrence. Given its myriad other forms of power and its dependence on
vulnerable networks, the United States should favor such a norm. However,
networks have become so integral to military operations, for the United
States and China alike, that the United States is highly unlikely to foreswear
attacks on networks that enable operations of the PLA.

As an alternative, the United States could take the position that mili-
tary aggression, whether physical or electronic, justifies cyber attacks. This
would rule out a cyber no-first-use policy. But it would amount to a pledge
not to wage cyber war unless aggression has been committed—unless hos-
tilities have begun. If inclined toward such a pledge, the United States
should make it contingent on a reciprocal one from China. Doing so would
reduce the risk that China would conduct cyberstrikes preemptively or in
a crisis before any shooting occurs.

In essence, U.S. policy could be as follows:

m The United States opposes aggression in the form of computer network
attacks and regards such attacks as acts of war.

m It reserves the right of self-defense by responding to such attacks and will
maintain the capability to retaliate in order to deter.
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m The laws of war governing the obligation not to harm civilians apply in
cyberspace.

Behavior will speak at least as loudly as declaratory policy. Two behav-
iors that could undermine cyber deterrence vis-a-vis China are attacking
Chinese networks other than in retaliation for Chinese attacks, and failing
to retaliate for Chinese attacks. The greater the difference in consequences
for China between attacking and not attacking the United States, the stron-
ger the deterrence. Moreover, for the United States to attack Chinese net-
works absent Chinese attacks would strengthen the hands of those Chinese
who argue for an aggressive cyber warfare policy and weaken those who
argue that China is better off showing restraint. Conversely, U.S. failure to
retaliate could undercut the credibility of deterrence insofar as the potential
attacker is given reason to think that retaliation will not occur.

Such a posture is the opposite of frequent lesser network interfer-
ence. It requires purposeful decisionmaking. The need for calibrated and
consistent strategic behavior reinforces the need for strong civilian con-
trol, in both the United States and China. A clear distinction must be
made between the technical competence to create and employ cyber weap-
ons and the authority to determine whether, when, against whom, and for
what ends to use them. Because it requires strategic behavior and is a
matter of war and peace, cyber deterrence must be managed by proper
authorities in the same way all other international uses of force are: polit-
ically accountable civilian officials of the executive branch and designated
military commanders, with proper Congressional oversight. The United
States is moving in this direction with the creation of U.S. Cyber Com-
mand (under U.S. Title 10 and the Secretary of Defense) alongside the
National Security Agency (under U.S. Title 50 and the Director of National
Intelligence).

The existence of security commitments to U.S. allies (and hypo-
thetically to Chinese allies) may appear to further complicate an already
difficult domain. But the cyber security of allies need not and should not
be different than their physical security, at least not where destructive
cyber warfare is concerned. For starters, a serious cyber attack on a NATO
Ally should cause Article V of the Washington Treaty to be invoked; any-
thing less would invite Russia to attempt again the sort of attacks it alleg-
edly sponsored against Estonia (a NATO Ally) and Georgia. By extension,
U.S. commitments to the security of Japan, South Korea, and other treaty
Allies in Asia should include the option of U.S. retaliation for Chinese
cyber attack. Thus, any agreement by the United States and China to show
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restraint toward the strategic cyberspace of the other must include at least
treaty Allies.

Finally, Sino-American mutual restraint in cyberspace could be
extended to cooperation against common third-party threats in that domain.
Both countries have two sets of cyber security concerns: high-end state
threats, and all other state and nonstate threats. For the former, deterrence
is necessary and feasible; for the latter, it is less necessary and less feasible.
U.S. and Chinese security against all other state and nonstate cyber threats
could be improved through Sino-American cooperation, whether in bilat-
eral or multilateral settings. At a minimum, exchanging information on
potential attackers and attacks, notifying alerts, and extraordinary measures
would be worthwhile, as gaining wide acceptance of mutual strategic
restraint in cyberspace. While such cooperation is not essential for mutual
restraint, it would be a natural and beneficial supplement.

Conclusion

China and the United States are both beginning to grasp the grave
harm that could come from strategic cyber war. Their respective offensive
capabilities in this domain, the difficulty of defense against large cyber
threats, and thus the fear of retaliation can be the foundation for mutual
deterrence. While this could be left as a de facto condition or tacit under-
standing, it is better to make it a matter of agreement on mutual restraint
in initiating strategic cyber war, including tight political control of any
military cyber attacks in the event of armed conflict. Such agreement could
be bolstered by continuing discussion of thorny definitional issues and
possible concrete cooperation.

The United States should be interested in pursuing an accord along
these lines, though with its eyes open about the ambiguities and pitfalls.
But it should do so as part of a wider approach, covering nuclear and space
domains as well. As with restraint in space, the United States should not
accede definitively to China’s position on no first use of nuclear weapons if
the Chinese reject the larger concept of mutual strategic restraint and its
application to cyberspace.

These ideas might be more appealing to the United States than to
the Chinese. The United States is the stronger military power, and it is
more vulnerable than China to the effects of cyber war—for now. But
China is becoming highly dependent on computer networks and more
exposed to their disruption, and it has no more hope of complete network
defense than the United States has. Perhaps Chinese leaders have the
foresight to appreciate the value of mutual strategic restraint in cyber-
space, and the clout to overrule objections from Chinese warfighters. In
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the meantime, they can be sure that the United States will not accept
inferiority in offensive cyber war capabilities and that China’s vulnerabil-
ities in this domain will only get worse.
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