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Post-Asad Syria

BY DANIEL SERWER

he situation in Syria has gone from bad to worse. United Nations (UN) observers have

been unable to do more than report on numerous violations of the UN Security Council

(UNSC)-sponsored ceasefire as well as atrocities committed against civilians. The authori-
ties restrict their movements, threaten their security, and interfere with their communications.
The Syrian government continues to use artillery, helicopter gunships, and paramilitary shabiha
(loosely translated as “thugs”) against peaceful protesters as well as armed insurgents. The Free
Syrian Army and other insurgent forces control at least some territory and are attacking Syrian
security forces and installations.! Unknown assailants have committed a series of bombings
against government offices and assassinated senior defense figures. Arms are flowing to the gov-
ernment from Russia while Saudi Arabia and Qatar are supplying the Free Syrian Army.

Former UN Secretary-General Kofi Annan’s plan looks doomed, but it is still not too early to
begin thinking about what Syria is going to look like postwar, assuming Bashar al-Asad eventually
falls and a transition toward democracy begins. A year or two of lead time is not too early to begin
planning. How the transition occurs will depend a good deal on the particular circumstances in
which it takes place. An opposition military victory, a palace coup, and a negotiated turnover of
power would look dramatically different, especially in the initial stages. This path dependency
should not prevent analysis of the ultimate objectives and issues that will likely arise in trying to
reach them. Working backward from the endstate eliminates some of the complexity associated
with path dependency and allows a more farsighted and strategic approach to issues that are too
often reduced to sequencing or other tactical details that cannot necessarily be decided in advance.

Unification of the Syrian opposition around a clear set of democratic transition goals and
the organization needed to achieve them could provide the kind of cohesion that has been sorely
lacking so far.? Once the goals are determined, some division of labor is appropriate. It would
be particularly useful for expatriates to focus on longer term transition, as the opposition inside
Syria will have difficulty focusing on anything more than tomorrow’s most urgent security and
humanitarian requirements. This division of labor was at least partially productive in Libya,

Daniel Serwer is a Professor at The Johns Hopkins School of Advanced International Studies and a
Scholar at the Middle East Institute (MEI). MEI intern Gregor Nazarian read a draft of this article
and contributed to it.
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where the Stabilization Team worked abroad
even while the fight against the Muammar
Qadhafi regime continued. Expatriates will
also have an advantage in dealing with the
international community, if only because
communication with the multination “Friends
of the Syrian People,” as well as international
organizations, will be easier for those located
abroad. The expatriate Future of Iraq project,
which the U.S. State Department conducted in
advance of the Iraq invasion, might have been
useful had the Pentagon been more receptive.
But ultimately, people who have lived under
the Asad regime will want to determine the
country’s transition path.

Mine is not the first effort to consider
future scenarios in Syria, nor will it be the
last. I focus here on the situation inside Syria.
Patrick Clawson has considered the regional
implications of a democratic transition and
other scenarios.’ Others have worried about
the divided opposition—whether it can lead
a transition and if so, to what.* They have
also outlined immediate steps to begin to
establish security, rule of law, democracy, and
transitional justice.” The focus in this article
is on longer term objectives associated with
a transition to democracy and the medium-
term measures (the next 1-3 years) needed to
achieve them.

As we know from Iraq and Afghanistan,
postwar failures can absorb resources and
shape outcomes as much as wartime events.
We are seeing that happen also in Libya,
where wartime militias are refusing to dis-
arm or put themselves under central com-
mand, weakening the new government
and slowing—perhaps even derailing—the
transition to democracy. Syria has a diverse
population and displays many of the warning
signs associated with mass atrocity following
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political upheavals.® Its transition is likely to
be no easier than those in Tunisia, Libya,
Egypt, and Yemen. It may be a good deal
more difficult.

Every postwar situation is unique.
Context matters. Syrians, not foreigners,
should make the key decisions. The Syrian
National Council, in a statement that has not
generated dissent and appears to represent
consensus, has laid out a broad goal for the
transition in its National Covenant for a New
Syria: “Syria is a civil, democratic, pluralis-
tic, independent and free state. As a sover-
eign country, it will determine its own future
based only on the collective will of its people.
Sovereignty will belong in its entirety only to
the Syrian people who will exercise it through
democracy.”” Within this overall objective,
it is instructive to explore some of the main
issues—using a framework that spans these
endstates—for a successful democratic revo-

lution:

m  safe and secure environment
= rule of law

= stable governance

= sustainable economy

m  social well-being.?

Safe and Secure Environment

This is job number one in many postwar envi-
ronments and will certainly be the top priority
in Syria. No matter how the war ends, there
will be several armed forces in the country:
the Syrian army, the shabiha (armed but not
uniformed regime paramilitaries), the vari-
ous internal security services, the police, and
the disparate units of the resistance, usually
but not always going by the appellation Free
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Syrian Army.’ A stay-behind operation, such
as the one conducted by Saddam Hussein's
Fedayeen in Iraq, is likely and would proba-
bly have Iranian support. The mainly Alawite
shabiha would be the likely vector for a post-
war insurgency.

If serious post-Asad slaughter is to be
avoided, the pro- and anti-regime forces will
have to be kept separate, at least for a time.
They will then have to be at least partly dis-
armed, demobilized, and reintegrated—with
some of them going into a new army, some
into other security forces, and some into
civilian life, including prosecution of human
rights abusers. It is difficult to see how sepa-
ration of various forces can be accomplished
without a substantial peacekeeping force, one
that would assist the transition administra-

thought to be mainly chemical weapons,
Syria’s WMDs are likely also to include nuclear
and biological material. Special arrange-
ments will need to be made to ensure that
this material does not get into black market
circulation.' Of additional concern to both
the Americans and Syria’s neighbors will be
other sensitive weapons such as MANPADs
(man-portable air defense systems), antitank
missiles, and heavy machineguns. We are fac-
ing problems with the circulation of arms of
these sorts from Libya in the Sahel and else-
where. Syria will be no less problematic. Its
neighbors—especially Iraq and Turkey—will
want the postwar regime to ensure that these
arms do not get into the hands of their own
domestic insurgents (mainly Sunnis in Iraq

only once a safe and secure environment is
established under new and less abusive security
forces can the new authorities hope to disarm

tion not only in disarming, demobilizing, and
reintegrating but also in reforming the secu-
rity forces—that is, security sector reform. This

will be a multiyear effort leading eventually
to restoration of the state’s monopoly on the
legitimate use of violence.

Postwar environments often require
police forces with more substantial firepower
and manpower than are normally available
to police on the beat in peacetime situa-
tions. These “constabulary” or “gendarmerie”
forces, which are trained and equipped to act
in “formed” police units of about 100 para-
militaries, will likely have to be supplied
internationally at first. Their roles may include
prevention of rioting and ethnic cleansing,
confrontation with armed militias or spoilers,
protection of vital infrastructure, and other
internal security functions where enhanced
capabilities are needed.

One particular problem will preoccupy
the Americans: dealing with Syria’s weap-
ons of mass destruction (WMDs). Although
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the general population

and Kurds in Turkey). Israel will also have rea-
son to be concerned. Weapons collection in
the aftermath of war is always difficult. Young
men do not give up their arms readily. Only
once a safe and secure environment is estab-
lished under new and less abusive security
forces can the new authorities hope to disarm
the general population.

Rule of Law

Syria has police, prosecutors, judiciary, and
prisons, but they have been subservient to an
autocratic and abusive regime for the past 40
years. The legal frameworks under which they
have operated since the mid-1960s, which
include “exceptional” laws and courts oper-
ating outside the constitutional framework,
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will have to be dismantled." The personnel
will need to be vetted by a transition regime,
the worst human rights abusers weeded out,
and new people trained to take their places.
Police are especially problematic in postwar
situations; it is impossible to do without
them, but at least some of them are likely to
be deeply implicated in abusing the popula-
tion. Whether to vet and retrain, or start a
new police force from scratch, is an impor-
tant decision. Establishment of a judiciary
that is independent of executive and legisla-
tive power as well as impartial in applying law
based on respect for human rights will be a
major responsibility during the transition to
democracy.?

Treatment of former regime persons
is an important issue, especially if many
share a distinct minority ethnic or sectar-
ian background. Big shots are particularly
problematic. Will they be tried in Syria, as
was done in Iraq, or will they be transferred
to the International Criminal Court (ICC)
in The Hague? Most countries prefer to try
their own people, especially those who want
to apply the death penalty, an option that
is not available at the ICC. Ensuring trans-
parent and fair treatment of Alawites will be
especially challenging, since they provided
mainstays of the Asad regime, even if some
have joined the revolution. Some Druze and
Christians will also be suspect. Not everyone
will want to distinguish between those who
benefited from the regime and those who
did not. As the Public International Law and
Policy Group notes, establishing clear crite-
ria for who will be prosecuted and how, even
before the fall of the regime, could be help-
ful in gaining support from those who are
trying to decide now whether to support the
opposition.”?

6 | FEATURES

The question of compensation for vic-
tims of the regime, including for misappro-
priated property as well as human rights
violations, will need to be decided in due
course. There are many different precedents.
It is easy for expectations to grow inordi-
nately. Their disappointment can be a serious
political problem, so deciding on principles
and a process that is clear and understand-
able is important, even if early compensation
or restoration of property is impossible. It
will likely take years and even decades before
all the claims and counterclaims are defini-
tively settled.

Notably, the question of shariah, which
has arisen in Tunisia, Libya, and Egypt, is
not even mentioned in a 2007 review of
political Islam in Syria." Nor does it appear
in the National Covenant for a New Syria."”
Nevertheless, for many Islamists—and in
particular for the Muslim Brotherhood that is
said to strongly influence the Syrian National
Council—rule of law necessarily entails
implementation of some form of Islamic jus-
tice, or justice based on Islamic principles.'®
Precisely what this means has varied widely
in different countries and under different
regimes, but the issue will likely arise, along
with the status of women. The questions of
shariah and the status of women are par-
ticularly problematic in a multiconfessional
society such as Syria where significant por-
tions of the population may not view sha-
riah—whatever its specific meaning—as part
of their cultural tradition.

Stable Governance

Syria, unlike Libya, has fully developed state
institutions that will in principle be at the
disposal of whoever takes over. State ser-
vices, which in Syria include water, electricity,

PRISM 3, NO. 4



education, health, and food subsidies among
other things, will presumably continue their
operations as best they can until decisions are
made otherwise. But an autocratic state such as
Syria is unused to the demands for openness,
responsiveness, and efficiency that will quickly
arise. Government employees may be even
more sullen and resistant than usual. Keeping
expectations down and performance of state
institutions up is vital.

While some may hope that the Syrian
army will push Asad out and guide the tran-
sition, Egypt illustrates how problematic
military control of a political revolution can
be.'” The Syrian army will have substantial
interests of its own to protect, including eco-
nomic interests and impunity for acts com-
mitted under the Asad regime. If it takes over,
it cannot be relied on to move in a demo-
cratic direction, or to do so with conviction.
Even more than in Egypt, the Syrian army
has acted as an instrument of the autocracy,
committing many of the worst abuses. Anti-
regime Syrians would see an army takeover
as a change in window dressing, from which
the networks that supported the Asads would
continue to benefit.

A civilian-led transition in a country
wracked by war is no panacea either, as we
have seen in Libya where the nominal civil-
ian leaders have often played second fiddle to
revolutionary militias. But let us assume that
the Syrian National Council, or maybe some
umbrella organization that encompasses it,
becomes the de facto governing authority
in the aftermath of Asad’s exit. Whoever it
is will need to lay out a process quickly for
revising or replacing the constitution (the
latest one supposedly approved in a referen-
dum on February 26, 2012), electing a new
president and a serious parliament—the one

PRISM 3, No. 4

supposedly elected in May 2012 is a sham—
as well as new officials at the provincial and
local levels. The covenant does not establish
the order and timing of these essential steps.’
The order is important, as is transparency and
breadth of participation. Best practice nowa-
days calls for a broad consultative or represen-
tative process in preparing the constitution
and electoral laws.!” Achieving this can be
difficult in postwar conditions. Temporary
arrangements may be required, allowing time
for a more deliberative process.

local before national elections provide a way
to test the electoral mechanism and see who is

beginning to emerge politically

The Syrian revolution has generated a
remarkable array of local revolutionary coun-
cils and coordination committees. It would be
wise to consider building local governance on
their initiative, empowering them to organize
elections and begin the reconstruction of gover-
nance from the grassroots up rather than from
Damascus down. Local before national elec-
tions provide a way to test the electoral mech-
anism and see who is beginning to emerge
politically. In addition, local elections are more
often fought on issues and personalities rather
than identity or ideology. In a society likely to
be plagued by sectarian and ethnic division,
focusing initially on local issues would provide
an opportunity to build political parties driven
more by economic and social needs than by
ideological and sectarian wants.

Sustainable Economy

Syria has big problems in this department,
largely due to excessive state involvement in a
less-than-thriving economy.?® Qil production
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is declining and likely will continue in that
direction even with foreign help. Some finan-
cial assets are frozen abroad and can be repa-
triated, but that process is often slow. While
the stock of public debt is not large, the bud-
get deficit is high and rising, as is inflation.
Credit has dried up. Foreign currency reserves
have been plummeting. The currency is col-
lapsing. Income disparities have been widen-
ing, and the poor have tended to support the
revolution. Half the population is younger
than 25. Unemployment is dramatically high
(likely 20-30 percent).

Any transition regime will be broke and
face difficult economic issues: whether to
continue subsidies (in particular to food and
fuel), whether to keep the Syrian pound or
replace it with a new currency, whether to try
to slow inflation, what to do about foreign
debt, and how to reverse the privatizations
and other economic privileges granted to
regime cronies that have aroused enormous
popular resentment. All this will need to be

While there may be some frozen assets
that can be repatriated quickly, Syria will likely
face a much more difficult financial situation
than oil-rich Libya—one more like Egypt and
Tunisia. Quick international action to make
resources available to Syria will be vital. The
Syrian National Council has initiated planning
for a “Marshall Syrian Recovery Plan” through
the Working Group on Economic Recovery
and Development, a Friends of the Syrian
People group that is expected to provide funds
to rebuild Syria.?? Anticipated initial needs
amount to $11.5 billion to stop the currency
from collapsing and to pay public sector work-
ers’ salaries.?

Social Well-being

There will be massive requirements for imme-
diate humanitarian assistance in Homs, Hama,
Idlib, and other population centers the Syrian
army has been attacking for the better part of a
year. Food, shelter, and medical assistance are
the obvious priorities.

In addition, Syria harbored approxi-

Syria will have to design accountability and
reconciliation mechanisms that satisfy some of
the craving for justice without preventing the
government and society from moving forward

mately 1 million refugees from Iraq, more
than 400,000 Palestinians, and more than
300,000 internally displaced persons (IDPs)
even before last year’s fighting (many from

decided with the general population clam-
oring for jobs and continued state support.
Disentangling the networks that bind elite
business actors to state officials through ill-
gotten wealth will be difficult. Even outside
the inner circle of the regime, the economy is
dominated by businessmen, many of whom
have so far refused to join or support the
opposition. This will not be forgotten and
will fuel a great deal of resentment that could
make economic stability difficult to attain.?!
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Golan).? The number of IDPs will now be
much higher, and several hundred thou-
sand Syrians are currently refugees in Turkey,
Jordan, Lebanon, and Iraq.

Sectarian and ethnic tensions will be evi-
dent quickly. Alawites will be at immediate risk
as will Druze and Christians who have bene-
fited from regime privileges. Kurds are unlikely
to be resented as they have suffered discrimina-
tion and worse under the Asad regime, but it
is not clear to what extent they will lend sup-
port to any transition, which Arabs will neces-
sarily dominate. The Syrian National Council
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recently elected a Kurd as its leader, but the
Syrian Kurdish National Council remains sep-
arate, at least for now. Ensuring Kurdish and
other minority representation in the transition
is vital to overcoming the fears, resistance, and
centrifugal forces to which it will give rise.

Looking longer term, Syria will have to
decide how to deal with the legacy of the
Asad regime, and in particular it must design
accountability and reconciliation mechanisms
that satisfy at least some of the craving for jus-
tice without preventing the government and
society from moving forward. Egypt has not
been successful at this, and the process has not
even begun in Libya.

Bottom Line

This catalogue only scratches the surface
in describing the problems that will arise
in a post-Asad transition to a more open

society. While Syrians should lead, it is clear
that a good deal of outside assistance will
be required: financial, economic, technical,
operational, military, and legal. It is hard to
picture all this being managed without a sub-
stantial foreign presence, including peacekeep-
ing forces to relieve the new authorities of the
burden of maintaining a safe and secure envi-
ronment while they focus on the many other
matters requiring urgent attention. Planning
may have begun for a UN/Arab League force,
which would be the logical follow-on from
Kofi Annan’s UN/Arab League mediation effort.

Syria is a big country of over 22 mil-
lion people, albeit not as populous as Iraq or
Afghanistan. Any serious international peace-
keeping/building effort would still require,
even with permissive conditions, on the order
of 50,000 troops and police. A significant
portion might be Syrian, provided units can

Syrian soldier aims Chinese AK-47 assault rifle and wears Soviet NBC warfare mask during Operation
Desert Shield
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be found that did not participate actively in
Asad’s repression. The international actors
will not be easy to find and, of course, the
transition authorities will need to invite them
in.? This will be over and above a substantial
international civilian effort, first for human-
itarian relief and eventually to support the
Syrians as they find their own way politically
and economically.

Who can provide the forces required? The
North Atlantic Treaty Organization is out of
the question—neither Europe nor the United
States would be prepared to consider the
proposition for financial and political reasons.
The Arab League has never done this kind of
operation. It is time for them to figure out how,
with help from Turkey and some others. But
both Arab League and Turkish troops will be
overwhelmingly Sunni, which will not reassure
Alawites and other Syrian minorities. It is dif-
ficult to picture Lebanese or Bahraini forces,
which are at least in part Shia, playing more
than bit parts. Iraqi forces are preoccupied with
their own country’s challenges. Russia might
be willing, but Moscow’s position during the
revolution will be widely resented. Indonesia?
Republic of the Philippines? Raising the forces
for any substantial international presence in
post-Asad Syria is going to be extraordinarily
difficult.

These requirements arise in the best of all
possible worlds, where Syria is moving more
or less decisively in a more democratic direc-
tion. But be careful what you wish for. Post-
Asad Syria will be no picnic. PRISM
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Builders,” Strategic Studies Quarterly (Fall 2010), 15-42,
available at <www.au.af.mil/au/ssq/2010/fall/dobbins.
pdf>.
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“Left of Bang”

The Value of Sociocultural Analysis in
Today’s Environment

BY MICHAEL T. FLYNN, JAMES SISCO, AND DAVID C. ELLIS

ard lessons learned during counterinsurgency operations in Iraq and Afghanistan,

counterterrorist operations across continents, and the Arab Spring all contributed to

a growing recognition within the Intelligence Community (IC)' of the importance
of understanding the “human terrain” of operating environments. The Department of Defense
(DOD), its Service branches and combatant commands, and the broader IC responded to the
demand for sociocultural analysis (SCA) by creating organizations such as the Defense Intelligence
Socio-Cultural Capabilities Council, Human Terrain System, and U.S. Central Command’s Human
Terrain Analysis Branch, among others. For large bureaucracies, DOD and the IC reacted agilely
to the requirement, but the robust SCA capabilities generated across the government over the
last decade were largely operationally and tactically organized, resourced, and focused. What
remains is for the IC to formulate a strategic understanding of SCA and establish a paradigm for
incorporating it into the intelligence process.

Simply stated, the lesson of the last decade is that failing to understand the human dimen-
sion of conflict is too costly in lives, resources, and political will for the Nation to bear. Once a
conflict commences, it is already too late to begin the process of learning about the population
and its politics. The optimal condition is for our leaders to have the ability to influence bud-
ding conflicts “left of bang,” that is, before tensions turn violent. Left of bang, policy options
are more numerous, costs of engagement are lower, and information flows more freely to more
actors. After bang, options decrease markedly, the policy costs rise rapidly, and information

Lieutenant General Michael T. Flynn, USA, is Director of the Defense Intelligence Agency and
Commander of the Joint Functional Component Command for Intelligence, Surveillance, and
Reconnaissance. Lieutenant Commander James Sisco, USN, is an Intelligence Officer currently serving
in the Office of the Director of National Intelligence. Dr. David C. Ellis joined U.S. Special Operations
Command (USSOCOM) in 2009 as a Human Terrain Analyst and is the lead for USSOCOM'’s Socio-
Cultural Awareness Section.
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becomes scarce and expensive. More than
ever, military, intelligence, and diplomatic
professionals recognize this reality.

A tremendous opportunity now exists for
the Intelligence Community to build upon its
world-class analytical foundation. Complex
social phenomena such as population growth
and demographic change, economic globaliza-
tion, and the information and communication
revolutions demand even greater attention.
Unfortunately, the IC struggles to integrate
sociocultural analysis into traditional collec-
tion and analysis because its structures remain
rooted in the state-centric context of the Cold

the lesson of the last decade is that failing

to understand the human dimension of

conflict is too costly in lives, resources, and

political will for the Nation to bear

War. The evolving nexus of threats among ter-
rorist groups, transnational criminal organiza-
tions (TCOs), cyber-criminals, humanitarian
crises, and pandemics is merely symptomatic
of the need to reconceptualize the way popula-
tions, political systems, and geography inter-
sect. A new concept should seek to explain
how populations understand their reality, why
they choose either to support or resist their
governments, how they organize themselves
socially and politically, and why and how their
beliefs transform over time.

In contrast to the IC’s typical state-centric
analysis, which seeks to determine how states
can or do impose stability, the IC must develop
a sensory capability to better detect the precur-
sors to political change, a “social radar” with a
level of granularity, understanding, and con-
fidence that enables policy leaders to make
informed decisions that maximize national
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influence left of bang. As a first step toward
building a population-centric social radar, this
article explains why integrating SCA remains
counterintuitive to the IC, describes how social
amplifiers compound the difficulty, offers a
framework for inexpensively and proactively
capturing sociocultural information, and sug-
gests a paradigm for converting sociocultural
information into intelligence production.

Old Structure, New Threats

That we are largely uninformed about popu-
lations and ill-prepared to understand them
is a natural consequence of the IC being
built upon the edifice of Cold War politics.
Much of the IC was established to detect,
understand, and maneuver against adver-
saries’ actions and intentions by employing
all methods of national influence, includ-
ing military assets, economic strength, and
diplomatic skill. Sovereignty as a core prin-
ciple of international order meant that states
would not generally concern themselves
with how other governments managed
their populations.? Yet in many parts of the
world, weakening or eroded state sovereignty
enables many of the above threats against
our national interests to grow. Under condi-
tions of meaningful sovereign state author-
ity, these issues are manageable. However,
failed and failing states create circumstances
whereby aggrieved populations and nonstate
actors can assert themselves in ways that are
not easily comprehensible to the IC. To frame
the challenge ahead, the Failed States Index
asserts that approximately 20 percent of the
world'’s states are now considered to be failed
states or are at severe risk of failing.?

While our current intelligence architec-
ture proved successful in the context of the
Cold War, it has been much less successful in
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the world of weak and failed states unleashed
by the collapse of governments whose sur-
vival was, ironically, predicated upon the
largesse provided by the United States and
Soviet Union. In a recent Center for Strategic
and International Studies report, Anthony
Cordesman and Nicholas Yarosh reinforce
this point:

countries, intelligence experts, mem-
bers of international institutions, NGOs
[nongovernmental organizations], and
area experts need to do a far better job
of developing basic data on the causes of
instability. . . . Far better data are needed
in key areas like unemployment and
underemployment, income distribution,
the efficiency of the state sector, barriers
to growth and economic development, the
size and function [of] security forces and
police, and quality of governance.*

Equating sovereign authority with sta-
bility is no longer analytically appropriate.
As Cordesman and Yarosh indicate, today's
conflicts are more about ideas and gover-
nance than they are about invasion by a for-
eign government.

The state-centric “order” the West
enjoyed during the Cold War is in today'’s
world assessed by many populations to
be illegitimate and worth their sacrifice to
change. Many states formed after World
War II and during the 1960s era of decolo-
nization are dissolving or losing functional
sovereignty because their regimes have been
unwilling or unable to govern legitimately
on behalf of many—or even most—of their
people. Their populations are organizing in
social movements or around insurgencies
to change their circumstances.® Even worse,
narco-traffickers and other resource warlords
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are now taking advantage of popular discon-
tent with governments and asserting military
dominance over valuable tracts of territory,
often at the expense of the population itself.®
When amplified by social tensions (discussed
below), populations as subnational actors can
have greater political influence than in the
past, with many of them threatening or rais-
ing the costs of maintaining the international
political and economic order.

the state-centric “order” the West enjoyed during
the Cold War is in today’s world assessed by

many populations to be illegitimate and
worth their sacrifice to change

Amplifiers and Accelerators

Population Growth. Global population has
doubled since the early 1950s, predominantly
in parts of the world where institutions of
state are least able to create the conditions
for social order and stability. Despite a trend
toward slower rates of population growth on
the global scale, through 2050 more than 95
percent of future world population growth
will occur in developing nations. By 2050,
the populations in some of the world’s least
developed countries—many of which are
experiencing or recently emerging from con-
flict—will be at least double their current
size including Afghanistan, the Democratic
Republic of the Congo, Iraq, Liberia, Niger,
Somalia, and Uganda. These countries are
also home to some of the world’s poorest
and youngest populations, where continued
high rates of population growth have created
a large youth bulge.”

These disenfranchised youths struggle for
limited resources, employment opportunities,
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sense of belonging, and upward mobility in
their communities, tribes, and villages. In
many cases, the very states of which they are
“citizens” proactively deny them opportu-
nity.® With limited options, the allure of quick
wealth associated with illicit activities and the
sense of purpose preached by radical move-
ments are sufficient to mobilize enough of
them to threaten many states’ integrity.

Even important demographic changes
within allied nations should be of interest
to the IC. For example, significant aging in
Europe in concert with growing Muslim pop-
ulations could alter the economic capacity or
political calculus of governments to support
the United States in foreign affairs. On the
other hand, corresponding aging trends in
China might prohibit future military adven-
turism due to the high costs associated with
an expansive welfare state.” Whether driven
by youth bulges, deprivation, or aging, demo-
graphic changes now matter more analytically
than they have in the past.

Economic Globalization. Globalization
entails the qualitative and quantitative increase
in the scope and intensity of “interactions and
interdependencies among peoples and coun-
tries of the world.”*® The progressive erosion
of barriers to trade—whether based on policy,
geography, or transportation—has enabled a
rapid expansion of trade and contact among
previously distant populations. Economic glo-
balization has resulted in an incredible degree
of prosperity and rising incomes at an unprec-
edented rate for those able to participate."
The BRIC countries (Brazil, Russia, India, and
China) demonstrate the amazing advances that
accrue with freer markets, substantive technol-
ogy transfers, and low policy barriers to trade.

However, economic globalization also
amplifies vexing challenges such as income
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inequality within nations, environmental
degradation, the income gap between devel-
oped and developing nations, and fears of
cultural decay. The increasingly competitive
and interconnected world raises the poten-
tial for conflicts and crises to escalate in mul-
tiple domains.'? Ethnic, racial, and religious
stratifications correlated with differences
in opportunity and wealth often reinforce
existing tensions within countries, creating
fertile ground for exploitation by nonstate
actors such as TCOs and extremist groups.
Individuals no longer accept the status quo
from their governments and are demanding
a better way of life for themselves, their fami-
lies, and communities, especially when they
know alternatives exist.

The Communication Revolution. The
explosion in communications technology,
social media in particular, has dramatically
increased a population’s ability to organize
and communicate. Whereas state govern-
ments could effectively limit association and
information exchange in the past, the mod-
ern Internet and cell phone coverage make
this objective more difficult. For example, as
of December 2011, there were over 2.1 billion
Internet users with 3 billion email addresses,
152 million blog sites, and 276 million Web
sites with 45 percent of users under the age
of 25. Facebook has more than 800 million
active users who log in 175 million times every
24 hours, 65 million through mobile devices,
sharing over 30 billion pieces of content each
month. Traditional closed societies around the
world are also beginning to use these media
to rapidly disseminate information. In China,
Wiebo—a micro-blogging Web site equivalent
to Twitter—has more than 250 million users,
most of whom are educated and white col-
lar, and it is becoming a major influence in
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Chinese society. Grassroots social movements,
as evidenced during the Arab Spring, are using
these capabilities to organize demonstrations,
spread messages to large audiences, and even
overthrow governments.

While the sociocultural and research com-
munity has been interested in social media and
how to leverage it for intelligence purposes for
years, the Iranian Green Revolution and Arab
Spring have given rise to a new fascination
with it. However, the use of social media was
incidental, not causal, to these popular upris-
ings. Discontent existed before the explosion
of social media and was identifiable and mea-
sureable even in social media’s absence. What
social media do provide populations is a vir-
tual organizing capability in the face of physi-
cal repression by regimes. Unfortunately, there
is a tendency to view the geospatial depiction
of Facebook and Twitter feeds or ethno-reli-
gious human terrain maps to be the sum total
of sociocultural analysis. In fact, this is but a
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small part of the type of sociocultural analysis
available to the IC, but it can be an insightful
component if properly utilized.

what social media do provide populations is
a virtual organizing capability in the face of

physical repression by regimes

Integrating SCA within the Conflict
Continuum

To proactively build a social radar capable of
sensing important impacts on populations
and political systems like the ones above, it
is first necessary to conceptualize how the IC
can come to know them, particularly in the
coming era of constrained budgets. Unlike
state-centric analysis that is often reduced to
quantitative metrics, such as gross domestic
product or mechanized infantry battalions,
SCA requires deep, qualitative understanding

Members of Royal Moroccan Army conduct terrain analysis during intelligence staff training as part of

exercise African Lion 2010

PRISM 3, No. 4

FEATURES | 17

U.S. Marine Forces Africa



about populations. Though such a task seems
daunting at first, the conflict continuum in the
figure illustrates how the IC can inexpensively
and proactively integrate SCA with traditional
collection and analysis.

Prior to conflict, or left of bang, the IC
has a great deal of access to various informa-
tion sources. The universe of information
sources includes partner nations, academia,
private-sector companies, and social media,
all of which often enjoy unfettered access
to the population and generate information
about it as a normal activity. These informa-
tion sources can provide a wealth of informa-
tion, enabling analysts to develop baseline
assessments of populations, cultures, behav-
iors, and social narratives.

When SCA methodologies and techniques
are applied, strategic indications and warning
can be derived from deviations in the base-
line. These deviations can inform military and

Figure. The Conflict Continuum

political decisionmakers of possible uprisings
or conflicts so they can avoid them. At this
stage in the conflict continuum, deeper socio-
cultural understanding results in a broader
range of policy options available to the nation
and its allies to prevent conflict.

As tensions rise and move toward conflict,
the potential for violence increases the risk and
cost of available responses while constrain-
ing policy options and access to information.
By conducting SCA in Phase 0 and having a
baseline, the IC will be able to inform mili-
tary planners of potential threats and recom-
mend sound policy options consistent with
the population’s worldview and attitudes. Such
an approach puts policy and national interests
more in line with the needs of the population
to generate common achievable outcomes.
This can prevent poor decisions based on
a lack of information and understanding of
social dynamics.
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As conflict concludes, reconstituting a
sustainable, legitimate polity becomes more
likely if the new institutions of state reflect
the values, norms, and organizing principles
of the population. In addition, reduced vio-
lence results in greater access to the popula-
tion through NGOs and humanitarian efforts.
This will allow the IC to reestablish baseline
understandings of the population in the new
context. This reestablished baseline allows
the IC to develop realistic recommendations
informing actions to include forming a govern-
ment, humanitarian assistance, reconstruction
efforts, infrastructure development, reintegra-
tion and reconciliation programs, and estab-
lishing military and police forces. These initia-
tives are extraordinarily complex, so the more
data and knowledge that are available before
a conflict, the more likely the right questions
and interests will be addressed after it.

U.S. Special Operations Command
(USSOCOM) Commander Admiral William
H. McRaven, whose forces must be culturally
attuned in the fight against extremists, recently
stated, “Clearly, we need to continue to improve
our understanding and respect for other cul-
tures, improve our language capability and
cultivate our ability to build relationships.”!?
Hard lessons over the past decade demonstrate
the costs associated with building govern-
ment institutions that fail to coincide with and
take into account the population’s ontology
(worldview, identity, norms, and narratives).
As Admiral McRaven notes, “Enduring suc-
cess is achieved by proper application of indi-
rect operations, with an emphasis in building
partner-nation capacity and mitigating the con-
ditions that make populations susceptible to
extremist ideologies.”'* But discovering when,
where, how, and why to apply that influence
cannot occur in the midst of conflict without
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resulting in significant errors. The IC can orga-
nize its resources and processes to ingest SCA
into intelligence with the right framework.

Integrating SCA through RSI

The Intelligence Community has the oppor-
tunity to meet growing demands for socio-
cultural analysis, but requires a paradigm
describing how to resource this capability and
explaining its value to foreign and military
policy. This article asserts that today’s threat
environment, in which subnational actors and
complex social trends persistently undermine
the state system, requires addressing budding
conflicts before they turn violent. Doing so
will allow the United States to better respond
with a wider range of policy options at lower
cost. The conflict continuum is offered to con-
ceptualize the value of conducting SCA before

knowledge about populations has a long shelf
life given that cultures, norms, and values

change only gradually

crises manifest. Additionally, the reconnais-
sance, surveillance, and intelligence (RSI)
framework is suggested to integrate whole of
nation resources for understanding threats
to populations, their states, and national
interests.'® RSI is a paradigm codeveloped by
USSOCOM’s Matthew Puls and U.S. Army
Training and Doctrine Command G2's Dr.
Kira Hutchinson for incorporating existing
sociocultural analysis resources into the intel-
ligence process.'® In contrast to intelligence,
surveillance, and reconnaissance (ISR), which
is generally perishable (find, fix, finish), RSI
suggests that a long-term research perspective
is necessary for learning about populations
(understand, analyze, engage). Populations
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are, under normal conditions, easily discover-
able and available, so national, international,
allied, and private-sector resources can come
to know them at relatively low cost. Moreover,
knowledge about populations has a long shelf
life given that cultures, norms, and values
change only gradually.

In the notional RSI process, the recon-
naissance phase is dedicated to understand-
ing the world as seen, experienced, valued,
and practiced by the population. Long-term
reconnaissance allows a sense of what is “nor-
mal” to be assessed for a population. During
the surveillance phase, changes in the baseline
can be detected through a multitude of social
science methods. When the changes are deter-
mined to merit further attention, intelligence
activity can begin to clarify what the changes
indicate, determine whether a threat appears
likely, and suggest how national assets might
shape events.

0 environments. Social scientists will be par-
ticularly important given their innate desire
and skill sets. The IC will have to employ its
own professionals in order to ask the right
questions and translate the professional jar-
gon into digestible intelligence.

The RSI paradigm provides the IC with a
means of conceptualizing how to efficiently
integrate population-centric information into
the intelligence process. It also suggests the
types of personnel and relationships that will
need to be cultivated to address new threats.
With a deeper understanding about popula-
tions, the IC will be able during the surveil-
lance and intelligence phases to more accu-
rately analyze how contemporary threats will
likely impact populations and identify means
for counteracting them when they are poten-
tially harmful. But the process begins with a
robust reconnaissance capability before threats
manifest themselves.

Conclusion

sociocultural analysis is now an indispensable
component of intelligence, and the Intelligence
Community can improve upon its already

Sociocultural analysis is now an indispens-
able component of intelligence, and the

impressive gains

As the conflict continuum illustrates,
the lowest costs and greatest opportunities
associated with generating knowledge about
populations occur well before conflict or ten-
sions rise. The reconnaissance phase fits per-
fectly with this perspective, but it requires
integrating professional population research-
ers into the information-collection process.
Using nontraditional collections and analy-
sis avenues such as academia, polling, cen-
sus data, and international marketing firms,
it is possible to generate the baseline under-
standing of a population, especially in Phase
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Intelligence Community can improve upon
its already impressive gains. The qualified
character of sovereignty in many countries is
rendering the IC’s traditional mechanisms and
processes for developing information on pop-
ulations and nonstate actors inadequate. The
task ahead, therefore, is to develop the social
radar to warn policymakers of and inform
them how to keep potential crises left of bang.

Due to looming budget constraints, some
in the IC believe it is time to focus on core
competencies, while others believe it is time
for a paradigm shift to effectively address the
complexities of globalization. These perspec-
tives are not mutually exclusive; rather, the
objective is to integrate those scholarly and
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investigative assets with the right expertise and
skill sets into the overall intelligence process in
order to understand cultures and populations.
An intelligence enterprise that fails to adapt
to the qualified nature of state sovereignty
cannot generate the personnel, expertise, and
processes to comprehend the problems ahead.

The Intelligence Community must
develop and mature innovative capabilities
that address the challenges of this new threat
environment to provide nonlinear, holistic
intelligence to decisionmakers and advance
its analytic tradecraft. The social sciences,
international marketing companies, polling
firms, and others possess the data, knowledge,
and expertise on foreign populations that the
Intelligence Community lacks. By harness-
ing these assets more effectively and leverag-
ing the capabilities of allies, the IC can in a
relatively short period come to understand
the key sociocultural constructs of relevant
populations. By delving into critical questions,
pathways, and indicators for those major and
minor countries relevant to U.S. national secu-
rity, the Intelligence Community can advance
its own analytic transformation, deliver more
powerful insights to customers, and better
avoid strategic surprise. This will enable more
effective diplomacy and better focused military
activity to keep many budding conflicts left of
bang or to more adeptly navigate the reconsti-
tution of societies torn by conflict or natural
disaster. PRISM
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Evolved Irregular
Threats

BY BEN FITZGERALD AND PIA WANEK

Imost every aspect of national security is colored by uncertainty. While it would be arro-

gant to consider that this moment in history carries more uncertainty than others, we

presently find ourselves facing a multiplicity of uncertainties that pull us simultaneously
in different directions. Drawdown in Iraq and Afghanistan, along with the future implications
of those conflicts, the ongoing events of the Arab Spring, the rise and increased assertiveness
of near-peer competitors, a variety of nonstate actors with increasingly sophisticated capabil-
ity, and economic crises in Europe create additional contingencies that require our attention.
Simultaneously, economic uncertainty at home limits our means, requiring prioritization and
the acceptance of additional risk.

Analysis of trends in the operating environment and among threat groups affords national
security professionals an opportunity to think more broadly in a step back from specific contin-
gencies. A broader analysis can inform capability decisions in an effort to build a force capable
of appropriately addressing as wide a range of contingencies as possible.

The U.S. national security community is traditionally most comfortable preparing for threats
emanating from near-peer competitors. This is both appropriate and important to maintain given
the capability of these actors. However, a singular focus on these potential threats may leave us
open to surprise from seemingly low-level threats, stymieing our ability to project power and
achieve national security objectives. This article investigates the significance of a specific aspect of
the future operating environment—the urban, littoral environment—and the most likely adversar-
ies operating therein—advanced nonstate actors posing evolved, irregular threats.'

Ben FitzGerald is the Managing Director of Noetic Corporation. He has provided strategic advice
to the Office of the Secretary of Defense, U.S. Marine Corps, United Nations, and Australian
Department of Defence. Pia Wanek is a Senior Consultant with the Noetic Corporation. She has
worked in international humanitarian assistance and civil-military affairs for the U.S. Agency for
International Development and World Vision.

PRISM 3, No. 4 FEATURES | 23



The Future Urban, Littoral Operating
Environment

Five broad trends suggest a need to focus on
the urban, littoral environment. These trends
are not exhaustive and are among many that
can be expected to enable and shape the
future environment. While no single trend
will dominate the global future, all of them
have mutually reinforcing characteristics and
will influence the capabilities, priorities, and
behavior of nonstate actors in a way that mark-
edly reshapes the future conflict environment.
This article focuses on a particular threat type,
nonstate and substate groups, and therefore
does not address many other threats facing the
global future operating environment.

Trend 1: Rapid Urbanization in the Littoral.
Global urban environments and the popula-
tions they support are expanding rapidly
against the backdrop of global interconnect-
edness. In 1800, only 3 percent of the world's
population lived in cities. By 1900, the figure
had increased to 13 percent, and by 2000, it was
47 percent. As of April 2008, for the first time in

where political systems are weak or
oppressive, population growth and
urbanization will foster instability, and

nonstate and substate actors will emerge to
challenge the state’s monopoly on violence

history, more than 50 percent of humans on the
planet live in cities, which is where over half the
world’s gross domestic product is generated.?
By 2030, nearly 60 percent of the world’s esti-
mated 8.3 billion inhabitants will live in cities
or expanding megacities (those with popula-
tions over 10 million) mostly in the developing
world. In 1950, there were 83 cities with popu-
lations over one million. By 2007, there were
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468. Although the overall rates of urban growth
have slowed in recent years—and not all of the
world’s cities or 23 megacities are increasing in
numbers—it is the scope and size of the current
change among the world’s growing population
centers, including both middle-size cities with
populations ranging from 500,000 to 10 mil-
lion and smaller cities with populations under
500,000 (where over half of population growth
actually takes place), that continue to fuel this
trend.® Consequently, most urban spaces exist
in the littorals, where over three-quarters of the
world population resides and in which nearly
all of the marketplaces and transit hubs for
international trade exist.*

With migration to urban centers along
the coasts also on the rise, urban planners are
continually challenged by the risks associated
with overloaded infrastructure, the impact of
climate change, environmental degradation,
and resource scaicity. As people move to popu-
lation centers, many are forced into poor areas,
comprised of urban slums or shantytowns,
where governance and the rule of law are
weak. While smaller urban centers may gain
from the growing worldwide trend of political
and administrative decentralization in which
national governments are devolving some of
their powers to local governments, large urban
centers most likely will not. Sprawling slums
such as those in Karachi, Dhaka, Cairo, and
Lagos and the conditions they breed may over-
load the systems, helping fuel the vicious cycle
of disease, poverty, criminality, and political
unrest. Where political systems are weak or
oppressive, the combination of population
growth and urbanization will foster instability,
and nonstate and substate actors will emerge
to challenge the state’s monopoly on violence.

As the features of the world become
more intertwined, the cascading effect of a
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crisis stemming from one of the world’s most
populated cities would be all too amenable
to exploitation by local actors, all of whom
are seeking to manipulate local grievances as
a way to tilt the status quo in their favor. In
the developing world, weak governments can-
not maintain the rule of law or provide the
services, infrastructure, and social provisions
necessary to prevent or mitigate instability,
nor can they create the conditions necessary to
foster and stimulate private-sector job growth.
While foreign direct investment may present
opportunities for growth, it may also act as a
destabilizing factor when focused on exploit-
ative or extractive industries. In cases where
weak governance persists and nonstate actors
can outgun, co-opt, or corrupt local security
forces, intrastate conflict may erupt and cause
widespread human suffering, prompting the
U.S. military to consider initiating a range of
humanitarian assistance, disaster relief, and
stabilization and reconstruction tasks along-
side kinetic military operations. Because global
societies increasingly live in littoral, networked
slum-cities, and warfare is in itself a social
activity, future conflict is likely to include a
substantial proportion of military operations
in such terrain.

Trend 2: Cross-border Migration. The mass
movement of people from rural to urban lit-
toral spaces is only one side of the migration
equation. The other side involves the move-
ment of individuals from poor countries and
regions to wealthier ones and from violent and
unstable countries to more stable ones.

As evidenced by Western Europe’s
attempts to integrate its growing Muslim
immigrant population, these migration pat-
terns sometimes upset the status quo of devel-
oped countries. While such migration often

brings economic dynamism to the host nation

PRISM 3, No. 4

through migrant labor and mobility, it can
also prompt violent nationalist backlashes.
At the same time, migration has become an
important component of population growth
in countries in Western Europe as well as in
the United States and Canada where birthrates
have declined. But whether legal, illegal, or
forced, migration from developing to devel-
oped countries is likely to increase, potentially
aggravating governance problems and social
tensions. This may lead to the fragmentation
and destabilization of communities and pos-
sibly states as global networks of ethnic com-
munities, or diasporas—linked together by
information technology and shared heritage,
language, and religion—play a larger role in
international conflict and cooperation.

Trend 3: Globalized Diasporas. Diasporas
are ethnic communities whose members have
left a city or region for economic, safety, or
political reasons and have settled in another
city or region. Despite diminished physical
ties, most migrants take with them the cul-
tural aspects of their ancestral territory. The
ties between groups remain strong as dispersed
populations seek out current information as
a way to stay connected to their homelands.
Such nostalgia creates a demand for cultural
products and information sources that main-
tain and celebrate the links between the dias-
pora and its homeland. Resettled communi-
ties use modern communications technologies
such as the Internet, mobile telecommunica-
tions platforms, and the global media to close
the distance between homeland and host
nation.

The global spread of the Internet and
social media affords these groups a rapid
and reliable link to their home communities.
Barely a decade ago, these linkages were slow
and scarce, supported primarily by expensive
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international landline phone calls, periodic
and unreliable global postal services, news-
papers, and the then fledgling and mostly
inaccessible Internet. While governments try
to maintain control over human movement
and information flows within and across their
borders, little can be done to prevent the
facilitation and strengthening of connections
once a diaspora has settled. Thus, host-nation
governments are finding it increasingly diffi-
cult to encourage assimilation in the face of
tech-driven bottom-up globalization. Due to
technology innovation and access, homeland
politics can quickly become flashpoints for
politically active militant diasporas engaged
in a wide range of legal or illegal activities.

host-nation governments are finding it
increasingly difficult to encourage
assimilation in the face of tech-driven
bottom-up globalization

Diaspora political activity in a new home-
land may fall into the following categories:

m virtual or physical political mobiliza-
tion, recruitment, and fundraising within
the diaspora by nonmilitant members

® advocacy and lobbying efforts targeted
at host-nation and/or other national govern-
ments and international organizations

= criminal fundraising/activity to raise

money for an organization or cause

= physical intimidation of members of an
ethnic community in a host nation

® acts of terrorism executed against a
homeland or nonhomeland third country,
but planned, organized, or supported by
diaspora militant groups in a host nation
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= violence committed against host-nation
installations, institutions, and populations
by diaspora-based or -supported militant
groups.

Trend 4: Interconnectedness. The wide-
spread availability and integration of
advanced communications technologies are
exponentially accelerating the pace of glo-
balization. According to the International
Telecommunication Union, by the end of 2010,
about 90 percent of the world population,
including 80 percent of the population living
in rural areas, had access to mobile networks.
With an estimated 5.3 billion mobile cellular
subscriptions worldwide, nearly 80 percent of
the global population is connected via mobile
phone. In fact, the mobile market is reaching
saturation levels in developed countries, with
more subscriptions than people reported at
the end of 2010. Meanwhile, the developing
world increased its share of mobile subscrip-
tions from roughly half to nearly three-fourths
of the population between 2005 and 2010.
As developed and developing countries have
moved from 2G to 3G platforms—and increas-
ingly to 4G wireless platforms—short message
service (SMS), a text messaging service com-
ponent of phone, Web, and mobile commu-
nication systems, has become the most widely
used data application in the world. Between
2007 and 2010, the number of SMSs sent glob-
ally tripled from an estimated 1.8 trillion to
6.1 trillion, meaning that close to 200,000 text
messages are transmitted within and across
societies every second. In addition to mobile
connectivity, the number of Internet users has
doubled recently. Today, an estimated two bil-
lion unique users access the Web annually, and
growing demand for higher speed connections
is increasing at a much faster rate than it can be
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supplied.” Whether through smart phones or
cloud computing, rapid communication from
one end of the globe to the other is no longer a
luxury available only to highly developed states
and societies.

In the future, virtually everyone will be
connected via the Internet, mobile telecom-
munications platforms, hand-held comput-
ing devices, and global media. This growth in
connectivity is allowing like-minded individ-
uals, organizations, and societies to connect
regardless of the physical distance and politi-
cal barriers that separate them. Globalization
is doing much more, however, than just flat-
tening the world by eliminating restrictions
on the flow of ideas and information within
and across societies. It is also creating tightly

interconnected networks of infrastructures

disasters in unfamiliar forms and unfamiliar
disasters in forms not yet imagined.

Trend 5: Ubiquitous Media. The targeted
use of social and new media presents both
threats and opportunities for state and non-
state actors. Illustrative of this point is the
2011 military action in Libya between the
rebels backed by the North Atlantic Treaty
Organization and Muammar Qadhafi’s secu-
rity forces. During the conflict, both sides
repeatedly distorted the facts in what could
be perceived as either weak attempts at disin-
formation or desperate attempts at self-decep-
tion.” The difference now as compared to the
initial stage of the information revolution is
the speed, reach, and scope of communica-

globalization is creating tightly interconnected
networks of infrastructures and markets that
are transforming economies, businesses, and

and markets that are transforming economies,
businesses, and the daily lives of billions of

people. The interaction of globalization and
communication technology diffusion will
impact warfare’s diversity as emerging threat
groups learn to exploit the world’s exploding
social and economic cohesion. In some cases,
borders that were formerly defined by poli-
tics will be increasingly fragmented by newer
concepts including economic pacts such as
the BRIC nations (Brazil, Russia, India, and
China) or the Organization of the Petroleum
Exporting Countries, and by others with
ancient ties based on history, ethnicity, reli-
gion, language, and culture.® In the future stra-
tegic environment, interconnected societies,
economies, and critical infrastructure will pres-
ent themselves as targets of opportunity prone
to shocks and disruptions through attacks on
flows of capital, energy, commerce, and com-
munications. Such global interconnectedness
will bring together opportunities and vulner-
abilities in creative ways to produce familiar
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the daily lives of billions of people

tion platforms. While cell phones and email
reach hundreds of people in a day, Twitter,
Facebook, and the journalists who use these
media can reach thousands who, in turn, can
reach tens or hundreds of thousands more.
The use of social and international media to
influence local and global civilian populations
is changing relationship dynamics between
states and their citizenry as well as the accept-
able norms of conflict.

In the future strategic environment, armed
nonstate actors may use social and new media
in different ways to achieve strategic, opera-
tional, and tactical ends. These include but are
not limited to:

= organizing and inciting political and
social activism
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®  mining for open-source information on
potential targets

®= promoting positive self-images while
portraying the opposition in a negative light

m reporting on foreign military operations
as they are conducted

= shaping the narrative or perception of a
military operation/conflict

= applying pressure on local and foreign
governments.

Ignoring this problem to focus purely on
near-peer threats—or seeking to state as a mat-
ter of policy or as a tenet of planning that we
will not fight in urban terrain—is unrealistic, as
evidenced in recent operations. Furthermore, it
limits our ability to project power in the future.
And it does a significant disservice to military

Figure. Competitive Control Theory

personnel who will inevitably find themselves
in situations they have not been trained or
equipped for. The threats emanating from these
urban centers use this terrain as the source of
their power, a capability generator, and a force
multiplier. Seeking to influence their behavior
will require an ability to influence their envi-
ronment.

The Threat

During the course of the past two decades,
nonstate or substate actors have developed
highly effective capability along a spectrum
of competitive control from coercive (com-
bat capabilities) through administrative (gov-
ernance and social service capabilities) into
persuasive means (political and propaganda
capabilities).® Competitive control theory is
depicted in the figure.

Normative System (Rules + Sanctions)

SPECTRUM OF CONTROL OVER TARGET POPULATION

Coercive means
(Combat capabilities)

Administrative means

(Governance and
social service capabilities)

Persuasive means

(Political and
propaganda capabilities)

Wide-spectrum or Full-spectrum Group

Narrow-spectrum Group

Brittle, vulnerable,
overmatched in
areas outside its capability range

COERCIVE

© 2009 David J. Kilcullen, used by permission
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Agile, resilient, competes effectively with state adversary

ADMINISTRATIVE

PERSUASIVE
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For the purposes of this analysis, Hizballah
provides an excellent case study as a group that
has proven successful along the full-capabil-
ities spectrum. In addition to Hizballah, the
Liberation Tigers of Tamil Eelam (LTTE) and
Lashkar-e-Taiba (LeT) (focusing mostly on
LeT’s November 2008 Mumbai attacks) operate
along different, narrower swaths of the spec-
trum, and serve to deepen a baseline capabili-
ties analysis. LeT in particular is a group rec-
ognized as highly successful in the combat (or
coercive) domain, but when engaging in expe-
ditionary operations, such as those in Mumbai,
it is brittle and vulnerable to tactics and capa-
bilities outside its decidedly kinetic comfort
zone. These groups are notable not only for
their ability to innovate and shape-shift rap-
idly to changing conditions on the battlefield,
but also for their ability to move, operate, and
breed among local and global communities,
fading into and out of complex physical and
human terrain while employing various politi-
cal, ideological, economic, diplomatic, and
military means in pursuit of their objectives.

A baseline knowledge and analysis of the
capabilities (including vulnerabilities and
requirements) and centers of gravity of these
established, lethal, irregular groups, general-
ized into how they operate in the current envi-
ronment, can inform analysis on how similar
groups might operate in the future.

If so much capability is available today,
what will such groups be capable of by 2025?
Given the current success of developing capa-
bility across a spectrum of control, irregu-
lar threat groups are likely to continue with
this approach. With broader trends of tech-
nological advancement in the commercial
sphere, some groups can be expected to inject
advanced technology in specific areas to mul-
tiply their effectiveness. Other groups will be
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able to further augment their capability with
support from state sponsors.

The Future Threat

Thinking through a hypothetical scenario can
be beneficial in order to understand the poten-
tial actions and capabilities of threat groups
and the ways in which they will interact with
their operating environment.’

Consider a large port city in Southeast Asia
in 2025. A major shipping hub, this city also
has a successful semiconductor and electron-
ics industry and burgeoning light manufactur-
ing. It is home to many expatriates, including
Americans, working for international corpo-
rations. Despite strength in some economic
sectors, development has been uneven with
one ethnic group dominating the political
scene and deriving the majority of economic
benefit. With the impact of two civil wars still

a baseline knowledge and analysis of
established irreqular groups can inform
analysis on how similar groups might
operate in the future

in the memory of older citizens, a domestic
nonstate actor now serves the interests of the
city’s second largest ethnic group, which is not
feeling the economic largesse that the elites are
enjoying. This large substate threat group, given
the fictitious name Dardallah in this scenario,
has matured from its anarchic beginnings as a
formidable and creative guerrilla organization
and possesses significant capabilities across the
spectrum of control, a summary of which is
shown below.

Coercive (Combat)
m elite commandos at sea and on land
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m  artillery and indirect fire capability (pre-
cision-guided munitions)

= mines and improvised explosive devices
(IEDs)

= drones, semi-autonomous systems, min-

iaturization, and artificial intelligence

= rapid hardware/software generation and
regeneration

= autonomous targeting/intelligence, sur-
veillance, and reconnaissance/command
and control

®  access to remote support virtual and
physical networks.

Administrative (Governance/Social Services)
= knowledge and capacity to conduct eco-
nomic warfare

= multiple, legitimate businesses, includ-
ing those that operate the city port

®  social service delivery, charity, and entre-
preneurial organizations

® distinct, mutually beneficial relationships
with business and banking communities

= parallel law enforcement and legal sys-

tem to maintain law and order.

Persuasive (Political/Propaganda)
= mobile communications/information
networks and platforms

m false flag operations and information
exploitation

= use of social and conventional media to

control and manipulate narratives

= established relations with diaspora.
Within this complex context, a separate

nonstate actor seeks to create instability in order
to achieve its own political objectives, drawing
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heavily on the support of a third-country state
sponsor. This small but lethal group, given the
fictitious name Jovani Brigade, successfully
executes a spectacular attack, assassinating the
nation’s president. The resulting turmoil within
the state’s security forces calls into question the
ability of the weak government to maintain
security and retain its slim grip on authority.
Such an attack is well within the group’s capa-
bility, as outlined below in a list of their capa-
bilities across the spectrum of control.

Coercive (Combat)
= superior adaptability, rapid prototype
fielding, and reverse engineering
®m  spectacular attacks (without mitigation
by social or value constraints)

= excellent expeditionary maritime capa-
bilities

= training and resources from a state-level
sponsor

® sophisticated time-delayed explosives

®  exceptional innovative capacity.

Administrative (Governance/Social Services)
= extensive human intelligence network of
informants, indoctrinated and proliferated
via religious/education establishments

m  deliberate capitalization on weak host-
nation state services provided for ethnic,
cultural, and religious kin, and offer alter-

natives.
Persuasive (Political/Propaganda)

= false flag operations and information
exploitation

m  use of social and conventional media to

control and manipulate narratives
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m  “suicide through fighting,” leading to
widespread lethality

® terrorist motivation—ability to invoke
fear in target population and undermine
confidence in security forces’ response.

With the rapid deterioration of secu-
rity following the assassination, the U.S.
Ambassador requests a noncombatant evacu-
ation operation (NEO) to evacuate American
citizens and select host- and third-country
nationals. An Amphibious Readiness Group/
Marine Expeditionary Unit (ARG/MEU) is
tasked and responds. In addition to the evac-
uation mission, the ARG/MEU commander
is cautioned to avoid becoming embroiled
in local security matters and to avoid esca-
lating the conflict. Despite concerns about
antiaccess/area-denial threats, the ARG/
MEU receives unopposed access to the city’s
port. Commanders are aware of the complex
dynamic that they are entering but do not have
the means to rapidly vet the individuals they
must work with to achieve the mission.

In the initial phase of the operation, U.S.
forces work with both government forces and
representatives of the Dardallah, the well-
established domestic nonstate actor that is
providing security across most of the north-
ern parts of the city. While awkward and tense
given the thinly veiled contempt these armed
groups have for each other, this approach
is initially acceptable since neither group
involved wants to engage in a major conflict,
particularly since the city is still in turmoil fol-
lowing the assassination, whose perpetrators,
the Jovani Brigade, are still at large. Dardallah
is deriving considerable prestige and revenue
from their association with U.S. forces, so it is
willing to allow them access to their “territory”
in the northern part of the city.
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Despite losing over half its force in the
assassination operation, the Jovani Brigade
has been able to regroup and has been fur-
ther tasked by its state sponsor to stay in place,
reconstitute, and plan follow-on operations
aimed at further destabilizing the situation.
The ultimate objective is to force an extended
closure of the port, cutting off international
trade, and crippling the local economy. Attacks
that embarrass the United States are a major
secondary objective.

Although some tension exists between the
security arm of the local group and U.S. forces,
the NEO progresses well. U.S. forces estab-
lish assembly areas at appropriate locations
throughout the city, operating in a distributed
manner to process individuals and provide
safe passage out of the country. Things change
dramatically when video emerges online that

commanders do not have the means to rapidly
vet the individuals they must work with to

achieve the mission

is quickly picked up by mainstream inter-
national media showing U.S. forces raiding
a home and allegedly massacring unarmed
women and children. This is combined with
credible reports that U.S. forces have occupied
a girls’ school and are mistreating the students,
who are primarily from Dardallah communi-
ties. It will emerge some days later that this
footage was created and subtly distributed by
the Jovani Brigade and has no basis in fact.
An angry mob descends on the girls’
school, which is being used as an assembly
area by a platoon of U.S. forces. Dardallah’s
armed forces feel compelled to raid the school
to protect the girls, who are allegedly being
abused, and to maintain their credibility in
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the face of the agitated mob. The situation
quickly deteriorates.

A quick reaction force is dispatched to
provide support to the isolated platoon.
However, this force comes under frequent
attack from remotely triggered IEDs previ-
ously emplaced by the Jovani Brigade and
supported by an observer drone. The iso-
lated platoon is able to maintain its perim-
eter but comes under sustained, accurate
indirect fire from precision munitions. Air
support is turned back by these fires and by
swarms of different unmanned aerial vehicles
(UAVs) with indeterminate capability. The
port is closed, and while attempts at attack-
ing and boarding U.S. vessels in port are eas-
ily repelled, accurate rocket fire, UAVs, and
attacks from small boats force the sea base
farther offshore, degrading the U.S. ability to
provide meaningful support to forces ashore.

Local government security forces attempt

to support the U.S. forces but are ineffectual.

Slum in Dhaka, Bangladesh
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Additionally, enemy groups are at times oper-
ating in local security force uniforms and
vehicles and may even be members of the
local security forces. U.S. commanders on
the ground are compelled to make an ongo-
ing series of unpalatable decisions. If desired,
they can bring sufficient firepower to bear to
address almost any given threat. However, that
further escalates a conflict the United States
does not want to be involved in. At the same
time, the safety of American citizens and mili-
tary personnel is paramount and significant
losses will likely trigger a major troop deploy-
ment that places the United States at risk of
becoming responsible for ongoing stabiliza-
tion operations.

Implications

A variety of hypothetical strategic and oper-
ational approaches could be employed
to resolve this hypothetical conundrum.
However, the ultimate purpose here is to better
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understand the future operating environment,
enemy capability, and the implications for U.S.
forces. Several implications and observations
derived from this analysis are listed below. As
with the majority of futures-based analysis,
many of these phenomena can already be seen
in today’s world but will grow in frequency,
significance, and impact over time. They range
from the philosophical to the practical and
cannot easily be considered in a single frame-
work or context.

What Is the Battlespace? Globally distrib-
uted and highly connected national and ethnic
groups are forcing changes to current thinking
on what defines the battlespace. Tactical kinetic
action is readily understood, but a number
of other factors remain in a gray area, con-
sidered by some to be part of the battlespace
and by others to be off limits in terms of deci-
sive action. There are multifaceted challenges
involved when evaluating where an enemy
group’s funding is coming from, or countering
the information operations of a threat group,
or when a group’s leadership is based (or spon-
sored) in one or more third countries leading
to remote command and control. Attempts to
disrupt logistical lines, upset port operations,
or provoke protests in countries that host large
diaspora populations would have a direct
impact on the battlespace. Nonstate and sub-
state actors will continue to take advantage of
these seams, which take the concept of a non-
contiguous battlespace and expand it around
the globe. It remains to be seen whether exist-
ing definitions of theater, strategic, and tactical
battlespace will remain sufficiently meaning-
ful to allow military professionals to effectively
untangle the multiple “fronts” in enemy action
and frame appropriate responses.

Adaptive Enemy Capability Development.
Increasingly sophisticated technology will
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further allow potential enemy groups to develop
capability. The current adaptation competition
around IEDs is the most obvious example of
this dynamic and its implications in both com-
bat effect and cost asymmetry. Existing evidence
of groups such as Hizballah and LTTE develop-
ing or adapting drone capability, submarines,
armor, and the ability to hack satellites indicates
the probability of an even more heavily con-
tested capability battle in the future. In a stra-
tegic sense, evolving technology trends suggest

globally distributed and highly connected
national and ethnic groups are forcing changes

to current thinking on what defines the
battlespace

that military innovation is increasingly lagging
behind commercial investment and develop-
ment.' What this means in a practical sense for
current and future irregular threat groups is that
technologies currently exist or are being devel-
oped in the open-access space that will empower
them in ways that were unavailable, and indeed
unimaginable, to even large state actors a gen-
eration ago. Unencumbered by large bureau-
cracies and with an imperative to adapt or face
annihilation, irregular threat groups will likely
continue to out-adapt government forces.
Information (as the Locus of) Operations.
Increased connectedness and sophisticated
information technology do not equal situ-
ational awareness. In a complex and noncon-
tiguous battlespace, the importance of infor-
mation operations increases even beyond
the significance realized in the past 10 years.
Information objectives will be the nucleus
of operations and specific actions. False flag
operations, information manipulation, and
the intentional spread of misinformation will
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form the core of a persistent battle that goes
beyond social media, contested narratives, and
perception to include the commencement or
cessation of kinetic activity based purely on
activity undertaken in the information space.
Success in the physical world will not translate
into overall victory if not supported by success-
ful information operations.

Critical Infrastructure. Nonstate and
substate actors will continue to seek to cre-
ate niche critical infrastructure of their own
(for example, fiber optic networks and radio
relays) that serve legitimate public needs and
enable clandestine activity. Established sub-
state groups have demonstrated the ability
to create charitable and/or entrepreneurial
organizations that are used to raise funds

In some cases, technology employed as part
of a blue force operation may be utilized by
threat groups. This will deter or make impos-
sible jamming activity from a technologically
superior government force.

The Impossibility of Situational Awareness.
Given the complexity of the human, physical,
and informational terrain, requirements for
situational awareness will grow to become
even more demanding. Situational aware-
ness includes an understanding of the threat
as well as the political, social, and physical
elements of the environment. This requires
the ability to understand relationships across
a diaspora community, state sponsors, and
regional tensions, and the implications of
those in the tactical battlespace. This is in
addition to the extant and growing require-

give