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Executive Summary

This paper recounts my year at Microsoft Corporation under the Secretary of Defense Corporate Fellowship Program.  The intent of the paper is to capture my activities during the Fellowship year, and personal observations I thought were relevant or important to either DoD, Microsoft, or myself in follow-on assignments.  There is not a specific service requirement for a fellowship paper, so the paper tends to be somewhat informal.  While it satisfies the Fellows program requirement for a paper, it is written primarily for me to help recall the lessons of the year in future professional settings.

The paper begins with a recounting of events that led to my placement at Microsoft.  It continues on with my work experience throughout the year, and the observations I made along the way.  It is related somewhat in story form, which better establishes the context for my observations.  In the end, I summarize my observations and lessons learned as they apply to DoD, the program, and Microsoft.  My most important takeaways were the powerful nature of a formal process improvement program like Six Sigma, the dramatic savings available from consolidation and simplification of IT infrastructure, the power of relentless leadership in transformation, and finally the need for change and improvements within the management, administration, and accountability of the Corporate Fellows Program.

The Road to Microsoft

My fellowship journey began with a discussion with Director Naval Reserve’s Executive Assistant.  He had just completed a fellowship assignment, and was very supportive of the experience.  He inspired me to research and apply for available fellowships, which turned out to be the Federal Executive Fellowship (FEF) program and the Secretary of Defense Corporate Fellowship Program (SDCFP).  I was late in the process, but the program sponsors for the Navy were willing to accept a late application.  The lesson here is it never hurts to ask.  


Ultimately, they offered me a choice between a Federal Executive Fellowship post at Harvard, or the SDCFP assignment.  Obviously I chose the SDCFP, but it’s probably worth noting if I had it to do over again, I might choose differently.  My choice was based in a large part on advice I received at the time from my leadership and the expectation that a corporate experience would benefit my future in the Chief Information Officer (CIO) realm of the Naval Reserve.  While there is certainly some truth to this, my educational background and work experience already provided me significant exposure to industry best practices.  Conversely a fellowship assignment at Harvard in strategic studies would have broadened my professional military background and possibly better prepared me for future military leadership assignments.


None-the-less, I chose the SDCFP, and was eventually selected to my number 2 choice, Microsoft.  It’s worth noting that, while I was selected by the Navy in November of 2002, the final determination of what company we would go to was not made until nearly May of 2003.  The delay in selection was due to the Air Force withholding final selection of their second candidate until the results of the O-6 board were released.  While understandable, this makes planning for a short-term family move even harder.  It seems the solution is either for the Air Force to pick other candidates not in the board process, or to select assignments for the other seven Fellows earlier, then give the final candidate the remaining assignment. 


The assignment commenced in late June with a month of intensive indoctrination in the Fellowship offices in Rosslyn, VA.  The indoctrination was filled with outstanding speakers and learning opportunities.  My personal highlight was the full day staff ride to Antietam battlefield. Each of the fellows role-played one of the major leaders in the battle.  I had the opportunity to play President Lincoln, who has been someone I’ve admired since childhood.  The day was a unique opportunity to study and analyze the decision making of prominent leaders in one of the most historical engagements of all time.

There were many other highlights during the month of indoctrination as well.  The first two weeks focused on getting various perspectives from around the Defense Department and National Security realm.  The level of access we were afforded within DoD was impressive, and the perspectives we gained from senior leaders will shape my thoughts for years to come.  The second two weeks was geared more towards prepping us for the business world, and included 5 days with professors from Darden School of Business in what amounted to an abbreviated Executive MBA program.  This was great preparation for a foray into the private sector, especially for those whose background was not in business.  Even with my undergraduate degree in business and an MBA, it was a great refresher.  All in all, the time in the indoctrination month was well spent.  There were a few speakers noted in previous feedback who could be cut from the agenda without doing it any harm, but for the most part this was an incredible opportunity.  A final note for the indoctrination is that some specific time during the month needs to be blocked out for Fellows to tend to the business of relocating. 

During the May-June time frame, I also had my initial conversations with Microsoft.  The person I made initial contact with set up interviews with 3 leaders in potential areas of assignment.  The second phone interview I had was with the CIO of Microsoft.  With my background as Deputy CIO for the Naval Reserve, this seemed like a natural fit, so I never completed the third interview.  Looking back, there are a couple of lessons I could draw from this process.  The first is I naturally gravitated towards an area in Microsoft that was in my current line of work.  My thought was it offered the most opportunity for me to contribute to the company, which as you’ll see later, was one of my main goals for the year.  I believed it was important for the company to get something out of my time there.  While this was a seemingly rational approach, another would have been to look for an assignment that stretched my experience into new areas.  Possibly something in Research and Development or in one of the product lines would have been interesting and enriching.  The second lesson learned is I was ill-prepared for the interviews and ill-prepared to make the choice of an assignment.  Even though I had researched Microsoft as a company, when it came down to specific areas of the company, I really didn’t have a feeling for what they did and how they related to the rest of the company.  Another approach would be to wait until arriving at the company and spend some time in several different areas during the first few weeks of the assignment.  This would lead to a more informed decision both on the part of the company and the fellow. 

In retrospect, there is another significant piece to this initial placement process  worth discussing, and that is expectations management.  The SDCFP is intentionally vague about exactly what the fellowship experience should or will be like at any given company.  This is done so as not to constrain either the company or their fellow, so this approach has merit.  However, a lot could be done programmatically to create common expectations between the company and the fellow to ensure the appropriate level of access and support in the company.  Specifically, there should be an understanding at the company that the fellowship is a senior level position, and therefore, access to senior executives in the company is expected.  There should also be a clear understanding that while the government continues to pay all salary and benefits, by hosting the fellow, the company agrees to fund any travel necessary for the fellow during the year.  Money should be identified in advance, and mechanisms identified for allowing travel on short notice before the fellow arrives.  While at some companies, fellows were sent on travel assignments routinely using a variety of mechanisms, including a corporate credit card, My experience at Microsoft was that fellowship travel was  unexpected, and therefore no arrangements were made – either to identify funds or mechanisms for managing my travel.  The result was no travel with the company during the year.  This could best be rectified by ensuring the company fully understands and expects this type of situation to arise.  Managing these expectations is a responsibility of the program.  They should expect to bring the fellow into senior level discussions, and expect to treat the fellow as part of the team, including the expense of travel if necessary.  They should expect to define admin level support, and to have necessary office equipment identified in advance of the fellow’s arrival.

Not to leave the reader with an overly negative impression regarding the experience, by and large the months leading to my arrival at Microsoft went well.  As with any process, there are always improvements to be made, and the previous points are intended to focus on those areas where lessons were learned by me or where changes could be made to improve the program.

In Country – My Arrival at Microsoft
After a couple of weeks on the road, I arrived at Microsoft in the middle of August.  They had recently completed their annual budget process, so many were taking their last chance for summer vacation.  This gave me an opportunity to get settled into the area before starting on any particular projects.   Professionally and personally, I thought it important to establish clear goals before my arrival.  After some consideration, I arrived at the following goals for the year:

Professional Goals

· Improve myself professionally in preparation for follow-on CIO/CTO assignment
· Provide objective, actionable lessons learned back to SECDEF sponsors
· Provide meaningful contribution to Microsoft
Personal Goals

· Fulfill family commitments and ensure this year is a positive experience for my family
· Contribute to the community
In general, I achieved most of what I set out to do, with some exceptions.  Without a doubt, I feel more prepared for an eventual assignment as CIO.  My time both in infrastructure and security helped to round out my background and experience, as my technical experience to date was primarily with data and applications.  However, where I had hoped to gain even more insight was at the strategic level of the business - to see how the CIO interacted with other senior leaders in the company and how planning was done on an enterprise basis.  In this regard, I don’t believe I was as successful.  I believe that the recommendations the Fellows provided back to DoD in our final out brief were actionable, objective, and worthwhile.  Whether any change will result from them in DoD or the services remains to be seen.  At this point there seems to be no formal mechanism in the program for acting on or even tracking recommendations.  I also made a meaningful contribution at Microsoft.  I had an opportunity to be involved in a number of projects and to make contributions in a variety of areas as the rest of the paper will show.  

My initial assignment was to what was then Enterprise Infrastructure Services (EIS), which shortly after was reorganized (a frequent phenomenon as it turns out) to Global Technology Services (GTS).  GTS was one of several major areas that reported directly to the CIO.  Others included Applications, Security, and Client Services.  GTS is responsible for maintaining and supporting the world-wide IT infrastructure, as well as providing all infrastructure related services to the clients.  Clients, at Microsoft, are all the employees or vendors who need access to information services.  It does not include paying customers, or the access provided to them through MSN.  The purpose of the reorganization was to transform EIS into a service based enterprise, GTS.  The services provided by GTS were grouped into 5 groups:

- Windows and Storage Services provide services such as Storage Utility and Storage Area Network, Network Segmentation, Business Continuity (Back-up and Restore), Core Operating System, etc.

- Connectivity Services operate the Corporate Network and backbone, WAN, Remote Access, Extranet, and Labs

- Communication and Collaboration Services provide support for all Office products, Share Point and Team Services, Real Time Computing, Phone system, Identity Directory Service, and Knowledge Management

- Manageability Services are charged with eliminating custom tools.  The services they provide include Configuration Management, Network and Sever Monitoring, Reporting, and Patch Management

- Service Support operates the Global Network Operations Center and the Data Center Operations, as well as maintaining critical environments, managing accounts, and providing site services.

The reorganization from EIS to GTS was one of several I observed during my tenure at Microsoft, and it gave me the opportunity to see the process first-hand.  It was interesting from several standpoints.  The first was the General Manager had a clear vision of where he wanted to go (a service based organization), but brought the key leaders in the organization into the decision-making process.  It was also noteworthy that every effort was made to keep the developing organization closely held until it was necessary to involve others.  Eventually, additional supervisors were brought in to define the organization at a more granular level, but only as needed.  In the end, in a matter of weeks, the new organization was fairly well laid out, and ready for presentation to the organization.  During an all hands of several hundred people, the organization was announced in sufficient detail to avoid much of the confusion around most reorganizations.  By the time the announcement was made, there was general knowledge a reorganization was happening, but there wasn’t enough time for negative rumors to significantly develop.  The result was a significant transformation to a sizeable organization with minimal disruption.  It happened quickly, but with the support of leaders throughout the organization.  

My Education in MOF
When I began with GTS, I met with the GM, and we discussed a couple of possibilities for projects I could support.  In addition, he gave me access to his entire organization, which gave me some interesting insights and visibility into some opportunities for cross-group collaboration. 

The first project was in support of an IT process improvement effort that was just getting underway, and the second was in support of Knowledge Management (KM).   While interesting, I didn’t get a lot of traction with the KM effort after initial meetings, so I focused on supporting the process effort.  This effort was based on a process framework called Microsoft Operations Framework (MOF).  MOF is a Microsoft variant of an international standard framework for managing called Information Technology Infrastructure Library or ITIL.  

The Microsoft project resulted from an assessment in which the organization was assessed in seven of over 20 Service Management Functions (SMFs) called out in MOF.  The assessed functions were:  Configuration Management, Change Management, Release Management, Incident Management, Problem Management, Service Level Management and Service Monitoring and Control.  Other functions are shown in the Figure below, along with the MOF quadrants and reviews.  

[image: image3.emf]

 

The purpose of the assessment was to see how Microsoft IT Operations fared when rated against a framework being recommended to customers.  It was more than just an assessment of Microsoft IT, it was also an assessment of MOF itself.  The project clearly was designed to improve both operations and MOF.  This was wholly consistent with IT’s strategy and role as Microsoft’s “First and Best Customer”.  They have adopted a mission that most IT organizations don’t contend with, that of “dog-fooding” Microsoft products.  The entire IT enterprise uses products that are pre-release.  As a result, the quality of the product is improved prior to release to customers, but the enterprise is still expected to meet or exceed performance and availability goals.  This is quite a challenge, but one they rise to.  

To get up to speed, I quickly enrolled in a MOF training course.  It was 2 days of immersion in the MOF Framework, with an enlightening group exercise that illustrated how improving the incident and problem management functions in an IT organization would lead to improvements in operational effectiveness.  The exercise was based on an airport simulation.  Success was determined based on profit which in turn was derived from the number of airplanes launching and recovering on time.  IT systems problems were “imposed” at random times by the instructor.  These required the team to assess the problem, determine the appropriate remedy, and communicate it back to the airport.  If correctly diagnosed the problem was removed.  Through improvements in the work flow and tools used by the team, we went from $0 profit in the first round to near the maximum by the third round.  The lesson here is, when you get all the participants in a cross-functional process together, you can make quantum improvements in the effectiveness of the team.  We actually ended up with excess people and a process that ran with no extraneous communications.  Dialogue between teams was clear and concise and provided specific, actionable information.  This all came from developing an understanding of what the other teams needed.  It was a powerful demonstration of process improvement and cross-functional teaming.

Of course getting out of the classroom and applying these principles is another story.  Once the assessment was completed, the difficult work of changing the business, changing MOF, and knowing when to do each began in earnest.  Going forward, it was determined to treat the work as a single program, with project managers for each of the functions.  As with any organization, people are always busy, so getting them to respond to additional work, even when it’s in their own long-term best interest is difficult.  As a result, identifying key persons who had the motivation to see a project to completion was one of the initial challenges to overcome.  Ultimately, a team was identified and the program was underway.

Enter Six Sigma (6σ)
One of the next challenges I saw resulted from what I perceived as a shortcoming of MOF itself with regards to what we were attempting to do.  MOF and ITIL tend to lay out what processes and functions an IT organization needs to be doing, but not necessarily how to do them, or how to improve existing processes.   About this same time, I began a dialogue with another group in IT and Operations that had begun a fledgling Six Sigma program.  At first, I thought these two efforts were at least partially redundant.  After digging into Six Sigma more, I realized they were very complimentary.  Six Sigma really provides a set of tools that, while originally conceived for manufacturing type processes, are very applicable in IT Operations.  To learn more, I enrolled in the 6σ training program.  Doing so required that I come to the training with a project.  Since I was working with the MOF Program Manager, he asked if I would help take on the Problem Management function, not as a project manager, but more in an advisory role.  This was an area of huge opportunity as there was no formal process or discipline in place that distinguished problem management from incident management.  Briefly, incident management deals with the individual incident.  If a client is having a particular problem, the incident management process is the process that sees it to resolution.  It cuts across tiers from the help desk back to the technical teams who can resolve more difficult issues.  Problem management takes a step back and looks for root causes across incidents and even outside of the incident management realm.  Its goal is to prevent like or similar problems from happening repeatedly.  If problem management is effective, the number of incidents and the cost of incident management will go down.  Prior to the assessment, problem management was being done in a somewhat ad hoc way by Incident Managers.  If a particular type of incident was noticed as repeating, action would be taken to identify the root cause and eliminate it.  However there were no resources dedicated to root cause analysis and problem management.

For the reader unfamiliar with 6σ, it is a combination of tools, methods, and a way of thinking that facilitates the elimination of waste (??) through the elimination of variation and thus defects.  A defect is defined as anytime a customer’s expectations aren’t met.  The net result of a successful 6σ project is a process that is both more efficient and more effective.  Because 6σ improves through measuring what’s important, it helps remove the emotion from organizational decision making.  That is, it enables “decision by fact”.

The Six Sigma training consisted of 4 sessions of 1-3 days each over a four month period.  These four sessions incorporated the tools and methods used in the five phases of a 6σ project:  Define, Measure, Analyze, Improve, and Control (DMAIC).  I attended the training with the Problem Management project manager, which allowed us both to see the value of the tools in IT Operations, specifically to our project.

Because problem management was essentially a new process, it did not completely lend itself to a direct application of the process improvement tools of DMAIC.  Six Sigma also provides a tool set for new processes called Design For Six Sigma (DFSS), however this was beyond the scope of the training.  Fortunately, the instructor was able to bring in DFSS expertise to allow us to progress with defining a problem management process. 

Concurrent with our work, there was a growing awareness across the IT industry of the applicability of 6σ to IT operations.  In fact several papers have been written on the subject, some specifically highlighting the complimentary relationship between MOF, ITIL and 6σ.  It was interesting to be involved in what was to some extent ground-breaking work.  MOF has provided me with an excellent foundation to run an IT operations organization in the future.  I now have a better understanding of the functions that need to be accomplished and the inter-relationships between them.  For others who are interested in more information on MOF, a great starting point would be www.microsoft.com/mof.  The opportunity to gain an awareness and understanding of 6σ and to understand and champion its applicability to IT operations was equally rewarding.  There were and are perceptions to overcome that 6σ is strictly for manufacturing processes and has no applicability to IT, however, there are a growing number who see the benefits and a number of concrete cases where 6σ has produced tangible savings and improved quality in IT services.

Since my plan was not to stay in one area for the entire fellowship year, I regrettably was not able to stay in GTS for the completion of the MOF effort.  I did, as I mentioned, see some gratifying progress both in the MOF program in general and specifically in problem management.  During my time there, I saw one significant organizational issue which I think inhibited the MOF program from producing even greater results.  The program was placed within GTS, which is only one part of Microsoft IT.  MOF is about running the entire IT enterprise, so many of the functions are completely outside of the GTS span.  In my mind, it would make sense to elevate MOF (as well as 6σ) to an organization that is matrixed across the IT organization.  I envision a shared-services type of organization that would be responsible for leading strategic planning, developing cross-functional awareness, and promoting operational excellence across the IT enterprise.  Even though only a portion of the MOF functions were being piloted, the program would have benefited from being run from a higher level.  Placing the program at a higher level would enable the entire organization to be run under the single framework, which also would have made the dog-fooding goal more achievable and the feedback to the MOF product team more relevant.

The Six Sigma Re-launch

After leaving GTS, I was reassigned to Corporate Security – with a short detour. My time with the 6σ folks had highlighted a great opportunity for me to get involved with a strategic re-launch of the program.  Up until that time, the Director had run the 6σ program within the IT and Operations area of Microsoft.  They had 4 “Blackbelts” (i.e., fully trained Six Sigma experts with at least 2 successful projects to their credit) and “Master Blackbelts” (qualified to instruct) assigned.  They primarily worked in the Operations and IT organizations.  Given some promising successes, they had been given additional headcount to expand the team.  The director had engaged in an ambitious recruiting program and hired top-notch talent from throughout industry.  He brought in experts with experience in GE, Intuit, Dow and other major companies.  The next step was to make the new experts into a cohesive team.  

The director was planning a week long off-site in December to establish the strategy and execution plan for the new team.  In the weeks and days leading up to the off-site, I worked with the director to plan the agenda and detail the outputs of this important week.  When the week arrived, I was able to participate in most of the off-site.  This was an excellent opportunity for me to participate with exceptional professionals doing the hard work of launching a major process improvement initiative.  It was made especially challenging by the strong entrepreneurial culture at Microsoft, and by the fact there was no particular forcing function.  That is, there was no financial crisis driving the company to major process improvement efforts.  None-the-less, there was enough leadership support to get this team staffed.  From there, it was really up to the team to sell themselves to the company.  6σ is widely thought of as a set of tools, and some recognize it as a methodology, but it is also a way of thinking – a culture change.  That is the part that is hardest to implement, but most important to the long-term success. 

At any rate, the off-site was a resounding success.  We employed tools from the “Design for Six Sigma” (DFSS) discipline to design the Six Sigma program.  This is a discipline within 6σ for designing processes vice improving them.  It engineers quality into a business process from the ground up.  The result was a very customer focused program, that has since been elevated to the corporate level.  The table below shows the services offered as part of this new program:

	Six Sigma Team Services
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	Consult
	When leveraging Six Sigma, organizations will take 2 approaches.  The first targets driving results and the second focuses on increasing the capabilities and skills of the individuals within the organization.  The Six Sigma team will assist in the development and execution of the strategy to ensure the linkage between improvement and existing initiatives and strategies, as well as participate in and/or drive "big bet" projects.

	
	

	
	

	
	

	Train
	The Six Sigma team provides training programs that range from delivering a general understanding of Six Sigma to enabling individuals to leverage the tools and methodology to solve problems and improve the performance of their business.

	
	

	
	Program
	Schedule/ Duration
	Registration
	Contact
	Objective

	
	Executive Overview
	On Request
2 Hrs.
	Via Six Sigma Team
	SSLC
	
Individuals will have the ability to:
Understand high level concepts
Know where/how to leverage in their business
Match People with projects

	
	Champion Training
	On Request
2-3 Hrs.
	Via Six Sigma Team
	SSLC
	Managers will be able to:
Speak the Six Sigma language
Understand the tools and methodology
Be capable of managing  participating individuals
Translate high-level issues to specific projects

	
	Specialist Training
	BLDweb
7 days over 2 months
	BLDweb
	SSLC
	Participants will:
Drive a pre approved project
Deliver quantum improvements to their organization
Apply the tools and methodology to a real problem
Leverage statistical software
Become MS certified

	
	Metrics Dev. Workshops
	On Request
2 days
	Via Six Sigma Team
	SSLC
	Organizations will:
Develop highly sensitive metrics
Be capable of measuring what is critical to their cust.
Understand the probability of meeting expectations

	
	Design for 
Six Sigma
(DFSS)
	Under dev.
H2FY03
	Via Six Sigma Team
	SSLC
	Participants will:
Drive a pre approved project
Deliver a highly capable new process
Apply the tools and methodology to process design
Leverage statistical software

	
	Supplier 
Six Sigma
	Under dev.
Q3-Q4FY03
	Via Six Sigma Team
	SSLC
	Our Suppliers will:
Drive MS approved project
Deliver quantum improvements
Share savings and benefits with MS

	
	Black Belt Training
	Under dev.
Q4FY03
	Via Six Sigma Team
	SSLC
	Participants will:
Drive a pre approved project
Deliver quantum improvements to their organization
Extend their capabilities from the Specialist training
Master the statistical tools
Leverage statistical software
Become industry certified

	Mentor
	The success of the program depends on the ability of individuals leveraging the tools and methodology to drive major improvements into WWOps and other MS organizations.  The Six Sigma team assigns an expert to all individuals who participate in the programs.  We ensure that individuals successfully drive their project, drive significant impact to their organization, as well as learn and master the tools and methodology.

	
	

	
	

	
	


I believe that if I were to comeback to Microsoft in 5 years that I would see 6σ embedded in the culture and thought processes of much of the company.  It may not be at the level of religious fervor seen in companies like GE and Motorola, but I think due to the quality of the core team and the vision of the director and other senior leaders, it will continue to provide benefits in terms of improved Customer and Partner Experience (CPE) and improvements to the bottom line through more efficient processes.

 



My Time in Security  
My next assignment led me to an accelerated education in IT Security.  From mid-January through April, I was placed in the IT Security group.  Here the General Manager sought not to put me in a specific project, but to give me a broad exposure to the whole world of IT Security in as much detail as possible.  Thus a plan was laid out to have me spend time in each of the areas across IT Security.  These included at the time:  Threat, Risk Assessment and Policy (TRAP), Audit and Compliance (includes Attack and Penetration, and Scan and Remediation), Incident Response (includes Intrusion Detection), and Shared Services (includes Embody Trustworthy Computing strategy, key management, smart card, etc.).  From the General Manager on down, the Security team was very welcoming and open to sharing ideas and thoughts.  As with most of the folks at Microsoft, they tend to be self-critical and constantly looking for ways to improve.  I was impressed with the discipline and process focus of the teams in Security.  I recommended linking up with the 6σ team, and facilitated several introductory meetings.  Given their desire for well defined processes, I thought this tool set would be welcomed by them.  

Due to the amount of travel I did to the other companies in the fellowship, my time at Security was somewhat disrupted.  The trips were well worth it; but they precluded me from any deep involvement with specific projects.  I did however spend a fair amount of time on several projects I’ll discuss here.  The first was an effort at data or asset classification.  There was a small team working on developing policy to direct owners of information assets on how to classify their information in terms of value to the company.  Based on the classification, certain controls would be called for.  My role in formulating this policy was some initial research into the area of Asset Classification and helping to develop the policy.  At the time of my departure, this policy was in final draft and had been submitted for management approval.

Another interesting opportunity I had was to sit with the Attack and Penetration team.  Their job was to attempt to find holes in the security of both devices and applications.  They were considered to be some of the best in their field and it was very interesting to see them work and try to find and exploit vulnerabilities before malicious hackers could.

I also worked very closely with the Embody Trustworthy Computing (ETC) team.  ETC is one of Microsoft IT’s strategic pillars targeted at ensuring access, availability and integrity of information assets across the company.  The team was responsible for identifying and managing the tactics for fulfilling that strategic pillar.  Many of the tactics were owned by others, even outside of Security.  I was able to sit with this group as they planned the coming year’s activities.  The leap forward in this cycle was to tie the ETC closely with Risk Assessment, at the same time maturing the Risk Assessment process.  One of the contributions I was able to make was researching and proposing a process for Risk Management.  The high-level process I proposed was:

1. Identifiy Risk 

2. Assess Risk 

a. Determine Potential Loss in $$ 

b. Determine Probability of Occurrence 

c. Determine Exposure (a * b) 

3. Develop Mitigation Strategies 

a. ID Potential Mitigation tactics 

b. Determine cost of mitigation tactics 

c. Determine effectiveness of mitigation (Impact on Exposure – could be per dollar spent) 

4. Prioritize Risks 

a. Prioritize by Exposure 

b. Prioritize by Effectiveness (Highest reduction on exposure  - could be per dollar spent) 

5. Resource and Schedule Mitigation Projects (Project Management) 

6. Evaluate Project Effectiveness 

7. Determine Residual Risk and return to Step 1
This process encompasses all of Risk Management; however the team’s focus is primarily on the Risk Assessment piece.  None-the-less, this proposed process helped to stimulate discussion and led to the identification of a team and a number of meetings to formally define the process.  The work is still ongoing; however their overall Risk Management process is pictured below.
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Other projects I worked on in security included researching IPv6. Since the DoD has mandated migration to IPv6, this proved to be a valuable exercise for me.  Some in industry argue there is no particular rush to move to IPv6 since there are no “killer apps” designed to run in IPv6.  There are other compelling reasons however for enterprises to consider moving in that direction.  Perhaps the most compelling is the security issues surrounding operating in both an IPv4 and an IPv6 environment.  It seems that it is possible to exploit IPv6 capabilities on systems running in IPv4 without detection.  Enterprises need to analyze these vulnerabilities and put appropriate countermeasures in place.  It also occurred to me that the “dogfooding” mission of Microsoft IT would be well served by migrating the MS enterprise to IPv6, since many of their customers will be moving in that direction.  A summary of the IPv6 research I conducted for the company is shown below:

IPv6 is the designed successor for IPv4

IPv6 benefits (over IPv4)

· expanded address space (128 bit address scheme)

· improved routing (Remote Desktop Protocol)

· end-to-end security (IPSec in packet header)

· facilitating mobile communications

· enhanced QOS (pending standards for the field)

· reduced system management burden

· Better enables video and low latency apps

Discussion points

· No “killer app” – applications not moving to IPv6 quickly

· Asia moving quicker than US – limited address space

· World-wide migration will be evolutionary vice revolutionary, 

· Necessitates operating in both IPv4 and IPv6 environments

· Increased costs and risks during transition period

· Some large scale customers may be earlier adopters, e.g. DoD mandates IPv6 support for contractors

· 2 potential migration approaches

· Dual stack – useful for apps that must communicate with both IPv4 and IPv6 devices

· Tunneling – encapsulate IPv6 packets for IPv4 transport

Risks

· Financial Risk - Ultimately savings, but potential increased operations costs during transition 

· Security risks 

· IPv6 capability built into Windows XP, available for 2000

· Early adopters include “internet underground”

· Many tools/features exist to support v6 also can be used to exploit 6 or 4 networks e.g. 6 to 4 tunneling to create exploits (DoS, Trojans, backdoors)

· Compromised hosts difficult to detect with v4 scans

· IPv6 creates risks even if enterprise stays with IPv4 – i.e. Security must be IPv6 aware

· CPE risk – out of step with customers, not “model enterprise” 

Finally, I had an opportunity to do research on a process for Intrusion Detection.  What I attempted was to link this into the Risk Assessment/ Risk Management processes, and really, into the larger function of business continuity.  An enterprise implementation of MOF and an enterprise adoption of 6σ would help get these types of processes implemented in a more cross-functional way.  

Company Days and More…
The last major effort I was involved with was setting up the company day for the fellows.  Thanks to the outstanding support I received from Microsoft, this was a superb event.  The speakers varied from the Director 6σ to the CEO, but all were well spoken and extremely relevant to the fellowship program.  Their remarks helped to influence our recommendations back to DoD, including process improvement programs, and recruiting and retention practices to keep the best of the workforce.

I’ve included a copy of the agenda for future reference:

Microsoft DOD Fellows Program Company Day Agenda

Day 1 - April 27, 2004

	7:15 am
	Board Bus at the Hyatt

	7:30 am - 7:45 am
	Arrive EBC

	7:45 am - 8:15 am
	Breakfast

	8:15 am – 8:20 am
	General Welcome/Housekeeping

Speaker: Doug Swanson

	8:20 am - 9:00 am
	Welcome Address
Speaker: Linda Zecher

	9:00 am – 10:00 am
	IT Operations
Speaker: Rick Devenuti, Corporate VP, Chief Info Officer, Microsoft

	10:00 am - 10:15 am 
	Break – 

	10:15 am - 11:15 am
	Security
Speaker: Charlie McNerney, Corporate Security General Manager, Microsoft

	11:30 am - 12:30 pm
	E Home Tour 

	12:30 am – 1:30 pm
	Working Lunch: Six Sigma
Speaker: John Knutsen, Director Of Six Sigma, Microsoft

	1:30 pm - 2:30 pm
	Break

	1:45 pm - 2:45 pm
	Company Vision
Speaker: Steve Ballmer

	2:45 pm - 3:00 pm
	Break

	3:00 pm to 4:00 pm
	Technology Futures
Speaker: Rick Rashid

	4:00 pm 
	Depart on bus for Company Store

	4:15 pm – 5:00 pm
	Museum/Company Store

	5:10 pm 
	Board bus/depart for The Golf Club at Newcastle

	6:00 pm – 9:00 pm
	Dinner

	9:00 pm
	Depart for the Hyatt/MSFT Campus


Microsoft DOD Fellows Program Company Day Agenda

Day 2 - April 28, 2004

	7:45 am
	Board Bus at the Hyatt

	8:15 am
	Arrive EBC

	8:15 am - 8:45 am
	Breakfast

	8:45 am – 9:45 am
	Human Resources Discussion
Speaker: Ken DiPietro

	9:45 am – 10:00 am
	Break

	10:00 am - 11:00 am
	Information Worker Discussion

Speaker: Chris Capossela

	11:00 am - 11:30 am
	Break

	11:30 am - 12:30 pm
	Center for Information Worker Tour

	12:30 pm – 1:30 pm
	Lunch - Information Worker Demo: Alan Yates/Pascal Stolz

	1:30pm – 2:30 pm
	Finance Discussion

Speaker: Scott Di Valerio

	2:30 PM-2:45 PM
	Wrap Up

	2:45PM 
	Depart for the Hyatt


In addition to the outstanding speakers, the agenda also included a trip to Microsoft’s “E-Home”, which is their look at what technology will bring to our home lives in the next 5 years.  We also had an opportunity to visit the “Center for Information Work”, which gives a similar look at how we will see technology changing the way we work in the next 5 years.

Another important aspect of the company day not shown in the agenda was the attendees from other companies.  In addition to the Fellows, we also had the CEO of Sarnoff Corporation and a senior VP from General Dynamics and Amgen.  Having these folks in attendance promoted some very interesting discussions and exchanges.  Of particular interest were the discussions between the Sarnoff CEO and the Microsoft VP for R&D.  These two gentlemen were in essentially the same business, and compete for personnel. 

While the company day was the final one of the fellowship year, it is more than worth noting that the experiences I had at the other companies highlighted the year for me.   For the record, we visited Amgen, a bio-tech company in Thousand Oaks, CA; DuPont in Wilmington, DE;  General Dynamics in Scottsdale AZ; McKinsey Consulting in London, England; Sarnoff Corp in Princeton, NJ; Oracle Corp in Redwood Oaks, CA; and Northrop Grumman in Lithicum, MD.  

In addition to the companies, the Fellows that I met, spent time with, and struggled to find the deeper lessons in our year were an outstanding group.  The opportunity to be exposed to the diverse experience and professional caliber of over 170 years of combined military experience was rare indeed.  I look forward to continued connection with this fine group of professionals. 

The culmination of the year was spent out briefing our findings to the senior leadership in DoD.  We delivered our brief to more than 35 principal leaders within DoD.  These included the Service Secretaries, the Commandant of the Marine Corps, the Deputy Secretary of Defense, and a number of other senior civilian and military leaders throughout the Pentagon. I also personally had an opportunity to brief the Director Navy Reserve.  The Navy CIO was also on the agenda and of particular interest to me.

Summary
Takeaways for DoD and Navy
- Leadership is paramount in making change happen.  Set clear vision and continuously, consistently and clearly communicate that vision to the enterprise.  At Microsoft as well as in the other companies visited, transformational change occurred through decisive and relentless leadership.  As a team, the fellows also thought that while DoD is regarded as almost a leadership factory in the private sector in regards to our military leaders, there is much to be done with our civilians.  We could dramatically improve our civilian workforce by providing leadership development opportunities and by making the civilian workforce more competitive.  We noted that the military workforce refreshes through our “up or out” model, while private industry focuses some effort on involuntary turnover.  Both create competition and refresh the workforce, but there is no similar dynamic in the government civilian workforce.
- Use 'matrixed' organizational structures to consolidate shared services.  Provide those services across lines of business through a central organization with Line of Business cells as needed.  For example, at Microsoft, IT was centralized, but each functional LOB had an IT cell that developed applications and functionality specific to that function.  These Business Unit IT cells or “BUITs” were still under the authority of the CIO, but supported the specific LOB.  While using a matrix type structure for shared services is a valuable lesson in organizing, ultimately the organizational structure is an imperfect representation of the way we want to work.  What matters most is leadership at every level – that’s what fills in the space in the org chart and makes the organization succeed or fail.

- Process matters.  Spend time optimizing processes, managing performance, and aligning to support business strategy.  It’s hard but the payoff is huge.  Those that take the time to do it reap big rewards.

- Don't spend time on small payoff efforts.  At Microsoft, projects needed to produce a return in 3 years or less, or they weren’t considered.
- Lessons in IT


- Have an architecture, but don’t get lost in the analysis.  If you know something needs to be done, do it.  Leadership is the key.


- Manage IT as utility.  No sacred cows – do what makes sense to provide the service in the most cost effective way – such as:



- Consolidate, standardize infrastructure (network, e-mail and print services, data centers)



- Consolidate databases – single instance of enterprise data



- Consolidate apps – simplify architecture, use ERP, maximize self-service


- Outsource where it makes sense

- Build security in from the ground up – processes, applications, data and infrastructure all have security opportunities.  Need to align them all to create a seamless security posture.  Secure only those things that matter, using only those controls that reduce risk exposure
Thoughts for Microsoft IT

- Follow-through.  Many big ideas get launched without a plan for execution.  In the military, it’s called “fire and forget”.  It may work well for a missile, but not so good for strategic initiatives.  The big successes came from relentless leadership – decisive up front, but also following through.

- Create a Shared Services organization answering to the CIO.  This organization should be responsible for those functions that cut across all other IT functions.  This organization should be responsible for leading strategic planning, overseeing the implementation and dog-fooding of MOF throughout the IT enterprise, performance management (process improvement, measurement, etc.), and policy.  Architecture and Knowledge Management are other functions that would fit well here.  Their role would not necessarily be to do each of these functions throughout the organization, but to manage and coordinate the efforts.  The organization should be resourced with members of the leadership bench as part of their development.  Assignments would be for a specified period, and then they would return to other functional areas.  This approach will promote cross-functional teamwork, and develop a diverse background in the senior workforce.  At the same time, they will produce valuable efficiencies by ensuring the work being done in the organization maps to strategic goals and is being executed in the appropriate place in the org. 

- Preserve the best of the organization throughout transformation.  I am very thankful for the time I had on the ground there, and the many great people I met.  It speaks volumes about the quality of an organization when they are able to attract and retain the quality of people I had an opportunity to work with.  This year has been life-changing for me, due in no small measure to the wonderful people I met and worked with.

Thoughts for the fellowship program 
- Perhaps the most telling thing I can say about the year is that if I had it to do over again, I would probably have chosen to go to Harvard Olin Institute for Strategic Studies.  This is in part due to the fact I think this program is best suited for war-fighters who have little or no academic or professional experience with the business side of the military, and partly because of the way the program is being managed.  Make no mistake; the program concept of sending individuals into private industry to glean lessons from the private sector is a good one.  However to take a senior officer away from his service for a year, there must be some insurance their experience will be compelling in a strategic sense.  This requires a well run program that ensures corporations understand the nature of their commitment and is willing to provide the fellow with the appropriate level of access within the corporation.  Such was not the case for my fellowship year.  While I had an outstanding tactical experience in the CIO realm, proper administration of the program and appropriate due diligence would have made for a much more strategic year.  The program also requires more oversight from the services and should be placed in a more structured setting such as the National Defense University for program administration. This would ensure  more robust academic access to the fellows during their indoctrination month, and throughout the year.

In Closing…
This year was a great opportunity.  While I noted some opportunities for improvement, I am confident that I will be able to bring some of the lessons I learned to bear and improve the business side of the Navy.  My next assignment is to “Task Force Warrior”, and I believe the lessons of process improvement, consolidating and simplifying IT, and transforming through relentless leadership will be invaluable in guiding my actions there.

�I would really like to see this changed!  Since these discussions were proprietary in nature, I would prefer that we do not mention “Off-shoring activities”.  under a title such as Project X....


It makes it sounds like we are moving nearly the entire operation off-shore which is most certainly not the case! 
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