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This report is an overview of my fellowship conducted at Accenture (formerly known as Andersen Consulting) in Northbrook, Illinois, from August 2000 to June 2001.  During my assignment I was assigned to Accenture’s Center for Strategic Technology and Research, and worked directly with the center’s managing partner and director.  Working within the center afforded the opportunity to view operations across the company from the consulting practice to product development.  These experiences exposed me to a wide range of issues; staff recruiting and retention, technology planning, ventures and alliances, information technology, product development, and global operations.  Additionally, I participated in Accenture’s technology working groups, technical evaluation counsels, and government business development workshops.  Through this assignment, I’ve gained unique insights into exploiting leading edge technology, leading diverse world-wide operations, rapid business process innovation, and corporate human resource and financial issues.  

I begin the report by presenting a corporate overview and then provide detailed discussions on three areas applicable to the Department of Defense; knowledge management, enterprise architecture design, and computer security in an electronic world.  Each discussion evaluates the topic from an industry perspective, places it into a military context, and offers recommended actions for the department.

The Secretary of Defense Fellowship at Accenture, Northbrook IL was a success.  It exposed me to the very best practices to lead organizational and operational change, and the mechanisms large corporations use to exploit information and advanced technology.  My broadened leadership and management perspective will serve the Air Force and Department of Defense well today and in the future.  


TERRENCE A. FEEHAN


Colonel, USAF


Secretary of Defense Corporate Fellow
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Section One

Accenture
Corporate History


Accenture was created in 1989 by the restructuring of Andersen Worldwide into two business units, Andersen Consulting and Arthur Andersen.  The two were to operate in a complementary arrangement but with separate identities and management.  Accenture would provide strategy, business process and technology consulting, and Arthur Andersen would continue as a tax and accounting firm.  The split gave Accenture a strong start.  They began existence as a one billion dollar company with over ten thousand employees.  Their primary business was systems integration and technological innovation of business and business support systems.  In 2000, Accenture completed its split with Arthur Andersen with both firms becoming fully independent.  On January 1, 2001, Accenture adopted its new name.


Today, Accenture is the world’s leading consulting firm with over seventy thousand employees operating in forty-six countries across six continents.  Their revenues exceed ten billion dollars and reflect continued double-digit growth.  Their success comes from their reputation for quality and value.  Like Microsoft Chief Executive Officer, Steve Ballmer, said, “Nobody… can do consulting like Andersen Consulting.”  Moving beyond their core consulting and technology practice, Accenture’s offerings now also include outsourcing services, alliances, and venture capital.  

Personality of a Company


Personality may seem a strange trait to use when describing a corporation, but that is exactly what Accenture’s managing partners want for their company.  Their vision statement, core values and leadership programs all support a personality of integrity, innovation and stewardship.  Accenture’s Chief Executive Officer, Joe Forehand, summarizes their personality as, “We will be seen as proactive, bold creators of the new economy.  We will be known as innovators, adding value in our relationships.  We will be imaginative, nimble, quick, and leading edge.  The new personality is about our style and attitude and how we relate to each other. It involves living our core values and treating people as we would want to be treated ourselves.  It means always doing what is right for our clients and our people and trusting each other to do what’s right.”  These ideas may seem altruistic for a company in business to make money.  However, since most of Accenture’s engagements are consulting rather than competitive their business depends on win-win scenarios.


The vision.  This defined personality forms the core of Accenture’s vision statement, “To become one of the world’s leading companies, bringing innovations to improve the way the world works and lives.”  They see their role as far more than consultants to improve what is.  They seek to expand what is to what can be.  They do this through technology innovation, creating new business processes, and integrating existing capabilities into new enterprise solutions.  Accenture believes their thought leadership and global reach can change the way people work and live; saving resources, expanding free time, and improving quality of life.


The core values.  Accenture’s core values support their personality and vision by addressing not only their client relationships but their internal processes as well.  The company ensures these values through open discussion, mentoring, and inclusion in performance evaluations.  



Quality client service.  Listening to client goals and matching solutions to the reality of their personality, capability and resources ensures solutions match expectations.  Often Accenture will mentor and teach clients, showing possibilities and solutions beyond the clients’ current frame of reference.  Accenture will also share responsibility and accountability by taking on leadership roles for solution implementation as well as putting their fees on a contingency basis.  Their goal is one hundred percent customer satisfaction.  



One global firm.  Accenture works to balance global capabilities with respect for local culture.  Their knowledge management system allows the sharing of best practices and expert collaboration around the globe.  However, their personnel diversity provides a local representative who knows and respects the culture and history of a region.  Local partners and consultants place best practices into a local context, translating the American, European, or Asian way into what best fits the “unique” client at hand.  



Integrity.  Accenture promises openness and honesty in dealings with both clients and employees.  For their clients, this means delivering on promises and making delivery dates.  It also means only contracting for work for which they are suited and recommending other solutions where their capabilities are not best in class.  For their own employees, Accenture insists upon a corporate focus.  Failures in integrity, hoarding best practices, or lack of knowledge sharing and mentoring all create a culture of mistrust and ultimately hurts Accenture’s bottom line.  They facilitate the corporate focus through their knowledge sharing systems and performance parameters that directly address integrity and knowledge contribution.   



Stewardship.  Simply put, the greatest measure for Accenture’s managing partners is the improvement they bring to the company.  Market share, gross revenue, image, and client and personnel satisfaction all form components of this measure.  Accenture grades stewardship in manager appraisals at all levels.  Perhaps the greatest example is that the CEO’s revenue share is partially based upon employee satisfaction.  Partner ownership facilitates this entrepreneurial spirit by directly tying corporate revenue to income.  



Best people.  Accenture’s product is its people and their knowledge capital.  They start by recruiting the top students from universities across the world, training them in the very best business and technology practices, and mentoring their growth and careers.  The global recruiting provides tremendous diversity and expertise in various cultures.  Their semi-annual feedback program offers formal coaching and reward opportunities.  They use career progression tracks to act as roadmaps for personal career planning and to level expectations.  Their knowledge sharing ensures personnel remain cutting edge and feel pride in being a part of an innovative and successful company.  Accenture’s recognition of their people as their primary resource ensures respect and “valuing” of the employee that carries throughout the organization.



Respect for the individual.  Related to the best people core value, respect for the individual means, “treat each person as we would like to be treated.”  Each person refers to both client and employee.  Although very simply stated, I found this the most difficult core value for Accenture.  While I believe they do an excellent job respecting their clients, their virtual company makes respect for each other more difficult.  Accenture employees deal with each other through voicemail and e-mail, rarely do face-to-face contacts occur.  Often primary support functions are from disparate locations, e.g., the human resource support for my associated office in Northbrook IL came from Dallas TX and the marketing support came from Paris France.  This lack of personal interaction fosters a business rather than an interpersonal responsibility.  While still successful and professional, I found it emphasized more a respect for the job or position rather than the individual.

The Organization


Accenture is primarily a services company.  They’ve organized themselves into client facing specialty areas called market units and matrix support organizations called service lines.  The global market units focus on client engagements and are tasked with meeting growth and profitability goals.  As the business units of the firm, they create most of the revenue, account for over seventy percent of employees, and accrue most of the firm’s costs.  In many ways, Accenture treats these market units as individual companies.  They have individual financial and resource management accountability, and have authority to incubate and launch new ventures.  While Accenture is now branching into outsourcing, alliances, and venture capital, the consulting practice remains the corporate anchor for both income and growth and will remain the responsibility of the market units.  Current performance measurement targets for consulting services are twenty-five percent growth annually.  


The purpose of market units goes far beyond simple accountability and classification issues.  By dividing into the five specialty areas of financial services, communications and high technology, products, resources, and government, Accenture has created communities of practice and expertise.  These communities create knowledge and career development models, mentor within their practice, and best balance employee needs against expertise required to support clients.  Accenture’s client engagement teams form from within these communities but do so without geographic consideration.  Teams form from all over the country and world to meet a single client need.  Accenture’s extensive knowledge management system (see section two) and consistency of market unit community training allows this to occur.
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Figure 1: Accenture’s Matrix Organization

Supporting the market units are the service lines; customer relationship management, financial and performance management, human performance, strategy and business architecture, supply chain management, technology research and innovation, solutions engineering, and solutions operations.  These service lines represent broad functional areas needed to support most client engagements.  This is the “home office” of most Accenture employees.  Here individuals gain basic knowledge, have access to specialized expertise, and are managed as a corporate asset.  From here employees are assigned to market units or specific client engagements.  Often, employees matrix to a particular market unit for the remainder of their career.  This semi-permanent market unit affiliation supports tailoring the expertise of their service line to their specific market context.  


Unique within the service lines is technology research and innovation.  Although the majority of its personnel are assigned to market units for client engagements, the Center for Strategic Technology and Research (CSTaR) and the Applied Research Group (ARG) perform corporate-level research and development.  CSTaR looks three to five years into the future to identify business applications for emerging technology, and ARG creates new business solutions using existing technology.  Often, the two work in sequence as advancing technology makes CSTaR’s early identified possibilities capable of being transformed into deployed reality by ARG.  A key Accenture competitive advantage is the early identification and prototyping by CSTaR, which gives ARG a two to three year advantage over competitors.  


Beyond the market unit and service line organizations, Accenture also utilizes small geographic offices.  These offices serve as regional expertise, working legal, patent, political, transportation, and cultural issues.  Realization of these needs is what distinguishes a global company from a worldwide company.  The former adapts itself to the region and its customers, while the later simply sells worldwide.  This sensitivity and respect for different cultures, coupled with a regionally diverse workforce, greatly expedites Accenture’s access and product delivery throughout the world.  
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Accenture’s  Geographic Units
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Figure 2: Accenture’s Geographic Units

Revenue


Today, Accenture tracks revenue by market unit and “taxes” the units for other corporate expenses.  While this may change with the companies desire to make a public offering and by increased revenue from outsourcing, technology, alliances, and venture capital initiatives, Figure 3 reflects the companies fiscal year 2000 report.  Each of the market groupings remains healthy.  Financial services saw tremendous growth in insurance services with a leveling of their banking and health services sectors.  Communications and high technology continued greater than twenty percent growth across their area with communications remaining their greatest strength.  Utilities led the resources sector and should continue with today’s energy picture.  Consumer and pharmaceutical products provided significant advancement in the products sector.  Finally, the government sector provided the greatest recent growth, over thirty-five percent in 1999.  This sector continued to grow in 2000 and represents an area of greatly increasing opportunity for the company. 
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Accenture’s 2000 Net Revenue by Industry
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Figure 3: Accenture’s 2000 Net Revenue by Industry


As a global company, Accenture also tracks revenue by three global regions; the Americas, the Europe, Middle East, Africa and India (EMEAI), and the Asia Pacific.  While the Americas still dominate, EMEAI has shown the greatest growth over the past five years.  Asia Pacific holds great promise for the company; however, financial uncertainties continue to hamper access.
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Accenture’s 2000 Net Revenue by Global Region
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Figure 4: Accenture’s 2000 Net Revenue by Global Region

The Future


On April 19, 2001, Accenture filed a Form S-1 with the Securities and Exchange Commission, Washington, DC.  This action announced their intention to make an initial public offering of up to one billion dollars worth of Class A common shares of Accenture Ltd.  If approved, the resulting company will remain partner controlled through their majority, executed through withheld shares.  While final percentages have not been released, the one billion dollar initial offering should equate to less than ten percent of shares.  


The Form S-1 does not provide rationale for making the public offering or propose specific uses for the new capital.  However, as the company’s revenue and market capitalization now exceed ten billion dollars, it is reasonable that the managing partners would seek additional flexibility and sources of funding.  

Within the Form S-1 is Accenture’s stated “strategy for growth.”   It discusses the mechanisms by which they plan to better serve their customers and advance their market position.  Revenue streams anticipated from the public offering would inherently support this plan.  They present this strategy as:  “We strive to be a global “market maker, architect and builder of the new marketplace, developing innovations to improve the way the world works and lives.”  We intend to help create new markets, design new business models and deliver business and technology solutions that provide value to our clients.  We believe that our network of businesses approach provides us with a fundamental advantage in executing our strategic plans.  Our global market units and service lines develop offerings and provide expertise to clients.  Our affiliates, alliances and portfolio companies provide us with insight into and access to emerging business models, products and technologies, enhancing the ability of our global market units and service lines to deliver value to clients.
 
        
To serve our clients and grow our business, we aggressively pursue the following strategic imperatives:

 
Deliver “Value@Speed” for Our Clients.   Our strategy is to work closely with our clients’ management to understand their business objectives and develop and implement solutions to help them achieve superior financial performance and enhance productivity on an accelerated basis.

 
Accelerate and Ride the “Waves of Change.”   We use our scale, our network of businesses and our investments in research and development, tools and methodologies and other intellectual property to help organizations anticipate and realize value from opportunities presented by “waves” of business and technology change.
 

Create Asset-Based Solutions to Drive Superior Results.   To deliver value to our clients more quickly, we create assets, such as software and business architectures and process methodologies, that enable us to quickly implement market-ready solutions for our clients.
 

Leverage Our Expertise in Transformational Outsourcing.  We pursue transformational outsourcing opportunities, which require a combination of consulting and outsourcing skills to meet the needs of clients that increasingly seek to enhance value by reinventing and transforming fundamental business processes.
 
Aggressively Grow in Attractive Geographic Markets.   We have offices in 46 countries and, while we are a leader in the majority of the markets in which we operate, we believe there are significant opportunities for us to grow in numerous geographies, including by way of investment, and to increase our market share on a global basis.
 

Foster a Great Place to Work.  Our ability to hire, train, develop and retain our professionals is critical to our enterprise. We have a “great place to work” program, which includes using performance metrics to hold our leadership accountable for employee satisfaction and retention, providing continuous learning, supporting flexible workstyles and providing competitive rewards.
 

Enhance Our Operational Efficiency.  As experts in operational efficiency, we plan to provide value to our clients as well as our shareholders by maintaining our organization as a cost-effective, technology-enabled company with strong financial discipline.”

The Form S-1 filing did not present any impact on organizational structure or operating strategy.

Accenture Observations


Like the Department of Defense, one of Accenture’s greatest challenges is recruiting and retaining good people in a high-pressure, high-travel environment.  They address this challenge through aggressive recruiting at colleges across the globe and a variety of “quality of Accenture-life” initiatives.  Accenture ensures their pay and benefits remain at the high end of the industry, offer flexible working conditions (hours, telecommuting, etc.), provide top equipment, and support advanced functional training.  Their lessons and initiatives mirror several ongoing departmental programs.  Recent pay raises, time off after deployments, operations tempo monitoring, and new recruiting and retention incentives all represent departmental programs drawn from corporate best practices.  

While the department can never match Accenture’s incentives, it does share their greatest recruiting and retention asset, branding.  Many employees come to and stay with Accenture because of their reputation as the best-in-class.  The services are also using this strength as recruiting and retention themes.  The Air Force’s “stay with me” and “join us” offer great examples of the services’ efforts.  The Navy’s, “when was the last time someone made a movie about your life,” was specifically mentioned at Accenture as highly effective.  The services must continue to improve pay and benefits; however, industry studies show today’s young people also want challenges and to be part of a worthwhile team.  Pride and respect are the new themes of industry human relations and the services must never part from this proven course.

Also like the department, Accenture employees deploy.  Most of their work is done at client sites with disparate teams brought together to perform client tasks.  Accenture does this through outstanding knowledge management.  Section two of this report addresses this area specifically and provides a roadmap to utilize Accenture’s best practices in the department today.  

An additional driver of Accenture’s success is its ability to adapt and respond to changing markets.  Their movement from traditional commerce, to electronic commerce, to ubiquitous commerce demonstrates their flexibility.  They’ve done this by utilizing their most sought after business consulting tool, enterprise architecture.  Accenture designs enterprise architectures from a holistic approach, evaluating every aspect of an organization to maximize impact and mission accomplishment while limiting resources.  Section three of this report presents their technique in detail and places the process into the military context.

Finally, the deployed nature of Accenture’s work and their global presence (offices in six continents and forty-six countries) also creates a common problem shared with the department, computer security.  The security challenges of web-enabled processes continue to grow.  Section four of this report examines the most significant security trends and offers possible steps for mitigation.  

Section Two:  Knowledge Management

Knowledge management may be Accenture’s most important core competency and perhaps the single item that gives them their greatest strategic advantage.  They are eight years along their knowledge management journey and have transitioned their knowledge system from a communications vehicle to a tool fully integrated into their consulting practice and internal operations.  They believe that, “knowledge management is the engine that transforms ideas into business value.”

Accenture defines knowledge management as, “a systematic process for creating, acquiring, synthesizing, sharing, and using information, insights, and experiences to achieve organizational goals.”  While these words may seem lofty, Accenture’s knowledge management system truly is at the heart of their business processes.  It is the one vehicle where their over seventy thousand employees located in forty-six countries can communicate, collaborate and team.  The key; however, is to recognize that the knowledge management system is a tool and not the end product.  People still make the system work and are the critical component for input, expert collaboration, and mentoring.


Lessons learned and best practices applied by Accenture in the knowledge management arena have direct applicability to the Department of Defense.  Throughout the downsizing of the department since the Cold War, there has been an emphasis on reducing staffs at all headquarters levels and the Pentagon.  These staffs once served as on-call experts and often offered staff assistance visits.  The reduction of these services, coupled with the difficulty within the department to retain mid-level officers and non-commissioned officers, creates a knowledge deficit.  A comprehensive, easy to use knowledge management system could pay great dividends in improving efficiency and war-fighting capability.  


Information contained in this discussion of Accenture’s knowledge management system is derived from interviews with Mr. Randolph Russell, Accenture, his Knowledge Management briefing to Purdue University on January 9, 2001, and observations during the Secretary of Defense Fellowship.

The Journey

Accenture has used some form of knowledge management for years.  When the consulting firm was still a part of Andersen Worldwide there were resident experts in various areas responsible for maintaining libraries of best practices and for circulating innovative proposals and ideas.  Consultants could also query these experts for assistance, and knowledgeable managers would identify, copy, and mail applicable documents.  While not particularly efficient by today’s standards, it did establish the culture of sharing information and seeking out lessons learned that is Accenture’s lifeblood today.  The consulting practice learned early that leveraging past successes was the best way to provide customers a proven product as quickly and economically as possible.    

As stated in the overview, Accenture began existence as a one billion dollar company with over ten thousand employees.  Their primary business was systems integration and technological innovation of business and business support systems.  They were very client focused and most knowledge sharing was done in more traditional face-to-face or mentoring relationships.

By 1992, Accenture had grown to over twenty-six thousand employees and doubled their revenues.  More importantly, however, they had become a global company with ever more diverse products and services, and larger more complex customer engagements.  Their old way of knowledge sharing could no longer support the company.  This need for something better led to the creation of their network-based knowledge management system.  The objectives of the system were to enable faster and more cost-effective capability building, improve the rate of innovation, and create an inclusive networked performance support environment.  The bottom line for Accenture is that the knowledge management system must support their consultants to, “leverage the best internal and external knowledge to maximize performance and deliver innovation.”

To achieve this objective Accenture began their first of four phases, building an “enabling infrastructure” with the philosophy of “build it and they will come.”  They intended to build more than just a system, but an entire process with personnel roles and responsibilities.  Fortune matched this desire with the growing network-based technology capabilities of 1992.  Accenture built a Lotus Notes based knowledge exchange system to facilitate worldwide electronic communication, provide discussion forums, and identify and connect subject-area experts to consultants.  Additional benefits included advancing their paperless initiatives and direct support of their internal management practices such as human resources and time management.  A critical part of this initial phase was eliminating isolated functional or geographic islands and replacing them with a firm-wide enterprise.  Accenture dedicated over one hundred full time personnel to the implementation effort and completed this phase in 1994 having achieved global communications.  

The second phase began in 1994.  Called “knowledge sharing,” this phase sought to create an organizational memory through document libraries and improved categorization.  This phase treated every client engagement or effort as an opportunity to increase the companies consulting IQ.  Consultants were required to contribute their best ideas and innovations to the database.  Communities of practice, employees with similar job descriptions or interests, helped categorize and organize the data.  These communities then used the knowledge management system to share best practices, consult with each other, and provide a means to bring the companies worldwide resources against a single problem.  This phase ended in 1996 with over three hundred dedicated knowledge management support personnel and a growing culture that all employees were responsible for system use and contributions.  

The third and current phase began in 1996 and facilitated the transition from a static library of databases to an active information provider.  The stated requirement of this “knowledge outfitting” phase was to develop a system which provides, “relevant quality content, when and where needed.”  In this phase, experts collaborate to develop relevant packages that guide consultants through concept or organizational developments and implementations.  These packages are pushed as continuing education efforts, or pulled by consultants to solve client engagement problems.  This phase also includes tremendous improvement in user interface and data automation.  There are yellow pages for browsing areas of interest and profile software that supports extremely detailed and specific searches.  Tracking software permits automatic data monitoring and reporting based upon user-developed parameters.  Discussion forums facilitate quick expert collaboration from around the globe.  External web-based data monitors track desired information from major news organizations or industry groups.  In addition to these consulting support functions, the system also provides Accenture’s internal management backbone.  Personnel perform billing, accounts payable, time reporting, evaluations and most other human resource and support functions across the system.  The current knowledge management team includes over five hundred dedicated personnel and represents a five hundred million dollar per year investment, equaling over six percent of Accenture’s revenue.  These personnel develop the architecture, manage the hardware, acquire and update content, and perform detailed research requests.  While these personnel enable the system, it is the constant use and contribution by the remainder of Accenture that keep it viable.

The next phase, “performance integration,” is just beginning.  Here Accenture will attempt to make knowledge management a guiding principle, completely integrated into daily operations.  Performance integration can best be equated to the way members of the military view safety.  No longer will knowledge management be a program or something to consciously do, but it will be integral to all work processes and actions.  Specific goals for this phase include increasing client value and impact, improving productivity through enhanced frontline capability, commercializing the knowledge assets, and developing a cost-value parameter for knowledge management.  Although individually these may seem like extrapolations of the current phase, it is the combined impact that will drive knowledge management to be an automatic process.
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Figure 5: Accenture’s Knowledge Management Journey

A Cultural Issue
The GartnerGroup polled their clients and discovered that knowledge management implementation requires fifty to seventy percent of the total effort.  Most organizations reward individual achievement and foster competition among their workers.  Employees tend; therefore, to protect at least some of their knowledge or best practices as their edge.  How then do companies reverse such biases?  They must develop organizational processes that recognize and reward knowledge sharing and team achievement.  They must develop a culture for sharing.

It is this cultural aspect that is the key to Accenture’s success.  As stated earlier, Accenture’s knowledge management system originated while still a part of Andersen Worldwide.  These roots formed the beginning of a culture that stresses the sharing of knowledge and best practices.  Accenture’s first CEO, George Shaheen, stated his views in the April, 1997, Harvard Business Review, “Knowledge capital is our most valuable asset and it drives our organization.  It’s what we sell, and what we must continue to protect and perfect.  Our people should diligently find new ways to share and reuse information and deploy it around the world.”  He brought this vision to Accenture, promulgated it to his leadership, funded its implementation, and set about policies for its deployment.

The first requirement in creating the culture is for senior management to recognize knowledge as a strategic asset.  George Shaheen knew knowledge capital was his company’s primary asset and he established the means to develop and exploit it.  While the previous section discusses the resources placed against the effort, it does not tell the most compelling story of leadership involvement.  That story is the process of implementation.  Rather than starting with technical experts and executive assistants, it was Accenture’s Executive Committee that was required to embrace the changes first.  These most senior partners received the first training and equipment.  Then Mr. Shaheen used the system extensively, thereby forcing his direct reports.  Partners and associate partners followed suit, then the managers, and finally the consultants and analysts. This top-down approach emphasized the importance of the program and forced lower levels to get on board quickly to understand what their bosses were doing.  

The second issue is that knowledge must be made accessible to everyone who can contribute to or use it.  People must see tangible benefits from the knowledge management system.  Emphasis should be placed on broadly usable knowledge first with easy to use interfaces.   Accenture’s first system focused on communication and expert collaboration.  The company’s growth across the world made normal communication impossible and employees saw electronic alternatives as imperative.  The second aspect of the system was that of the data library.  Accenture’s communities of practice facilitated its acceptance and use.  These communities became “virtual clubs,” where employees with common business needs shared ideas, solved problems, and identified and improved best practices.  These clubs were setting the pace of innovation within each business sector.  Failing to participate meant you would fall behind.  Today, use of the system is imperative.  Accenture is truly a global and virtual company.  Project teams consist of personnel from disparate locations who must share common documents and communicate across time zones and international boarders.  Clients demand a consistency of product and representation.  Accenture’s knowledge exchange makes the virtual environment work.

A third requirement is ease of use and accessibility.  The knowledge management system must be responsive and available wherever employees travel.  Accenture ensures this through the intelligent application of their five hundred million dollar per year investment.  They facilitate ease of use by ensuring databases are current, providing several cross-referencing directories, deploying innovative search and tracking programs, and offering detailed reference specialists.  Accenture provides worldwide accessibility by their configuration management and commonality of requirements.  They’ve standardized hardware and software requirements worldwide.  Their configurations allow any employee to “plug in” at any office or enter from any Internet browser and be fully connected as if they were at home.  Their dial-in networks use a system of worldwide local numbers (and toll-free numbers) to attach users to systems that provide the look and feel of their home office.  Accenture’s systems allow employees to communicate and share documents globally, and to travel to any other Accenture location with no greater setup requirement than plugging in their computer.  This accessibility provides the portability of the knowledge management system, ensuring employees continued use and contribution.

The final cultural area is the tying of knowledge management to performance and rewards.  Employees should be judged and rewarded on their use and contribution to the knowledge asset.  Accenture establishes written expectations for each employee and reviews progress at least every four months.  Knowledge sharing is a key professional quality that is used for performance and promotion evaluation.  At certain levels, failure to share knowledge can even prevent promotion.  These requirements are not punitive, but simply support one of Accenture’s core competencies.  Failure to use or contribute to the knowledge management system results in redundant activities, reinvention of processes, failure to use best practices, and stifles innovation.  Accenture’s competitive edge cannot accept these failures.  

 Rewards manifest from these knowledge performance measures.  Salary incentives offer personal motivation and promotion provides a highly visible recognition of accomplishment.  Individual and group rewards also serve to draw attention to innovative uses of knowledge management and celebrate success.  BP Amoco rewards their Thief-of-the-Year for “stealing” the best idea in application development, and Texas Instruments recognizes an individual with the Not Invented Here, But I Did it Anyway Award.  While motivations and resources vary between organizations, it is clear that tying knowledge management to performance is a critical element in creating a culture of sharing.

Knowledge Management as a Profession 

Knowledge management must be treated as a profession, not just an additional duty or the responsibility of systems administrators.  As stated earlier, Accenture has over five hundred dedicated knowledge management professionals to administer a five hundred million dollar per year investment.  Personnel can progress from an entry-level analyst up to full Accenture partner within the knowledge management career track. Career opportunities include both service delivery as well as information and research service positions.  Accenture developed career progression models that map position requirements with various management levels.  This treatment of knowledge management as an equal and vitally important career path helps highlight its importance and emphasizes knowledge as a core Accenture asset.  

An additional key to Accenture’s knowledge management success is their forward deployment of knowledge management professionals.  Of the five hundred dedicated personnel, over three hundred and fifty work within the client facing market units.  While Accenture fully understands the economies of centralizing processes where practical, they’ve discovered that on site representation is critical.  Knowledge management professionals are the first on site for new client engagements to set up equipment and establish network connectivity, develop unique subject area expertise to consult on research activities, and are on location to provide immediate hardware and software support.  Accenture treats knowledge management professionals as indispensable team members, fully integrating their activities with client engagements and management processes.

Many of Accenture’s knowledge management professionals perform common information management functions.  They administer networks, offer help-desk services, develop software, and provide overall program and personnel management.  While these functions are critical to success, it is Accenture’s knowledge professionals that transition their system from an information technology network to a knowledge management system.

The first of these knowledge functions is research.  Basic researchers identify related engagements, best practices, and common challenges.  Their efforts facilitate communication, enhance access to subject area experts, speed program development, and prevent redundancy of effort.  Business researchers track Accenture clients and their competition, and identify possible opportunities for new client engagements.  Their efforts keep Accenture at the leading edge of technology and business innovation and serve as a watchdog against unexpected challenges.  These experts team with content managers to package information for the consulting practice.

Content managers help direct the research and then package results in forms best utilized by consultants.  Information must be grouped and cross-referenced by client, engagement type, organizational structure, subject area, and a variety of other searchable formats.  This information must also be posted quickly, advertised to possible users, maintained, and then discarded when no longer valid.  These content managers are key to supporting the client team outfitters.

Client team outfitters expertly evaluate incoming proposal requests and continuously evolve knowledge resources throughout client engagements.  Their role is to ensure the right information is available when and where needed.  They are not a “respond to request organization.”  They anticipate requirements, use research to identify opportunities and applicable references, and then make the information available in easy to use formats.  This function represents knowledge management’s direct impact to Accenture’s bottom line.  Success in this area speeds product development and maximizes sharing of best practices.

A key product of these knowledge professionals is the transition of knowledge from opinion to best practices.  Information from discussion groups is opinion.  Experience libraries identify working solutions within limited context.  Best practices offer broadly applied and successful engagement techniques or technical solutions.  Knowledge management professionals orchestrate this distillation through engagement at all levels and collaboration with identified subject area experts.  

Accenture’s expert management and deployment of information technology professionals, and innovative use of researchers, content managers, and client team outfitters makes their knowledge management system a competitive advantage.  Their institutionalized support of the knowledge management professionals ensures continuing leadership in this area.

Knowledge Management in the Military

The Department of Defense and individual services have embraced several aspects of good knowledge management systems and use them extensively for communications, the posting of information, and even mission requirements.  E-mail, voice-mail, and video telephony form the primary method of individual communication; supply ordering, tracking, confirmation and billing occur via the Internet; and mission plans, targeting, and battle damage assessments pass through secure electronic mediums.  Virtually every base, port, ship, staff agency, or even medium and small organizations have web-sites.  These sites provide information, offer on-line assistance, and even support electronic transactions.  Though these capabilities greatly increase efficiency and knowledge availability, they form only the first step of the department’s own knowledge management journey.  These capabilities demonstrate the existence of the enabling infrastructure, viability of global communications, and the user’s desire to embrace such systems.

The next step, knowledge sharing, is also beginning in various communities.  Inspector general organizations create and maintain best practice and lessons learned databases, the department’s Acquisition Deskbook offers relevant lessons learned and ensures availability to current reference material, and the Air Force’s Crossroads web-site provides a portal to information and services relevant to service members and their dependents covering everything from buying a car to coping with separation.  While very well received and utilized, these examples represent individual service or organizational initiatives rather than a comprehensive corporate approach to knowledge management.  This fragmented approach leads to redundancy of effort and fails to exploit current technological capabilities.

The benefits.  The Department could benefit significantly from increased exploitation of knowledge management.  Mission effectiveness can be increased through improved knowledge access and support.  Readily available information, expert collaboration, and easy to use search technologies would simplify service members work, provide an outstanding support environment, and allow the ceding of greater responsibility to the “frontline.”  Innovation would also improve and spread much more rapidly.  Individuals could identify problems, pose questions, collaborate, and share best practices.  Mentors transition from being in the same organization to being across the base, across the globe, or even a retiree, “who’s been there, done that.”  Technical and organizational solutions would be developed, perfected and deployed within days.  Compare this to the current process of an organization proposing an idea through its varied headquarters for eventual approval and dissemination by the Pentagon.  Information would also be retained from departing mid-level officers and non-commissioned officers.  With an institutionalized knowledge management culture, these members would have routinely provided their best lessons to the knowledge database.  Although their loss would still be significant, at least some of their knowledge capital could be maintained.  Finally, quality of life could be improved.  Automated customer service centers would provide twenty-four hour access to personnel and financial services, fewer personnel would be deployed for support functions, improved knowledge and support would increase confidence in younger members, and families would have a place to turn for quick and easy to use information and problem resolution.  The combined impact of these benefits can truly enable doing more with less and better support the realities of global operations.

The next step.  To realize the proposed benefits, the department must address several key questions related to strategy as well as processes, people, and technology.  An empowered joint program office could begin the process.  They would perform studies and develop the strategy.  They would identify critical military processes or needs that could be addressed through knowledge management, determine which initiatives offered the greatest value, and what investment would be required for fruition.  Once identified and rated, they would then make recommendations on priority for implementation.  With strategy defined, the program office could turn to the interrelated issues of people, processes and tools.  
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Figure 6:  Accenture’s Four Pillars of Knowledge Management

Perhaps the greatest people issue would be creating the knowledge management culture.  The program office would create a change management plan and identify senior leader champions.  They should use a top-down implementation scheme to force subordinates to use the systems to support their bosses, deploy the most desired systems first to establish a large user pool, and ensure the right people are empowered to contribute and maintain the data.  Measurements would also be needed to determine and reward knowledge usage at both the organizational and individual level.  These measurements should be incorporated into individual performance reports and organizational inspections.  Accenture’s philosophy of think big, start small, and scale fast is critical to the effort.  Overwhelming pressure to use the system, coupled with tremendously useful products is the only way to drive acceptance and begin the cultural change.  

Supporting the cultural change is process development.  Processes must easily capture, update, maintain, and refine data into knowledge.  Experts should then package the knowledge for ease of use and community relevance.  Next, processes must ensure dissemination and application to deliver value.  Value delivery comes from replacing people driven functions with electronic delivery and increased efficiency.  Processes must also allow collaboration, challenging of data, and most importantly knowledge contribution.  The sum of these processes will dictate the tools and technology required.

Fortunately, the department already owns much of the required infrastructure.  Knowledge management systems reside upon common Internet server systems, operate from readily available commercial software, and use standard personal computers for interface.  The program office would need to determine requirements, perform a gap analysis, and then identify a plan of action.  The plan would require some additional infrastructure, however, most needed assets may be available by redistribution and usage of current service and department systems.  The key would be to ensure worldwide availability and interoperability.  These attributes are critical to facilitating the cultural change and process fulfillment.   

Finally, the program office would eventually grow into a distinct knowledge management organization chartered and staffed to operate and maintain the system.  The organization would have a small headquarters and overarching technology infrastructure, but the majority of personnel would be deployed to bases and larger organizations.  Since this organization would replace current network and knowledge support personnel, manpower requirements could actually be reduced.  This reduction also helps alleviate department-wide computer expert shortages, and the technology solutions lend themselves to further outsourcing or privatization.  The organization would also provide knowledge management visibility and offer additional career opportunities for knowledge workers. 

Needed results.  The outcome of these steps should be a knowledge management system that facilitates content usage and knowledge contribution.  The system must allow users to request or pull data as well as support automatic or triggered information distribution.  Likewise, contribution formats must support easy worldwide access for information submission, expert collaboration, and problem resolution.  Specific capabilities of the system should include reference databases, directories, discussion areas, and access to external information sources.

Reference databases would contain both library and experience content.  The library database should contain regulations and guidance, technical references and designs, studies, white papers, policy letters, and other basic reference material.  Information could be stored in full or, for larger documents, with summary information.  Summarized documents could then be requested via automatic retrieval mechanisms for overnight electronic delivery.  Experience-knowledge would need to be cross-referenced by service, command, base, country, weapon system, duty specialty, or other logical category.  These references would contain best practices, lessons learned, and examples and templates.  Additionally, there should be reference experts to facilitate difficult knowledge requests or recommend search techniques.  The key to successful database development and use is current and valued content in an easy to access and search format.  

Directories serve as user roadmaps through the reference database and should be fashioned in common easily understood formats structured for electronic transmission.  The directories perform the cross-referencing function.  When properly structured, they support single location information storage and multiple application usage.  In other words, data is stored on one server, yet is called upon by any combination of directories or information packages.  Directories also connect people and places.  They provide subject area expert names and contact information, and direct users to organizations with common functions and interests.  Users interface the directories through a variety of search techniques.  Searches should range from simple word recognition to more complex question and answer capability.  The later capability continues to advance.  Askjeeves.com is a popular web-site that directs users to documents containing requested information, while the company Answerfriend is already marketing a software which uses artificial-intelligence based systems to search those documents and provide specific answers.  Directories provide the user interface to the knowledge management system, and their design and execution drive user acceptance or rejection.

Discussion features take the knowledge management system beyond the reference library function.  They support specific functional communities with a forum for discussion and exchange by providing a place to share ideas and experiences.  Announcements, newsletters, and requests for advice or expertise can be posted and then reviewed or answered.  Collaboration from across the globe can be harnessed to solve a single problem.  This forum should be widely open, but some form of monitoring is required to validate experts and ensure data accuracy.  These discussion forums would also help alleviate the loss of mid-level service members by making the best corporate knowledge available anywhere at anytime. 

The final critical capability is access to external information.  Relevant news services, journals, technical publications, reference libraries, or business periodicals should be readily available.  Increased technical requirements, desires to incorporate advanced business processes, and increased deployments make access to these sources critical.  Electronic access also permits enterprise-wide subscriptions rather than current individual organizational expenses.  Users should also be able to establish knowledge push criteria, setting key word searches that would review information and send alerts or directly forward information to requesters.  These features increase personnel performance, professional development, and quality of life by ensuring military members have ready access to the latest information and processes.

Knowledge Management Summary

Accenture capitalizes upon its core competencies to create its strategic advantage.  Knowledge management gives them the ability to act globally and be the leading business and technology-consulting firm in the world.  They created their knowledge management system to improve knowledge and information sharing, decrease response time, accelerate innovation, reduce cost, reduce loss of intellectual assets from employee turnover, and give them the means to function on a global market.  The Department of Defense faces many of these same challenges.  A properly structured and supported knowledge management system could increase readiness and efficiency and have a direct impact on quality of life. 

Section Three:  Enterprise Architecture

The traditional view of consulting companies is that they offer expertise in one or two specific areas, and that a corporation or organization hires them to fix specific problems or provide targeted recommendations.  This view is outdated.  In recent years, the best consulting firms discovered that no problem derives from a single source and no solution impacts only one part of an organization.  Successful consulting firms offer full enterprise solutions, holistically evaluating every aspect of the organization to identify not only the symptom of problems but their root and contributing causes as well.  Once identified, consultants then determine corrective actions and implementation plans with the entire enterprise in mind.  

A simple example comes from a customer service or help desk scenario.  Customers complain that service is too slow.  The problem could be application software, computer hardware, inadequate training, insufficient personnel or resources, or a poor customer performance culture.  If a manager decides that the application software is too cumbersome and fails to meet current user needs, what other areas would that impact?  Changing the application might also dictate new computer hardware, personnel training, and additional software or computer support personnel.  Clearly, changing one aspect of even a small organization permeates all other aspects as well.

The methods and lessons learned from Accenture’s experience in this area offer the Department of Defense specific tools for its own enterprise evaluation.  The tools can be tailored to fit a small organization, an entire service, or even the department as a whole.  The key rests in identifying the underlying strategy, determining the current baseline, identifying issues and opportunities, and holistically implementing change.  

Information contained in this section comes from observing Accenture’s client engagements and from their Pont of View presentation, What is the Future of Enterprise Architecture.  

Enterprise Architecture
Enterprise architecture was born from the age of information technology.  Computerized business practices, global communications and operations, computer aided design and manufacturing, and now electronic commerce all drastically changed the way we do business.  Machines, software and processes replace people.  Local and regional operations yield to global capabilities.  Long-range strategic planning loses to flexibility and speed to market.  Customers evolve from the local community to around the world.  These changes dictate a new way to do business and leave little tolerance for mistakes or slow process changes.  Enterprise architecture offers the best way to identify opportunities and implement change as rapidly as possible.  

Functionally, enterprise architecture is the bridge between strategy and delivery.  It matches an organization’s mission or purpose with its personnel, process and technology resources.  Maximizing these resources and understanding their interrelationship forms the basis of the enterprise blueprint.  The blueprint then extends to each of the enterprise’s components; strategy, culture, organization, competency, process, application, facilities, equipment, delivery vehicle, and measurement.  


The remainder of this section defines the enterprise components in detail, shows their relationship within the enterprise blueprint, presents Accenture’s evaluation and implementation process, and discusses specific lessons learned from client engagements.  

Enterprise Components
Each enterprise contains ten functional components.  Successful change comes from evaluating each individually and then in concert with each other.  Although listed in a proposed evaluation sequence, it is their holistic or parallel integration that leads to success.  Although almost all sub-elements within the functional components are common to both civilian and military organizations, this paper focuses on their military context to simplify discussion.

Strategy.  Strategy remains the underlying or guiding component.  It takes the vision or mission of the organization and puts it into specific context.  For a military organization it begins by identifying required capabilities and prioritizing them if applicable.  For example, an Air Force fighter wing may have the primary mission of air-to-air combat and a secondary mission of air interdiction.  Prioritization determines training schedules, crew mix, equipment requirements, etc.  A second strategic decision is the sourcing approach.  For a Navy ship this may mean underway replenishment versus port calls, while for the department’s highly technical positions it may be recruiting, training and retention of personnel.  Relationships to other organizations also come from this component.  Who does this organization support and who supports it?  Who will it fight with and how will that interface be accomplished?  These strategy elements combine to form the organization’s operating guidelines.  These guidelines then form the basis of the remaining functional components.

Culture.  Creating the culture of an organization remains the primary focus of leadership.  The commander or director and their subordinate leaders establish an organization’s values, behavior and work ethic.  This task is never easy and never the same in two organizations.  However, a starting point must be the setting of expectations and management to them.  Expectations define acceptable behavior, set goals, and ensure minimum norms of behavior are understood.  With expectations established, leaders then motivate the organization toward its goals and champion changes as they occur.  Accenture’s experience shows that an organization’s cultural climate is often the linchpin to success, determining its willingness and ability to adapt to change.

Organization.  The organizational structure derives from the strategy guidelines and should be formed to accommodate both internal and external relationships.  What structures and elements can most efficiently interact with support or supported organizations and what ones best support mission accomplishment?  Will the organization deploy and to what conditions?  Will parts of the organization need to operate separately or within unique scenarios?  Teaming relationships, roles and missions, and support requirements all play in these decisions.  Likewise, equipment and facilities can also drive specific organizational elements.  The key is to develop the organization’s structure to maximize efficient interaction of the other functional components while never losing sight of the core mission requirements.

Competency.  The competency component includes aptitude, specialized skills, and knowledge.  It is where human capabilities transform into mission requirements.  Manpower, specialty skills, grade-level, and training all derive from this component.  Recruiting and retention requirements aggregate from organizational-levels, up to the services, and eventually the department.  The competency component largely determines the size and form of the organization.  It matches strategy guidelines with facility, equipment and personnel realities.  

Process.  Process provides the mechanism for interaction between various components by defining activities, tasks and workflow.  It is not specific operating instructions, but overall guidance and expectations on how the organization will operate internally and interact with outside entities.  Just as the competency component matched strategy with reality, process works within the realities to best complete the mission.  Process is also the most vulnerable component to change and therefore must be the most flexible.  A change in strategy, personnel, equipment, facilities, or any other component will modify the process.  The process is often where symptoms of problems first manifest and where they can best be tracked to their root cause.

Application.  Application transfers process to the subsystem or component level.  It does not necessarily mean small-scale.  Instead, it refers to specific operating procedures at virtually any level.  Applications can be as grand as a Commander-In-Chief’s (CINC) theater strategy or as specific as an individual soldier’s or airman’s rules-of-engagement.  Application moves the process to the means by which an organization delivers on its mission and represents the final controls in the enterprise.

Facilities.  Facilities include locations, buildings, and fixed support systems or property.  Within the military context, mobile or deploying forces often complicate the definition.  A ship’s captain may consider every port-of-call a facility, while a theater CINC would list every support base and forward operating location.  Changing facilities or transitioning between them during operations drives changes in process, equipment, competency, and even organizational structure.  Understanding available facility resources and their impact on the rest of the enterprise components is critical to mission success.  Increasingly deployment-focused force structures dictate constant evaluation and tracking of possible forward operating locations and their support systems.  In addition, cognizance of possible sharing issues with other host and deploying organizations must be evaluated as part of the planning effort.

Equipment.  Generally, equipment is a non-facility hard asset.  However, its practical definition depends on the level of application.  A task force commander might define a ship as equipment, while the aircraft carrier commander would lower the definition to items such as a bomb-loader.  Equipment often dictates process and competency requirements, varies by facility, and directly supports the delivery vehicle.  Equipment also constitutes one of the limiting realities.  Availability, transportability, and long-lead acquisitions or shortages directly impact mission performance.

Delivery vehicle.  As the name implies, the delivery vehicle component is where the rubber meets the road.  For the war-fighter, it’s the weapon system.  For the Defense Logistics Agency, it’s the supply order and tracking system.  The delivery vehicle should be the most cost efficient means by which to execute the mission within performance parameters.  It includes not only the hardware or software, but operators as well.  This component is the purpose for the enterprise, and all other components exist for its support.  Delivery vehicle performance also forms the primary source for measurement.

Measurement.  Measurement provides the scorecard.  It indicates performance, tracks improvement, and highlights problems.  If properly crafted, measurement can track total enterprise performance as well as provide insight into each of the other functional components.  In the military, performance may take on many guises; bombs on target, supply system efficiency, recruiting and retention rates, acquisition costs, etc.  The rules of the quality revolution still apply, with the key being to determine performance indicators that identify trends and allow corrective action.  
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Figure 7:  Accenture’s Enterprise Architecture Components

Functional Component Relationships
Accenture’s best practices suggest using three overarching subject-area teams to manage functional component integration; organization and human performance, process, and technology.  Each team ensures component compatibility and manages component relationships.  These overarching teams also ensure full integration across the entire enterprise.  

Using this approach ensures subject-area responsibility and accountability across the enterprise.  It also breaks the project into related, but manageable tasks.  Each overarching subject-area team will overlap with another in several functional components.  The goal is not to have independent subject-area teams working each component, but to have subject-area teams place expertise on a unified component team.  Component team members then ensure correct subject-area coverage at the component level and full enterprise integration across the rest of their overarching subject-area.
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Figure 8:  Accenture’s Overarching Subject-Areas

Enterprise Evaluation Process
Enterprise evaluation is done for one of two reasons, to assess new possibilities or to evaluate real or perceived problems.  Many organizations perform annual or every two to three year evaluations to ensure full economies of new technologies, processes, or organizational changes.  However, most consulting engagements come about because of mission changes or perceived inefficiencies.   Accenture’s holistic approach ensures evaluation of all component interactions.  

The enterprise evaluation process occurs in three phases; assessment, blueprinting, and detailed planning.  The output from each proceeding phase forms the starting point for the next.

Phase 1, Assessment.  The first step is to fully understand the mission and the strategy for its accomplishment.  From these come the operating imperatives, task priorities, and external relationships.  This information will eventually form the strategy functional component and provide the key performance indicators for measurement.

Next, comes an evaluation of current capabilities, resources, and the operating environment.  This includes a quick look at virtually all functional components.  It must not only look at sheer numbers, but condition and quality as well.  Although accuracy is important, this should still be a top-level review.  Manning and time prohibit a more detailed analysis.  That detailed analysis is the purpose of the blueprinting phase.

Effort in this phase is performed by small group of widely experienced personnel.  Their products provide direction for the remainder of the effort.  This group should also form the steering and review committee for phase two.

The output of the assessment phase is top-level lists of issues and opportunities for the enterprise as a whole and the functional components individually.  These lists help establish phase two timelines, manpower, and skill requirements.   

Phase 2, Blueprinting.  Blueprinting is the iterative process to fully develop and integrate the overarching subject-areas and functional components.  The phase begins by evaluating the entire enterprise in detail.  Experts in each of the overarching subject-areas divide the top-level lists from phase one among the subject-areas and identify items of joint responsibility.  The resulting product is the enterprise capability blueprint.  

The enterprise blueprint then forms the basis for the overarching subject-area blueprints.  Here, personnel further develop the top-level lists to account for component interactions and additional system requirements based upon their expertise and experience.  They then delegate specific requirements to the functional components.  

Within the functional components, representatives of each subject-area team ensure full capability within their subject area as well as interaction with other subject-areas as required. 

Next, the subject-area teams integrate their initiatives into a single plan.  That plan matches the top-level list of issues and opportunities from phase one with the impact of cost and time on capability.  It also recommends a logical initiative implementation sequence based upon value-to-speed and value-to-cost criteria.  These value criteria measure capability against cost and time.

Finally, the team briefs the initial plan to the steering committee.  The steering committee either accepts or modifies the plan, or directs rework.  Once complete, the plan forms the basis for phase three.

Phase 3, Detailed Planning.  Detailed planning begins with formulating the value realization plan.  This plan ties each proposed major initiative to a firm requirement and presents its value criteria.  It also proposes the implementation sequence to ensure rapid acceptance and “quick-wins” (discussed in detail in the next section).  The final part of the plan provides a recommended mobilization schedule for full implementation.  The value realization plan is the main vehicle to communicate to outside stakeholders and resource approval authorities.  

Approval of the value realization plan provides the authority to develop the enterprise and functional component implementation plans.  These plans include final timelines, cost estimates, and resource requirements.  They provide details for staffing, acquisition, facility transfer, measurement, and capability dates.  Component plans provide specific details and the enterprise plan integrates all of them to ensure compatibility.  

The scope and duration of the planning process depends on the magnitude of the mission or strategy changes.  The primary goal is to evaluate change in the enterprise context.  Some changes require only one iteration through the planning cycle, and very small teams.  However, the same procedure can be used to stand-up a new organization or totally change the mission of another.  Plans should be tailored to the task at hand and the familiarity of the steering committee or stakeholders.  Well-informed approval authorities require less documentation, but this should not be an excuse to bypass the process.

Major commands (MAJCOMs) should consider developing expertise in the enterprise planning process.  Since organizations should use this technique to evaluate themselves on an annual basis, MAJCOMs would offer their experts as consultants and to instruct at their squadron, group, and wing commander’s courses. 
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Figure 9:  Accenture’s Enterprise Evaluation Process

Accenture’s Best Practices and Lessons Learned
Accenture is the world’s largest consulting firm.  They successfully operate on the six populated continents and forty-eight countries.  Their enterprise evaluation process has proven to work across diverse cultures and markets ranging from defense, to healthcare and banking.  From these combined experiences they’ve developed several best practices and lessons learned.  

Leadership is key.  As expected, leadership drives successful change.  First, the organization’s top leadership must articulate a clear vision.  They must be unified in its application and fully support the evaluation process and its follow-on implementation efforts.  They cannot delegate responsibility for the overall task.  Frequent status updates, course checks, and motivational support all demonstrate their involvement.  If real change is to take place, it should be because the top leaders want it.  There must be no doubt in the minds of every employee that the change is driven from the top.  

The second leadership aspect comes with the enterprise evaluation process leaders.  They must be authoritative, courageous and focused individuals capable of bringing a large multi-functional group to a single task.  They require a full understanding of the organization’s vision, mission and strategy, and should have specialized training in program management and the enterprise evaluation process.  These leaders must have the authority to make the changes and have that authority recognized throughout the organization.  They should also be dedicated to the project.  Enterprise evaluation is a full-time job and success dictates that its leaders be dedicated to the task.  And finally, the leaders must be courageous enough to overcome the inertia, reluctance, and forceful opposition that impede any major change effort.

The final leadership task falls to the team members themselves.  They should be innovators who can fully articulate and champion their ideas for change.  While expertise in current practices is essential, looking toward the future is the team’s goal.  The evaluation team is not a place for mediocre employees, only the best and brightest should lead to the future.

To assist all of these leaders, there should be a consulting and training group at the MAJCOM-level.  This group would offer expertise in the enterprise evaluation process, but leave actual blueprinting to the team.

“Think big, start small, scale fast.”  This lesson focuses on the implementation effort.  While the desired changes may be dramatic and very large, it’s better to start small to prove the concept and garner advocates at all levels.  The definition of starting small will depend on the scope of the organization changing.  In a training squadron, the team might start with an individual course or functional community.  For an aircraft wing, a test squadron could be used.  While for an Air Force MAJCOM, a wing might be the test case.  Selection depends on the scope of change and size of the organization needed to prove the process.  Once demonstrated, the changes can be quickly scaled to other organizations.  Demonstration supports the rapid scaling by offering tangible benefits and frontline advocates.

Be value focused.  Value is what drives stakeholder approval and frontline support.  Change must be for a purpose.  It should improve efficiency, decrease resource requirements, improve quality-of-life, or provide some other tangible benefit.  That benefit provides the value proposition to convince, inspire and persuade.  Value begins with the vision and strategy development and is proved though measurement.  Chosen test cases mentioned in the preceding paragraph should emphasize the value proposition.  

Communicate throughout the process.  As with any major endeavor, good communication is critical.  In the beginning, communication should advertise the leadership vision and their support, inform stakeholders and interfacing organizations of the project, and educate organization personnel on the goals and value propositions.  Throughout the planning process, status updates maintain cognizance and support, and shape expectations.  As the process transitions to implementation, the team should publish schedules, incremental expectations, and early successes.  These early success should come in the form of what Accenture calls “quick-wins.”

Plan for “quick-wins.”  Accenture defines “quick-wins” as initial implementation tasks designed to demonstrate concepts and provide real value within a few months.  Implementation schedules should be built with these tasks in mind and with a goal of having several wins across different overarching subject-areas and functional components.  These “quick-wins” serve to excite and motivate stakeholders and internal employees.  They should also be initiatives that can scale rapidly so that employees can see near-term personal benefit from the project.

Enterprise Architecture Summary 

Rapidly changing missions, advancing technology, inconsistent deployment locations, personal shortages, outsourcing and privatization, and downsizing all drive frequent change in Department of Defense organizations.  These changes must be managed intelligently and correctly to ensure continued mission capability and to garner the value propositions they propose.  Accenture’s enterprise architecture planning and implementation system offers one method to deliver those changes by using the system’s holistic approach to identify issues, redesign functional components, and implement initiatives.  The department should embrace and disseminate the process to ensure greatest efficiency and mission capability.  

Section Four:  Computer Security in an Electronic World

The tools the United States military uses to perform its mission and mission support functions are becoming virtual.  A few years ago the services allowed on-line access to personnel records.  Now, personnel offices perform live updates, members review information and submit “dream sheets,” and commanders make assignment recommendations all via the Internet.  In the supply chain, orders are sent and filled electronically.  Very soon, supply orders will transfer directly from requesters to vendors who will arrange approved transportation.  These actions will occur without higher headquarters approval by passing through validation and approval software.  Even sensitive mission plans, troop locations, and intelligence information pass around the world electronically.  Though on more secure systems, they too must pass through a variety of nodes, lines and airwaves.  The realities of worldwide operations, need for immediate information and response, and decreasing military manpower all drive the need for this virtual environment.  These realities also create the threat of unauthorized access, and in the wrong hands, such access could cause tremendous disruption and perhaps even mission failure.

Today, the Department of Defense protects its personnel and assets with fences, guards, dogs, and sensors.  While effective in the past, they offer no protection in the virtual world.  How then can the department protect its virtual assets in the growing threat environment while maintaining the convenience and efficiencies offered by the Internet?  This section presents the findings and recommendations of fifteen computer security visionaries.  It examines their “Call to Action” and attempts to translate their recommendations to the military circumstance. 

The Visionaries

Accenture and the Center for Education and Research in Information Assurance and Security (CERIAS), Purdue University, jointly hosted a group of academic, industry and government experts in information assurance.  The group included representatives from the National Security Agency, Sun Microsystems, Cisco Systems Incorporated, Intel Corporation, Microsoft Corporation, Accenture, Purdue University, University of London, and security chiefs from several leading information security companies.  Chartered with exploring the security challenges created by the electronic world of the future, the group identified ten trends that will impact security and six actions for mitigation.  CERIAS published their findings in January 2001 in a white paper entitled, CERIAS Security Visionary Roundtable, Call to Action.  This report forms the bases of the findings in this section.

Top Ten Trends

Roundtable participants identified several issues that will impact electronic security.  From those, ten top trends emerged.

“Billions of devices proliferate that are always on and always connected.”  Most technologists see a tremendous proliferation of electronic devices.  Personal digital assistants will track far more than today’s calendars and phone numbers.  They will become an indispensable part of the shopping experience, knowing our shopping lists and alerting us to sales and vendors.  Our closets and refrigerators will monitor themselves and our desires and make automatic purchases.  Cars and other machinery will perform self-monitoring and diagnostics and request maintenance automatically.  Smart tags will perform inventory functions and allow long distance tracking.  

These capabilities transcend the civilian to military boundary with each application having a direct counterpart on the military side.  In addition, the military environment will become even more complicated.  Every inventory item or person can be tracked and monitored real-time.  Each vehicle will continuously monitor and report its status.  Soldiers will collect and receive information while in training or combat.  Supply ordering will become automatic with device-to-device interaction providing binding contracts.

This explosion of networked devices drastically increases the complexity and burden on networked systems.  Current e-mail traffic stresses server and router capability in many United States cities.  Additional electronic devices will further stress California’s power systems.  Because the experts predict additional devices and uses will far outpace infrastructure improvements, the addition of these “billions of devices” may cause severe power and network outages.  The department is not isolated from these issues.  Its power comes from civilian suppliers and much of its network traffic travels over civilian systems.  Additional outsourcing will only exacerbate the problem as entire systems become joint civilian-military providers.

Beyond these infrastructure issues, identification and authorization requirements become essential.  Current web-naming schemes cannot expand to deal with billions of on-line devices, and passwords no longer provide adequate protection even today.  As people delegate authority to devices to make decisions and commitments, accountability must be maintained.  Current electronic commerce efforts focus on making services available and pay insufficient attention to identification and authorization.  Those that do address the problem use a variety of incompatible standards.  Industry and governments must set a worldwide standard to address these issues before the problem becomes insurmountable. 

“Complex outsourcing relationships extend trust boundaries beyond recognition.”  Both industry and the department face scarcities of specialized personnel and increasingly complex infrastructure requirements.  Finding these requirements to be distracters from their core missions or competencies, they have sought outsourcing relationships.  The Navy-Marine Internet offers a great example of this trend.  While tremendously advantageous, these relationships also create a new threat by greatly increasing the number of organizations with information access and process control.  

Traditional contract oversight allows extensive visibility into the business practices of prime and subcontractors.  Outsourcing trends in the virtual market make such visibility much more difficult.  Corporations and government organizations typically contract for a degree of service such as size, power, speed, bandwidth, etc.  Suppliers provide some of these services in-house, subcontract for others, and establish backup or contingency relationships for emergencies.  These third party contracts create a vendor community with direct task support requirements often transparent to the initial customer.  These tiered relationships also greatly complicate business and security process flow down with many vendors employing foreign nationals or supporting from off-shore.

Knowledge and understanding of these relationships is the first step to creating solutions Specific agreements and accountability requirements can ensure some degree of protection.  Additionally, these issues drive the need to for enhanced technology tools that offer remote system oversight and management.  These tools would provide configuration monitoring, and authority or access tracking.

“Government regulation increases as lawmakers react to real losses that hurt.”  The first dimension of this trend deals with consumer or government protection.  Individuals will demand privacy, their accounts and finances must be protected, and their communications kept secure.  Governments will demand the same protections, but also explore ways to tax electronic commerce and conduct electronic warfare.  Laws offering these protections and capabilities will often be reactionary and perhaps not formed by technically skilled lawmakers.  The fact that most countries delegate civil law to local courts will further complicate enforcement and reaction.  

A greater concern is the complexities of connecting the world’s ideologies, philosophies, economies, and goals that have had little interaction before.  A traditionally raised Islamic woman shopping the on-line Victoria Secrets catalogue creates an interesting cultural dilemma.  How will governments react and what restrictions will they attempt to emplace?  How much monitoring will governments attempt?  In some cases they may simply give in to international norms, others will centralizing services and subject users to one-hundred percent monitoring, while still others may find it easier to simply outlaw the technology all together.  

The diverse reactions of lawmakers and governments will create a difficult operating environment.  Both industry and the department will need to negotiate data and privacy rights.  The need to head off these problems before they escalate creates additional impetus to establish worldwide standards.  Further, the department must prepare special negotiating teams to deal with culturally unique situations.  

“International criminals exploit the lack of cooperation and compatibility of international laws.”  There are no laws to track and punish international hackers.  The creators of the I LUV YOU virus were eventually tracked and caught.  Yet, despite the billions of dollars of damage, they were not punished because the Philippines has no laws to deal with this type of crime.  The United States and several major companies frequently trace Internet attackers across international boarders, but these borders often involve multiple governments who may be in conflict with each other and may even support the effort as industrial espionage or low-level electronic warfare.  

The visionaries describe one possible reaction as the “Wild, Wild West.”  Companies will develop the tools to track attackers and then punish them by destroying their computer systems and data files.  If justice cannot be gained through litigation, then many see direct punishment as the only alternative.  Within other world cultures, such punishment may even indicate a violent reaction.  For the department, it too must find ways to track and punish attackers.  On small scales, it should work with other government agencies to institute global tracking, litigation, and punishment standards.  In the area of large-scale electronic warfare, the nation must set a clear deterrent policy that promises a very punitive response.  In a loose comparison, nuclear deterrence works because of the unacceptable threat of retaliation.  The cost of electronic warfare against the United States should be equally unacceptable. 

Beyond the policy implications, technology can also offer parallel solutions.  Improved prevention and detection software can identify attacks before or during the incident.  Enhanced identification and tracking technologies can then pinpoint the criminals for investigation and punishment.  Again, international standards for identification and authorization tools will accelerate capability development.

“Privacy concerns will continue to compete with convenience and desire for features.”  This trend represents an issue that overarches the preceding four.  Internet users state a desire for anonymity, and several proposed legal measures seek to restrict information gathering, storage and dissemination.  While important for privacy protection, they also directly conflict with the identification and accountability requirements for many envisioned services.  As computer contracts become binding documents and even device-to-device agreements hold legal standing, accountability becomes essential.  Also, as more business is done on the Internet, the ability of criminals to operate and hide must be diminished.

While these issues will be argued in several places outside the department, it is essential that military requirements for data and information protection are considered and that methods of definite accountability can be attained.  

“Time-to-market pressures increase willingness to sacrifice security and quality of software.”  Software developers must balance security and quality with functionality and expediency.  Standardization, simple interactions, and cost efficiencies improve software utility and make it more available, however, these same attributes also make vulnerabilities easier to exploit.  The easiest way for a developer to ensure backward compatibility and interaction is by reusing programs and operating systems.  Since computer speed continues to increase, there is little incentive to expend resources in fixing these inefficient or weak programs.  While cost effective, this approach also perpetuates known weaknesses.  

A look at the department’s systems highlights this vulnerability.  Almost every department computer is connected to the Internet, uses Microsoft Office, runs Outlook or Lotus Notes, and connects to the web via Microsoft Explorer.  Likewise, most government servers utilize the same firewalls for protection.  A wide attack against any of these systems could completely shutdown normal communications.  

How likely is such an attack?  The visionaries contend that as much as twenty percent of Internet traffic is dedicated to “trolling” for weaknesses in network and system protocols.  Further, it has become commonplace for expert hackers to post vulnerabilities and exploitation tools on the Internet.  This posting expands the threat from the small pool of expert hackers to include anyone with a computer and malicious intent.  Also, the time between hackers identifying a vulnerability and it being widely available has shrunk from “word of keyboard” transmission to instantaneous posting.  Hackers gain bragging rights for being the first to break a new software.  This change in availability timelines also reduces the effectiveness of current identify and patch procedures.  By the time the fix is deployed, the damage may be done.

The concerted effort to identify and exploit vulnerabilities in new software products makes the current method of software development obsolete.  Damage and criminal activity will drive companies to develop software with higher levels of assurance and testing.  Old weaknesses and poor practices must be eliminated.  While software will never be perfect, new development techniques and enhanced correction deployment can greatly decrease the current risks.  The department should join with industry in demanding these quality increases now, before the problem escalates and results in a major attack.

“Lack of security skills will compound weaknesses of delivered solutions.”  The electronic security environment is extremely complex.  Practitioners must fully understand the interactions of people, processes, regulatory guidance, and technology.  No longer can developers, implementers and managers work in isolation.  Only their joint efforts can ensure design, infrastructure, and execution all work together to protect an organization’s assets.  The problem, however, is that these cross-functional skills are rare and in extremely high demand.  

Industry and the department share this skill shortage.  As discussed in the previous section, industry works against its own good by placing much greater emphasis on speed and functionality over security.  In addition, low retention rates for electronic and computer professionals further hamper the department.  Compounding these issues is the lack of understanding of the complexity of security design.  Many managers believe that good hackers make good security consultants.  They do not.  Finding security holes may be helpful, but it is not the skill set that produces fully interconnected and secure systems.  In addition, many designers themselves underestimate design complexity.  They attempt to build their own solutions when readily available, and far superior, commercial variants already exist.

The solution here is investment in research and education.  The department must team with industry to fund electronic security research, and demand universities develop curriculums that recognize the broader aspects of electronic security.  The department should also identify any unique security requirements and develop special relationships with universities or in-house training.  Beyond these long-term goals, outsourcing may provide both industry and the department some relief.  Centralizing experts and capabilities at electronic warehouses maximizes their access.  Unfortunately, such centralization also makes any vulnerability more catastrophic.  

“Identifying intellectual property and information ownership will become key areas of debate.”  Like the privacy trend, this issue too will be debated much more heavily in the private sector.  Creators will demand some level of intellectual property protection for electronic media.  Copyright laws clearly describe proper handling of paper documents, but it remains unclear on rights attributed to web-sites, e-mail, or databases.  

The most critical military issue may be how and where information will be protected, and the technologies involved.  Transmission, encryption, and user authentication requirements will drive software and system development.  The department must engage in these areas to ensure its needs are represented and to take advantage of the dual-use technologies. 

“Standard security architectures and improved trust will spur eCommerce growth.”  Portals, business relationships, and mobile commerce will all drive the need to connect networks and unknown portable devices.  This interconnectedness creates several issues of trust; institutions and individuals want to protect unrelated information, identity verification becomes critical, and protection against corrupted systems must be automatic.  

The department shares these concerns.  Increased outsourcing, supply system portals, net-connected soldiers, and unmanned aircraft are but a few of the department’s related vulnerabilities.  Clear links, secure systems, identification, and accountability will be critical to mission success and force protection.  Capabilities that address industry’s problems will also have great utility in the public arena.

Accreditation requirements and certifications can offer some level of assurance.  Third party organizations can maintain oversight and offer statements of compatibility and adherence to standards.  Such organizations may also act as go-betweens that protect both consumer and supplier while providing required verifications to both (useful when an individual may be willing to release personal or financial information to a single trusted entity rather than each supplier).

Beyond these process improvements, a robust public key infrastructure may be the best means of identification and authorization.  Such a key would represent validated signatures, and must go far beyond current password and encryption protection that are being rendered obsolete by powerful new computers.  American and European industry and academic groups continue to struggle to develop such keys.  The department must again engage in the debate and ensure its interests are represented.

“Information exploitation becomes more lucrative than hacking.”  The Internet provides a tremendous medium to manipulate society for political or economic gains.  Worldwide interconnectivity can spread falsehoods, hoaxes, and viruses at tremendous speed.  The I LUV YOU virus circled the globe in twenty-four hours.  A teenager used chat-rooms to falsely talk up a stock price before selling.  Companies have been devastated financially by false rumors and innuendos.  All of these problems impact the department as well as industry and personal users.  

There is no easy fix.  Information can rarely be recalled and is often passed at tremendous speed.   Viruses automatically forward themselves and chat-rooms include unidentified masses.  The only current solution is education.  People must understand the power of their information and take accountability for its release.  The department must continue to enforce strong security measures and limit database access to only qualified individuals.  

Overarching Recommendations

The Visionaries believe these ten trends can be successfully managed.  They summarized their recommendations in a “Call to Action” where they challenge industry, consumer, government and academic communities to jointly address the issues.  Their challenge includes six overarching recommendations.

“Improve software quality.”  Current software practices stress speed to market and functionality over quality and security.  Better inducements and perhaps mandatory industry standards must be developed to change the practice.  In addition to design changes, new security testing procedures should be developed.  Testing procedures would search out vulnerabilities, incompatibilities, and logic errors.  

Beyond software development improvements, accountability will likely be forced by litigation.  Industry will likely be held responsible for losses or accidents resulting from known software weaknesses.  This threat of litigation will also force quality improvements.

“Invest in training and awareness.”  Education in the electronic security arena goes far beyond just software developers, system operators, and users.   It must start with a new appreciation and “respect of electronic boundaries.”  All individuals involved with electronic media and its transmission or use must learn electronic ethics; what is legal, rude, and illegal.  These ethics should be introduced with a students first use of a computer in elementary school and continue through their entire life.  Just as most people understand rules against plagiarizing from a book, they must understand the rights of privacy and electronic intellectual property.

For specialized training, industry and government must team with universities to develop curriculums that directly address electronic security.  Comprehensive programs that address enterprise-wide issues will be critical to good system development.  Only by fully understanding the entire developer-to-user system can coherent secure systems be deployed.  In addition, specific issue topics must be included in both technical and business curriculums.  Operating on the Internet is different, and specialized training will be critical to both individual and organizational success.

“Implement best practices.”  The recommendations here focus on a knowledge exchange of best computer and computer security practices.  It would be a repository of free security protocols, development tools, test techniques, standards, and operating procedures.  It would provide expert and proven advice to everyone involved in development, implementation or use.  The exchange would also be a place for debate and expert collaboration.  It would be the repository for electronic security research and be jointly sponsored by industry, government, and academia.

“Initiate public debate.”  Privacy rights, copyright protection, and data ownership will be debated in the public arena.  Lawsuits, public law, corporate standards, and technology development will all contribute to the topic pool and establish both formal and informal standards.  The department must monitor the debate and present its views and needs to the appropriate forums.  Only by consistent monitoring and engagement can the department ensure standards that support its mission and ensure economy of use.  This should be a primary mission department’s Chief Information Officer (CIO).

“Advocate holistic approach.”  A holistic or enterprise-wide approach is the best way to drive positive change.  The United States’ leading business and technical consulting firms use this technique because it recognizes the interactive nature of all various market elements.  Success in establishing security in the electronic world will require a complete integration of legal, technical, managerial, process, and cultural communities.

Perhaps the greatest strength of the holistic approach is the identification of unexpected consequences.  Often times, changes in one business aspect create significant impact in another area.  For example, new hardware may drive opportunities for advanced software, require additional training, dictate additional or reduced manpower, or modify processes.  Only by monitoring the entire enterprise can such interactions be seen and managed.  

The department should again turn to its CIO organizations for this task.  The CIO must lead internal development and ensure correct program management principles.  The CIO should also work with other government agencies to establish a national agenda and represent the department’s unique requirements to international forums.

“Package basic security architectures.”  Identification and authorization technologies and methodologies will drive security interactions in the future.  Portable keys and electronic signatures must be standardized to ensure compatibility.  Processes must enable rapid verification and revocation of privileges.  

Existing passwords are inadequate and current identification techniques use hardware naming schemes rather than user specific keys.  Mobile technologies and the need to interact with countless on-line devices in our environment will soon render these measures totally inadequate.  The lack of coordinated public key infrastructure initiatives creates a risk of several incompatible solutions.  The department should join international efforts to research and develop international standards that support both commercial and military requirements.  

Computer Security Summary

These six recommendations come in the form of vision statements, short on specific or actionable items.  Instead, they are intended to initiate dialogue, thought and research.  The department must evaluate the trends, their direct and indirect impact, and fully participate in the “Call to Action” to protect department interests.  It may also be important to note a caution stated by the Visionaries, “… be careful not to let perfect get in the way of good.”  Electronic connectivity and its implications will continue to move at a rapid pace.  Diligence of the process remains critical, however, standards must be set quickly so as not to miss the opportunity entirely.  The key is engagement with the international and industrial communities to jointly solve the problems and take advantage of the opportunities.

One method to facilitate this engagement could be through the Industrial College of the Armed Forces, National Defense University, Fort McNair, Washington, DC.  A group could be formed to study the militaries Internet reliance, its ability to support that reliance, and future implications. 
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Little bit more detail – the kinds of things that make up the business architecture blueprint.   What we are saying is that for every business capability within your organization that is strategic in value for some reason - either in terms of money directly to the bottom line, adding customer service or customer value, whatever it may be - every one of these ten elements applies to that business capability. 

Example: We are working with a very large bank today that is about to launch a pure internet play and in effect it is a new start up, a new capability.  Every element here must be addressed,  because the capability is so new that if you don’t you’re going to run into all kinds of issues.  We must isolate the different facilities, different locations, the technology people involved in it , the customer service people involved, the processes, the applications, the delivery vehicles, all of it.

Technologically, if you saddle a new venture, a start up, a spin off, with the legacy technology infrastructure of ma or pa company, what you are doing is hindering its ability to compete in the internet economy.  You’re taking away some of the nimbleness, some of the ability to respond quickly.  So as you think through some more of those issues, you’ll start to see that new capabilities often compel us to architect the entire business.  And not just create an enterprise technology architecture - we have to have somebody with the vision to architect the entire business.
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-  A high level approach:  First, understand the business context. There’s probably some value levers that we’re trying to respond to that take precedence over others. Second, an assessment of the current capabilities of the organization.  In this business architecture approach, those first 2 boxes should be done very quickly.  This is not an exercise in diligence.  In the first iteration of the business architecture approach, this is about quickly gaining that mile wide perspective of what we are trying to accomplish.  

-  First check point - ID key issues and challenges, make sure that the right people are on board with what you are about to do, quickly fill in the 10 boxes of the business architecture blueprint.  And understanding the key drivers and issues within each one of those boxes that we are going to have to address, and architecting the business then from those 10 boxes.   

-  Next: Blueprints

A first pass business architecture effort for a new business capability from this point to this next phase check point, can be completed in anywhere from 3-6 weeks.  A lot of caveats to doing it in 3 weeks but it can be done.  

- You iterate that through, the phase checkpoint occurs, the mile wide, inch deep perspective of the entire business architecture all 10 boxes are presented and understood.  From there the steering committee, which provides the business architecture team with the authority to do its job, evaluates the pieces and basically sets direction for the next phase. From there then the next iteration has its marching orders, knows what additional detail and diligence is necessary, knows which of the blueprints are anemic, which ones are good, which ones need more information and/or detail, and that phase kicks off.  

Every business architecture effort for a major business capability in 3-6 weeks time will be able to identify some very specific initiatives that will deliver very quick value to the organization, i.e. quick wins, low hanging fruit. 

Finally, what this approach presumes or shows, hopefully, is that this is a never ending loop.  And that in effect should be aligned with the overall annual planning and financial process of any company.  Because once it’s spit out over here in the plans, it’s now a set of initiatives that require money and resources and funding.
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Accenture’s Knowledge Management Journey















“Build it, and 

they will come”

“Knowledge is actively managed”

“Our best 

knowledge guides our activities”

“Knowledge is a 

by-product”

Result:

Global Communications

Result:

Relevant quality content, where and when needed

Result:

People Guided 

by Knowledge

Result:

Organizational Memory

Knowledge

Outfitting

Performance

Integration

Knowledge

Sharing

1992-1994

1996-2000

21st Century

1994-1996



Enabling

Infrastructure



When we built the Knowledge Xchange system in 1992, we were in a phase of “enabling infrastructure”. The philosophy was “Build it and they will come”. The result was that we enabled our people to communicate on a truly global scale. The paperless initiative and the success we have had with applications like the technology discussion are good examples of the value that can be derived from this phase. Examples:  Lotus Notes/KX,  Discussion Databases, “Connections”

With the infrastructure in place, we entered a new stage with the philosophy that knowledge is a by-product, or derivative, of the work we do for clients and that we should do a better job of sharing experiences. The key word therefore is “contributions”. We were essentially building and preserving organizational memory. To that end we created document libraries, started forming communities of practice, and built two subsequent generations of a global client experiences system. Through improvements in searching and browsing technologies and some knowledge “cleanup,” we will continue to derive more benefit from this knowledge sharing phase .



Knowledge is Actively Managed: Initiatives such as: Meta-knowledge; managed vocabulary;Thought Leadership;Web-like technology;“Aggregation & Combination”



Message: We’re currently at the phase to the far right, “Performance Integration,” where we are radically reinventing our internal knowledge management capability, by integrating it with training, learning, and innovation. As mentioned at the start, we are more than just “the Knowledge Xchange.” The Knowledge Xchange is but one component of our ambitious reinvention that combines best internal and best external knowledge capital delivered at point of need.
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Accenture’s Four Pillars of Knowledge Management



Strategy

Technology

People

Process

		How do you create a culture for sharing?

		Which people need to be empowered to contribute the right knowledge?

		Are priorities aligned with measurements?



		Which factors are critical for my business that can be addressed through knowledge management?

		Which knowledge adds the most value, and what investments are required to realize this value?

		What are the highest priority initiatives?



		What tools are currently in place?

		What  tools are needed to enable the environment?

		How do you fill the gap?



		Are the right processes in place to:

		capture, refine, and create knowledge?

		disseminate, share, and apply knowledge to deliver business value?
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