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Introduction

As a member of the 1998/99 Secretary of Defense’s Corporate Fellows Program, it has been my very great pleasure to be assigned to Cisco Systems in San Jose, California.  Resourced and treated in every respect as a Cisco employee, I have had an exceptional opportunity to observe the company from the perspective of an insider.  I have also had entree to some of the most senior executives, all of whom were generous with their time and candid in their responses to my questions.

All statistical data regarding Cisco Systems has been drawn from published documents, including the 1998 Annual Report and web presentations, both Internet and intranet.  The information has been reviewed by Cisco to ensure no unintended disclosure of information considered confidential.

This should be considered an opinion paper.  It is intended to summarize some of the more note-worthy observations of this sojourn into corporate America, and to capture for me, and whoever might find them as thought-provoking, the “take aways” I carry with me as I continue my Naval career.

Executive Summary

The following pages summarize my experiences as a Secretary of Defense Corporate Fellow while assigned to Cisco Systems, Inc. in San Jose, California from August 1998 through May 1999.  Working as the Manager of Wide Area Network Operations for the Western Hemisphere, I had an opportunity to study Cisco from the perspective of an insider and to draw lessons from my observations that will shape my decision-making as I move forward in my Navy career.  These lessons also offer suggestions for improvement within the Department of Defense and the military services.

I will summarize my observations regarding the corporate organization; planning philosophies; identifying and capitalizing on core competencies; partnering and outsourcing; the role of IT in the enterprise, particularly with regard to standards and funding; project planning and execution; the decision to build or buy; the concept of a “networked” company; a fairly lengthy assessment of the competition Cisco offers DoD in the battle to recruit and retain quality personnel; and some thoughts about the similarities between the Department of Defense and corporate America.

The “take aways” from my experience focus on seven key lessons:

1. You Can’t Build the Workforce of Tomorrow Using the Tools of Yesterday

2. A Networked Organization is a Vital Organism

3. Own Your Core Competencies, Buy the Rest

4. IT Standards Set You Free

5. It’s OK to Throw Your Weight Around

6. Partners Aren’t In Business to Do You In

7. Employees Are As Trustworthy and Capable As You Expect Them To Be

Cisco Systems, Inc.

Cisco Systems, Inc., headquartered in San Jose, California, is the self-described and generally unchallenged leader in networking for the Internet worldwide. Cisco products include routers, LAN (Local Area Network) and ATM (asynchronous transfer mode) switches, dial-up access servers and network management software. These products, integrated by the Cisco IOS (Internetwork operating system) software, link geographically dispersed LANs and WANs.

Founded in 1984 by Stanford University computer scientists Sandy Lerner and Leonard Bosack, Cisco has grown into a multinational corporation with over 17,000 employees in more than 200 offices in 55 countries.  Cisco products are reported to comprise 80% to 85% of the entire Internet.   Annual revenues have grown from $69 million in 1990, the year it went public, to $8.5 billion in 1998.  The company continues to project year-to-year growth of 30-35% for the foreseeable future.  Cisco is the third largest company on NASDAQ, in terms of market capitalization, and among the top 10 in the world.

It was difficult to develop a composite mental picture of Cisco Systems.  Requests for copies of organization charts or wiring diagrams alternately produced blank looks or apologies for something that was available but no longer represented the actual structure.  In a company growing at %30+ a year, the organization changed at every level almost weekly.

In concept, Cisco is organized around Lines of Business (LOB’s), the Business Units (BU’s) that comprise them, and the Business Functions that support them. As I write, it looks like Figure 1.

My Activities at Cisco Systems

Between August 1998 and May 1999, I occupied the position of Wide Area Network Operations Manager for North and South America.  In that capacity, I supervised 10 engineers in maintenance of uninterrupted network services that linked some 128 Field Sales Offices throughout the region to headquarters and to each other.  For operations activities that were global in scope, I coordinated with counterparts in the Europe/Middle East/Africa and Asia/Pacific regions.

I managed the daily activities of the WAN operations team.  I represented Cisco to the account teams of telecommunications service providers.  I participated in the interview process for new hires and the evaluation process for team members.  I participated as a member of the staffs of both the Senior Manager for Wide Area Networks and the Senior Director for Global Communications and Technology Services.  I also attended weekly and quarterly meetings of the Information Systems group by invitation of the Senior Vice President of Information Technology/Corporate Information Officer.

I also had the opportunity to observe the methods employed to place in production and proceduralize a complete multi-service network, incorporating data, voice and video.  I participated in a reorganization of the Operations team around a Planning, Design, Implementation, and Operation (PDIO) model intended to address problems unique to the multi-service environment that traditional separation between voice and data operations teams could not effectively address.

Strategic Planning

I’ve asked a variety of managers on different rungs of the ladder whether or not Cisco has a process in place for strategic planning, and the answer has always been “no.” Cisco has no formal or dedicated strategic planning process or organization or assets.  Strategic planning, such as it is, is the responsibility of every manager, generally left up to a functional element, relies on collaborative integration for coordination between/among functional elements.  Decentralized decision-making is the model.

One Executive Vice President described the strategic challenge in terms of developing the necessary cultural attitude and building the corporate infrastructure in such a way that the organization is positioned to react to change as it occurs … whatever the future brings.  The art is to plan for the future in such a way that you allow for the possibilities.  One role of the President and CEO is to develop the vision that describes the environment in which the corporation will have to compete in the future (strategic?).  He devotes considerable time to articulating this vision to those who must make the infrastructure decisions (and to customers and partners) to ensure that Cisco will be agile in its decision-making as the future unfolds.

Generally, the planning horizon in a technology company is not distant enough to be considered strategic by most definitions.  This is certainly the case at Cisco, where about 95% of planning looks out no more than 18 months, 24 at the outside.  About 5% of planning looks out 24-36 months, limited almost exclusively to planning for completion of long projects.  Minimal planning looks out 3 years at most for the purpose of identifying trends that may signal the future business environment in which Cisco will compete.  According to a Senior Vice President, “If you can foresee an opportunity or a threat, it will be realized in at most 18-24 months, so that’s the most you have to complete your reaction.”


There are published statements of the Company Purpose, the Company Mission and Company Values, as well as Goals and Initiatives for the year (Figure 2) developed by the CEO and his senior executive staff.  Every Cisco employee receives credit-card sized reproductions of these statements that are worn on a clip with an access badge every day, all day, a tool for keeping every employee clearly focused on the desired end state.

Core Competencies

In every interview I conducted with executives from varied business units, I raised the question of core competencies.  It helped to understand the varied answers I received when it became clear that the core competencies are not articulated centrally for the entire enterprise, but within individual functional units and repeatedly throughout the corporate hierarchy.

From John Morgridge, Chairman of the Board and former President, core competencies were listed as

· Understanding of the networked environment

· Having the technical expertise to create

· Support capability (build, sell)

· Emerging competency in application development


From the Senior Vice President for Customer Advocacy, Doug Allred, the answer was not unlike that of the Chairman, but a bit more focused on his portion of the business.  First on his list is lots of technical competencies.

The second core competency, to which we devoted some time for discussion, is customer advocacy.   In Doug’s mind, Cisco has carried the concept of Customer Advocacy to a science, and he gave me a bit of a history lesson to illustrate.  In the industrial revolution, up to about the 1970’s, it was the Engineer who was driving the solution.  The Engineer developed “the thing,” and then tossed it over the wall to Manufacturing for production.  Over time, it was noticed that the thing that the engineer produced wasn’t always manufacturable.  So, gradually, in the 70’s Engineering and Manufacturing began to partner up front to ensure that the solution was also practical in terms of manufacturability.  Sandy Lerner, one of the founders of Cisco, introduced the notion that you also needed to have the customer on that team.  Not only did it have to work and be manufacturable, but it also has to meet the customer’s needs.  It is necessary to contemplate the customer’s application of the process/product.

The third core competency on Doug’s list is partnering … with both employees and companies.  His description of a partnership is fundamentally different from a business transaction or contract, and is one of the foundations of Cisco’s business method.  Partnering is discussed at greater length below.

Fourth on Doug’s list of core competencies is hiring good people, a topic to which I’ll give attention in a moment.

And finally on Doug’s list of core competencies is doing business internationally, now a conscious corporate pursuit.  Formerly, international presence was typically achieved via partnerships with companies that already had presence.

From Gary Daichendt, Executive Vice President for Operations, core competencies include

· Technological innovation

· Focus on client success

· Teamwork and a team spirit

It’s important to note that no one has suggested that developing routers or switches or an Internetwork Operating System (IOS) is a core competency, though these are the product lines that are presently making Cisco stock soar.  People at Cisco are adamant that particular products are just that, not competencies in themselves.  Core to Cisco’s view of the future is their need to stay agile in reading the signals in the market and adjusting product lines accordingly, building on the skills and intellectual capital that they have and rigorously cultivate.

This gave me food for thought regarding how the military services articulate core competencies.  We are inclined to leap to the obvious and state our core competencies as fighting and winning wars.  I would suggest that, using the Cisco model, our real core competencies are training, leadership development, team-building, and planning, both long- and short-range.  The technical skills are not unique, but how we employ them is.

Cisco has no central process for identifying core competencies.  This is one of the responsibilities of a business unit.  They will be developed at the business unit level (Sales, Manufacturing, Marketing, IS, etc.) or below, pushing the decision-making down in the organizational hierarchy, and they will differ from one business unit to the next. 

The list of core competencies may vary, but there is consistency in sticking to the core competencies.  For those products and services that are necessary but outside the core competencies, there are two means of acquiring them:  partnerships, and outsourcing.

Partnerships

According to John Morgridge, Cisco’s partnering attitude and its methodology for making and sustaining partnerships help set Cisco apart in today’s business world.

According to Doug Allred, qualities of a successful partnership include

· Based on trust and trustworthiness

· Each partner gives latitude to the other

· Everlasting – entered into for the long haul

· Win-Win instead of Win-Lose

Doug points out that Cisco’s culture is based on an Internet orientation, which fundamentally is built on a spirit of community, of open sharing, an ecosystem if you will, which lends itself readily to a partnering culture.  John Chambers didn’t originate the concept of partnering that has developed at Cisco, but Doug says he might be considered the “Father of Partnering” in the sense that he perfected it.  Partners have common customers.  In the context of a partnering relationship, partners are not customers, though they may be customers in other contexts.

There are thousands of partners at Cisco.  There are partners in terms of Global Alliances, described as follows on their intranet site:

“The Global Alliances Partners Organization drives Cisco relationships with major industry leaders in three areas; Technology Innovators/Companies, Service Providers, and Systems Integrators.  The relationship with these Strategic Partners is based on a common vision in which the two companies share a common industry vision and future.  The goals are to collaborate in multiple business areas. The result of this shared vision and collaboration should result in a sustainable-competitive advantage to both companies and an increase in both companies’ market position and revenues, as a direct result of working together vs independently.”

These include Strategic Alliances with EDS, Hewlett Packard, KPMG, PeopleSoft, Oracle, INS, Microsoft, Telcordia Technologies, Motorola, SAP, IBM, Sun, Dell, Compaq, Intel, and Alcatel.

Alliance Engineering’s mission is “to proactively seek out selected complementary partners worldwide with whom we engage in two-way transfer of technology and products to enhance and extend the Internet Ecosystem.”  Alliance Engineering partners include Sony, NEC, Panasonic Global, Hitachi, Samsung, Alcatel, Broadcom, Askey, Pace, Teldat, Dassault Systemes, and E+Tech Research, Inc.

Service Provider Alliances include partners Sprint/GTE, BT, NTT, DT/Telmex, AT&T and MCI/Worldcom.

There are also supplier, manufacturing, and distribution partners around the globe.

Making partnerships is distributed, pushed down in the organization.  At the macro level, the Executive Vice President for Operations develops partners for Sales, the Senior Vice President for Manufacturing for Manufacturing, and the Senior Vice President for Global Alliances for Strategic Alliances.  In reality, activities may be pushed down even further in the organization as the business dictates.

Outsourcing

Cisco in general seeks to outsource those things that represent vertical stovepipes and/or require massive headcount, retaining those tasks that differentiate Cisco in the market. Decisions as to what to outsource will be made at the business unit level or below.  For Manufacturing specifically, they sought to “out-source everything they can and not lose control of product quality.”  The list of things that Cisco does not outsource, based on a number of interviews, includes:

· Technical competencies to develop new products

· Engaging customers in the process of developing products (one element of Customer Advocacy)

· Developing and engaging in partnerships

· Hiring and retaining good people

· Doing business internationally (formerly achieved in many markets by partnering with a company or companies having an existing presence)

Cisco asks questions such as “Are we in the business of training?”  No, so we’ll develop the curriculum, but we’ll partner with a company or companies that do specialize in training for curriculum delivery.  “Are we in the business of manufacturing or distributing manufactured goods?”  No, so we’ll partner with a company or companies that do specialize in manufacturing and/or distribution to get our devices produced and shipped.  “Are we in the business of deploying and maintaining desktop computing resources?”  No, so we’ll contract with a company that is in that business to obtain, deploy, maintain, and manage cyclic upgrades of our desktop computing resources.  “Are we in the business of running cafeterias?”  No, so we’ll contract with a company who specializes in this business to deliver food services to our corporate campuses.

John Morgridge points out that Cisco doesn’t rely on the contractual vehicle to ensure timely delivery of quality products or services.  Cisco exercises control through integrating its own people into the process, by embracing the contracted service or product within its own networks, or by inserting its own test equipment as an integral component.  He also points out that Cisco does not employ what he calls “cross-bids,” suggesting a down-side of the Department of Defense (DoD) reliance on competitive acquisition, even after a relationship with a satisfactory “partner” has been established.  He seemed to be saying that in his mind, this practice undermines a potentially long-term, trustful relationship that delivers superior quality and timeliness.

Offensive vs. Defensive Outsourcing

Alan Etterman, Senior Director for Global Communications and Technical Services, shared his views regarding his outsourcing model.  It is his observation that too often, outsourcing is undertaken as a defensive measure, to reduce hardware inventory, to consolidate data center operations, to accommodate downsizing, or because the information technology (IT) organization is “doing a terrible job” and the customers just want it to go away.

The approach that Alan takes is one that he considers instead offensive in nature.  Alan recognized that he was faced with limited “head count,” and decided that he wanted to ensure that Cisco people would be focused on his group’s core competencies.  He considered the group’s core competencies to be virtually anything that added value to the business in the networking arena, such as developing new architectures, implementing new technologies, or building a network that served as a showcase for Cisco products and services.  These competencies required very different skill sets from those required for other no less essential tasks.  But he believed it made more sense to acquire the skill sets necessary for these other jobs, such as installing cabling or managing telecommunications operations, by hiring companies in which these were their core competencies.

The telecommunications group was one of the first areas he evaluated.  There, call center design and development of applications to support them were considered core competencies.  Customer service is one of Cisco’s differentiators in the market place, and call centers are one of the two principle means of access for customers (the other is the web), so they were clearly “core.”  Another core competency within the telecom group was identified as “the ability to manage telecom projects.”  However, the routine management of telecommunications services for the company was not core, and was outsourced to a company that specialized in that business.

Incenting a Contractor to Perform Better Than the Accepted Minimum

Once the outsourcing decision is made, Alan approaches the actual contract agreement using a method that inspires better than minimum performance from his contractor.  The first rule is that he always ensures that the negotiated rates cover the contractor’s expenses.  He starts by building the job description(s) that will be required to perform the work.  He then determines what Cisco would pay an individual in that/those job classification(s), and uses these rates to establish the base cost of the contract.

Since Cisco typically pays above the mid-point for a given job, say 15% above for purposes of discussion, the first opportunity for the contractor to make money is by paying individuals assigned to the task as close to the mid-point as possible, while still achieving Cisco’s aggressive service level agreements (SLA’s), e.g., 95% of adds, moves, and changes completed on time.  The second opportunity for profit is in the bonus structure, a graduated structure that awards bonus points for exceeding the minimums.  In this example, the bonus might be based on delivering better than 95% on time and/or by delivering early.  The contractor may over-invest during the start-up phase, but over the life of the contract, there is ample opportunity to recoup investment and realize a profit.  Figure 3 provides a graphic depiction of this model.




The Role of Information Technology

Information Technology (IT) occupies a somewhat atypical position in the corporate structure at Cisco.  Recognizing technology as just one leg of the stool that represents a business result, IT falls under the umbrella of Customer Advocacy as a tool for delivering customer support and thereby improving customer satisfaction.  The mission of IT is four fold:

· Reduce cycle time

· Improve customer satisfaction

· Showcase network based solutions

· Facilitate competitive advantage

· Executing all of the above cost effectively

I spoke at length with Doug Allred regarding two of the principles that drive and are driven by this model:  IT standardization and client funding.

IT Standardization

Standardization is one of the fundamental tenets of the IT organization.  Generally a standard is selected for each technology or product area and the standard is communicated and implemented globally.  Benefits of standardization include reduced training costs, increased development time, reduced cost of ownership, and faster reaction to business changes.

Further, the standards are based, whenever possible, on industry open solutions.  Open standards create competition that will encourage vendors to innovate.  It also protects investments (hardware, software, data, knowledge and effort) in the event that Cisco needs to change vendors or integrate with other products.

The final standards criteria is scalability.  Products should be able to scale to meet not only current requirements, but the future demands of the company as well.  Scalability calculations generally are expected to anticipate support of a 50% growth in demand for the given technology under consideration.

To further mitigate risk, standards are subject to continual review and revised or retired as necessary to support the evolving requirements of the company.

Representative examples of the current Cisco standards include Oracle as the standard database, Netscape Navigator as the standard web browser, and Windows 95 as the standard client desktop operating system.

Any Cisco employee can determine which technologies or tools are supported by consulting the appropriate site on the intranet.  A technology or tool is identified as:

Supported  This is an official standard, permitted and supported by IS.  The specified product and version is the only authorized solution for this technology.  It is supported by the infrastructure (it is compatible with other supported systems, it is maintained and monitored) and its use is supported by IS (training may be provided, support is provided by the TRC or other group).

Not supported  This technology or product is not supported by IS.  It may not be fully tested for compatibility with the Cisco environment, and if there ar any problems IS may be unable to provide knowledge or time to assist users.  The technology may be in use at Cisco, but if you need to use it for your own project, you are on your own for installation, instruction, maintenance, monitoring and support.  There are several possible reasons for technologies being unsupported:

· there may be alternatives that are already standards

· it may be too specialized to justify is resources to support it

· it may be too young and unproven

· it may have security risks

· it may be incompatible with our environment

Use a supported technology whenever possible, but if you must use an unsupported technology because of justifiable business reasons, make sure you understand your responsibilities and pay attention to any specific warnings noted in the technology descriptions.

Available  This technology or product is available for use, but it is not fully supported by IS.  The product is a recommended solution, but it may be too specialized to justify IS resources to fully support it.  Training may be available.  The product or a license may be available on certain systems or a discounted price may be offered through the corporate catalog.

Retired  This technology or product was once a standard, but it has been retired and is no longer supported for new applications.  It may only be used for existing applications and their maintenance, and IS support is likely to be limited.  The intention is to sunset the technology so that applications become less dependent on it.  After migration to a succeeding technology it may eventually be removed.

The standards are enforced by a “magnet” approach, making using the standard more attractive than any alternative.  The arguments used to “sell” the standards are that 1) there are experts making the decisions, 2) the maintenance support for standard components of the architecture are rolled into an aggressively negotiated price, and 3) all of the services of the Technical Response Center are funded out of Corporate.  The counter-argument is that you’re on your own for maintenance support and technical service if you don’t pick the standard.  However, it remains a business decision.  Only recently has the Engineering community been drawn into the standards “circle.”  As the result of a recent reorganization, IT now supports Engineering Computer Services (ECS) as well as the non-engineering community.  Heretofore, ECS hasn’t scaled well because of its lack of standards.

As an example of the evolution from a non-standards based organization to a standards based one, Cisco used to be an all-MacIntosh company.  Over time, it became obvious that the Mac solution wasn’t scalable.  The decision was made to standardize on the PC.  It became the CIO’s job to sell the PC as the more desirable solution using, among other arguments, those outlined above.  Only for the last small percentage of hold-outs did it become necessary to draw the line and announce that the Mac would not be supported after a certain date in order to bring the stragglers on board.  The CIO ”sold” the standards, and created a bridging strategy that made it easy to transition from the Mac to a PC.  This strategy includes tools such as taking back a Mac that wasn’t fully depreciated in exchange for going with the PC standard and using the Mac to fulfill a new Mac order from another unit.

Client Funding

Cisco believes that it has taken the concept of client funding to new limits.  Early in the company’s history, like the cobbler’s children who had no shoes, Cisco was extremely conservative in its IT spending.  The portion of the budget that went to IT, less than 1% of total revenue spending, was significantly lower even than at other IT companies in the area, which averaged around 3-4%.  The small IT organization of the time fell into the familiar mold of delivering too little, too late, at too high a cost, a lose/lose situation in which they couldn’t please any of the people any of the time.

In the client funded model, it is the Business Unit manager (e.g., Sales or Marketing VP) who decides whether to invest in an IT project or in a specific Business Unit activity (e.g., additional sales staff or additional marketing progams). This model insures that what IT develops is wanted and needed by the business unit.  A secondary benefit to this approach is that as the Business Unit has to “fund” the IT service, they may be more inclined to supply business resources to assist in the design, development and implementation of the project (this becomes very valuable when business process changes are required with the project implementation).

What is included in the client funded model?  A business unit wanting IT services would have to “carry” 1) the cost to develop the application, 2) the cost to maintain the application after it was developed and put in production, 3) any headcount staff needed in items 1 and 2, and 4) software license or maintenance requirements needed if a package approach was used.  Leveraged services such as Data Center operations, network, DBA, advanced technology, and architecture/standards groups would not be included.

According to Doug Allred, the fundamental question in determining if this is the model being used or not is “Who sells the budget?”  If the answer is IT, then this model is not in use.  In effect, the CIO has a “virtual” budget, in which fully 80% of the funding that will be his to manage through the budget cycle are in fact programmed by a “customer” Business Unit manager.  This technique not only ensures that the efforts of the IT organization directly support the needs of the organizations that it supports, but it also has allowed the IT organization to permanently hang up its black hat.  Today, IT spending is in the neighborhood of 3.5%-3.75% of total revenue expenditures.  No longer is it haunted by the reputation of doing the wrong things in the wrong order, at too great a cost, and too late to be really useful.

The IT Organization

The IT organization at Cisco numbers in excess of 1000 employees, temporaries, contractors and partners distributed throughout business units world-wide.  This represents approximately 6% of the 17,400 Cisco employees world-wide.  These 1000+ employees are organized as described in Figure 4.

It is the role of the CIO to partner with business to develop technology solutions internally and externally that improve competitiveness of the company.  His tasks include:


· Help provide vision, guidance, and oversight to ensure that the company is using technology to the maximum benefit

· Provide input to the business as the principal buyer of technology and therefore the company’s best customer for both product and process

· Create an environment in the business and within IT to develop and capitalize on product and process

· Represent the company externally, an ambassador of the “company of the future”

I asked the CIO why Cisco is so much better than others (and than the DoD) at employing IT effectively.  He believes that the differentiators have been

· Cisco has a culture of using technology effectively

· Cisco had visionary people early in its development

· Cisco enjoys a responsive and competent IT organization
· Cisco recognized early successes and developed a system of rewards that encouraged such performance

I also asked him “How can a company become effective in employing IT?”  His answer was 1) making IT an effective tool has to be in the top 1 or 2 strategic priorities of the organization, 2) the organization has to be in rapid growth, and 3) the organization has to have exceptional leadership.

Project Planning and Execution

Doug Allred had a few thoughts on software system projects that I thought worth capturing.  It is his experience that systems people generally have approximately a 3 year outlook.  To keep pace in today’s business environment, it’s necessary for an IT manager to pull in his or her planning horizons to enable agile decision-making.  You need to develop short, fast projects.  You need to hire only exceptional people, people with passion, broader expectations, not locked into traditional IT perspectives.

Doug suggests that existing planning has been based on a faulty assumption that long term requirements can be devined.  Instead, he believes that no project timeline should be over a year (preferably less). Any planning that looks farther out than 8-12 months is directed at hypothesizing the likely future and developing cognizance of the environment in which you will be competing.

Doug bases his planning on the premise that any project has to produce a first useful delivery within 3 months.  If it doesn’t, the methodology is broken.  To meet these expectations, the project must be in the business’s top 5 strategic initiatives.  The importance of success has to be communicated from the top.  Doing a project fast may actually mean it is done better as it drives you to use your best people.

This approach means that you become a master of iteration.  Using Cisco Connection Online (CCO), Cisco’s online customer interface, as an example, they put it out fast, though there were arguments internally about the wisdom of putting an unpolished product out for use and feedback where not only customers but competitors would be able to view it.  However, Cisco demonstrated a couple of clear benefits in getting it out early:  1)  rapid development of an orientation to the use of technology … deploy early and you begin the learning process early, and 2) receive customer feedback early and begin the iteration process of improvement early also, so that when you get to month X, you’re further along on the timeline to a mature product that meets customer expectations than if you didn’t bring them into the process until month X.  In the case of CCO, customer satisfaction started improving at month 8.  The application was refined by month 20.

The underlying lesson is that the Internet enables business process iteration, and empowers the customer.

Buy or Build?

I was intrigued by a fairly large software development effort funded and managed entirely within the networking organization.  “Fairly large” in this instance is approximately 10 people amounting, in round numbers, to a one million dollar investment per year.  I chatted with Alan Etterman about the genesis and evolution of this group.

The group came into being about four years ago to develop a network management tool for in-house use.  Having grown to 1200 people, the highly networked young Cisco was showing signs of the exponential growth to come, and it was clear that network management tools available in the market were not going to scale to provide the necessary utility.  All of them were in fact more device or element managers, and could not support 1000+-router client-server networks already on the horizon.  They could not summarize network availability, a key performance metric, and they did not provide trending.  Cisco’s model is to “buy it if you can, and build it if you can’t buy it.”  In this case, the answer was “build it.”

At the web entry point for its voluminous online documentation, EMAN, the resulting application, is described as “an internally developed web based Enterprise MANagement application for managing components of the IT infrastructure as well as an integration point for other automation efforts.”  Initially, the goal was to develop an availability monitor and trending tool that would supplement operations tools.  The criteria for its design were that 1) it would be policy based and 2) it would report only exceptions, i.e., “If it’s not broken, I don’t need to know about it.”

EMAN is an immensely powerful management tool, both for engineers and for business managers, providing realtime feedback on hardware and applications performance worldwide, and summarizing availability that includes not only up and downtime, but calculates the impact of periods of degraded availability as well.  It’s being extended almost daily to manage “almost anything.”  Constraining its potentially unlimited expansion is now a management challenge.

Though management was frequently called on to justify the expense of this group in its early days, the tool is now considered so indispensable that this is no longer the case.  The application, originally developed to meet the internal management requirements, provided the basis for a Cisco product offering.  EMAN was adopted as the core (and originally almost the entire substance) of  network management products offered to Cisco customers, further justifying the continuation of the project.

The Networked Company

In an interview with John Morgridge, former President and CEO and now Chairman of Cisco Systems, Inc., he commented that he had not foreseen the impact of the network on the character of the global corporate culture that has developed within Cisco.  He noted that the network became and continues to be an agent of both independence and dependence.  The network is truly neural in nature, connecting all internal components to each other and to the outside world, a conduit for exchange of information when and where it’s needed.

The Networked Employee

From my own experience, you can’t work at Cisco if you’re not “in the system.”  As soon as you “exist,” you get a phone and voice mail, you get a laptop with docking station and/or a PC and/or a workstation (or one of each), you get your pager, and you get your cell phone.  The Administrative Assistant (no secretaries at Cisco) delivers you a “New Hire” package with all of the essentials to set up your desk – your paper clips, your letter opener, your Post-It notes, your high lighter, your pens, a pad of paper, a pair of scissors, your in and out baskets (which you never use because you don’t use hard-copy much).

Once in the system, you can use it to do just about anything.  You can get a status – on an order, on problem resolution, on a requested or scheduled configuration change.  You can make a request – for business cards, cell phone service, a training quota.  You can order Cisco equipment, or a voice or data connection from a carrier, or office supplies.  You can schedule meetings, cancel them, update the agenda or add participants.  You can schedule a voice “bridge” to accommodate meeting participants who can’t attend in person – someone from a European or Asian office, someone on the road between other meetings in an overbooked schedule, or someone working from home.  You can find anyone in Cisco – like who’s sending you information on an order for something you never heard of!… oops, wrong Thomas.  You can enroll in or drop from an e-mail list on a topic of interest.  You can manage network resources around the globe and check on the health of the network as a whole or of any discrete part of it.  You can watch a re-broadcast of John Chambers’ comments at last week’s company meeting that you missed.  You can check the menu in any of seven cafeterias on the campus.  You can order discount tickets for the ice show at the convention center.  You can check the current price of a share of Cisco stock or read an analysis of the most recent acquisition by the competition.

I guess the thing that took the most getting used to in working at Cisco was a work day in which I could communicate up, down, and across the organization or with members of other organizations, attend meetings, “chop” documents, and stay abreast of developments on virtually any subject of interest, internal or external, without ever leaving my office or seeing another human being.  And time zones become largely immaterial. The good news is that with your laptop, your cell phone, and your pager, you can work 24 hours a day, 7 days a week in such an environment.  The bad news is that you tend to work 24 hours a day, 7 days a week!  

You find yourself taking your laptop home in the evening or on a weekend and hooking up to that ISDN line or cable modem or xDSL connection that Cisco put into your home at no charge to you.  There you are checking your e-mail a few times, maybe checking on the network to make sure that everything’s running well (or not!), or following up on something you meant to ask someone and didn’t remember until you were in the car and headed for home.

Or, maybe, you need to stay home and wait for the guy who’s going to repair your hot water heater, one of those firm “between 0800 and 1200” appointments, but there’s a meeting that you really need to attend.  So you check your calendar to see that there is a voice bridge set up and you dial in from home.  You can participate in the meeting, know that you won’t miss the repairman, and maybe even answer some of the 80-90 e-mails that you received in the last 24 hours at the same time.

The Administrative Assistant has a number of offices to visit for deliveries or pickups.  If the CompuCom rep comes to load that new piece of software, or the telephone technician to install the phone for the new hire that arrives on Monday, just page her, and presto, there she is.  He/she is no longer chained to a desk or phone.

The Networked Customer

For Cisco, the benefits of the networked employee have been secondary to the benefits of the networked customer.   By using networked applications, the Internet and its own internal network, Cisco is saving at least $500 million a year in operating costs.  Cisco is now the world’s largest Internet commerce site, selling more than $22 million in products every day, producing a total of $2.8 billion in revenues for the quarter ending January 1999.  Virtually all Tier I technical support is provided via the Internet.  Over 20,000 support cases are opened or queried each month, and immediate global access to support systems and engineers is available around the clock.  More than 70,000 pieces of software are downloaded by customers and partners each month, drastically lowering distribution costs while giving users immediate global access to mission-critical information 24 hours a day, 7 days a week.  The numbers are impressive.  Cisco has articulated the philosophy behind these innovations as The Global Networked Business Model.

Cisco’s Model for “The Global Networked Business”

The idiom that Cisco uses to articulate this model has a business focus, but much of the argument could be tailored to apply to the DoD as well, both in its business processes and in its military functions.

Quoting from Cisco’s web presentation on the concept, the “model is based on three core assumptions:

· The relationships a company maintains with its key constituencies can be as much of a competitive differentiator as its core products or services.

· The manner in which a company shares information and systems is a critical element in the strength of its relationships.

· Being “connected” is no longer adequate.  Business relationships and the communications that support them must exist in a networked fabric.

… A Global Networked Business is an open, collaborative environment that transcends the traditional barriers to business relationships and between geographies, allowing diverse constituents to access information, resources, and services … in ways that work best for them.  The Global Networked Business model employs a self-help model of information access that is more efficient and responsive than the traditional model of a few information gatekeepers dispensing data as they see fit.”

Recruiting and Retaining the Right People

I asked the CIO what worried him most.  He answered, in order:

· Recruiting, retaining, and developing people

· Y2K

· Preserving culture that is innovative, agile, frugal

When I asked him what Cisco would have to do to maintain its edge in the industry, the list read:

· Listening to customers

· Recruit the top 10-15% of qualified persons (whatever the qualifications being sought)

· Continue to recycle bottom 5-10% of Cisco personnel

· Move and react quickly (decentralize decision making)

· Functional initiatives

The importance of hiring and keeping only the most highly qualified people is part of the Cisco culture.  Their reward for putting people first is an incredibly low rate of voluntary departures – just 3% compared to as much as 20-25% in other IT employers. Alan Etterman suggests that hiring, and therefore remaining engaged in the recruiting process, is one of the most important tasks for every manager, ranking in the “top 3” at least.

Recruiting

Recognizing the competition for talent in the industry, Cisco has refined recruiting to a science.  Dedicated recruiters within the Human Resources organization sift through thousands of resumes looking for qualified candidates.  In the February 1999 issue of Fast Company, Adrian Slywotzky devotes several paragraphs to Cisco’s electronic recruiting innovations.  He notest that 80% of the 30,000 to 36,000 resumes Cisco receives each quarter are delivered via the Internet.

Cisco’s employee referral program is a valuable tool for recruiting, virtually turning every employee into a recruiter.  There is a monetary reward for every Cisco employee (short of executive staff, vice presidents or senior, and personnel working in the recruiting and employment process) who recommends a candidate who is subsequently hired.  The reward ranges from $500 (non-exempt position) to $1000 (manager position), and, in addition, referring employees are placed in a pool for travel rewards.

Competitors are fair game for active recruiting efforts, whereas customers are off limits, and there’s actually a list of companies whose personnel cannot be approached.  On one hand, this is clearly good business, but it also adds another dimension to the recruiting challenge in a market with approximately 350,000 IT job openings!  Some of the most talented and experienced people may be working for a customer.

The Apprenticeship Program, the College Recruiting Program, and the University Assimilation Program all target new talent emerging from educational institutions.

Having reduced the group to only the most promising candidates, a recruiter will conduct phone and personal interviews against a list of prepared questions provided by the manager seeking to hire, and refer only a select view for a second round of phone screens by technical leads and/or managers in the hiring organization.  Only the cream of the crop, perhaps 1-3 candidates in any given week, are referred for formal, face-to-face interviews with the manager and members of the team seeking to hire.  A second-level manager will interview a candidate before a decision to hire is made.

Orientation

The courtship doesn’t end with the candidate’s signature on the hiring agreement.  There are a number of tools to help ensure that the relationship is long-term.  For starters, Cisco has devoted a lot of attention to ensuring that it prepares new employees to step out on the right foot.  The first day for every employee is on Monday, and is an all-day orientation program.  When you arrive, there is a cardboard “suitcase” at each seat.  It contains all of the forms you will fill out during the session.  It contains a loose-leaf book including all of the information that is presented and much more, with web references to more information on every topic, about an inch thick. (All of this content is available on the web as well on a “new hire” dashboard.)  It contains a bound volume of Internetworking Terms and Acronyms.  It also contains a starter package of health benefits information.  Also at every seat is a little basket, wrapped in cellophane like hothouse fruit, containing your first Cisco T-shirt, your Cisco mouse pad, your Cisco logo badge clip for your ID, and a few wrapped candies to get you through the morning.  (Everyone in the room is thinking “Who wouldn’t want to work for such a thoughtful, squared-away company?  I’ve made a great choice.”)

The morning is a series of briefs and video-presentations.  This part of the program establishes the Cisco culture and point of view.  It describes the campus and some of the facilities, such as cafes, workout facilities, intra-campus transportation via a van shuttle program.  It describes the benefits, including, of course, health benefits, stock programs and the 401(k) program.  Folded into the session, attendees are escorted in small groups to the ID facility, where photos are taken for delivery of the employee ID badge at the end of the morning.  (These digital photos subsequently end up on the web as well, where you can look up the face of someone with whom you do business but may never meet.)  The program is professional in composition and delivery, and it reminded me of a pre-game pep rally, complete with cheerleaders.  (And everyone is thinking “What a cool, squared-away company!  I’ve made a great choice.”)

For the lunch break, you are escorted to a training room where a gourmet lunch (something everyone will quickly come to view as fairly routine) is served while you begin a 2+-hour technical resources training.  Introductory training is provided on the common desktop, including the web browser and a tour of the Cisco intranet, called Cisco Employee Connection (CEC), and common tools (e-mail, meeting scheduling, and alias management applications) and how to tailor them.  You leave this session with your account name and password, and everything you need to know to begin being part of the networked organization.  Instruction is ended with an offer of desk-side, one-on-one training to supplement the group session.  (And everyone is thinking “What a generous, squared-away company!  I’ve made a great choice.”)

Stock Incentives

Stock options are a terrific incentive, especially when your star is ascending.  Cisco does not offer the highest starting salary among high-tech companies in Silicon Valley, but it is unique in that it offers stock incentives to every employee.  For stock that has tripled in value during my nine months at Cisco, this is a powerful carrot, making overall compensation significantly higher than average for the Valley.  Stock is typically reserved as bonus or incentive for managers.  Knowing that you are a part owner – and that your own wealth as well as that of your employer – is in part dependent on how well you individually perform is a great stimulus, cultivated energetically be everyone from the CEO on down.  It’s not coincidence that the current Cisco stock price, updated every 15 minutes, is prominently displayed “above the line” (in the initially viewable portion) on the CEC home page.  Stock incentives are also referred to as “golden handcuffs” as they vest over a period of 3 or 4 years, typically, and it would be rare (and bad management) for an employee to reach a point where all shares are vested.

Training

Cisco recognizes that “Productivity and Cisco’s competitive edge depend on employee know-how.”  To nurture and grow employees, and to retain them, Cisco offers a broad range of training opportunities in four categories: human resource development, product and technology training, engineering education, and IT training.  Registration is initiated, and approved by a manager as necessary, via a web application.

In addition to being a tool for individual or team development and job enrichment, training may produce rewards as well.  The Cisco Certified Internetwork Expert (CCIE) credential is one that is coveted industry wide.  Cisco strongly encourages Cisco engineers to seek accreditation, and rewards the achievement handsomely.  There is a cash award for certification, a choice of gifts such as a CCIE jacket, and only graduates can use the logo on their Cisco business cards, added at no cost to the individual.

The Extended Workplace

What I refer to as the “extended workplace” is a boon to productivity, relieves employee stress, and for some employees is a real motivator.  This means extending the workplace into the home, the car, a hotel room, an airport, or wherever an employee finds him/herself.  You can up- or download e-mail anywhere there is a phone connection or wireless modem service.  You can attend a meeting from anywhere there is phone service.  You can lend an ear to a meeting while you finish preparing an important brief.  You can be sick in comfort and still respond to urgent requirements.  You can stay home with your baby while the sitter takes vacation and still meet all of your responsibilities at work.  An employee in one time zone can attend a meeting in another at a time when he/she might be awake but probably not in the office.  The networked organization is an essential enabler.  The other essential ingredient is release of the concept of a workplace as only a cube or office.

As I write, only two engineers in the WAN Operations group are providing all WAN support to 102 field sales offices in 50 states, 7 days a week, 24 hours a day.  That would not be possible if the model demanded physical presence in an office.  In an extended workplace, most support can be delivered during a “normal” work day (sometime between 0700 and 1800, Monday through Friday), dealing with only emergent issues outside the normal work day.

With high-bandwidth connectivity from his home, a pager, and a cell phone, an engineer who supports all 14 field offices in Central and South America can continue to work from his home while he cares for his child in the absence of his baby sitter.

An engineer with a cold or the flu can stay home and concentrate on getting better, doing only as much of his/her job as he/she can or wants to, without feeling pressed and without spreading the disease to teammates.

An employee can take time from the workday as necessary with a clear conscious knowing that he/she can catch up with events from home later.

It was a leap for me to adjust to an operations support role in which I was never certain in advance who would be sitting at his/her desk at any given moment, but having made the adjustment, I am a convert.  It ultimately makes things a lot easier for everyone.

Employee Programs and Services

Cisco demands a lot of its employees, but it gives a lot in return.  There is a wide offering of programs and services that represent additional incentives and conveniences to make it easier to meet personal and family obligations while a Cisco employee.  Cisco employees can enjoy the benefits of volume discount rates on the purchase of a new car, cellular phones or service, consumer goods, or mortgages.  At the headquarters site in San Jose, Cisco provides transportation to and from the closest access point for public rail service and runs a “by appointment” shuttle service for transportation across the campus, now composed of 3 geographically disconnected sites, with sites 5-7 already in planning or building stages.  Cisco makes a “baby gift” for new Cisco parents.  There is an on-site fitness center.  There are several strategically located cafes (growing in number with the addition of new buildings/sites) which serve everything from sushi to vegetarian specialties to glazed salmon in light, attractive surroundings.  (Eaten in the Pentagon cafeteria lately?)  There is on-site (every building, every floor) dry cleaning pickup, and a centrally located card/gift shop that is an outlet for discounted group tickets for attractions all over California and features Cisco logo products.  You can even make arrangements to have your car washed on site while you work.  Employees can use the corporate mail service (at individual’s cost) for personal package shipping.  It’s routine for Cisco to pick up the tab for a meal for employees who work through a lunch or dinner, and the meal that’s provided can range from pizza to chicken cordon bleu.  There is a break room (every building, every floor) stocked with about 35 flavors of soda and water, bottomless pots of coffee, more than a dozen types of tea, hot chocolate, and 3 choices of popcorn – complete with refrigerator and microwave and available 7x24.  Cisco makes it as easy as it knows how for employees to satisfy its expectations for long hours and weeks, and it doesn’t do it on the cheap.

Rewards

Managers have considerable flexibility for rewarding performance.  Every employee in the bottom 8 pay grades receives a bonus equaling about 7% of his/her annual salary delivered in 4 quarterly payments.  Employees in pay grades 9 and above receive an annual performance-based bonus ranging from 3% to 21%+ of annual salary.  (Only employees with substandard performance ratings do not receive this bonus.)  Annually, based on company health, managers receive a number of shares of stock to distribute.  (Again, only substandard performers are omitted.)  One manager reports distributing 25,000 stock options to 24 employees in blocks of from 200 shares to 3000 shares.  There is also a Cisco Achievement Program (CAP).  Under this program, a manager can deliver spot awards of up to $2000.  Only a second level signature is required, and the time from preparation to approval to delivery of the award can be less than a day.  CAP awards over $2000 can be made but require additional approvals.  A manager may also award a pay increase for significant achievement, such as when an engineer completes a CCIE certification.

Retirement

A late revelation in my time at Cisco is that you can’t retire.  Or rather, you can retire anytime you want, but when you do, there’s no remaining tether to Cisco.  There’s no residual health benefit, no retirement stipend, and no life-long support network.  There are 401(k) programs that encourage personal investment of each employee in his or her own future, and stock investments can be valuable components of a retirement plan.  Retirement is no more than a personal decision to stop working.  That seems to be typical of the Silicon Valley high tech companies.

Rather than producing a mobile workforce with loose associations, I believe that this is a response to the mobile workforce.  Particularly in a high tech industry or job, too long in the same position or company can undermine technical currency or development.  It is necessary to move about within a company and to move from one company to another to keep abreast of technical change.  This has some pretty significant implications for the relationship between an employer and an employee.  Neither is in it for a long association alone.  Only as long as the company nourishes the development needs of the individual, and as long as the individual continues to develop in ways that support the changing needs of the company, will the association continue.

This was a blinding flash of light for me.  What a cultural chasm we, operating from the classic industrial-age paradigm of a lifetime commitment between employee and employer, must traverse to compete for talent from the same pool.  One of my former bosses in DoD believed that this is the crux of the Generation X phenomenon.  I believe that an increasingly technical society is apt to continue to foster this disparity and it is more likely we who will be forced to adapt.  Rather than worrying about how to retain personnel until retirement at 20 to 30 years, perhaps we should be worrying about how to develop a force based on turnover every three to four years?

Implications

The point is it’s easy to like working at Cisco.  So why devote so much attention to these people programs and processes?  Because I think this is the essence of what we (DoD and the services) are up against.  I believe that this is the arena in which we must learn to compete if we hope to recruit and retain our fair share of the young talent in the market.  I think we’re already experiencing the truth of this in the difficulties that we are experiencing with recruitment and retention.  It applies not only to military personnel, but to civil service and contracted personnel as well.  In my last Washington tour (1995-1998), you could not find a candidate willing to take a GS-12 system administrator position in the Pentagon (even if you could find one who was qualified), and contractor turn-over was such that we frequently couldn’t get any return on our training investment.  Contracted personnel left at plus or minus the 1-year mark for salaries that we couldn’t match.

We already know that we can’t compete dollar for dollar, but if we can’t offset the compensation inequities by making government service more attractive for other reasons, how can we hope to maintain the best force in the world?  I ask myself who would join the military or take a job in civil service when they could work for Cisco (or numerous others), and the answer is mostly that it’s those who wouldn’t make the cut at Cisco (or numerous other companies) – a depressing thought.

The “one size fits one” approach to recruiting and retention that we heard about when we visited Netscape may be too big a leap for us, but I do believe that we can no longer afford a vanilla, one size fits all approach to recruiting and retention.  The same arguments and incentives just don’t work for everyone.  We need to develop varied packages tailored to the kind of positions we are trying to fill to ensure the right fit – for both sides – and the best foundation for a long relationship.

I’ve also been really captured by an idea that Harry Stonecipher, Boeing President and Chief Operating Officer, put to the group when we visited there in November 1998.  He suggested that there need to be mechanisms for establishing and maintaining a flow of talent between the corporate and public sectors.  I agree.  Even if we in DoD could acquire the technical talent we need, we do not have inherent processes or programs to maintain the technical currency of such people.  If you can’t maintain that technical edge, you rapidly lose the benefit of having the talent in-house.  Except in the narrowest areas that truly constitute core competencies, it would not be cost effective to develop programs that mirror ones that already exist in business and academia.  Even when core competencies are at issue, there may be opportunities in the private sector – either through educational institutions or exchange with or placement in a corporation – that can be tapped to re-sharpen those technical skills.

The Price of Success

Cisco is struggling to manage its logarithmic growth and maintain the agility that allowed a small, fluid organization to grow at such a rate.  Some Cisco managers, though far from all, will admit to a tension between what the company was – a small, owner-operated technology company with a great idea – and what the company is becoming – a leader in an industry that is helping to define an “Internet revolution.”  As an example, Cisco is already recognizing a need for more qualified and experienced management and leadership talent, a lesson that many organizations, particularly technology-oriented ones, have learned before.  Cisco has modified its recruiting criteria to match.  No longer does it suffice to promote a brilliant scientist or engineer into a management position.  Also, Cisco’s organizational structure is getting wider and deeper, making top executives increasingly distant from the front line.  I believe that John Chambers, CEO, is personally largely responsible for holding the Cisco culture steadily on course.  He’s a marvelous communicator and a visionary, and when he’s not meeting with customers or heads of state, he meets with groups of Cisco employees in a variety of forums.  He “shares the vision” in quarterly meetings, monthly “birthday breakfasts,” etc.  It will be interesting over time to see how Cisco fares, and how, inevitably, it will one day respond to the challenge of losing, even for a time, it’s position on top. It’s easy for a winner to attract top talent and shape the terms in relationships with business partners to its desires.  I will be watching to see if the roots will go deep enough to weather a real storm.

Understanding the Business Imperative

When I began my fellowship, I had at best a distorted appreciation for the drivers in business in general and in a publicly traded company in particular.  Having acquired the Cisco habit of looking first each morning at the current stock quote featured prominently on the intranet home page, and understanding a bit better what that represents, my appreciation is much improved.  

One thing I recognized but did not adequately appreciate was the focus on the bottom line.  I’ve learned to appreciate the importance of words that we don’t worry about in the public sector – stock price, market capitalization, revenue, sales, debt, depreciation.  In the end, every focus is on the opinion of the stock holder and of THE MARKET.  I value this insight, because I know how important it is to the people that I must do business with in the course of executing my public duties.  It seems essential to understand the motives of the people with whom we do business to arrive at win-win agreements that ensure success because they meet the needs of both.

In DoD, we’ve been criticized for not being able to plan effectively since the demise of the Soviet Union because we can’t articulate the threat(s).  I guess that, if I thought about it at all, I would have supposed the concept of a threat to be somewhat foreign in the corporate world.  Not so.  In fact, there is a real parallel between the militaries of the world and the corporations of the world.  The competition is keen.  Most corporations, like most militaries, can coexist, though perhaps warily.  However, some corporations, like some militaries, are locked in a “them or us” struggle where one must win to survive and the other must lose.

So, it seems that the ability to articulate the threat is every bit as necessary to keeping the focus sharp in corporate America.  I’ve found that the threat is identified, quantified, and every plan is a campaign plan that takes into account the impact or lack of impact on the competition (enemy?) and how a competitor might counter.  Every Cisco employee knows the competition by name, though the names have changed as Cisco has evolved.  It used to be 3Com or Bay Networks.  Now it’s Lucent Technologies or NorTel.

It’s been educational to see the flow of analyses by senior executives featured prominently on the intranet home page as a competitor reveals its moves – acquisition of a company, stock split, announcement of earnings (or losses), unveiling of a new product (or failure of an existing one).  The competitor is assessed against the strengths and weaknesses of Cisco.  These assessments serve to coach Cisco people about the competitor, the weight they should place on the new information, and even how to address questions from customers or other Cisco employees if the topic comes up.

One executive noted a certain sense of comfort as the stock prices slowed on their precipitous rise and the near future became a bit more cloudy in knowing that Cisco wasn’t at the top of the hill, because that is a dangerous place to be.  It seems it’s much easier to chart the course with a clear goal in sight, than when victory has been declared and the next threat is unknown.  I found it somewhat comforting to find a business parallel to the struggle that the DoD is engaged in to plan for our own future.

The Take-Aways

Some lessons are new, some just new examples of old truisms.  Some might apply across the DoD, some might better fit one segment of the Department, i.e., the military vs. the civilian, one functional application and not another, etc.  The Cisco example indicates that focus on these lessons will lead to a leaner, forward-looking, more agile organization.

You Can’t Build the Workforce of Tomorrow Using the Tools of Yesterday

We are in direct competition with Cisco and all of the other of this year’s sponsoring corporations for the pool of technical talent that is too small to satisfy demand.  Cisco can compete and win the top people in that pool.  We can’t attract enough qualified people with just acceptable credentials using the programs and reward systems that we presently have in place.  Our military systems, our civil service system, and our contracting strategies must change to tap the talent that we want and need.

We need to hire and retain the right people, but we also need a strategy for tapping the talent that we can’t afford (and probably don’t need on a routine basis).  The members of the Strategic Studies Group had an illuminating two-hour session with one of Cisco’s managers on the subject of information security.  The Cisco manager also found it stimulating and asked for recommendations on how to keep the dialogue alive.  It shouldn’t be an accident that leads to valuable dialogue (technical or management).  There should be a process to develop contacts and share them across the Department. 

A Networked Organization is a Vital Organism

There is a fundamentally different way of viewing the world in a networked organization.  It’s a subtle, insidious, and defining organizational shape-shift.  It was painful to begin with, because I was uncomfortable doing business in an environment where presence was virtual – over the phone, over the network, via pager, via a meeting bridge.  It didn’t seem possible to deliver quality customer service in such an environment.  Indeed, I instituted some processes to help smooth the fact that we weren’t all sitting in the same area with standard hours.  But when all was said and done, customer service did not suffer, and I came to recognize that the company actually enjoys longer hours from each employee, all of whom are less stressed from trying to balance work life and personal life.  In this organization, the network is as essential and inseparable as your circulatory system.  Information flows through the organization without boundaries of space or time.

DoD is no less dependent on its information exchanges, no less needful of cost savings and agile decision-making, no less global in distribution than Cisco, so therefore should benefit every bit as much as a corporation like Cisco in transitioning to a networked model.  Since DoD hasn’t grown from infancy in this environment, it will not be an easy transition.  It will require considerable top down pressure to effect a transformation into a networked DoD.  It is a transformation that should be aggressively pursued.

Own Your Core Competencies, Buy the Rest

I think we need to be very aggressive in identifying our real core competencies and then be absolutely religious in outsourcing or eliminating everything else. We should build our force to deliver top quality in our core competencies (I’ve suggested planning, team-building, leadership development, and training), and find expert commercial sources with whom we can partner to obtain other products and services of the quality we dictate.  Do to the unique mission, it’s certainly true that there are unusual limitations to our outsourcing options, but we are far from having exhausted our opportunities.  Certainly within the non-military components of the DoD, there is still a great deal of scope for aggressive outsourcing.

IT Standards Set You Free

We don’t exercise our financial muscle in influencing the commercial market, spend more than we need to on training and development, and fail to effectively transition from one technical generation to the next by not having standards for the hardware and software that we employ.  We need to develop standards across the services and agencies that facilitate interoperability and maximize our investments if we hope to maintain any degree of technical currency.

It’s OK to Throw Your Weight Around

Cisco says “If you want to do business with us, this is what you have to do,” and the companies seeking to do business listen and comply.  The DoD can’t exercise the degree of influence it is capable of because it does not speak with one voice.  If we could put all of the DoD’s votes (quantified in dollars) together, we have the financial weight to shape the COTS market to our needs.  We could demand economies in the market place and influence development of products to meet our specific needs if we could establish standards that support our needs and buy to fulfill those standards, and if we could insist that a company that delivered inferior products or services would not be called on again and make it stick.

Partners Aren’t In Business to Do You In

A key difference between Cisco and the DoD is who and how much we trust.  In the balance, typically Cisco is more trusting and DoD less trusting, whether it is in relationships with customers, in relationships with employees, or relationships with partners.  Partners are businesses and people with whom you do business.  In the DoD, our acquisition system has developed over time into an adversarial system.  From my earliest training and experience as a Contracting Officer’s Technical Representative, I was encouraged to doubt a contractor’s intentions, to double-check everything I was told, and to assume the worst in the absence of proof to the contrary.  Cisco’s trust is generally rewarded with integrity, indicating that it is possible to satisfy fiscal responsibility and still maintain flexible, responsive relationships with partners.  We need to examine our acquisition environment for opportunities to alter it to support a more win-win partnering environment.

Employees Are As Trustworthy and Capable As You Expect Them To Be

This is the corollary to the last lesson.  Cisco sets expectations, provides the necessary tools to do the job, empowers every employee to perform to his or her best, and rewards performance.  I didn’t encounter a single Cisco employee who didn’t pull his or her weight and more in almost a year.  This is aided by hiring only top notch people (or going without) and by weeding out the bottom 5-10% every year.  It’s also sustained by an organizational attitude that expects face time between a manager and every “direct report” at regular intervals (typically weekly) and demands timely course corrections when an employee isn’t meeting expectations.  Expectations are high, and performance typically meets or exceeds expectations.  I was impressed over and over again with the speed and quality of the work of a group of generally very young people.  I think we in DoD are good at expecting a lot, but we typically do a poor job of communicating expectations, of providing timely feedback, of making the necessary tools available, and of rewarding performance.  We spend foolishly if we don’t hold out for quality people, don’t get rid of dead weight quickly, and don’t empower the innate ingenuity in our people.  We need more flexibility in the options and speed with which we reward performance.  And, by the way, this doesn’t stimulate only better performance, but encourages retention as well, and ultimately becomes a recruiting plus.

Conclusion

This Fellowship has been a marvelous opportunity to sit on the other side of the fence for a few months.  The lessons I have learned may not seem original to others, but I certainly appreciate in new ways the corporate dimension in which more and more of the Department of Defense business is conducted.  We cannot base change solely on business rules, but I believe that we are inclined too often to use the unique military mission as an excuse not to consider changes based on a business model from which the Department and the Services could benefit.

It would be rewarding to observe the adoption of changes stimulated by my observations as a Fellow.  However, even if my take aways produce no organizational response, I believe that I will be a better public servant for my experience at Cisco Systems, Inc.  I may have the opportunity to implement changes based on my experiences with the limits of my own authority, and at the very least, I believe I will be a better customer, a better partner, and a better steward of the resources entrusted to me.  I appreciate how rare the opportunity I’ve enjoyed is, and wish that more officers could be afforded the same.
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Figure 4
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Company Purpose


Shape the future of global Internetworking by creating unprecedented opportunities and value for our customers, employees, investors, and partners.


Company Mission


Be the supplier of choice by leading all competitors in customer satisfaction, product leadership, market share, and profitability.
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