���


�





Secretary of Defense


Fellows Program




















FINAL REPORT


CITICORP/CITIBANK, N.A.


___________________________





















































by


LtCol William G. Barthold, USMC


June 1997





























Executive Summary





This report is an overview of the Secretary of Defense Fellowship conducted at Citicorp from August 1996 to May 1997.  During my research, I was exposed to numerous innovations in management and technology.  Some of these could be transferred to the military, and others were not applicable.  In some cases, when faced with a challenge similar to the military, Citicorp also struggled for a solution.  This report provides a synopsis of some basic sound corporate methods that are just as relevant to the military as they are to the business world. 





The corporate and the military leaders face similar challenges in planning, decision making, and operations.  They must command and control their resources, manage risk, exploit technology, and regulate operational costs in an uncertain environment.  Citicorp has approached these challenges in a proactive manner, adjusting its organization, processes, and technology to accommodate a flexible strategic plan in a non-linear financial environment.  The corporation has institutionalized changed, accepting uncertainty, adapting where necessary, and discarding what does not work.  


  


Citicorp employs integrated, top-down planning to guide the corporation towards the future, while focusing on near- and mid-term execution.  The primary planning tools include a corporate vision, a Balanced Scorecard, and the Windows on Risk program.  The corporate vision provides broad long-term planning guidance and direction.  The Balanced Scorecard sets specific near-term objectives and metrics.  The Windows on Risk manages uncertainty, facilitates planning, and allows timely decision making.  This form of planning requires an agile structure.  Traditional methods of hierarchical organization and control are augmented by a matrix of direction and coordination based on functions.





To succeed Citicorp realized that it needs an information technology infrastructure that is just as adaptive as its corporate planning and organization.  To be responsive to global operations, the infrastructure must be developed from a common architecture.  This network centric architecture must be completely integrated with business planning, decision making, and execution processes.  This requires a fusion of business and technology.  The resulting information technology enables interoperability among the businesses to provide a customer relationship, consolidation of resources to cut costs and ease management, and the seamless migrate from legacy systems to ensure efficient continuity of operations. 





To develop and maintain the infrastructure, Citicorp created a information technology plan.  This dynamic plan and corporate technology officers integrated business and technology processes.  These processes include human resources and training, vendors and procurement, systems engineering and interoperability, consolidation and migration, information security, and innovation and development 


   


The bottom line is that agility, adaptability, and flexibility should guide strategic planning, organization, and architecture.  Adaptability and risk management provide the means to stabilized an enterprise in an uncertain environment.  To succeed or even survived in the future an enterprise must compromise optimization for adaptability.  





An effective and efficient infrastructure is built from a well conceived architecture.  This architecture should be network centric, common throughout the enterprise, and directed from the top.  Individual organizations in the enterprise can to tailor essential applications, but not at the cost of interoperability.  Except to ensure survivability, resources should be consolidated for cost effectiveness.  Deviations from the architecture should be minimized.  The architecture must be adaptable enough to provide a infrastructure that allows constant change and migration without interrupting operations.  The best way to ensure that architecture is cost-effective and efficient is to direct the process from the top.  If necessary by fiscal control.  





Finally, the maximum value will be derived from technology only when it is completely integrated with operations.  This means the fusion of technology with operational processes in both planning and execution.  Technology is not just a supporting effort, it is integral to the enterprise.  It enables the exploitation of the ultimate asset, information.  





Fellowship 





This report is an overview of Secretary of Defense Fellowship conducted at Citicorp/Citibank in New York, New York from August 1996 to May 1997.





The purpose and scope of the Secretary of Defense Fellowship Program is outlined in Department of Defense Directive 1322.23 (enclosure 1).  This is the second year of the program.





While assigned to Citicorp, I worked in the Corporate Technology Office, Information Security Office, and Operations.  I conducted additional interviews with other members of the corporate staff. 





Content





This paper will review selected Citicorp processes for strategic planning, risk management, organization, and information technology.  I have narrowed down my comments to those that have relevance to the military.  Each subject area will provide an overview of corporate methodology and its potential military application.  The military applications are broad, with no attempt at detail.  The intent is to provide points for consideration and additional study.  





Citicorp Support to the Secretary of Defense Fellowship Program 





Citicorp has been a gracious host and provided an excellent work environment.  Despite their busy schedules, corporate personnel went out of their way to accommodate my research.  I was truly impressed by their expertise and professionalism.  Their cooperation, candor, and insights were appreciated.  





General





Citicorp is in many ways very similar to a Department of Defense organization.  It is a large, complex enterprise with diverse missions.  The corporate and the military leaders face similar challenges in planning, decision making, and operations.  Both the banker and the warfighter must command and control their resources and manage risk in an uncertain environment.  Both parties are striving to exploit information technology while effectively and efficiently managing operational costs.  





Citicorp has approached these challenges in a proactive manner, adjusting its organization, processes, and technology to accommodate its strategic plan and the global financial environment.  Realizing that in the financial world few things remain constant, the corporation is willing to remain flexible, adapting where necessary, and discarding what does not work.  


  


Citicorp must survive in a business environment which is non-linear.  This non-linearity is produced by rapid changes in economics, politics, demographics, competition, and technology.  These changes increase uncertainty and limit the effectiveness of long-term strategic planning.  This has led to new methods of doing business.    





Citicorp, as with many industries today, is striving for globalization.  The corporation views the world as its market place.  Globalization includes the enterprise, their customers, governments, and technical infrastructure.  





Citicorp has centered its business strategy on the customer.  Building a lasting, full service  relationship with the customer is more important than a quick sale.  This relationship includes offering some services 24 hours a day, 7 days a week.





To ensure stability and hedge against uncertainty, Citicorp is balancing its businesses and investments.  This involves balancing its efforts between consumer and corporate banking, and between developed and emerging markets. 





Citicorp views quality as a means to cuts costs and increase revenues.  By ensuring the quality products and services customers will be drawn and retained.  In addition, quality processes will cut overall operational costs by limiting the need to correct errors.





Citicorp





Citicorp is a global financial service organization with facilities at over 3,200 sites in 98 countries.  The corporation with its subsidiaries, principally Citibank, has over 90,000 employees and services over 50 million customers.  





Citicorp is currently in a transitional phase.  Recovering from financial troubles in the early 90’s, the corporation is preparing for the future.  To do this Citicorp continues to reorganize, re-engineer business processes, and invest in technology and personnel to meet changing corporate objectives and succeed in a chaotic market.  





Citicorp remains a leader in the banking industry.  Earnings and stock prices have significantly increased over the past five years, and indications are that the trend will continue.  Citicorp has over $250 billion in assets and had a net income of $3.8 billion in 1996.





Citicorp provides a full range of financial services.  The  consumer and corporate banking franchises are divided into five primary businesses.    





Citicorp consumer banking franchise includes Citibanking, Private Banking, and Bank Cards.  Citibanking provides general banking services to the public at branches worldwide.  Private Banking Group provides specially tailored services to high net worth customers.  Bank Cards enables Citicorp to be the largest credit card issuer in the world.  





Citicorp corporate banking includes wholesale banking services such as cash management, trade finance, and foreign exchange to local, regional, and multinational corporate customers, financial institutions, and governments.  The bank has divided its corporate customers into two businesses based on their origin and level of development.  The Global Relationship Bank provides specialized financial services to a proven group of developed, multinational corporations and organizations.  Emerging Markets provides separate banking services to newly developing corporate customers originating from areas such as Eastern Europe, Asia, Africa, and the Middle East.     





Strategic Planning        





Strategic planning at Citicorp is initiated by establishing a corporate vision and objectives.  Each business reviews the vision and objectives, and in turn creates a more detailed strategic business plan.  Additional refinements to the plan and objectives are provided at each subsequent echelon and by the corporate staff sections.  In addition to the strategic plan, each business and corporate staff section establishes a six quarter rolling financial forecast.  This forecast, along with an annual financial plan, is coordinated by the corporate chief financial officer.  





While the corporate vision is long-term, both the business strategic plan and the financial plan are relatively short-term.  This allows execution to be flexible and gives management the ability to quickly react to and hedge against uncertainty.  When and by whom plans and objectives are reviewed varies, since each type of plan warrants unique attention.   





While each business is autonomous, they must ensure that their individual visions, plans, and objectives are nested within the corporate strategy.  The corporate planning office ensures that business plans are coordinated and mutually supporting.  Quarterly reviews are normally grouped by consumer and corporate banking franchises.         





To enable planning and execution the corporation employs three primary management tools.  Corporate direction is provided through a vision.  Objectives are established and reviewed through the  “Balance Scorecard” program, and risk is managed through “Windows on Risk”.  These are discussed in detail later. 





Scenarios and models are used in planning at different levels.  The corporate planners use enterprise level scenarios to determine possible courses of action due to change in macro-economic trends.  Individual businesses use models tailored to a specific product or market.  The models and scenarios are developed both internally and by external organizations.  The external organizations may include academia, research centers, consultants, and other supporting financial institutions.





Citicorp’s planning methods are very similar to the military.  The corporation employs top down, centralized planning through a vision.  The autonomous businesses build plans that are nested into the corporate plan, the same way components’ plan are nested into a joint headquarters’ plan.  Both the corporate and military high level plans are broad in nature, primarily describing the desired endstate, not the method of execution.  





The difference is the relationship of the businesses to the corporation as compared to the components to a joint headquarters.  Their relative autonomy tends to minimized integrated planning among the businesses.  The military could not afford this lack of coordination.  Interestingly enough, Citicorp is striving to better orchestrate the planning between the businesses as part of their effort to present a broader corporate relationship with their customers.  





Another difference is the corporation’s use of adaptable short-term vice long-term planning.  The military planning and programming system is a long-term process.  In an uncertain environment this may lead to being locked into decisions that are irrelevant by the time they are executed.  A shortened the planning cycle allows for added flexibility. 


 


Corporate Vision





The Citicorp vision is conveyed to its businesses, employees, stockholders, and customers through policy, meetings, advertisements, and reports.  It is the corporate intent of the CEO and the board of directors.  The vision is the theme that guides strategic planning at the corporate and business levels.  





The global financial environment is a key element in creating this vision.  This environment includes elements of economics, politics, demographics, competition, and technology.  The vision provides direction to exploit future opportunities and prevent repeating past mistakes. 





The Citicorp vision is that:





	-  Citicorp is a unique, global bank, and the Citibank brand name will be established worldwide.  


	-  Citicorp will build a sustained relationship with its customers.


	-  Citicorp is intent on remaining financially strong, balanced, stable, and consistent in strategy and risk management.


	-  Citicorp will recruit, develop, and retain talented personnel.


	-  Citicorp’s endstate is to achieve superior return on shareholder’s equity.          





Citicorp’s use of a vision to guide strategic planning mirrors the military planning methodology.  The corporate vision establishes and orchestrates broad objectives and an end state, leaving the manner of execution up to the businesses.    





Balanced Scorecard





Citicorp sets objectives and measures corporate and business effectiveness through the “Balance Scorecard”.   The scorecard measures each business by five dimensions:





-  Financial Performance		-  Customer/Franchise Performance	


-  Strategic Cost Management		-  Risk Management


-  People Management





Each dimension is divided into specific objectives for each of the five businesses.  Detailed objectives are developed by the individual businesses based on the broad objectives outline by the corporation.  These objectives are more than just metrics.  They are the basis for business planning.    





The Balance Scorecard is closely reviewed through a series of meetings and reports.





-  Financial Performance - monthly


	-  Customer/Franchise Performance - semi-annual


 	-  Strategic Cost Management - semi-annual


	-  Risk Management -  quarterly


	-  People Management - semi-annual





While no one dimension is supposed to be more important then any other, shareholder’s equity appears to be the ultimate measure of effectiveness.   An argument can be made that by balancing all the objectives on the scorecard, long term corporate growth and profitability are ensured.    





Citicorp’s use of the “Balance Scorecard” as a planning and evaluation tool is much more rigid than anything the military employs.  A reason for this is that most of the objectives are easily quantifiable.  In some cases the military may be able to apply similar measures of effectiveness, but we must be wary that we do not fall into the “body count” mentality.  The banking world is much more cut and dry in its definitions of effectiveness than the military.





Windows on Risk





Citicorp plans and operates in uncertainty by managing risk.  The keys to risk and crisis management are to understand as much as you can about the environment and to be proactive in decision making.  To facilitate decision making, the enterprise and businesses set risk parameters for normal operations.  Anytime an event falls outside these parameters the situation is reevaluated.  





The risk management process includes scenario development.  To assist in setting risk parameters, actions are modeled against various scenarios.  The outcome of these scenarios provide feedback to develop capabilities.  





The corporate risk management program is oriented towards rapid reaction to potential risks, training in risk management, crisis management capability, risk reduction, and formal management of risk assessment processes.  The Citicorp risk management program is called “Windows on Risk”.  The program currently looks at sixteen corporate concerns:





	-  Country Risk		-  Risk Rating			-  Industry  				-  Distribution/Underwriting	-  Equity/Sub-debt		-  Product Concentrations


	-  Limits			-  Counter-party		-  Price Risk


	-  Liquidity Risk		-  Global Real Estate		-  External Dependency


	-  Control (Audit) Risk	-  Technology			-  Legal


	-  Business Risk Review





The risk management program provides a methodical, detailed process to plan, anticipate, and respond to positive and negative events.  By examining the risk areas, decision points or early warning tripwires can be established.  Various courses of action can be developed to hedge against risk in a timely manner, thereby maintaining stability and consistency.  In addition to providing protection against failure, the program provides a means to exploit opportunities. 





Risk management is dependent on sound business processes and employee expertise.  The business processes include establishing corporate guidelines and objectives, data collection, allocation planning, approval methods, documentation, regular review, and structured oversight.  The administration of the program is not manpower intensive, if outside sources of expertise are used to provide input.  Sources of external expertise can include personnel from academia, government, consultants, industry, and research centers.   





A goal of business is to minimize risk while maximizing return on investment.  Risk may be determined against various business and market scenarios.  Usually at least one most likely scenario and one dangerous scenario are employed against a given situation.  Interrelationships of the consequences are determined and managing limits are assigned.  Corporate and business leaders determine the tradeoff between risk and return, and outline business and market strategies.  The type of scenarios and models used are dependent on the situation and may be developed internally or sourced externally.  Confidence in the results of the scenarios and models can be directly attributed to the quality and quantity of input data.  





Risk management is employed at all levels - product, business, and corporate.  Individual businesses have their own risk managers, and an executive vice president acts as the corporate risk manager.  Once per quarter the chairman and executive vice presidents are given a windows on risk presentation.  This provides the basis for defining general policy and assigning specific actions.    





Gather risk data is relatively easy once a structure is put in place.  The real challenge is filter and analyzing the data, then presenting the risk in a concise, effective manner so the leaders can make informed decisions.   


  


One part of the Windows on Risk program is the Business Risk Review.  This program focuses on individual businesses, reviewing their procedures and portfolios.  These reviews are conducted by guest reviewers from inside Citicorp, but outside the evaluated business.  This is an excellent risk management and training tool.  The guest reviewers provide educated outside opinions unbiased by day to day affiliation with the reviewed business.  This process provides a cross-pollination of ideas and processes, broadens the reviewer’s experience, and improves intra-corporation communications.  





The Windows on Risk methodology could be directly apply to senior military decision makers on the strategic level.  By tailoring the areas of risk, high level leaders could have a method of regular review of major programs and service activities.  The military already uses a variation of the Windows on Risk program at the operational level.  Commander’s preparation of the battlespace has templates and matrices that outline areas of interest, decision points, and actions.  





Operational level planning and execution could gain benefit from a program similar to the Business Risk Review.  A campaign plan developed by one staff could be reviewed by a similar but unaffiliated staff.  The insight, shared ideas, and communications would benefit both parties.  





Organization





The organization of banking institutions have changed due to the nature of the market, competition, and technology.  The diversity of the financial market dictates that a bank be able to provide a wide variety of services to different customers.  To provide these services, Citicorp is currently organized into five businesses and a corporate headquarters.   





To ensure the bank maintains a common direction and meets corporate objectives the businesses must be centrally guided.  This allows for the maximization of resources and mutual support.  The dynamic nature of the financial market, globalization, and increased competition requires that a corporation be able to respond quickly to problems and opportunities.  Centralize direction allows this agility.  Centralize risk management protects the corporation from inordinate risk and market volatility.  





Citicorp is centrally controlled by a headquarters for corporate planning, but the individual businesses (Global Relationship Bank, Global Citibanking, Emerging Markets, Bank Cards, and Private Bank) are allowed autonomy in operations (figure 1).   





Citicorp enables both flexibility and control through a matrixed organization.  Each of the five businesses receive guidance from corporate headquarters through a matrix of direction and coordination.  The matrix is organized by business, product, functions, and geography, and will vary from business to business.  





The matrixed organization provides the businesses with the autonomy necessary to pursue their individual market shares and profits.  This has led to some interesting management challenges.  Often optimizing processes and technology for a specific business detracts from the optimization of corporate-wide operations.  Additionally, boundaries between the businesses are often not discreet.  More and more businesses have to be able to work with each other to maximize the service relationship with the customers.  





As part of the matrix within the corporate headquarters there are offices that coordinate common functions such as operations and technology, financial control, human resources, risk management, external affairs, audit, and legal affairs.  Some of these offices coordinate directly with their counterparts in the businesses.  The corporate and business staffs are expected to demonstrate initiative to resolve conflicts between functional and business requirements.  Within the matrix it is not uncommon for a key individual to report to two or three different bosses depending on the activity.





Citicorp is an agile organization.  The flexibility to restructure quickly allows the corporation to regularly change its business processes in response to the uncertain financial environment. To accommodate this the corporation has established the mindset of institutionalized change.





As a matter of practice Citicorp reorganizes on a regular basis.  This is not change for the sake of change, but a belief that continuous change will lead to continuous improvement.  Change will be a catalyst for innovation.  By shifting responsibilities and hiring new personnel the leadership reevaluates businesses and functions.  With each change, there is a fresh look at corporate policy and organization, and a review of what is effective, redundant, missing, and pertinent.  Leaders entrenched in old non-productive ways are coerced, by-passed, or eliminated.  New progressive leaders that have demonstrated innovation in their field, are hired or move to positions of responsibility.   





Within the organization the corporation realizes the importance of roles.  Putting the right person in the right job.  This requires a new type of leader.  One that is more hands-on and less autocratic.  This new form of leadership also leads to the de-layering of management, and the formation of self- organizing, goal directed teams for specific projects.





The friction of change eliminates the status quo in an organization, but not without a cost.  The cost is confusion.  Individuals outside the inner circle often are not privy to the rationale behind changes or the overall reorganization plan.  Many times the reorganization plan is not finalized until the initial steps of the reorganization have been evaluated or a new manager has incorporated his personal management style into the structure.  This can lead to some apprehension.





This apprehension can be quelled by publishing a reorganization plan and establishing effective, honest communications.  The more the individuals know, the less the perception of office intrigue.  An other means to keep employees cooperative is to transform their mindset or hire individuals that are not overly bothered by change.  Lastly, one of the more tangible means calming an employee is security and salary.  It is important to let people know that as long as they are productive member of the corporation, they will be retained and well compensated.





The agile organization offers some interesting possibilities for the military.  The military is locked into structured organizations.  The products of the manpower system are Tables of Organization that require constant review and are rarely adhered to.  By the time a structure is formalized it is usually out of date.  Organizations end up scraping together adhoc units to accomplish the missions at hand.  





Today changing a Table of Organization is a major bureaucratic effort.  The future will require more adaptability.  Ceilings can be placed on the services, but leaders need more latitude on how quickly they can reorganize.  An organization needs to remain agile, structured only to the level needed to facilitate recruitment, retention, and training.    





Matrixed organizations in the military will encourage integrated planning by increasing functional coordination between units.  A careful balance would have to be struck between the chain of command and functional efficiency, but the possibilities for more effective coordination are there.  An example would be the direct coordination of C4 efforts among OSD, JCS, and the services.  OSD/JCS would not just be a coordinating authority, but would be a decision maker on related issues.  To accomplish this they will need specific fiscal control.         





Information Technology      





Information is the core of the financial industry.  Technology enables businessmen to exploit this information.  For this to work, business processes must drive information technology development.  Therefore, to succeed there must be a fusion of business and technology planning and execution.  





The financial environment is constantly changing, and the rate of change is increasing.  Changes in competitors, technology, demographics, politics, and economics are forcing changes in the nature of  the industry.  The major financial institutions are investing significant resources into technology, knowing that the organization that gets the right solution first, will cut costs and gain a significant advantage on future market shares.  





Citicorp and its competitors are reshaping the banking industry.  Banking products are continually being adapted to service the increasing demands of the consumers.  Banks are moving the industry away from the bricks and mortar of traditional banking into global cyberspace.  They see the elimination of conventional money as a way to expand the market and significantly cut costs.  





The financial industry is establishing new business paradigms.  The banks are beginning to focus on the building a relationship with the individual customer.  The quality of products and services are improving.  Business processes are being redesigned to cut costs.  Cycle times are being reduced, and “just in time” processes are being introduced.  Cooperation among the business and the vendors is allowing networking and virtual organizations.  





In addition, mergers and acquisitions are consolidating the resources of competitors, making them larger, more effective, and more of a threat.  New and non-traditional competitors are entering banking due to the greater emergence of technology based products and services.  Information systems industries, such as Microsoft, are getting between the banks and their customers.  Through this disintermediation, technology corporations are taking customers away from the banks, collecting fees for related technology services, and getting a toehold in the future financial market by guiding technology standards.





Technology development is affecting banking.  Improvements in fiber optics, semiconductor memory, and networks are moving systems away from mainframes towards client-server architectures, and distributed and cooperative processing networks.  In the future, network centric computing will focus technology on the user.





These  rapid changes in the financial industry and technology require that banks’ support systems be flexible.  The technology needs to be scaleable to the needs of the organization.  It must be responsive in that the system can be quickly adapted.  The technology must be reusable and reconfigurable to minimize cost.  Finally, the technology should allow the integration of systems.  Technical success will be defined as a low cost, reliable, secure, flexible, and responsive infrastructure.





Administering these future systems will be a challenge.  Standards will need to be developed for more complex architectures.  New software development processes will be required.  Integrating systems and transitioning from legacy to new systems will demand careful management.  Personnel will need to be retrained





With close to $2 billion invested annually in technology, Citicorp realizes that while investment is critical, unguided investment is a liability. The challenge is knowing that the technology that you are investing in is the right solution, and will not quickly become obsolete with the next major innovation.  To accomplish this the corporation has developed an information technology plan.    





The technology revolution affects the military the same way it affects industry.  Information is critical to warfighting.  The side that can most effectively exploit information technology will have a definite advantage over its opponent.  The rapid changes in information technology will require an adaptable technology plan and cost effective investment.    


   


Citicorp’s Information Technology Plan





Citicorp has a long history of technical innovations in banking.  This includes installing their first computer in 1956, initiating commercially successful ATM service in 1977, introducing personal computer direct access in 1985, and installing touch-screen automated tellers in 1987.  Even with this impressive record, Citicorp realizes that the competitive nature of the financial industry does not let any enterprise rest on its past technology laurels for long.  





Citicorp’s objective is to use technology as a competitive tool.  To do this, the corporation has developed a flexible technology plan.  In the plan, technology is designed for adaptability and stability, even if this means sacrificing optimization.  For the technology that is optimized for today’s operations will quickly be out of date for tomorrow. 





In developing a technology plan, Citicorp established three major technological challenges for Citicorp:  





	-  The ability of technology to work in partnership with business to respond to dynamic market opportunities.





	-  The ability to navigate successfully forward through the unprecedented changes and inevitable complexities that are building in the turbulent technology market.





	-  The ability to migrate effectively to the future schema from the corporation’s existing installed base applications, technology, and business process.





The first step in the development of information technology is the need for the technologists to work with the businessmen to ensure that technology is completely integrated into business planning.  The fusion of technology and business.  This requires the education of the business manager as to the value and capabilities of new technology.  They must realize that information technology is not just a utility, it is essential to the business.  Likewise, it is just as important to educate the technologists so they understand the business requirements and objectives.   





Second is to effectively and efficiently transform business requirements into software development, hardware procurement, and support structure.  This includes leveraging innovation and developing plans for changes in processes, organization, personnel, training, standards, and policy.  This will form the information technology architecture.   





Third is to effectively and efficiently transition from legacy systems and processes to the future.  The transition needs to be a seamless as possible, minimizing costs, disruptions, negative effects on business operations, and customer inconvenience, realizing that change and improvement will be continuous.     


		


The Department of Defense needs an overarching information technology plan, that directs the efforts of all the services and agencies.  The effective development and efficient execution of this plan requires the fused effort of educated operators and technologists.  The plan should develop an architecture that supports operational processes, considering all the related factors, not just the acquisition of hardware and software.  To ensure stability in an uncertain environment, this architecture should allow for continuous, seamless adaptation and efficient consolidation, even at the cost of optimization.    





Networks - Citicorp Global Technology Infrastructure





The Citicorp Global Technology Infrastructure (CGTI) handles the essence of the financial industry, information.  This infrastructure includes local and wide area data networks, data centers, tailored business applications, messaging, video, and voice communications.  As the name implies the network is worldwide.  It functions 24 hours a day, 7 days a week, and interfaces with a multitude external systems.      





A necessary pre-condition for operating a global enterprise is the ability to share and use information about markets, customers, products, services, and employees.  Elements of the technology infrastructure are designed to serve the entire corporation and others to service a single business.  Since building a relationship with the customer is a part of the Citicorp vision, their infrastructure must provide sufficient interoperability to efficiently convey pertinent, real-time information among the businesses.  It must also be able to move the information in a secure manner from the corporate service providers to the customers and users. 





For the infrastructure to be effective, it must support efficient information management.  This management includes the ability to manipulate data.  Data is of no value unless you can collect, analyze, mine, store, fuse, disseminate, and network it in a timely manner as information, intelligence, and knowledge.    





An effective infrastructure does not come cheap.  Information technology constitutes a significant cost to corporate operations.  Efforts are in progress to cut these costs through consolidation and more effective management.  These same efforts will also reduce system complexity and increase reliability.





At the heart of the CGTI is the Global Router Network (GRN).  The GRN is a four-tier world-wide system.  An inter-regional backbone connects four regional backbones.  These connect area feeder networks and their associated local area networks.  Citicorp is in the process of consolidating its information technology assets and migrating its networks to the GRN.   This will improve interoperability, reduce costs, and ease systems management.  





The technology infrastructure characteristics of interoperability, flexibility, responsiveness, reliability, and security are just as pertinent to the military as they are to Citicorp.  The prudent application of consolidation, centralized management, and decentralized application could provided these characteristics.  The first set in developing or improving an infrastructure starts with the understanding of technology and business processes.





Information Technology Processes





Information technology processes enable business processes.  The information technology processes integrate business models and business processes with technology architecture and implementation processes.  Through integration and feedback, the fusion of technology and business allows a dynamic infrastructure by facilitating a framework for change and continuous improvement. 





The effective planning for and employment of information technology means more than just capital investment.  Throwing money at the problem is not the complete answer.  New technology is always valuable, but understanding your business processes and developing an architecture has to proceed acquisition.  Information technology should make your existing business processes more efficient by


cutting costs, improving services and productivity, and/or increasing sales.  





In the end, the information infrastructure has to aligned the external world.  As the world changes the infrastructure must evolve taking into consideration the human factor.  While changes in information technology may be viewed as revolutionary, changes in people are evolutionary.  Customer and employee acceptance affects the application of technology.  The user has to be comfortable with the new “touch points” or interfaces with the system.  People have to be convinced that they will benefit from the technology.  The industry has understand user requirements, mold behavior, provide assistance in transition, and shape technology accordingly.  





Technology Scan





As part of its information technology processes, Citicorp conducts technology scans.  The objectives of the scans are to look at current technology capabilities and the competitive environment, identify existing and potential gaps that threaten successful execution of established business strategies, and recommend actions to improve the corporate technology position.





For any given business strategy, there are a number of technical tools and capabilities needed to carry out that strategy.  This approach translates business strategies into core operational objectives.  The core operational objectives are mapped to critical technologies required for execution.  Corporate technical capabilities are evaluated at critical process points.  Market changes, technology awareness, and competitive advantages are considered.  A decision is then make to build or outsource the technologies and processes.  The findings and recommendations provide the feedback to revise the strategy.





The following are critical technologies:





	-  Security					-  Advanced Technologies


	-  Analytics					-  Networking


	-  Transaction Processing			-  Data Storage


	-  User Interfaces/Interactions			-  Operating Environment


	-  Architecture/Standards			-  Imaging and Workflow





The following are core technical processes: 





	-  Technology and Competitive Scan		-  Planning and Control


	-  Research and Prototyping			-  Training and Simulation


	-  Application Development			-  Coordination Across Businesses


	-  Operations and Processing Execution





The critical technologies are evaluated in a matrix against the core technical processes.  The results show corporate technology strengths, deficiencies, and trends.  From this, deficiencies are prioritized, and solutions are recommended.  





The solutions can be obtained through in-house resources or outsourcing.  Citicorp has a bias towards outsourcing, but the corporation realizes that some technologies and processes are important to retain in-house.  The primary criteria for not outsourcing is the creation of a business vulnerability or dependency.  Others include cost, quality control, scheduling, and customer satisfaction. 





The Citicorp information technology processes and technology scans offer a systematic approach to developing information technology.  While some modifications will be necessary, the basic processes could be applied to the military.  





Business Model





The business model is a common understanding of external environmental assumptions and fundamental components upon which the business is based.  It includes business processes and interrelationships.  The business model is used to assess current technology effectiveness and provide the basis for future architecture and implementation.  The model consists of products, services, customers, delivery, and operations.  Citicorp realizes that the primary cost for operations is manual processing.  The goal is for information technology to reduce these costs.  





Business Process 





The business process defines repeatable functions that deliver value to the customer.  It provides a linkage between the business and technology and describes functions from end-to-end and across the organization.  It does this by aligning people with the business process, process improvement, and process management.      





Information Technology Architecture Process





The information technology architecture defines the framework for technology development, management, and initiatives (figure 2).  This framework provides a plan for working together and a method for handling the complexity of the systems and processes.  Technology architecture consists of applications, infrastructure, and operations management.  Applications provide capabilities to the businesses.  The infrastructure supports the applications.    





Architectures are an ongoing, iterative dialog between business personnel and technologists.  They include applications, standards, networks, information, management, and financial structure.  Citicorp mandates an architecture for technology and businesses, and a peer review prior to implementation.  The goal is to eliminate past incompatibility and redundancy.  





An architecture is the master building plan and provides the vehicle for both stability and change.  It should be a framework for adaptation vice optimization.  The architecture should be broad and flexible enough to accommodate future requirements.  For maximum effectiveness and continuity of operations the architecture should accommodate changes to the infrastructure in small increments that provide immediate value.    





Developing an adaptive architecture is just as important for the military as it is for business.  The architecture should provide a common, flexible building plan.  This building plan will integrate user applications supported by a common infrastructure.  It will be the blueprint for a system of systems.  





The first step in developing the architecture is understanding the user’s requirements.  The requirements are derived from operator processes.  It is key to remember that the operators themselves may not know all their future requirements, therefore it is even more important to integrate enough flexibility in the architecture that it can be seamlessly adapted.





Technology Implementation Processes





The technology implementation processes apply the information technology architecture.  They do this within the constraints of the resources available.  The process is a compromise between the ideal  and the reality of what you can afford.  The goal is a corporate-wide, cost-effective system without jeopardizing the fundamental integrity of the architecture.  Citicorp focuses on five core technology implementation processes.  These processes are a set of repeatable activities, that are continually assessed and improved upon.





	-  Software Initiatives


-  Human Resources Initiatives


-  Multi-Vendor Integration and Technological Standards


-  Systems Engineering and Interoperability    	


-  Consolidation and Migration





Corporate Technology Office Oversight





To manage and coordinate the technology implementation processes, Citicorp has appointed a Senior Technology Officer.  To support the STO there is a small, flat staff forming a Corporate Technology Office.  This office facilitates, supports, and oversees the corporate technology efforts.  This includes:


	


-  Establishing corporate technology policy.





-  Approval of technology related components of annual operating plans and budgets


including funding for staffs, hardware, software, maintenance, and training.





-  Approval of all technology expenditure proposals over a set amount, including a


review of architecture compliance, appropriate vendor/product selection, and conformance to standards.





-  Monitoring major technological projects, including reviews at major milestones.





-  Monitoring key technological personnel, including compensation and promotion. 





	-  Coordinating major technical migration and consolidation efforts.





-  Investigating, supporting, and coordinating technological innovation, concepts and research.





-  Coordinating regulatory interface with government agencies on technical issues.





The purpose of the corporate technology office is to ensure business objectives are translated into technology plans, that technology plans and software projects are in accordance with appropriate development processes and contribute to corporate growth and efficient operations, and that the technological reengineering of the businesses is based on customer and business needs.





The military performs these same technology management functions through staff offices in the services, CinCs, JCS, and OSD.  The degree of coordination and cooperation between these offices directly relates to the effectiveness of the overall defense technology effort.  The corporate world benefits from a more direct top-down control of technology development and operations.  


  


Software





Citicorp views software as an asset that requires careful management.  This management includes inventory control, quality assurance, and cost-efficiency in development and procurement processes.  In an attempt to improve the software development process, the corporation is employing the Capability Maturity Model sponsored by the Software Engineering Institute at Carnegie Mellon University.


	


Software Engineering Institute - Capability Maturity Model (SEI-CMM)





The quality of the software is highly influenced by the process used to develop and maintain it.  Citicorp has adopted a systematic assessment for software development.  By implementing the progressive levels of the SEI-CMM, software development should become more efficient.  The goal is to reduce the defects per lines of code, thereby decreasing both risk and cost.





SEI-CMM establishes five levels of development proficiency.  Through self assessment advanced levels of proficiency are obtained and the process is improved.  This assessment requires developers to continually plan, execute, review, and modify their processes.    





While the goal of the program is better, cheaper, and faster software development, it does not come without an initial cost in manpower, training, and time.  Though if the program works, the costs should be recouped in the long run, primarily from savings from less software rework.





As with any process, management must provide support for it to work.  Management must resource, supervise, and champion the program, rewarding improvement and penalizing inactivity.  Individuals need to know that if their software development processes do not improve, a more cost effective method will be found, potentially outsourcing. 





A key factor to the process is a realistic and credible software development project plan.  Developers can not pad the program schedules, and managers can not demand unrealistic milestones.  Resources need to be provided for quality work.  A qualified project manager must own and lead the process.  This person does not have to be the best programmer, but must be able to lead people and manage resources and time.  An excellent reference for software development is the Mythical Man-Month by Frederick P. Brooks. 


  


The military has a constant requirement for software and will continue to need systematic methods to evaluate its development.  This does not mean that the military should be in the software development business.  Due to overhead costs, primarily in manpower, most software development should probably be outsourced.  As part of the procurement process the military should review the developer’s assessment model.  By understanding efficient software development, the military can ensure cost-effective support and product reliability.  





Human Resources





At Citicorp, people are a highly valued asset.  The competition for talented personnel is keen, and the corporation invests effort and funds appropriately.  Conscientious human resource management is evident at all levels of corporate planning.  Citicorp human resource objectives include getting the right person in the right job, maintaining the depth of staff expertise, employing an objective personnel evaluation system, and basing compensation on performance.  





The corporation realizes the impact of intellectual capital in maintaining the edge on technology.  This requires a constant review of personnel in an attempt to maintain a quality technical talent pool.  The identification and retention of technical personnel is given a high priority.  This is especially critical since the demand for these people by both financial and non-financial institutions is much higher than the supply. 





Management strives to identify, place, track, reward, and retain the best technical managers and individual performers.  Through a talent inventory review program, Citicorp evaluates individuals in their contribution to overall corporate results, customer effectiveness, executive skills, leadership, professionalism, relationships, social responsibility, and proficiency.  An individual’s skills, experience, capabilities, and personal desires are matched to a job.  This inventory provides a better understanding of the corporate long-term human resource assets, identifies internal talent, and external requirements.  The talent inventory review program requires senior management support, corporate-wide standards, and a commitment to personnel development for it to work. 





Career tracking and lateral movement within the corporation is used to broaden an individual’s experience.  The positive effect of this is that employees rotate between staff and operational assignments and get a more comprehensive exposure to bank operations.  A potential negative effect of regular lateral movement is the disruption of operations.  Therefore, it is important to maintain a balance.





To keep new technical skills and knowledge coming into the corporation Citicorp has a 1:4 hiring ratio for new job openings.  Every fourth job opening is filled by experienced personnel from outside the corporation or a recent university graduate.  The recent graduates are especially valuable in that they provide a portion of the workforce educated in the latest technology.  





Citicorp strives to maintain a positive staff environment.  The goal is to treat people with dignity and give them the opportunity to develop a strong personal identity.  A constant challenge in times of “right sizing” is to prevent workloads from becoming overwhelming.  Individuals may be given to much to do, standards set to high, and milestones may be unreasonable.  The results can be questionable products and burnt out employees.  The day to day grind may leave limited time for individual initiative or innovation.  





Compensation is the key factor for successful recruitment and retention of technical personnel.  In this area, the military will be hard pressed to compete with the civilian sector.  While the military lifestyle and adventure may attract many quality individuals, the average military technician rarely gets to experience the excitement of being a warfighter.  As a necessity the military must minimize the need for active duty technicians by outsourcing and employing civilian personnel as much as possible.  The career path for the cadre of essential military technical personnel must be commensurate or at least compensated at the same level as their operational counterparts to ensure some job satisfaction.





Training





Maintaining a corporate training program to ensure that technical and managerial personnel keep pace with emerging technology is an ongoing challenge.  The majority of the employee’s time is divided between current operations and development.  This leaves little time for training.  





Training is made even more challenging since information technology is a broad area, and almost every facet of it is in a constant state of change.  Today the half-life of technical knowledge is about three years.  If a person has not been retrained during that period, he is out of date with current technology. 





As stated before Citicorp does mitigate some this problem by regularly hiring recently trained university graduates, academia, and research personnel.  To maintain the rest of its workforce, the corporation sets aside 5% of the personnel budget for training.  





Each business develops a training plan for their personnel.  Managers identify the skills, knowledge, and capabilities needed.  Only those who will employ the skill are trained.  Managers identify the learning vehicles, and schedule these programs “just in time” for staff training.  This way the skills and knowledge are employed more efficiently by spread loading education so the right people are learning the right skills at the right time.  





The training is provided through both in-house and external programs.  The in-house resources include seminars and computer based distributed education systems.  The external training is provided by traditional institutions.  





In addition to training directly related to the business, the corporation sponsors ten days per year per individual for personal growth and self-interest type technical training.  The objective of this programs is to improve an individual’s general technical knowledge.  





For the reasons outlined in the human resources section, retaining trained technical personnel in the military will remain a challenge.  Trained entry and mid-level technical service members can be maintained through formal education programs.  The military must decide on the most cost-effective way to train these personnel.  The use of civilian facilities may prove to be more efficient than maintaining our own schools.   





The career path of military technical personnel must be managed to ensure that we get maximum advantage from their training.  This mean that the technical personnel should spend the majority of their service time in their operational specialty, with occasional assignments in the operational billets they support. 





In addition, the military must continue to cross-train non-technical personnel so they understand at least the basic capabilities and limitations of technology, and they are able to exploit the associated opportunities and manage the risk.


	


Multi-vendors





Citicorp employs a strategic group of vendors that work with the corporation and each other to focus on technology needs.  Through teaming and joint ventures, the corporation works with the vendors exploiting their strengths, resolving common problems, and reducing competitive friction.    





In the past, Citicorp used a variety technology products from various vendors.  In doing this the corporation implemented disjointed architectures and standards.  This led to a costly, disordered effort in obtaining software and hardware.  There had to be a more cost-effective solution.  





Forming a alliance with a single vendor was not a workable solution.  First, Citicorp is so complex and technology is so broad that no single vendor could meet all the business and regional requirements.  Second, technology is changing so fast that no single vendor could keep pace with all the changes.  Third, Citicorp did not want to be completely dependent on a single vendor for critical support.





The answer was to form a limited group of strategic vendors into a cooperative team.  This team of vendors is Citicorp’s primary source for technical products and services.  While this process does exclude other vendors from servicing Citicorp, for fiscal and management reasons these vendors are preferred and always considered first.





The strategic vendors are expected to work with not only Citicorp personnel, but also with each other to meet Citicorp’s business requirements.  To facilitate this, Citicorp provides the vendors with the architecture and standards.  The business and technology offices then evaluate potential vendors on their ability to meet the corporate needs.





The goals of the multi-vendor program are:





	-  To select a group of vendors that understand Citicorp’s integration requirements and are able to cooperate with each other to obtain solutions.  This cooperation has led to an unprecedented level of disclosure between contractors and competitors.





	-  To select vendors that will act as Citicorp partners in producing consistent solutions, not just  a quick sale.





	-  To select vendors whose products meet specific standards and can be use across Citicorp businesses.  This allows the leverage of corporate-wide technology solutions.





	-  To select vendors that use open, industry accepted technology standards.  This will facilitate technology re-use, reduce unnecessary redundancy, and promote interoperability.





	-  To allow corporate-wide leveraged technology acquisition policies and contracts, and tailor technology contractual processes to meet Citicorp’s requirements.





The application of multi-vendor integration includes regular communication between the strategic vendors and Citicorp.  This communications is at all levels to include high level executive interaction.  Citicorp regularly co-produces individual meetings with each vendor to discuss the status of ongoing projects and resolve issues.  At these meetings Citicorp provides the vendor with planning guidance and the vendor has the opportunity to present new technology.  





An executive within the Corporate Technology Office manages the overall multi-vendor program, but most individual projects are managed at the business level.  In turn, each vendor is expected to have single representative focusing on Citicorp within their organization.  Because of the amount of business, Citicorp expects and gets preferential treatment from its strategic vendors.


 


Cooperation between the vendors is occasionally tested as they compete for new Citicorp projects.  Once the project is awarded, the vendors that do not receive the contract are given a “lost-order” analysis by Citicorp so they understand what they need to improve on for the next competition.





If the military could get around current acquisition regulations the multi-vendor system would streamline and improve the technical systems and services procurement process.  The adversarial relationship between the government and contractors would lessen.  Programs would be cooperative vice competitive efforts.  





Providing requirements to the contractor would still be an important part of acquisition, but requirements myopia would not drive systems design.  The sharing of expertise, initiative, and innovation could benefit both the military and the contractor.  The results could be a better product at a lower price.  





Efficiently exploiting contractors will become more critical in the future as the military can no longer afford to be a technology developer.  In reviewing our technical needs, it is evident that the vendors either have the solutions or maintain the resources to develop the solutions more cost-effectively then the military.  COTS and cooperative program development with the contractors will provide better, less expensive systems.  





Systems Engineering , Interoperability, Consolidation, and Migration 





Citicorp is pooling its technology assets into a common infrastructure.  The goal is to eliminate unnecessary redundancy, share resources, enhance interoperability, exploit new technology, and maintain flexibility.  To cut costs, Citicorp is consolidating its data centers and networks to reduce duplication and promote common services.  The corporation is also outsourcing services whenever practicable.  This outsourcing includes leasing vice buying information systems, thereby avoiding the ownership of quickly outdated legacy systems.  To ensure uninterrupted operations, Citicorp is implementing a migration strategy to seamlessly transition the from legacy applications, systems, and networks to its future infrastructure.  





Citicorp is in the process of implementing an information technology architecture that will consolidate systems into common networks.  In the past, the businesses were allowed a fair amount of latitude in developing systems for separate operations.  While optimizing the support to an individual business, these systems lacked corporate interoperability.  This meant that the different businesses could not communication information among themselves on a real-time basis.  This lack of information exchange limited the bank’s ability to build a relationship across the businesses with an individual customer.  In addition, multiple unique systems increased technical complexity and operational costs.  





Citicorp’s goal is to develop common end-to-end networks that will provide the businesses with quality, secure services that will reach all the way through the corporation to the customer.  These services will provide common problem management, software distribution, and messaging.   





The key element in ensuring effective systems engineering, interoperability, consolidation, and migration is for the technologists to work with the businesses, to understand the business needs.  The architecture must be designed to accommodate continuous change, accepting evolving applications. The businesses need to realize that interoperability and cost-efficient consolidation is more important than individual business optimization.  





CitiOffice





Citicorp’s technical strategy includes delivering a common, adaptive infrastructure.  The infrastructure should provide seamless, reliable information technology services.  Management of these services requires effective cost and service control.  The objective of the CitiOffice project is to do this for the corporate distributed computing through outsourcing.   





Citicorp’s existing distributed computing system was exposed to risk.  Different service levels and inconsistent environments weaken information security and limited software control.  Dependency on local area networks and desktop computers for critical business support was outpacing systems management and maintenance.  Since there was no common process for managing the diverse systems, costs were either undefined or excessive.





CitiOffice offers the corporation a disciplined process.  The project is a partnership among operations, the businesses, and technical vendors.  Citicorp retains the processes and architecture, dictates the standards and service levels, provides vendor management, and coordinates global transition.  The vendors own the hardware and software.  Desktop services are outsourced through a common statement of work.  The vendors are responsible for routine upgrades to the systems.  





The project allows end-to-end service management to include technical planning, site surveys, site infrastructure design, computing platforms, installation and migration, training, integrated help desk services, maintenance, operations and administration, asset management, and security administration.  


Through the project the businesses have common hardware and software.  This commonality does not preclude scalability or tailoring individual suites of equipment to maximize cost-effectiveness, but does facilitate ease of management.  The cost of the services are billed to the business based on usage or a “per seat” charge.  Overall costs to the corporation are reduced.           





The military could benefit from a similar program.  This program would include establishing a department-wide common software and hardware for normal daily operations such as word processing, graphics, messaging, spreadsheets, etc..  Most of this non-critical service could be outsourced.  To work this program would have to be directed from the top, and would have to include some fiscal control to ensure compliance.  The potential benefits in interoperability and cost savings could be significant.





Network Technology Workflow Process





The information technology development process starts with defining the architecture, standardizing service definitions, and setting down inviolable principles.  As stated before the process begins with the need for the technologists to understand the businesses’ imperatives.  Then products are selected and integrated into the system.  Standards are set.  At that point, the system is integrated into the operational infrastructure.  





To translate the information technology architecture into functional networks requires a network technology workflow process.  This process has three phases (figure 3).  In the first phase, Discovery and Evaluation, requirements and innovations are turned into potential solutions.  During the second phase, Presentation, the standards for the technology are established.  Finally, in the third phase, Implementation, the technology is employed throughout the business.





The Discovery and Evaluation Phase starts with business requirements.  Applicable technology is researched through vendor presentations and technical publications.  Current technology and standards are reviewed.





Next the requirement is evaluated and justified.  Technical characteristics, costs of implementation and maintenance, and operational factors are evaluated.  This evaluation can be driven by available technology or operational need.  A white paper is drafted outlining product description, technical feasibility, operational feasibility, financial feasibility, and a recommendation.  After testing and documentation a product is selected, and a pilot program is run with the business.





The Presentation Phase consists of defining standards and documenting them.  Once the product successfully completes the pilot program and standards are published, the Implementation Phase is conducted.  In this phase the technology is rolled out for full operation.   





Overseeing the process in the first two phases is a Corporate Technology Forum.  This forum identifies business and technology trends, determines opportunities for deploying new technologies, and defines implementation strategies.   The forum has representation from the businesses and technology.  The responsibilities of the forum includes evaluating proposals and standards, defining pilot program requirements, participating in the pilot program, and identifying new opportunities.


   


Information Security





The dark side of information technology is that new forms of crime and terrorism have been created along with the new systems.  Citicorp realizes the financial industry is especially vulnerable to attacks.  That if these attacks are successful, customer confidence and trust will be undermined and business lost.  Therefore, the corporation views information security as a major risk.      





Attacking the worldwide financial networks are a new generation of highly skilled “crackers”.  Many of these individuals are sponsored by organized crime and foreign governments.  They have access to latest technology and plenty of venture capital.  Their risk is minimal.





The results of poor information security may include the theft of data, software, and hardware; invasion of customer and corporate privacy; denial of service; extortion, terrorism, and information warfare; sabotage and misuse; viruses; and fraud.  Potential costs to the corporation may include equipment loss and damage; investigation and reconstruction man-hours; acquisition of security systems; loss of service; follow-on counter-marketing efforts; and training. 





Citicorp understands that security is an operational concern, in which technical protective measures are only one facet of the solution.  The vision is to create an information security culture within the bank.  The key to effective information security is that the businesses acknowledge security ownership





Citicorp has adopted a “raise the bar” mentality for security.  Realizing there is no technological “silver bullet” that will resolve all information security problems, the corporation has instituted a continuous, systematic approach to improving its security standards.  This means that the easy fixes, such as improved security procedures, are instituted right away, and more stringent standards and advanced technology are put in place as soon as they are practical.  





Citicorp has a Corporate Information Security Office (CISO).  The office manages an information security network, contracts for vulnerability assessments, and establishes corrective action processes.  The information security program is based on heightening security through awareness and establishing standards.  In addition, the information security office endorses information security products that meet these standards, and monitors a “building permit” process to ensure information security is integral to the corporate architecture. 





The information security policy presents six basic questions that need to be asked of every information system:





-  Do we know who is using the service?  (identification and authentication)


-  Can we control what they do?  (entitlements)


-  Can we ensure privacy of information?  (confidentiality)


-  Can we prevent unauthorized changes to information?  (integrity)


-  Can we provide non-repudiation of a transaction?  (digital signature)


-  Do we know  


-  if there is a problem? (alarm)


  	-  soon enough to take appropriate action?  (alert)


-  how to minimize/contain the problem?  (response)





Operationalization of information security is being done through a global awareness education program.  Business managers are being advised on information security issues that need to be communicated to their staffs and customers.  Threats are being prioritized.  Real-time alerts and alarms are being installed on key information systems.  Computer incident response teams are being established to handle security breaches.  Self-assessment tools are being provided to the businesses.  


Continuity of operations and recovery plans are being continually improved on and tested.  Anti-virus software and software screening standards are being implemented.  Physical security and disaster protection systems are being integrated into support facilities.  





Information security can not be viewed in a vacuum.  It must be considered with physical security.  The majority of information security violations are from within.  Organizations have to be alert to influence on their employees, such as social engineering, bribes, and extortion.  Personnel must be screened and monitored.  Critical operations should be controlled with a maker-checker program.





When it comes to information warfare our nations financial systems are a critical element of our national security.  Government regulations sometimes limit technical solutions to corporate information security.  Though the intent of the encryption regulations is sound, the reality is flawed due to relaxed foreign regulations.  This defeats the purpose, exposes the industry to compromise, and gives foreign competitors an unfair advantage.  





Information security for the banking industry is more difficult then protecting military systems.  To conduct business the banking industry must expose its systems to the public.  In addition, the banks do not have the benefit of our security systems.  Despite this, the corporate world can offer the military some insights on information security.  





Information security must be view as an operational challenge, not a just a technical problem.  Military networks are being breached everyday.  It will probably take a major incident for the military to start reacting to the problem.  Information Warfare is a reality, and right now the military’s information systems are a critical vulnerability.  The military’s operational leaders must support corrective actions even though they may seem to be a nuisance.  





Like Citicorp, the military can solve many of its information security problems by instituting a continuous “raise the bar” type program.  Information security must be based upon continual, incremental improvements.  The first step being cleaning up and enforcing our basic security procedures.  Information security programs are available to the government and contractors through DISA and NSA





Innovation





Innovation and technical development is ongoing process that is critical to maintaining an edge on the competition.  This process is a collaborative, interactive effort between vendors, industry, customers, technologists, and government agencies.  To be effective the process must be guided and failure managed 


    	


Business people are teamed with the innovators to translate ideas into pragmatic concepts and guide efforts towards solutions to practical problems.  The business people should temper their guidance to ensure that they are not overly constraining the innovators.  Often, business people can be a victim of their own experience.  They must be able to look at new ways to do business even if the results may be counter to current business processes.  The business leaders have to avoid repressing innovation and change.  While the initial implementation of an innovation may decrease business, in the long term an innovation may eventually create a new market.  





The increasing rate of change in information technology has forced the corporate world to reevaluate applications of innovations.  Today, evolving technology often out runs effective implementation.  Add to the equation the cost of acquisition, migration, and organizational restructuring, it becomes critical that technology processes are completely integrated into corporate business processes, planning, and risk management.  Factors such as public acceptance, regulation, cost, and competition all are considerations.  A key element of risk is when does the corporation apply an innovation, and when does it wait for the next “better” idea. 





The corporation encourages external and internal research.  External research includes participation in cross-industry forums and consortiums, cooperation with academia and government, and working closely with vendors.  These strategic partnerships allow Citicorp to gain insights on and leverage available technology.  The partners can pool their research resources for common goals.  The objective is non-competitive, collaborative study for the development of interbank projects.  The idea being that proprietary systems are wasteful and redundant, and that common systems can service the entire financial industry.  This permits Citibank to be active in setting industry standards and defining architecture for the national information infrastructure.  Through this research the corporation can keep an eye on the competition and the industry’s technological trends.





Government national laboratories, such as Lawrence Livermore, Sandia, Oakridge, and Los Alamos provide technology research for the financial industry.  These resources were formerly leveraged through Cooperative Research and Development Agreements (CRADAs).  They worked on projects such as banking on the internet, biometrics, data base management, and tamper resistant bank cards.  Proposed reductions in the federal budget are eliminating CRADAs.





As CRADAs are being phased out Citicorp is helping to create and sponsor private research centers such as the Center for Adaptive Systems Analysis (CASA) and the Santa Fe Institute.  Similar to a CRADA, this think-tank of technologist works on business issues such as Complexity Theory.  Here Citicorp maintains a tighter control on who the centers can support, thereby protecting the corporation from the competition. 





Universities are especially well suited as sources of innovation.  They traditionally have been a breeding ground for challenging old ideas and conceiving new concepts.  In addition, universities provide a pool new talent that can be recruited to keep the corporation vital and effective.





Innovation in the financial industry must survive the myriad of potential domestic and international regulations.  Overwhelmed by emerging technology, government regulators have adopted a wait and see position.  They are letting the industry work out the technological details.  Once a standard becomes apparent, what fails and what works, then governments will step in and set regulations.  Hopefully through self-discipline and a partnership with governments these regulations will not inhibit progress.  





Research process





Citicorp has proposed a research process based on an annual cycle.  Each year a Research Working Group consisting of representatives from the staff, businesses, and technology, will update a research plan.  This annual research plan will receive guidance from the businesses.  The previous year’s accomplishments will be assessed.  Half way through the year there will be a mid-year review.





The outputs of the assessments will include the identification of new best-of-breed vendors, emerging technology products, recommended changes to business models and architectures, and recommendations for new technology transfer initiatives.  





Concurrent with the mid-year review will be an emerging technology fair.  Here outside vendors and researchers can present their new products and services to the corporate businesses and technologists.





Towards the end of the year the Research Working Group will conduct a technology environmental scan and assessment.  It will include a technical threat assessment of what the competitors are investing in.  It will analyze technology trends and their potential impact on the businesses, list critical technologies, and summarize the previous year accomplishments.





Finally the cycle will start over again with the annual guidance from business.  Here general guidance will include an assessment of the competition, strategic goals, prioritization of projects, and a listing of unsolved challenges.  





The research process consists of the exploring, cultivation, validation, and dissemination.  Exploring includes providing corporate capital for research, participating in academic and industry forums, cross-business coordination of research efforts, and continuous competitive and market trend analyses.  Cultivation includes showcasing new technology and assessing architecture impact.  Validation includes ensuring pilot programs include business functionality, measuring technology performance, examining technology risk within the business context, and developing a technology plan.  Dissemination includes deploying intellectual capital databases globally, discussing technology and business trends, rotating technical personnel, proposing new architecture standards, and implementing new technology.   





Military innovation should be focused on how to apply, not how to develop, new ideas and technology.  We should move away from expending our limited resources on internal technical development.  While the military should continue to maintain some laboratories and research centers, the majority of our efforts should be directed at leveraging the technical innovations of others.  The answers are out there, and the military should concentrate on identifying needs and integrating solutions.  Our focus should be on operational innovation and technical implementation.  





Summary





In my research at Citicorp I was exposed to numerous innovations in management and technology.  Some of these could be transferred to the military, and others were not applicable.  In some cases, faced with a challenge similar to the military, Citicorp also struggled for a solution.  There are though some basic sound corporate methods that are just as relevant to the military as they are to the business world. 





Agility, adaptability, and flexibility should guide strategic planning, organization, and architecture.  Adaptability and risk management provide the means to stabilized an enterprise in an uncertain environment.  To succeed or even survived in the future an enterprise must compromise optimization for adaptability.  





An effective and efficient infrastructure is built from a well conceived architecture.  This architecture should be network centric, common throughout the enterprise, and directed from the top.  Individual organizations in the enterprise can to tailor essential applications, but not at the cost of interoperability.  Except to ensure survivability, resources should be consolidated for cost effectiveness.  Deviations from the architecture should be minimized.  The architecture must be adaptable enough to provide a infrastructure that allows constant change and migration without interrupting operations.  The best way to ensure that architecture is cost-effective and efficient is to direct the process from the top.  If necessary by fiscal control.  





Finally, the maximum value will be derived from technology only when it is completely integrated with operations.  This means the fusion of technology with operational processes in both planning and execution.  Technology is not just a supporting effort, it is integral to the enterprise.  It enables the exploitation of the ultimate asset, information.  





Recommendations for the Fellowship Program





Personally, the fellowship was a valuable experience.  While I will be able to apply some of what I learned immediately, the true worth of the program to the military will probably be determine over long run.  I offer the following recommendations to make the program more effective:





The candidate corporations should be reevaluated in light of the intent of the program or the intent should be expanded.  Some of the corporations provide an excellent learning environment, but others are less optimal.  The stated purpose of the fellowship is to look at revolutionary changes in information management and technologies.  While a corporation may depend on information management and technologies to operate, the study of these subjects is not their primary function.  Even a progressive financial organization such as Citicorp, who existence depends on information, may not the most effective learning environment.  





On the other hand, management consulting firms review, evaluate, and develop information management processes and technologies as their raison d’être.  Corporations such as Anderson Consulting, American Management Systems, and Oracle could provide the fellowship with a focused learning environment.  





In addition to consulting firms, there are privately and government sponsored laboratories and research centers that study information management and technology.  These consultants and laboratories are often retained by the corporations that are currently sponsoring fellows. 





Finally, if one of the intents of the program is to focus specifically on information technology and systems then software and hardware developers such as Microsoft and Hewlett-Packard will continue to provide value to the program.





The method in which the fellows are employed within the organization needs to be reevaluated.  Currently, the fellows are placed in relatively low level positions within the corporation, working on defined projects.  Even if the individuals are moved two or three times, the overall experience is to narrow.  To be able to understand information management and technologies at a scale relevant to the program, the fellows need to observe the corporation as a whole.  This requires that they be assigned to positions that observe high level executives and the corporate strategic level planning, decision making, and operations. From this vantage point the fellows can determine where they need to pursue additional detailed study and information.     


   


While reviewing the previous year fellow’s reports (95-96), it was evident that many of them were assigned to government contractors.  Some of their recommendations dealt with acquisition issues.  Even though acquisition was not the primary intent of the program, the information provided by the fellows was both interesting and useful.  The Secretary of Defense may want to consider adding this as an area of study for this or another program.  That being the case, then the list of potential corporations would be structured to accommodate government contractors. 





The seminars provided by Johns-Hopkins SAIS were invaluable and should continue to be part of the program.  These presentations provided a unique insight and exchange of information.  The seminars and readings provided information not available to the majority of military officers outside the Washington D.C. area.  The opportunity to discuss strategic issues with my fellow officers, OSD staff, corporate representatives, and members of academia was very rewarding. 





The wargames and the associate workshops also provided an excellent forum to exchange ideas and perceptions related to the “revolution in military affairs” and the future of the military.  Additionally, the fellows offered some valuable operational insight into the net assessment process.   





I recommend that the fellowship program continue, but the program directors need to continually evaluate the worth of the program as defined by its objectives.  





-  Is the military gaining practical insight in information management, organization, and information technology from the business world?





-  Are the past fellows using the experience and knowledge gained from the program?  





-  Do the fellows feel that the program was a valuable substitute for other top level schools or could this time have been better spent?
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