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EXECUTIVE SUMMARY


 
This report is an overview of my observations while on fellowship at Citigroup Headquarters in New York City from August 1999 to June 2000 as part of the Secretary of Defense Corporate Fellowship Program.  I focus primarily on Information Security at Citigroup, where I spent the bulk of my time. 

Citigroup has a model Information Security Program that is an industry best practice.  Citigroup's leadership is addressing key issues facing the private sector in protecting consumer privacy, business transaction integrity and information security. Their information security strategy embraces the concept that information security is a risk management issue. Their approach of prevention, detection, and verification may serve as a blueprint for benchmarking the architecture of DoD business system, Information Assurance and Computer Network Defense. The Citigroup program applies conceptually throughout DoD as it provides sound business practices and a flexible structure for implementation. 
I also discuss the inherent weakness in commercial information systems, computer security in general, and the challenges facing industry and government in dealing with innovations in technology, globalization and electronic commerce. 

The rapidly changing business environment is filled with the same uncertainty, danger, physical effort and chance that fill a battlefield. It is not surprising that Citigroup applies combat like decision processes very much like a well-executed military operation.  I found it somewhat ironic that the private sector has adapted military operational doctrine to business, just as DoD is attempting to reinvent business practices using benchmarking from the private sector. 

With unemployment at an all time low, all businesses (as well as government) are competing for the same pool of talent.  As this talent pool is not increasing, and demand is rising, the availability of talent will be the limiting factor in a growing economy.  In order to compete with the private sector for talent, DoD will have to sell itself in new and innovative ways in order to attract and retain enough quality people.  Then once we have attracted them, in order to retain them, we will have to live up to their expectations.  Our ability to exercise the requisite leadership and motivate our workforce is the preeminent issue facing DoD.   

OVERVIEW

This report is an overview of my observations while on fellowship at Citigroup Headquarters in New York City from August 1999 to June 2000 as part of the Secretary of Defense Corporate Fellowship Program.  This was the fifth year of the fellowship and I feel privileged to be the second corporate fellow hosted by Citigroup.  My Predecessor, LTCol William G. Barthold, USMC provided keen insight into the corporate climate, strategic planning and use of Information Technology within Citicorp as it existed prior to the merger with Travelers Group in 1998.  During his tenure here, the Corporate Information Security Office was still in its infancy.  It is now a fully functional and integrated service that serves a global corporation. 

Citigroup...

     "The creation of Citigroup brings together organizations that are extraordinary in their individual capabilities and in the ways they enhance and complement each other. Together, we offer customers a range of quality products and services unmatched in the financial services industry. 

 We serve a broader spectrum of customers, in more places and by more means of access and delivery, than any other financial organization.

     With all of us working together to provide our customers with the best service and products, we are forming a model for the industry's future.

     We are Citigroup."

This paper focuses primarily on Information Security at Citigroup, where I spent the bulk of my time.  I chose to concentrate on Information Security because of its vital interest to the Defense Department and National Security.  As this paper hopefully points out, Information Security in the Internet age is of vital and particular interest to the Department of Defense (DoD) and Citigroup has a model program that is an industry best practice.  Their program applies conceptually throughout DoD as it provides sound business practices and a flexible structure for implementation. 

Citigroup, especially the Corporate Information Security Office (CISO) provided an excellent work environment and the entire staff went out of their way to accommodate my research.  Despite their busy schedules, they graciously assisted my every request.  I owe them all my deepest thanks, appreciation and respect.  My special thanks to Mr. Steve Katz, Chief Information Security Officer, his directors: Mr. Joseph D’Angelo, Mr. Thomas Dunbar, Mr. David Solo, Ms. Jill Oliver, Mr. Bill Sewell, and the rest of the CISO staff.

BACKGROUND


DoD has a powerful, critical and impelling requirement to drive the process of protecting our critical infrastructure. For much the same reason, Citigroup's leadership is addressing key issues facing the private sector in protecting consumer privacy, business transaction integrity and information security.  Their approach may serve as a blueprint for benchmarking the architecture of DoD business system, information assurance and Computer Network Defense. 


Computer network security and Information Assurance is a serious issue in the financial services industry.  My time at Citigroup has convinced me that there are many similarities between the information security needs of the business community and the information security needs of DoD.  The challenges facing the security of financial transactions in Internet commerce include the rapid massive expansion in networked systems, advances in miniaturization and innovations in wireless communication.  The implementation of business strategies to take advantage of emerging technology is fast paced, constantly changing, highly technical and will require timely and prudent application of security and privacy controls.  Most importantly it will require talented, educated and informed people to lead and execute the necessary changes. 


The February 2000 denial of service attacks against Yahoo.com, Amazon.com, Excite.com and other web sites served to elevate at least temporarily the awareness of Internet security issues.  Computer Virus attacks are becoming more sophisticated, damaging and harder to counter.  The importance of this threat to our national economic security cannot be underestimated.  The serious economic loss of critical services resulting from such attacks amplifies the necessity to act in cooperation with the private sector to mitigate these risks. The stakes for failing to provide adequate Internet security matches the exponential growth in electronic commerce and go far beyond the direct dollar value of a transaction.  The popular press has picked the issue as newsworthy and articles commonly report observations such as: 


"When the targets of such attacks are high profile e-commerce sites, the dollar losses for downtime can be staggering.  In addition, companies could face liability from customers who rely on the site for financial transactions."[NY Times 11Jan 2000]  


The media have also reported a substantial number of other recent attacks on high profile sites and the number of reported security-related incidents is on the rise. In 1996 DoD reported an estimate of 250,000 attacks per year on its computer system and stated that the rate of attack is increasing by 100 percent annually.  In 1999 Citigroup estimated over 15 incidents a day on a single Internet connection.

Just as businesses must maintain availability of key information systems to remain profitable, DOD systems must maintain availability to defend the nation.  Furthermore much has been written concerning the interconnected nature of our national infrastructures through information systems.  Much of the concern about the Y2K computer problem dealt with how to mitigate the risk of a failure in one sector from cascading into another.  Citing my first-hand experience here at Citigroup, the interconnectedness of critical information systems is rapidly blurring the lines between public sector, private sector, national and global economic and security interests.  As DoD increasingly adapts commercial business practices and relies increasingly more heavily on Commercial Off The Shelf (COTS) products, we can expect the security issues effecting private enterprise to effect DoD systems in much the same manner.  When problems occur in one sector they will likely effect all the others.  With over 95 percent of DoD’s telecommunication and information networks connected to the private sector, the security issues affecting U.S based companies also affect the nature and context of our national defense.  With new systems coming online such as Integrated Logistics, the Navy and Marine Corps Intranet and World Wide Web enabled access to Defense Finance and Accounting System databases, failure to adequately address security and privacy concerns from the outset jeopardizes the integrity of our nations vital communication, financial, logistics and National Defense Systems.  Our military, civil, and commercial infrastructures are too interdependent to treat separately.  Defending them will require integration of effort by defense, law enforcement, intelligence, and private sector participants on a scale not previously attempted, or even contemplated. 


Any asymmetrical attack strategy employed against vital US interests will surely exploit vulnerabilities in DOD information systems, as well as our public and private sector systems.  Furthermore the very nature of DoD's mission make our systems attractive targets for criminals, terrorists and others.  Just as banks and financial service companies are attractive targets, DoD systems are tantalizing challenges for hackers and obvious targets for more organized criminal or terrorist activity.  Hacking a DoD site is seen as a badge of honor for cyber-criminals and hackers.  We have yet to see organized large scale computer attacks.  However, it may not be long before that changes.  I was amazed at the high sophistication, ease of use, and wide availability of potentially destructive hacker tools proliferated on the Internet.  As demonstrated recently, when a teenager with a few simple keystrokes, can at will, take down or deny access to some of the world's most sophisticated electronic commerce sites, then given the motivation, more nefarious actors are capable of creating even more extensive damage if they choose. 


The Defense Department's recent Eligible Receiver operation highlighted the weaknesses and vulnerability to our Information Systems infrastructure.  Additionally, recent lessons learned from the Russian experience in Grozny highlight the extent to which commercial off the shelf technology can complicate the assumptions on the battlefield.


"The Russians were surprised and embarrassed at the degree to which the Chechens exploited the use of cell phones, Motorola radios, improvised TV stations, lightweight video cameras and the Internet to win the information war.  The Russians admitted that they lost control of the information coming out of Grozny early in the operation and never regained it." [US News and World Report on Russian Army Lessons learned, Feb 2000]


To counter these threats, it will take the cooperation, trust and skill of all parties.  DoD has a leading role and should be the driving force behind improving system-wide security of our critical infrastructures.  Critical to achieving this goal will be building trust relationships with industry and other public agencies.   Information Security efforts in the public sector intelligence agencies and law enforcement carry a reputation of secrecy and big brother that is counterproductive when dealing with the private sector.  In order to build a partnership and promote the common defense of our information systems, federal agencies including the CIA, NSA, FBI and DoD must cultivate a value system that shares the interests of the private sector for securing their systems.  Placing an organization such as the FBI in charge of National Infrastructure Protection becomes too threatening to the private sector, when the FBI also must also investigate criminal activity to enforce the law. A successful case for the FBI means catching the perpetrator and holding a public trial. For business, success is thwarting the attacker while avoiding publicity.  This fundamentally different value set is why the corporate world shows little enthusiasm for any government mandated solution.  What is needed is an organization that can bridge the trust gap, build alliances and partnerships using a common set of shared values to promote information security without the threat of direct legal and law enforcement action. 

OBSERVATIONS

Citigroup Vision – Customer Trust

The basis for the success of Citigroup is simple.  They have two products: money and customer trust.  Citigroup’s leadership understands that their standing in the world market is easily shaken by a loss in consumer confidence and recognizes that without customer trust, they could fail.  At virtually every top-level meeting, the issue of customer trust is emphasized.  It is a constant focus and persistent theme in virtually all company initiatives.  

"If our customers believe the integrity of our delivery to them is compromised it isn't going to be a question of their trying to avoid the problem... they just won't deal with us."   - John Reed

Citicorp and Travelers Group merged in 1998 to form Citigroup Inc. the worlds second largest financial firm.  With offices in over 100 countries, over 200,000 employees and over 100 million customers, they process over 1 trillion dollars in financial transactions daily.  Similar in size and complexity to any of our service components, they operate as a global corporation, but are global on a very local level. They have a vested interest in the economies of countries in which they conduct business. In order to provide their customers in the world economy the requisite level of trust in a full spectrum of financial services, they must intimately understand each country, region and culture within each country. 

Citigroup's two-product strategy is a close match to DoD’s two “products”, namely national security and public trust.  Just as Citigroup recognizes that customer trust is essential in maintaining health of the corporation and the world economy, we in DoD recognize that maintaining public trust is essential to DoD’s mission in protecting U.S national security.  Just as Citigroup preserves the market for their financial services by maintaining customer trust, a key aspect of maintaining national security lies in preserving the public trust. 

Jointness – Brand Integrity

Another parallel can be drawn between DoD and Citigroup.  Citigroup has adopted an operating environment that closely parallels DoD evolution into the joint operating environment.  They have organized along functional lines as well as geographically.  Regional business leaders have a geographic responsibility, with functional product lines (Brands) underneath. Prior to the merger, then Citicorp Inc. grew organically, from within, as a retail and wholesale bank and credit-card company, highly integrated, highly regulated, and highly hierarchical.  This structure built upon a strong Citibank tradition of shared common practices and shared values that enabled consistency and process excellence. Travelers Group on the other hand grew by acquisition, forming a network of nearly independent companies that maintained near autonomy under various product lines. Insurance, brokerage, investment banking, personal financial services and consumer loans operated nearly independent from one another.  This independence allowed Travelers Group companies to operate without the level of control associated with large integrated business processes.  This approach may have sub-optimized process economies of scale, but allowed flexibility in divestiture of businesses when required, without needing to dismantle large integrated and complex internal processes. Functional efficiencies came second to market agility.  

The two cultures are quite different and for that reason, the merger has been challenging. They are also emerging from the turmoil associated with reorganization, while at the same time dealing with the explosive growth in Internet business, electronic commerce and accelerating advancements in Information Technology.  With major financial services under various brands: Solomon Smith Barney, Travelers, Citibank, etc., they are integrating processes from individual businesses and adapting the best ones for implementation across the corporation. One of those best practices is their Information Security program.  

The importance of brand integrity to Citigroup is the same motivation the military applies in our operational concepts. 

The Citigroup merger closely mirrors DoD’s post Cold War downsizing and adaptation of the total force concept. The new Citigroup Inc. embodies the essence of a Military Joint Command operation.  In order to make joint operations seamless, DoD is preserving and leveraging the strength of individual military services, while increasing the efficiency of the total under a Unified Command structure.  In order to succeed, Citigroup has achieved much the same construct by tapping into the fundamental concept that strength lies in the strength of Citigroup brands.  Using centralized control and decentralized execution, their overarching single focus is to expand and protect individual brands in the global marketplace, while strengthening those brands under the global Citigroup brand.  The power of their brands is something they keenly protect.  The key premise embedded in preserving and protecting Citigroup brands relates back to maintaining customer trust and customer trust translates into ensuring the integrity of financial transactions.  By ensuring the integrity of financial transactions, they preserve customer trust, and as a result, their brand integrity.  It was striking to me that DoD similarly has very powerful brands.  Each Service brings with it an unmatched credibility to the world stage.  It will serve me well in the future to think in terms of Brand integrity when I make decisions that affect the lives and welfare of our servicemen and women, the Services and DoD in general. 

Organized For Speed.

The rapidly changing financial and economic markets require a structured environment that is able to move rapidly.  Citigroup, like most successful companies, has adapted to merger issues, developed compensation packages, and a hierarchy, that is surprisingly agile and responsive. They are able to move management teams and key players around within a flexible command structure that quickly recognizes a need, wastes no time making a decision, and willingly experiments with fresh approaches.  A very powerful force driving the need for agility is market competition.  In order for firms to compete, survive and win in the commercial battle space, they must be the first to market.  Any slowdown in production or fielding a new application or service increases the likelihood a competitor will get there first.  This reality may often override the desire for extensive planning, analysis and forecasting.  Their ability to rapidly assess a situation, determine the objective, asses the market and the competition, plan a course of action and then execute is strikingly similar to the classic military operational planning and execution model.  The rapidly changing business environment is filled with the same uncertainty, danger, physical effort and chance that fill a battlefield.  It is not surprising that Citigroup applies combat like decision processes very much like a well-executed military operation.  

What is strikingly dissimilar is how DoD's business acquisition processes for planning, programming and budgeting seem somehow disconnected from the focus of our operational CINCS.  At Citigroup there is no distinction between processes in the field, and those at headquarters.  The processes are the same.  In DoD we have an operational organization and process that is best of breed.  But then we use an entirely separate headquarters and procurement strategy that operates under a completely different set of rules.  If we in DoD are to improve and adapt to the changes we face, we need to adapt a business model that mirrors our operational concepts.  It is something we already know how to do.  The business trend for us should be to capitalize on our war fighting strengths and apply them to our business processes.  Unity of command, a well articulated mission strategy, flexibility, adaptability, information dominance, operational maneuver, and simplicity are the principal success factors businesses have come to realize.  Speed, flexibility and urgency have high value in business, just as they determine success or failure on the battlefield.  It is a value set that businesses are willing to invest and pay for.  

Internet Operating Committee

Formed at the very top level of the corporation, the Internet Operating Committee has three fold purpose: maximize Citigroup's strategic Internet business efforts across the spectrum of its global business activities, exploit electronic commerce across all Citigroup businesses, and thirdly, to identify and structure strategic alliances and joint ventures between Citigroup and potential partners.  It is not a technical committee focused on the intricacies of network architecture. Its members are strategic business executives focused on expanding Citigroup's advantage into the Internet space.  

"In some sense, the policy issues surrounding the Internet are more important than the technological ones, and they're harder to solve," [Vinton Cerf, one of the inventors of the Internet, who is now a senior vice president at MCI WorldCom Inc - Wall Street Journal May 2, 2000].

The Committee consists of senior representatives from each of the company's business units as well as representatives of the company's Investment Committee, which makes investments in Internet and other technology companies.  It is designed to better integrate, coordinate and promote all of Citigroup's Internet activities across all global businesses.  This is an important step in their ongoing commitment to be a leader on the Internet.  As Internet technology becomes the global standard commercial and industrial medium, Citigroup plans on being in the forefront of the world electronic economy.

 Technology Leadership Council 

The Technology Leadership Council's charter guides the corporation's information technology strategy.  Comprised of the CIO's of all major business units, the Chief Information Security Officer, Audit Risk and Review and Public Affairs Officer to coordinate information technology initiatives throughout the corporation.  They are the single focal point for all technology issues and together, decide and act on proposals and recommendations.  Inherent in the council charter is respect for the autonomy of the individual businesses, but equally, the CIO's are accountable for the collective ownership of the corporate strategy and must keep the global perspective on decisions that affect Citigroup Brands. 

Information Management

The shear volume of information and misinformation available on the World Wide Web is staggering. New products and services if not "Web-enabled" will be at a significant competitive disadvantage.  The speed at which information travels is also becoming a factor in opinion forming and decision making.  One need only look at DoD's recent difficulties surrounding the issues of Anthrax Vaccine, Vieques Island, Gulf War Syndrome and helicopter noise around MCAS Miramar to see that perception management will be more crucial in the future than ever before.  The Internet is a medium unlike any other in its ability to foster the spread of ideas and information and inundate the general public with news, information and opinion that may not be always be accurate or favorable.  We will face increasing pressure to provide accurate, complete and credible information to our service members and the general public. In preserving public trust, those who are able to observe, understand, decide and act the quickest have a distinct advantage over others in managing perceptions.  A proactive public relations presence tuned into the Internet is now more than ever a fundamental core competency for businesses and for government.  It involves more than just damage control.  Our Military today has more information available about private sector issues and opportunities via open sources on the world wide web, than they do about their own Service opportunities.  This perception of lack of accurate available information and less than competitive service will work to our disadvantage when it comes to promoting our cause, motivating our work force and preserving trust and confidence in the public sector. 

Privacy Commitments:

One key issue regarding customer trust and competitive advantage forms the basis of most business practices at Citigroup: the customer's perception of privacy. With the proliferation of World Wide Web enabled electronic commerce, the merging of technology into ever increasing realms of consumer products and services, and the necessity to maintain customer trust, Citigroup recognizes the value and importance of safeguarding customer and employee information. They have established their commitment in the form of a privacy promise.  DoD has an equivalent implied privacy promise to Service members and their families. 


In December 1999, USA Today reported that over 1000 senior Military Officers had their Names, Ranks, Social Security Numbers and Dates of Birth published in the public record and subsequently on the Internet.


The security risks of a compromise in medical, financial and other personal information could be personally devastating to the service member, as well as operationally compromising to a given mission and erode the public trust.
Citigroup Privacy Promise for Consumers

While information is the cornerstone of our ability to provide superior service, our most important asset is our customers’ trust.  Keeping customer information secure, and using it only as our customers would want us to, is a top priority for all of us at Citigroup.  Here, then, is our promise to our individual customers, which we will implement throughout 1999:

1. We will safeguard, according to strict standards of security and confidentiality, any information our customers share with us.

2. We will limit the collection and use of customer information to the minimum we require to deliver superior service to our customers, which includes advising our customers about our products, services and other opportunities, and to administer our business.

3. We will permit only authorized employees, who are trained in the proper handling of customer information, to have access to that information.  Employees who violate our Privacy Promise will be subject to our normal disciplinary process.

4. We will not reveal customer information to any external organization unless we have previously informed the customer in disclosures or agreements, have been authorized by the customer, or are required by law.

5. We will always maintain control over the confidentiality of our customer information.  We may, however, facilitate relevant offers from reputable companies.  These companies are not permitted to retain any customer information unless the customer has specifically expressed interest in their products or services.

6. We will tell customers in plain language initially, and at least once annually, how they may remove their names from marketing lists.  At any time, customers can contact us to remove their names from such lists.

7. Whenever we hire other organizations to provide support services, we will require them to conform to our privacy standards and to allow us to audit them for compliance.

8. For purposes of credit reporting, verification and risk management, we will exchange information about our customers with reputable reference sources and clearinghouse services.

9. We will not use or share – internally or externally – personally identifiable medical information for any purpose other than the underwriting or administration of a customer’s policy, claim or account, or as disclosed to the customer when the information is collected, or to which the customer consents.

10. We will attempt to keep customer files complete, up to date, and accurate.  We will tell our customers how and where to conveniently access their account information (except when we’re prohibited by law) and how to notify us about errors which we will promptly correct.

We will continuously assess ourselves to ensure that customer privacy is respected.  We will conduct our business in a manner that fulfills our Promise in the many nations in which we do business.

Living up to this privacy commitment forms the foundation for Citigroup's Information Security effort.

Information Security

The Fundamental Problem: The basic operating systems and hardware upon which we have built our national information infrastructure was not designed or built with security in mind.  

It was built for operational efficiency, ease of use and openness to support the free flow of information.  This openness and universality of technology allows increasingly more sophisticated applications to be implemented, supporting increasingly critical systems such as financial, payroll, investment, transportation, communications energy and National Defense.  As business processes and applications become automated, manual control measures we once relied upon to verify, authenticate and ensure integrity are also being automated.  Out of necessity those control measures are relying on the very same inherently insecure systems and architecture.  Many processes once automated lack the equivalent controls that our manual systems provided.  It is only once security issues become highlighted, usually as a result of an incident, that adequate safeguards are implemented.  Most of these security efforts now rely on third party vender solutions to fix holes in the underlying operating systems.  These solutions, patches, firewalls, intrusion detection systems, encryption, authentication schemes and anti-virus software are necessarily complex, highly technical in nature and often complicate the end user's ability to communicate and conduct business.   

Furthermore, many computer manufacturers believe that computer security is not a high priority, because they are not convinced that spending more money on computer security will pay off for them.  Computer companies are rightly concerned with the amount of money that they spend on computer security.  Developing a more secure computer is an expensive and time consuming proposition that not every customer may be willing to pay for.  The same type and level of computer security may not be necessary for a server on the Internet as for a server behind a corporate firewall, or on a disconnected network.  Furthermore, increased computer security will not automatically increase sales.  Firms that want security generally hire staff who are responsible for keeping systems secure; users who do not want (or do not understand) security are usually unwilling to pay for it at any price, and frequently disable security when it is provided.  Most products today are delivered with security disabled in order to provide a degree of customer satisfaction.  The buyer/user must enable it to have security measures take effect. 

Until security is viewed as adding to the bottom line and not a cost of doing business, many corporations will choose not to invest in additional security.  

Driven by the very real business need to be the first to market, any delay brings an associated risk that the competition will win.  This concern drives the tendency to often override security concerns especially when decision-makers are unaware of the security implications of a particular application.  By its very nature, the Internet system as it currently stands lacks a cohesive information security standard.  Until the technology industry adopts security as a vital feature, and software and hardware designers build in adequate security from the beginning developmental stage, the systems we rely on will continue to be exploitable.  And they will continue to require after-market third party patches and ad hoc solutions for operating systems and networks. 

Corporate Information Security Office 

Citigroup’s information security program came about as a hard learned lesson, the result of a 1994 hacking incident, whereby Citicorp’s brand was severely damaged as a result of the electronic theft of $400,000.  While the dollar value of stolen money, was insignificant, the damage to their reputation was extensive.  During the investigation, and while under surveillance by Citicorp and the FBI, 10 million dollars were moved as a result of unauthorized access to Citibank computers.  The resulting potential for lost customer confidence significantly impacted their management and subsequently changed how the corporation’s leadership viewed information security.  Quite simply, they don’t want that to happen again.  Viewed as a matter of preserving customer trust, Citigroup must provide for the security of financial transactions.  To do this, they have developed a global oversight office on information security, called the Corporate Information Security Office (CISO).  In order to comply with Federal banking regulations, remain independent and maintain an honest broker for Information Security issues, CISO's reporting chain is outside and independent from the operational and technology implementation organizations. 

Headed by a senior executive, the CISO office is viewed across the financial services industry as the leader in information security.  As the industry leader, the CISO organization participates actively in industry-wide information security organizations including the Financial Service Information Sharing Analysis Center.  Through this and other organizations, like the Carnegie Mellon Computer Emergency Response Team Coordination Center (CERT/CC) the CISO office maintains a constant contact with the status of industry security issues.  The staff at CISO is in high demand for their information security expertise and frequently meets with and addresses a wide spectrum of public and private forums in information security.  As a measure for how CISO is valued by the corporation, since I arrived at Citigroup, CISO has seen the demand for their services by Citigroup businesses almost double in every category.  They have the organization, contacts, business network discipline and Corporate support to address all the technological challenges and expectations of the corporation.  This starts with a clearly defined mission.

CISO Mission Statement: 

Clearly stated, The Corporate Information Security Office mission statement captures the essence of the Information Security issue.

1.  Assure that Citigroup can prevent, detect, and respond to intentional acts that could impact our ability to provide essential services to our customers.

2.  Maintain public confidence in Citigroup’s ability to ensure the confidentiality, integrity, and availability of customer information and services.

3.  Enable businesses to pursue e-commerce opportunities while meeting security and privacy commitments.
Information Security Concerns

CISO has succinctly articulated the concerns facing all Internet based, commercial and public services in the following statements:

1. Attack (hacker) tools are getting easier to use and are available to everyone over the Internet.

2. New software products are being delivered with more vulnerabilities and are easier to compromise.

3. We are seeing a significant increase in the number of hacks, attacks, extortion attempts and viruses.

4. Viruses are becoming more devastating and destructive. 

5. Technologies used to ensure privacy and security for e-commerce are new, inadequate and not mature.

The Basic Security Model 

To address these issues, Citigroup's security model is one of detection, verification, and validation.  Each program, policy and implementation centers on these key elements.  The principle centerpiece to their model, they must address seven fundamental questions: 

Do we know who is using the service?

Can we control what they do?

Can we ensure the integrity of the information?

Can we prevent unauthorized changes to information?

Can we provide for non-repudiation of a transaction? (Can it be proved that someone performed a transaction?)

Do we know?

If there is a problem?

Soon enough to take appropriate action?

How to minimize/contain the problem?

Can we prevent denial of service?

By focusing on solutions to these simple questions, Citigroup businesses select security measures for information assets based on risk.

Information Security is a Risk Management Issue

Citigroup has an information security strategy that embraces the concept that information security is a risk management issue.  To succeed, they need to adapt sound business practices, keep abreast of changing technology, influence the information security aspects in the design of new technology products, and through policy implementation develop comprehensive organizational, training, prevention, monitoring, incident response, investigation and awareness programs.  Citigroup senior management has embraced a comprehensive information security program that spans over 200,000 employees in 109 countries.  In a business that handles over 1 trillion dollars in financial transactions daily and coordinates worldwide operations in all financial sectors, the common view within the senior corporate management is that they cannot afford to be compromised.  Similarly, DoD has just as compelling a need for a comprehensive security strategy.

Goal 4 of the DoD IT Master plan states that DoD must: 

“Ensure DoD’s vital information resources are secure and protected, [which] reflects the pervasive impact of information assurance on DoD.  DoD business functions, such as logistics, finance, and personnel employ information networks and other process improvement to realize efficiencies..." 

Risk implies the potential consequences of a security breach.  Contrary to many risk assessment models, which involve an objective consideration of probability of occurrence, the Citigroup security model rejects the notion that the probability of a network attack can be quantified.  Furthermore, even if an accurate probability model could be developed, it is not relevant.

Probability estimates have nothing to do with the adverse impact a security breach would have.

Unlike physical security, information security lacks a reliable database and credible incident response track record.  Physical attacks on banks or other institutions are well documented and there is a substantial body of historical knowledge and reliable statistics regarding banking crime.  Together with aggressive crime prevention, prosecution and law enforcement with relatively clear jurisdictions, financial institutions are aware of physical security needs, protective measures and the consequences of a loss.  Hence, they can more effectively protect themselves.  In the boundary-less Internet world, conventional geographic jurisdictions don't apply easily.  Globalization of internet commerce, lack of universally enforceable standards, and multiple national and international jurisdictions make conventional notions of law enforcement, risk, liability, and prosecution hard to apply.  International law is unclear about when a computer network attack might constitute an "armed attack" or aggression against our national sovereignty. 

Many estimates in open source literature suppose the vast majority of incidents may be unreported out of fear that if reported, consumer confidence would crumble.  Consequently, no one knows the magnitude of the true problem.  Industry estimates of Internet crime, hacking exploits and security incidents are murky.  In one estimate, 90 percent of all businesses have been the victim of a computer attack. Of those attacks, over 90 percent go undetected, as most successful attacks have not resulted in overt damage or loss.  Anecdotal evidence leads many security professionals to the conclusion that Internet crime is increasing and with insufficient available data, the uncertainty in estimating the probability of an occurrence has very little credible value in determining risk. 

Thus, no real effective means of managing the likelihood of a computer network attack has been accepted.  More importantly, probability estimates have nothing to do with the adverse impact a security breach would have on the corporation.  Citigroup's concern centers on the potential liability and brand damage an attack would have.  Adverse publicity, liability for damages and lost customer trust weigh heavily.  Therefore, rather than attempting to base their security strategy on what they think might happen, they have chosen to look at the broader issue of what could happen.  They base their security strategy on proactively finding and fixing information security vulnerabilities as they exist, anticipate advances in technology, apply security policies and measures to them, and work to influence technology venders to develop products that address security concerns. 

Computer Security

Computer security is preventing attackers from achieving objectives through unauthorized access or unauthorized use of computers and networks.  A common method to narrow the definition of computer security is to concentrate on the three categories of computer security: confidentiality, integrity, and availability.

Confidentiality requires that information be accessible only to those authorized for it, integrity requires that information remain unaltered by accidents or malicious attempts, and availability means that the computer system remains working without degradation of access and provides resources to authorized users when they need it

The results of an attack

"When conducting examinations of systems that have been successfully attacked, certain patterns emerge. Data recovered from both the attacked systems and the computers of the intruders reveal similarities in how the intruders target and attack their victims. It has become clear that many of the components of the attack are automated and facilitated through use of sophisticated software toolkits.  These toolkits have been developed by both legitimate security professionals and by members of the "hacker" community. Many of the tools and techniques developed for legitimate purposes are modified and misused by computer criminals to compromise security and obtain unauthorized access to networks around the world." [1999 National Security Agency White paper]

Results of a computer attack can be categorized or defined as follows:

Corruption of Information - any unauthorized alteration of files stored on a host computer or data in transit across a network. 

Disclosure of Information - the dissemination of information to anyone who is not authorized to access that information. 

Theft of Service - the unauthorized use of computer or network services without degrading the service to other users.

Denial-of-service - the intentional degradation or blocking of computer or network resources.

For years, "hackers" have broken into computer systems by exploiting inherent weaknesses in the hardware, software, and system administration.  Both hackers and computer security professionals have developed software tools for either breaking into systems or identifying potential security problems within computer networks.  The graphical user interface design, ease of use, and proliferation of these "tools" throughout the internet combine to spread the threat of computer network attack far more readily than in the past.  Relatively unsophisticated and less skilled people can easily get access to highly sophisticated and powerful hacking software, increasing the magnitude of the potential threat. 

The vulnerability of our nation's critical infrastructure to attack extends the scope of national security into what was once purely a private sector issue. 

The list of high profile computer and Network attacks is growing.  The recent compromise and extortion attempt at cdnow.com where over 200,000 credit cards were compromised is but one example.  The attempted extortion of Visa, Inc. and 11 other world financial institutions, the defacement of the NASA, Congressional library, White House, EPA, and numerous other governmental web sites all illustrate that government and industry are facing the same challenges.  In December 1999, USA Today reported that over 1000 senior Military Officers had their names, ranks, Social Security Numbers and Dates of Birth published in the public record and subsequently on the Internet.  This highly publicized incident highlights the personal vulnerabilities the military community faces. 

"If you have somebody's name, address, telephone number, social security number and a credit card number you have everything you need to make a royal mess out of his life." [Tsutomu Shimomura, Takedown, 1996]

By enabling fraudulent credit cards to be established in the names of several of these military officers, the disclosure caused profound disruption and reputation damaging personal and professional fallout for the officers involved.  In the event of a conflict, public and private sector systems containing personal, medical and financial information of our service members will be easily exploited to disrupt, confuse and distract decision-makers and could undermine public trust, cause personal financial morale and other difficulties stemming from targeted or widespread attacks. 

For this reason, while information security is highly technical and complex, it is as much a leadership as it is a technical issue.  Leaders need to fully appreciate the impact of an intentional or unintentional release of personal information.  As information owners and keepers of public trust, DoD must adopt department-wide prudent, consistent and comprehensive Information Security Programs.   

As stated earlier, the vulnerabilities in all our systems stem from the inherent weakness in the underlying architecture.  These commercial systems simply are not designed with security in mind.  In adopting commercial technologies we assume the same risks and will be dealing with the same vulnerabilities as the private sector.  Consequently, we will need to expand our thinking to include the private sector in our national security and information assurance strategy.  This will not be easy.  The very real commercial requirements for ease of use and speed of implementation often override security concerns, especially in the private sector.  Under-informed and non-technical senior managers may have difficulty understanding the highly technical nature of information systems.  Conversely, technically skilled information systems managers may not have the insight to understand management concerns.  Communicating business and technical solutions in terms non-technical managers can understand is highly necessary skill. 
Thus, as DoD evolves and adapts common commercial business practices, we are increasingly becoming dependent on information technology to run our mission critical day-to-day business processes.  By implication we will need to apply strategies to deal with information security issues in these business processes, the same way we deal with operational security issues on the battlefield.


CISO Culture

The closest parallel that I can draw between the Corporate Information Security Office and the military is that of the Naval Aviation Safety Program.  The CISO security professionals are viewed by the corporation as "white hats", the good guys, much as a well functioning Navy squadron views its Aviation Safety Program.  Just as Aviation Safety Programs are designed to prevent mishaps, the Citigroup CISO organization is designed to prevent security problems.  CISO program officers operate as advisors and consultants to their businesses, much the same way Aviation Safety Officers advise the Commander.  

Kept separated from the operational and technology implementation organizations, and removed from the compliance and audit divisions, CISO is not the enforcer of policy, but rather the enablers of policy.  This allows them the freedom to remain clear of conflicts of interests, satisfy federal regulatory requirements and remain the honest broker for corporate policy.  They spend an extraordinary amount of effort cultivating a trusted relationship with their businesses to ensure cooperation and building a shared value set rather than wielding the hammer of regulation and compliance.  This non-threatening approach is very similar to that of the Naval Aviation Safety program and employs many of the same techniques.  

Information regarding specific security issues and investigations are kept closely held just as Aviation Mishap Investigation Reports are kept closely held under the concept of privileged information.  All security assessment results are kept privately and not subject to external review much the same way Aviation Safety Surveys are kept privileged.  Their Audit and Compliance departments deal with all enforcement or compliance issues, not CISO.  Thus CISO is seen as an independent, beneficial service to the business and not a hindrance.  By following CISO guidelines, policy and standards, businesses build sound business practices and avoid unfavorable audit findings down the road.  They learn the business need for information security, establish an informed-risk based approach to information security and help the corporation maintain its prime objective in maintaining customer trust, preserve their brands and accomplish the Corporate goals.

CISO Organization

Citigroup has implemented an Information Security Officer Structure, placing trained security expertise within each major business area down to the sub-business unit level.  The sub-business unit level is roughly equivalent to the Military’s 0-5 Command level.  Currently there are over 400 Information security officers throughout the corporation.  Information Security Officers serve in a staff officer relationship and responsibility, are a direct report to their business or sub-business unit leader.  They oversee implementation of security measures and advise their leaders on information security and technical issues on a full time basis.  They supervise and implement policy, coordinate security implementation in new products and applications, and escalate security-related incidents for response.  They undergo certification by the Corporate Information Security Office during a three phase training course that covers every aspect of the information security program and policy including technical as well as non-technical training.  The extensive training course is conducted centrally, giving all information security officers a network of corporate expertise to draw from, allowing them to compare differing security solutions and clarify policy and guidance with the corporate security staff.  
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Information Security Leadership Council (ISLC)

As a result of their effort to identify top security issues and implement solutions, Citigroup formed the ISLC.  Chaired by the Corporation's Chief Information Security Officer, members are the CISO directors and senior Group Information Security Officers from each of the Corporate Entities and Major Business areas.  They meet once a month to coordinate global security issues, report on progress on implementing initiatives and develop IS strategic directions.  Their recommendations go before the Information Technology Leadership Council.

Centralized Information Security Home Page

The Corporate Information Security Office maintains a central Intranet (internal to Citigroup) home page for use by Citigroup employees.  This homepage outlines the policies, procedures and implementation initiatives of Citigroup-wide information security programs.  It contains a database of information security organization, guidelines and checklists, security news, alerts and bulletins, a metrics program, approved security products and services, anti-virus updates and links to other security sites.  It is consistently regarded as one of the most frequently accessed and highly regarded sites on the Citigroup Intranet.
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Information Security Policy & Standards

Citigroup recognized the growing need to institute across the corporation consistent Information Security Policies and Standards that are broad, flexible, realistic, consistent with sound practices and meet legal and regulatory requirements.  Using information security as the foundation for meeting customer privacy commitments, the focus is to provide meaningful guidance to help the businesses make informed security decisions.  The policy emphasizes that Information Security is a business risk management issue, and that the standards are a directional compass for the businesses.  Informed risk acceptance implies that non-compliance decisions will be made by the business leadership and documented in the form of a risk acceptance policy deviation.  The decision to deviate is based on an informed understanding of sound practices, regulatory requirements and the potential impact of a security breach.

Key Policy Concepts:

Information is an Asset

A key point in Citigroup’s Information Security program is the mindset that information is an asset.  Unlike considering information to be a resource, to be consumed, Citigroup knows information has a value and a lifecycle similar to any other capital asset.  Therefore, like all other assets, information must be treated with the same care as any other asset the corporation owns. 
Information Ownership

By designating all applications, products, and Databases that hold information as information assets, they require business decision-makers (not technology people) to own those assets, much the same way Commanding officers take ownership of their command's physical assets.  As information owners, they are responsible for everything that happens or fails to happen to that information throughout its lifecycle.  Because of this, Citigroup business decision-makers decide how much trust and security to build into the product and the information it contains.  Security decisions are not left to the technology experts.  It is a key leadership issue. 

Authentication 

The identity of users and customers are authenticated prior to allowing a transaction to take place.  This is crucial to maintaining confidentiality, integrity and non-repudiation.  The processes vary, but are commensurate with the risk/type of transaction, the application, and the impact of a compromise of the information. 

Data Classification


Citigroup businesses are responsible for classifying their information into four categories.  Restricted information is analogous to government Secret and higher.  Confidential is equivalent to DoD's Confidential.  Internal means unclassified, but sensitive and not for release outside of Citigroup.  Public is all information not classified higher and may be freely distributed outside the corporation.  Passwords, Login ID's, PINs, and other like information are classified as Restricted information.  Information owners must ensure that these classifications are periodically reviewed.  Desktop and Laptop PCs have specific requirements for security that are commensurate with the classification of the data and the threat of loss. 

Encryption 

Citigroup requires information to be encrypted commensurate with its classification level. This includes storage, transmission and retrieval of all information classified as confidential or higher.  By corporate policy, all Citigroup laptops and high-risk desktops are boot level encrypted.

Ethical Hacking 

Ethical Hacking, also known as vulnerability testing, penetration testing, red teaming, etc. is the process whereby a team of Information Security professionals use hacking techniques to test information systems, applications and infrastructure for known vulnerabilities.  In order to remain confident that Citigroup systems are less vulnerable to compromise, Citigroup has made it standard practice to test all products or services that use the Internet for communication or connectivity before going live.  They also test their infrastructure in a similar fashion.

Scheduled into the critical development path of all their initiatives, all applications must pass a CISO supervised, independent hack (test).  Vulnerabilities identified during the test are classified according to severity and all high risk findings are fixed prior to product approval. Care in vender selection and corporate oversight of the hacking test is crucial to the integrity of the program.  Results are not shared outside of CISO and the Business.  The program functions much the same as the Navy’s Aviation Safety Survey Program, in that results are not used for any other purpose but to ensure sound business practice, much like an aviation safety survey is only used within the command to prevent mishaps.  This approach fosters cooperation between CISO and the businesses, builds trust and fosters rapid implementation of corrective measures that would otherwise not be implemented as smoothly. 

Deviations

Businesses are allowed to deviate from policy and standards, so long as the business leader acknowledges and accepts the risk and CISO concurs.  As policy and standards provide the foundation for meeting privacy commitments to Citigroup customers, businesses are responsible for managing information security risks under their span of control, and must complete a risk acceptance/deviation if they determine they cannot or elect not to comply with an information security standard.  By allowing businesses this flexibility, interim solutions and control measures can be implemented in cases where no technically feasible solution exists.  Following approval of a deviation, plans are put into place to correct the deficiency.  Deviations are kept in a central Database and updated periodically for applicability, currency, and validation.  

Building Permit Process


Citigroup requires their businesses to implement a Building Permit Process to ensure information security is incorporated into their software development lifecycle, application fielding and system architecture designs.  This building process, similar to DoD's Operational Requirement Document process enables information systems designers, programmers and venders to build security into their products and services from the beginning at a much reduced cost, rather than attempting to patch it in late in the production or after it is fielded.  Much as DoD is beginning to build in Operations and Support (O&S) costs into the Operational Requirement Process, Information Security should also be an operational requirement for new and legacy weapon systems.

Information Security Alert Notifications   

The difficult problem of identifying, cataloging, validating, fixing and verifying all the known vulnerabilities in computer software, hardware and systems architecture is a primary concern.  Most, if not all security incidents, stem from exploitation of commonly known, well-publicized and often easily fixed security flaws.  As the number of vulnerabilities grow each day, the task of organizing, disseminating, controlling and verifying remediation is daunting.  Citigroup distributes approximately 50 new system and application specific vulnerabilities per month to Information Security Officers and System Security Administrators.  They are currently working with venders to automate the process using web-based technology to catalog, evaluate, notify and report implemented fixes. 

Vulnerability Assessments and Due Diligence

As part of the Acquisition and Merger process, Citigroup conducts vulnerability assessments and due diligence reviews of newly acquired or about to be acquired businesses.  They also extend the process to vender partners and strategic partners. These assessments are comprehensive reviews of business culture, business climate, employee security awareness and adherence to sound information security practice.  The process assesses the state of information security and advises senior management on issues that may affect major decisions, highlights security holes for remediation and strengthens the overall corporate security awareness. 

Product Certification – validate vendors’ claims

Citigroup's Corporate Information Security Office spends a great deal of energy validating and approving security products and software for use on Citigroup computers.  Only approved products are authorized for installation and use.  The approval process involves security experts that analyze a vender's product against a set of standards that verify vender's claims.  The proliferation of new products and security solutions brings with it a certain number of electronic "snake oil remedies" that don't always live up to expectations and advertisements.  While CISO makes no attempt to verify functionality or suitability for a particular product or application, they do determine if the product's features comply with sound security practices.  This enables Citigroup businesses to choose from an approved list of products when selecting hardware and software, giving some assurance that the product design is sound.  It also provides the vender feedback to address security issues.

Citigroup Information Security Evaluation Model  - Citi-ISEM (patent pending)

Citigroup has applied for patent on an Information Security Evaluation Model that allows a business to evaluate their state of information security against a set of standards. Citi-ISEM is a five-level model based on Information Security sound practices and the concepts of Prevention, Detection and Verification.  ISEM sets Information Security goals and monitors status, defines a set of controls for assessing and compensating for vulnerabilities, provides a means for classifying risk, assists in determining the nature of threats and provides tools for impact assessment and analysis and recommends solutions.  The model shows the current state of Information Security, what a business must do to increase its Information Security readiness, and offers a numerical scale of information readiness to use as a benchmarking metric.  

Unlike Capability Maturity Models (CMM), Citi-ISEM is not a software engineering process.  It is a production model and an organizational, management and process tool.  It does not drive the organization toward a predetermined level 5 end-state.  The model allows business leaders to determine the desired/required state of security for their business based on risk, then shows what is needed to get to the desired level.  The business then determines what security measures they require. 
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Training and Awareness


Citigroup's Information Security Awareness program encompasses all the major features of any top-level training program.  Designed to reach all Citigroup employees, they employ professionally trained marketing specialists to develop awareness materials, conduct awareness outreach visits, and hold new-hire awareness training. 

Security Incident Response Teams


When a security incident occurs, Citigroup business alert their Business Information Security Officers, who in turn escalate the incident up the chain using a predetermined criteria.  Similar to DoD's OPREP Reporting system, the system alerts top level management who are brought in to make decisions, formulate responses, bring in law enforcement and authorize the conduct of an investigation.  

Challenges

Globalization, e-commerce, wireless technology, miniaturization and microelectromechanical systems or MEMS, open architectures, and advances in biotechnology are all affecting how America does business.  These advancements are forcing fundamental changes in society that have precedent setting implications for our future.  They not only provide potentially nifty new ways to access banking, but are more deeply affecting what America and the rest of the world values, and how much and where value is placed.  The impact of present advances in technology is only beginning to manifest itself in the business community.  DoD will face these same challenges as we adopt similar processes, common system architectures, and attempt to protect American interests globally.  As we adopt new and advanced technology off the open market, leadership must consider carefully what risks we are accepting, and make informed risk acceptance decisions before accepting new technological advances.  

Top Security Issues

Citigroup has identified seven top security issues affecting the corporation.  These are strategic issues that highlight fundamental challenges applicable to any organization operating within a networked environment. UNIX and Microsoft NT operating environments have significant, commonly known, and easily exploitable security vulnerabilities.  Like the financial services industry, DoD systems are also hampered by the fundamental weaknesses in commercial operating systems that require third party and after-market security solutions.  The solutions are not cheap and will require significant investment.  Implementing solutions to these issues will require an extensive resource commitment from DoD leadership.  

Summary of Top Seven Security Issues:

Protecting Information on Personal Computers 

Highly sensitive information stored on desktop and laptop computers can be readily accessed, modified and disclosed. Without a robust access control system, in a networked environment, compromise of a single Networked PC or laptop computer allows access to the entire network and by extension, other connected networks.

Protecting Information on “Server” Computers 

Citigroup operates over 25,000 Servers.  Correcting numerous, significant and commonly known security vulnerabilities in commonly installed operating systems requires significant technical expertise and constant updates to control access and prevent exploitation by intruders. 
Employee Access to Information

Controlling employee access to essential applications, products and information after they have changed jobs or have left the company presents a particularly sensitive vulnerability. By industry measures, between 60 and 80 percent of the known security incidents arise as a result of a “trusted user” being either willfully or inadvertently involved in a security breach.

Protecting Confidentiality of E-Mail

The vast majority of corporate communication is processed by electronic mail, and it is growing daily.  By design, e-mail is a broadcast medium, open to anyone along the network path. Unencrypted e-mail is the electronic equivalent of a post card, easily intercepted, accessed, read, and modified anywhere along its path or while stored in transit.  When used to send and receive sensitive information and instructions, electronic mail puts confidentiality, authentication and protection against non-repudiation at risk.  Encrypted e-mail schemes are becoming popular, but much work remains to be done in scaling solutions enterprise wide, and competing solutions bring compatibility and standardization issues that have not yet been addressed satisfactorily within the government and technology industry.

Sharing Information Across Networks

Many of the Citigroup companies and partners have developed specific security practices for their networks.  Specific issues include a growing number of firewalls from multiple vendors often with inconsistent configurations.  As with any system, security is only as strong as the weakest point.  This has limited the sharing of information between the companies and increased expenses.

Preserving Confidentiality of Information

Inherent authentication weaknesses in legacy systems could expose customer and company information to unauthorized parties.  Combining new technology and use of the Internet with these older technologies creates additional security exposures. 

Strategic Investments in Security

Investments in information security technology need to keep pace with changes in the industry and improve our ability to identify customers, ensure privacy and prevent compromise.  These include Public Key Infrastructure, Intrusion Detection and Virtual Private Networks.

Information Assurance, The Financial Services Information Sharing & Analysis Center (FS ISAC) 

In an effort to respond to potential security threats, the Citigroup Corporate Information Security Office is helping drive efforts to share security information within the Financial Services Industry.  Founded in early 1999 as a result of Presidential Decision Directive 63, National Infrastructure Protection, the FS/ISAC is a first step in sharing information about attacks on critical infrastructure.  Executive Order 13010 created the President’s Commission on infrastructure Protection (PCCIP) to bring together public and private sector assessment of critical infrastructure vulnerabilities.  Banking and Finance is 1 of 8 critical infrastructures.  Financial Services are asked to participate in a public-private partnership to share information, identify threats and reduce vulnerabilities.  The lead government agency for banking and finance is the U.S. Treasury.  Presidential Decision Directive 63 strongly recommends a private sector Financial Services Information Sharing and Analysis Center (FS/ISAC) to interface with the National Infrastructure Protection Center (NPIC).  Global Integrity (GI) Corporation was selected by the private sector organization to establish and operate the FS/ISAC. The ISAC acts as a clearinghouse repository of member input and may gather information from government and private sector participants, vender and institutional sources.  It provides a secure facility for authenticated and anonymous sharing of information associated with threats, incidents, and vulnerabilities and available resolutions or solutions.

Participants Are: FDIC-insured banks, NASD-licensed investment firms, Appropriately regulated financial services utilities, Specialized licensed banking companies, and Licensed insurance corporations. 

STANDARD OPERATING ENVIRONMENT.

Citigroup is in the process of evaluating and implementing a Standard Operating Environment (SOE) for desktop computing.

SOE is a server-centric desktop support model designed to reduce total cost of ownership, provide for quick implementation and upgrade of new software and increase security of the desktop environment.  SOE embodies a server-centric approach to the distributed computing environment and expects that all application code reside on a network server.  SOE is also a configuration management discipline, a set of naming standards (including employee user-ids), and a software distribution packaging standard.  It addresses several conventional desktop-computing weaknesses.  These include user entitlement management (tied to the human resources database), desktop management, controlled execution of software, Software Distribution and Release Management, and technical support.  This model addresses a problem, which we in DoD share  – the requirement to support users and businesses in a distributed computing environment.  In any IT implementation scheme, technical and social issues present challenges to overcome.  While SOE is yet to be fully implemented by the various Citigroup businesses, it may provide a workable solution for increasing productivity, minimizing costs and enhancing network security within an organization.

OUTSOURCING 

Citigroup's Global Technology Infrastructure Office handles approximately one half of Citigroup's total IT network infrastructure, covering 95 countries, 5300 nodes, 150,000 desktops, 1200 voice systems and 2500 servers.  With a staff of approximately 2500 full time employees, in the year 2000, they will spend over 30 million dollars on specific Network information security implementations.  This dollar amount does not account for Network administration or desktop support, much of which includes routine security management, nor does it account for Data Center security or security personnel compensation, travel or other operations expenses.

Citigroup businesses outsource a significant portion of their network services.  While some cost savings and benefits have been achieved, they are recognizing the importance of retaining core in-house technical capabilities.  Retention of planning, architectural, design and engineering expertise is becoming increasingly important.  Cost and quality along with system integration issues are beginning to surface, causing a rethinking of strategic outsourcing relationships.  Efforts to restructure as a result of cost and operational issues and a sense that they may need to reevaluate relationships with some venders may be on the horizon.  One of the processes Citigroup has not outsourced is the Information Security function.  To Citigroup, it is a core capability.

PEOPLE - We have to get this right!

We will need talented, dedicated and informed leadership along with the technical talent to address the challenges of securing our Information Systems.

The overwhelming ease with which commercial operating systems and networks can be compromised and the magnitude and complexity of the interconnections between economic, political and defense sectors has highlighted the importance of first fixing our known vulnerabilities, then developing a robust national information infrastructure protection program.  This is far from a trivial effort.  As the information revolution continues at its breakneck pace, there is a growing need for leaders and supervisors who can translate technology-speak into English.  We will need talented, dedicated and informed leadership along with the technical talent to address this problem.  The challenges we face will get even tougher as we become increasingly reliant on new technology and the rate of fielding new technology increases. 

The key ingredient that makes the CISO organization the industry leader is not their programs and policy, but their people. 

Being a world class organization means keeping world class talent.  Citigroup has the best people they can get, because their leadership knows they bring value to the corporation, challenges them to succeed and compensates them based on their market value, what they are worth to the company.  Information Technology and expertise in information security are a core competency for any business.  Technically savvy, capable and well-trained people are in high demand and in short supply.  With unemployment at an all time low, all businesses (as well as government) are competing for the same pool of talent.  As this talent pool is not increasing and demand is rising, the availability of talent will be the limiting factor in a growing economy.

In order to compete with the private sector for talent, DoD will have to sell itself in new and innovative ways in order to attract and retain enough quality people.  Then once we have attracted them, in order to retain them, we will have to live up to their expectations.  

These expectations are changing the workplace.  Businesses are being driven to more innovative methods to attract, train, retain and motivate their workforce.  Flexible hours, and performance based individually tailored compensation packages are becoming commonplace and no longer the sole expectation of those in senior management positions.  The market is driving companies to extraordinary measures to satisfy the demands of their most productive workers.  The future generation approaching military age will have grown up never being without the use of a computer.  It will have been as much a part of their lives as the television is to our generation.  They are already demanding that businesses pay attention to their consumer, Internet and other technology needs.  They are forcing workplace standards to change and accommodate them.  In an all recruited force structure, DoD will not be able to compete unless we also change how we attract, train, retain and motivate this new generation.  In order to compete in the war for talent, our ability to exercise the requisite leadership in motivating our workforce is the preeminent issue facing DoD. 

CONCLUSIONS

Having witnessed first hand, the vulnerability, complexity, interdependence and vital nature of our information infrastructure, I am convinced the most significant threat to American Economic and National Security will not be an attack against our strength in conventional or nuclear warfare, nor will it be weapons of mass destruction.  It will be an attack against our weakness in information technology infrastructure.  In my estimation, the stakes are higher and the potential impact is as severe as any threat the nation faces.  With the easy accessibility of hacker tools and the difficulty in searching out the enemy, cyberspace is the battle space of the future. We need to prepare now for warfare in the twenty-first century.  As DoD prepares for the future, we must quickly adapt an overall implementation and strategy to defend not only our internal systems, but also all systems important to US security.

"We must reach a firm decision that we will regard an attack on our national information infrastructures as an act of war. It must be totally clear that we will respond as surely and swiftly as we would to an invasion of our borders or to an attack on our forces."[The Information Time Bomb, Air Force Magazine, May2000]
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Corporate Information Security Officer Certification, Citigroup NY, January 1999
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Corporate Y2K Command Center Watch Officer

Ethical Hacking Observation

Top Corporate Information Security Issues Team Member

Vulnerability Assessment team member 

Information Security Leadership Council Member

APPENDIX A

Navy Family Housing at Mitchell Field and Mitchell Manor, Long Island NY

My experience here a Citigroup as part of the fellowship has been an excellent opportunity to view our world from a different perspective.  I can say however, it has been tarnished only by my family's latest experience living in Navy Family Housing at Mitchell Field in New York.  The overall conditions at Mitchell Field are unsatisfactory.  It is obvious that conditions did not get this way overnight and it is the only time in my 20 years of Military service I have been publicly and privately embarrassed by my chosen profession in the U.S Military, 

Mitchell Field and Mitchell Manor Navy Family Housing is suffering the cumulative effects of prolonged lack of upkeep and general maintenance.  The resulting unattractiveness is negatively impacting local residents, may tarnish Navy’s reputation in the local area, and is having adverse recruiting and retention implications.

Built in prior to World War II, Mitchell Manor (enlisted) and Mitchell Field (officer) family housing areas are all that remain under Navy control from what once was Mitchell Army Airfield.  Located in Central metropolitan Nassau County, on Long Island, New York, it houses approximately 500 enlisted and 100 officer families from all services.  These families serve primarily in the various New York Armed Forces recruiting commands, NY public affairs offices and some full time reservist/National Guard and other miscellaneous billets.

The booming New York economy has increased the already high cost of living and extremely tightened availability in the local civilian housing market.  Additionally, high move-in costs have made it prohibitively expensive for most service members to obtain private sector housing.  Even with the current Cost of Living Allowance adjustments for New York, our enlisted families and junior officers are financially and physically unable to find affordable off-base housing.  Mitchell Housing is the only realistic alternative.  Left with no other choice, the residents dutifully tolerate less than adequate living conditions.

Since the BRAC, active duty U.S. military drastically reduced basing and infrastructure support in the New York metropolitan area and surrounding boroughs.  With this reduction in physical presence, the general care and upkeep of the remaining Navy real estate has diminished. Deferred maintenance on the aging buildings and lack of upkeep in common areas is becoming increasingly evident. Obvious signs of wear and tear, severe paint pealing and dry rot, broken and pot-holed sidewalks and streets, along with structural cracks in the homes are evident.  Overgrown with foliage, three abandoned buildings, including what remains of the Navy Exchange Gas Station are piled with debris.  An abandoned railroad right-of-way continues to collect debris and acts as a breeding ground for mosquitoes and vermin.  The Navy Child Development Center building is crumbling.

The consequences of allowing the infrastructure to decay are being felt within the local community.  Located adjacent to major through streets, in clear public view, the dismal appearance of Navy housing is advertised with a sign stating, “Mitchell Field Family Housing, A Navy Neighborhood of Excellence”.  This is starkly contrasted by the appearance of the surrounding well kept suburban neighborhood and the well-maintained condition of former military housing occupied by the Nassau Community College.  Adjacent to major shopping centers, schools, parks and the college campus, the visible lack of upkeep is well below community standards and threatens to tarnish Navy’s reputation.  It is potentially stressing private sector neighborhood residents' good will.  It also may begin to affect local recruiting efforts as it showcases a significant quality of life disparity between military service and opportunities readily available in the private sector.  

Quality of life and service issues are also affecting retention decisions of Mitchell Manor residents, many of whom are Armed Forces Recruiters in the surrounding area who are finding it increasingly difficult to rationalize and explain the disparity. 

If we are to maintain a viable presence in Metropolitan New York, it is in Navy’s best interest to provide adequate housing for our service members.  We must also assure the local public that Navy will administer its obligation to be a good landlord and provide a clear standard for how potential recruits and the general public sees military quality of life and service. 

The residents here are leery about bringing the issue forward, largely because they fear the consequences.  The continued delay in whatever outsourcing decision is being contemplated, uncertainty about their ability to find other housing, what displacements would be required during renovations, and a general apathy about the Navy's commitment to their wellbeing are evident.

Some minor improvements are being initiated.  Among these are new playground equipment and upgraded electrical service.  But, a lot more needs to be done.  There are numerous reasons the upkeep has not kept pace with the requirements.  These include contract and vender management problems, jurisdictional disputes and lack of funding.  All of these reasons, though, just serve to reinforce the perception that Navy lacks the leadership to fix the problem.

The residents here are not asking for more than they deserve, they just want the neighborhood maintained and to know their Military supports them.  It's doubly sad that Mitchell Field is occupied mostly by Armed Forces Recruiters whom we rely on to attract the talent we need to strengthen our military.  I doubt seriously that anyone would put Mitchell Field housing on a recruiting poster.

Attachment:  Photographs taken of Mitchell Field housing area April 16, 2000 by Commander Palmer
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            ISEM

*

Information Security Policies & Standards are minimal and may or may not be documented.  Information Security Incidents are viewed as someone else's problem.  Existing programs and services are perceived as sufficient.

Realization that existing Information Security processes are fragmented.  Realization that a focused Information Security Program & Organization is needed.  A Corporate IS office or officer has been assigned or is being considered.

General acceptance of organization-wide standards based on Information Security Infrastructure.  A Corporate Office (officer) is established.  Senior-level information owner (with responsibility) have been identified.

The integration of IS programs and services in the business units is complete.  Management actively and visibly participates in the IS programs and services.  The IS infrastructure is established.

Threats are continually reevaluated based on

changing threat population and security incidents.

Additional or more cost effective alternatives are

continually identified.  The practice of IS is 

considered a component of the corporate culture.

Level 4

COMMON PRACTICE

Level 3

INTEGRATION

Level 2

ACKNOWLEDGMENT

Level 1

COMPLACENCY

Level 5

CONTINUOUS IMPROVEMENT
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