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FOREWORD

The Secretary of Defense Corporate Fellows Program was established by Secretary of Defense Perry on October 6, 1994, with the goal “ . . . to build a cadre of officers who understand not only the profession of arms, but also the organizational and operational opportunities made possible by the revolutionary changes in information and related technologies… an appreciation of how this revolution is influencing American society and business in ways that will inevitably influence the culture and operation of the Department."  We achieve this by sending selected officers to work for about 11 months at a sponsoring corporation.


The 1999 – 2000 corporate sponsors included:  Citigroup, Inc., Federal Express Corporation, McKinsey & Company, Inc., Lockheed Martin Mission Systems, Sarnoff Corporation, and Sun Microsystems, Inc.  Each has earned a reputation for quality long-range planning; undertaking organizational innovation and adaptation to remain competitive; successfully managing and exploiting the revolution in information and related technologies to become an industry leader.


Each Fellow has written an individual report on the observations and recommendations derived from the time spent at his own sponsoring company, group visits to all the other sponsors, and exchanges of information among the entire group of Fellows.  Throughout these reports are insightful observations about such topics as organizational reform, information technology, network development and security, biotechnology, strategic planning, acquisition, training, and personnel issues.  This document contains the executive summaries from the individual reports.


Also contained, and derived from the individual reports, are common findings that are shared across the group.  In keeping with the fundamental goals of the SDCFP, these findings are focused on the areas of Operational Change, Organizational Change, Transformation, and the implications for DoD and the Military Services.  Although the findings as presented represent the views of the 1999 – 2000 Fellows, the areas they cover are generally common across all years.  Each year’s group of Fellow has a unique viewpoint.  But, the overall commonality is shared across all years and re-enforces the validity of their findings   
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Human Resources

The role of human resource divisions around the world is changing.  At one point, the human resources division had sole responsibility for the hiring and firing of all of a companies employees and was stuck down in the bowels of some other functional division controlled by a vice president with no human resources training.  It was simply an assigned duty.  Times are changing!


Leaders of some of the premier corporations and companies around the world have come to the stark realization that people are their most valuable asset.  No longer are the fixed assets of the industrial age what a company’s value is based upon.  Today the trend is to base a company’s value on its people; those with the best people are most highly valued.  The idea of intellectual property and what people add to a company’s value proposition should not be a mystery, yet it remains so today.  


During the race to develop the nuclear bomb, the long pole in the tent was not a production facility or even the nuclear material to include in the bomb.  It was the intelligence required to dream the idea, translate that idea into a plan and then supervise the development of a world-changing technology.  The same holds true for the development of the desktop computer.  Even in our short lifetimes, we can remember the nay-sayers ranting about the how ridiculous it was to even think that every desk would one day have a computer on it.  Again, it is the intelligence and drive of a few people that have put us all on the brink of realizing that dream.


People make the company, and successful leaders are adapting their human resources divisions and procedures to cope with the changing economic and market trends.  Company executive officers and corporate vice presidents are now the human resource redesign efforts.  They have realized that the human factor is no longer just one of the elements of a production- or service-oriented company.  The human factor is ‘THE’ element.  Executives are developing recruiting and retention programs aimed at targeting the world’s top talent, not just talent within our own boundaries.  Leaders are getting involved in the human resources business, while the human resource divisions are simply there to provide tools to management to execute the “people plan.” 


The new market economy is developing without walls or impediments to more open markets and talent pools.  Yet, in the United States, statistics indicate that those talent pools are actually shrinking over the next 15-20 years.  Therefore, as the economy grows, we are faced with a real problem – a shortage of top rated talent, the War for Talent.  Executives that are willing to learn and listen are making adjustments to their human resources divisions to account for these shortages and are aggressively pursuing options to fill critical personnel shortfalls.  One of the talent pools being used to fill private sector shortages is the Defense Department.  During a two-year stretch while the Defense Department was downsizing, General Electric hired more than 650 former officers.  That is only one of this nation’s major companies.  The military has now become a major hunting ground for gifted and talented mid- to upper-level management employees.


Defense Department statistics from ‘97-’98 indicate that we recruited 217,000 military and hired 19,700 civilians.  During the same period, we separated 220,000 military and 50,000 civilians.  The overall turnover rate was slightly more than 24 percent for the entire workforce.  In the private sector that is referred to as the churn rate.  It is not uncommon to see similar statistics for private companies, but when you do, it is an indication that they are more than likely losing the war for talent.


So what can be done to help ebb the tide of personnel turbulence?  In most cases, efforts must start at the top.  A whole new ideology or process needs to be put in place to adjust to market needs.  Human resources departments are no longer the drivers of these programs, the corporate leaders are.  The leaders look only to the human resources people for new and innovative tools and techniques to assist them in fighting this war.  Companies have established partnerships with certain universities that produce graduates with a particular skill set.  Those companies are going into schools with resources and job opportunities at a much earlier stage and are helping schools adjust their curriculum to changing market needs.


Leading companies realize that money is not the key lever in attracting and retaining top talent.  That is not to say it is not important, but it is not always one of the top levers.  Total compensation packages, not simply salary, are attracting key employees.  More importantly is the value proposition that a company has and how a new employee fits into the company culture.  Southwest Airlines and Allied Signal are leaders in their industries for establishing a corporate culture that makes the employee feel important, needed and part of the solution instead of part of the problem.  

Quality of life is a key player in the development of this corporate culture.  Companies are taking extraordinary measures to establish a climate that is conducive to company loyalty and long-term employment.  Since employees are more migratory in today’s workforce and less loyal to their employers, it is imperative to create never-before-thought-of incentives.  Many companies are offering exceptional signing and retention bonuses, but they are going way beyond simple money.  Companies are allowing employees to purchase stock in their own company, to become vested.  There is no better way to get buy in than to equate financial freedom to your work effort.

Companies are also taking measures to improve quality of life by offering housing down payments, robust health plans, high-speed internet or DSL hook ups in homes so employees can telecommute, personal services such as dry cleaning or automobile services while the employee is at work, and even concierge services designed to make the employees life less complicated.  These are but a few examples of efforts that innovative companies are taking to improve their value proposition.  Give the employee challenging work, advancement opportunities, access to company leadership and decision-makers, and help take care of the family and you have a winning combination. 

The Defense Department faces similar human resource issues and cannot allow themselves to push the problem off on the Services’ personnel departments.  This is a leadership issue and needs attention from the highest levels.  We cannot become so enamored by technology or complacent with past successes that we think the problem will go away with time.  The bottom line is that people make the technology work.  It is time the Defense Department declared war – this time aimed at destroying the attack on our workforce. 

Dealing with DoD


Companies view business with DoD in one of three ways: 1) don't want to deal, 2) can't figure it out,  or 3) frustrated.  In all three cases, the opportunities for DoD to leverage the investments of industry in new technologies and products are diminishing. 


A growing number of companies "don't want to deal" with DoD for many reasons.  The cumulative effects of a diminished global military threat, booming commercial markets, shrinking defense procurements, complex cost accounting requirements and lower profit margins have forced many companies out of the DoD market.  For many of these companies the transition to a commercial market was a painful corporate experience and their commercial markets now dwarf DoD opportunities.  In short, there are no strategic, tactical, or even intangible reasons to move a company into DoD markets or product lines.  In fact, cost accounting requirements, regulatory oversight, funding instability, intellectual property rights, and the presence of well-established incumbent contractors pose very large barriers to entry.


Companies that "can't figure it out" see potential military utility in their products and are willing to broach the barriers, but cannot find the right buyer or sponsor with funding.  The common complaint is that DoD presents a formidable, fragmented and fickeld face to industry.  On one hand, DoD represents a huge customer base with highly publicized and wide-ranging needs for modern technology.  On the other, countless internal sponsors with similar requirements, but differing technical demands, operating environments, and funding sources make it extremely difficult to find the "right" DoD customer.  Even when interested customers are located, contracting delays, funding constraints, legislative and regulatory limitations, competition advocates, and internal checkers impede procurements. In many cases, companies simply quit since they cannot afford the investment of capital and personnel expertise, while the acquisition system operates.  Once turned-off by their experience, they are increasingly reluctant to try again.  Occasionally, minor successes will encourage companies to continue marketing efforts or move into the remaining category of company.


The final category of company operates within the defense acquisition system and deals with the frustrations.  They have learned to cope with the regulatory environment, complexities of cost accounting systems, and diverse customer demands in an attempt to understand current and future military needs. In general, they submit responses to DoD requests for proposals on acquisitions with 8% to 15% profit margins and suffer the angst of a shareholder population demanding increased growth and profits.


These DoD companies have felt the pressures of the DoD post Cold War downsizing and consolidations. Many are fighting to maintain their business base in an increasingly competitive and shrinking market.  DoD investment funding has changed character from unique cutting edge solutions to the integration or modification of commercially available products. 


They have reluctantly accepted the changed defense market, but experience frustrations with the overwhelming complexity of multiple customers with conflicting interests, overlapping and divergent regulations, differing rule interpretations and implementations and policy pronouncements of reform and streamlining.

Examples include:

· Multiple Customers with Conflicting Interests- For any DoD procurement, the following customer set could be identified illustrating the conflicts in their primary focus.

End-User


System Performance and Military Utility

Acquisition Office

Program Performance

Design Authority

Technical Requirements and Supportability

Test Agency


Test Design, Execution and Reporting

Contracting Agency

Contract Performance

· Multiple Overlapping and Divergent Regulations-The Defense Industry must navigate the complex and often conflicting and overlapping regulatory and legislative requirements to successfully provide products and services to DoD.  These include:   

Commercial Services vs. Organic Capability

Full Life Cycle Support vs. Funding Sources

Procurement Speed vs. Cost Accounting and Competition

· Differing Rule Interpretations and Implementations by different DoD entities were observed in the following:

FAR Clauses- Contract Terms and Conditions

Cost Accounting Standards and Audits

Total System Performance Responsibility

Award Fee Plans and Standards

Contractor Performance Rating System (CPARS)


These barriers have created an increased industry-wide tendency to shy away from business operations with DoD.  This in turn limits DoD's insight into new and emerging technologies and limits our ability to procure innovative system solutions.  To increase DoD's access into the commercial sector, DoD must reduce the complexity of the acquisition system in every phase of the product life cycle.  In most cases, stakeholders will have to change, reduce, or relinquish control to more closely conform to commercial business models and operating rules in order to attract business from the commercial sector.

Information Technology

There are countless reasons why the US military should transition to an electronic environment.  During the 1990s, the personal computer finally became the ubiquitous and powerful desktop tool many people predicted it would be.  The Internet is the next big business revolution and has already been embraced as a communications medium, a consumer platform, and a business channel.  Basic organizational survival skills in 2000 and beyond include World Wide Web proficiency.  The organizations and people that do not have these new skill sets will be left behind.  As the defenders of the free world, we cannot afford to lag in this revolution and we must take our expected position in the lead.

The benefits of a successful and quick transition to electronic environment as a forcing function will be astronomical.  The Department will be forced to align and streamline financial systems, personnel systems, and organizations.  We will be required to focus more on our audience and must determine how we want suppliers, contractors, troops, and families to be served online.  Consequently, we will become more service-oriented and more focused on care and support transactions.  An e-business attitude will transform the Defense industry, as it will the rest of the world.

The DoD should partner with industry to develop a “MyMilitary.mil” portal.  The portal will be a personalized, content rich service that our members can connect to from any browser-enabled device.  Concurrent with establishing the portal, we should web-enable all tools and processes so that day-to-day activities can be conducted via the web.  The cost savings, streamlined procedures, and a more involved, satisfied customer base are inevitable.  In addition, the portal would provide a state of the art communications vehicle to “advertise” the state of the military to current and potential members alike.  We should decide upon realistic operational and security requirements and outsource portal development and possibly the service itself.  

DoD must complete the electronic transition far quicker than current efforts indicate.  Old economy businesses are reinventing themselves in order to better serve the public and compete in the global marketplace.  According to Forester Research, Inc., “The fate of marketplaces will be sealed in the next 18 to 24 months.  In contrast, the Air Force’s recently announced plans to implement an Electronic Commerce Strategy and touted to “use business strategies of the 1980s and 1990s” and not even projected to complete until 2010.  The Department must insist on a faster timeline, forward (not backward) looking business strategies, and require each independent effort to comply with a standard architecture.  Interoperability must be an absolute.

How do we get faster?  Senior leadership within the government will need to drive this powerful change as its agents and demand results.  Each Service Chief will need to utilize the medium and become an e-champion for change.  The troops will quickly adapt to something they are familiar with, but we will need to develop a shared need among them.  Each speech delivered by our “executives” should instill the reasons for such a dramatic change.  The Public Affairs organizations should use a multimedia campaign to ensure the vision and desired outcome is clear and widely understood throughout DoD.  Each service must have regular meetings with senior leadership (Flag Officers) to regain full commitment to the effort.  The essential message should be to remind each officer to invest their time and demand the attention of their organizations.  

A change effort of this magnitude in an organization as large as the DoD requires two things to ensure the multi-year effort continues and accelerates.  First, the military community must learn from the experience and the lessons learned must be made available throughout all DoD rapidly and regularly.  Second, the e-champions should establish accountability for each measure and set benchmarks along the way to assess progress.  As the process towards the DoD electronic environment continues, we will have to stay focused—on the customers.  We should not be afraid to outsource to agencies that have mastered what we are trying to accomplish or to forge an alliance to complete a task.

The DoD transition to electronic environment will be a multi-year undertaking.  In the interim, the Department cannot wait to provide the requisite new survival skills to the troops.  Every day our people are kept off the World Wide Web en masse, another potential innovation or process improvement goes unrealized.  Every soldier, sailor, airman, and marine should be issued personal computers and provided free Internet access.  Internet Service Providers (ISPs) increase market share by adding subscribers to their websites.  DoD’s $270 billion budget, name recognition, and over five million “customers” make it a large economic force.  The entire DoD can contract for computers and service at incredible savings if it does so in a unified effort and not piecemeal by individual Service and Agency.  Further savings would result from rationalizing user requirements to preclude hardware functional duplication.  Those personnel who require the flexibility of being “wireless” should be issues cell phones and laptop computers, and not desktop PC’s and telephones as well.  

 
Current military barriers to entry into the Internet age must be eliminated.  The Services still construct or enter into contracts for new buildings and base housing units that aren’t equipped for broadband Internet access.  Additionally, many existing dorms, barracks, and base houses do not have telephone lines for modem connections.  If the soldier, sailor, airmen, or marine wants to have Internet access, they must pay exorbitant rates to the local Telephone Company to install telephone jacks or additional phone lines.  We have inadvertently institutionalized not only military construction (MILCON) barriers but economic and policy barriers as well.  This is a “low-hanging fruit” which can be grabbed with virtually no effort.

Information Security

Information Security in the Internet age is of vital and particular interest to the Department of Defense (DoD).  The implementation of business strategies to take advantage of emerging technology is fast paced, constantly changing, highly technical and will require timely and prudent application of security and privacy controls.  Most importantly it will require talented, educated and informed people to lead and execute the necessary changes.

The rapidly changing business environment, innovations in technology, globalization of trade and electronic commerce, the rapid massive expansion in networked systems, advances in miniaturization and innovations in wireless communication are all bringing new security challenges. 

As DoD increasingly adopts and relies on Commercial-Off-The-Shelf information systems, we also adopt the inherent lack of security in those operating systems.  With new systems coming online such as Integrated Logistics, the Navy and Marine Corps Intranet and World Wide Web enabled access to Defense Finance and Accounting System databases, failure to adequately address security and privacy concerns from the outset jeopardizes the integrity of our economic and National Defense Systems. The stakes for failing to provide adequate Internet security is directly related to the exponential growth in electronic commerce and go far beyond the direct dollar value of a transaction.

With over 95 percent of DoD’s telecommunication and information networks connected to the private sector, the security issues affecting U.S based companies also affect the nature and context of our national defense.  The interconnectedness of critical information systems is rapidly blurring the lines between public sector, private sector, national and global economic and security interests. Our military, civil, and commercial infrastructures are too interdependent to treat separately.  Defending them will require integration of effort by defense, law enforcement, intelligence, and private sector participants on a scale not previously attempted, or even contemplated.  When problems occur in one sector they will likely effect all the others.  Much of the concern about the Y2K computer problem dealt with how to mitigate the risk of a failure in one sector from cascading into another. 

Today’s Information Security concerns are: 

· Attack (hacker) tools are getting easier to use and are available to everyone over the Internet.

· New software products are being delivered with more vulnerability and are easier to compromise.

· Seeing a significant increase in the number of hacks, attacks, extortion attempts, and viruses.

· Viruses are becoming more devastating, destructive, and harder to counter. 

· Technologies used to ensure privacy and security for e-commerce are new, inadequate, and not mature.

To succeed, we will need to adapt sound business practices, keep abreast of changing technology, influence the information security aspects in the design of new technology products, and through policy implementation develop comprehensive organizational, training, prevention, monitoring, incident response, investigation and awareness programs. 

Critical to achieving this goal will be building trust relationships with industry and other public agencies.  Information Security efforts in the public sector intelligence agencies and law enforcement carry a reputation of secrecy and "big brother" that is counterproductive when dealing with the private sector.  In order to build a partnership and promote the common defense of our information systems, federal agencies including the NSA, FBI and DoD must cultivate a value system that shares the interests of the private sector for securing their systems.  Placing an organization such as the FBI in charge of National Infrastructure Protection becomes too threatening to the private sector, when the FBI also must also investigate criminal activity to enforce the law.  A successful case for the FBI means catching the perpetrator and holding a public trial.  For business, success is thwarting the attacker.  This fundamentally different value set is why the corporate world shows little enthusiasm for any government mandated solution.  What is needed is an organization that can bridge the trust gap, build alliances and partnerships using a common set of shared values to promote information security without the threat of direct legal and law enforcement action.

The following Industry Best practices should be adopted and implemented by DoD:
· An information security strategy that embraces the concept that information security is a risk management issue.

· Viewing information as an asset (not a resource) that requires ownership by decision-makers (not technology people), the same as any other capital asset.
· Designing in adequate security from the beginning of development.  Information security incorporated into software development lifecycle, application fielding, and system architecture designs.
· Institutionalize the value and importance of safeguarding the privacy of customer and employee information.  This commitment is in the form of a privacy promise. Living up to this privacy commitment forms the foundation for the Information Security effort.
· Information Security organizations headed by a senior executive with the organization, contacts, business network, discipline and Corporate support to address all the technological challenges and expectations of the corporation.  The security organization is independent from the operational, technology implementation and audit or compliance function.

· Have a clearly defined mission statement that captures the essence of the Information Security issue.  As an example:

· Assure that DoD can prevent, detect, and respond to intentional acts that could impact our ability to provide services to the nation.  Maintain public confidence in our Government's ability to ensure the confidentiality, integrity, and availability of all vital and essential information and services.  Enable the nation to pursue our national electronic-government opportunities while meeting security and privacy commitments.

· View information security as adding to the bottom line and not a cost of doing business.

· Test every application, system, network and infrastructure, product or service that uses the Internet for communication or connectivity for known vulnerabilities prior to fielding.

· Validate vendor claims through Security Product Certification

New Technology Use & Access

In accessing the new technologies of infotech, biotech, and nanotech, DoD suffers from not having an integrated approach.  Biotech is far more complex and has far more possibilities than simply medical and bio-warfare ones.  Biotech is where infotech was about five years ago and nanotech is about five to ten years behind biotech (based on discussions with various people and the literature.)  However, this is an artificial timeline since these technologies feed off of each other and nanotech could start to catch up with biotech as biotech also begins to catch up to infotech.  As mind, body, and machine begin to merge and we become more like our personal computers (re-programable, enhanceable, subject to viruses and unauthorized entry), we must consider the ethical use of technology as it pertains to both the medical and warfare aspects of the military.  Personnel privacy, security, and legal rights of what should or should not be done to the body in peacetime and combat will require a serious review.  
Recommendations for utilizing the new technologies include:

· Establish a board or council for the ethical use of technology that could, for example, investigate the privacy and security concerns with DNA collection of military personnel.  In addition, the same body might review partnerships with industry to use the DNA database since it represents a good population sample for genomic or drug research.  This group must not come from DoD.  It must be a group of outside, trusted individuals that have both the public and government respect for making such decisions.

· Do not treat biotech as if bio-warfare is the only issue and we can treat it like we did nukes.  Biotech is different since the impetus behind it is the common good and health of people (as well as the wealth of commercial companies.)  This will not be solved just by treaties or weapons control since so many advances are coming out of the medical research to help those with physical/mental disabilities or for curing diseases.

· Train personnel on biotech and nanotech just like we are for infotech.

· Create new doctrine, strategy, tactics, and international agreements for infotech, biotech, and nanotech.

· Integrate a DoD approach for biotech and nanotech acquisition and use.  Support and perhaps take the lead for integrating a National Strategy for the acquisition of biotech and defense against bio-attack that links the goals of government with industry to reduce what Sarnoff calls the “bug to drug” cycle from five to ten years down to months, weeks, or less.  

· Perform “David & Goliath” studies to look at vulnerabilities and asymmetrical attacks from biotech and nanotech just like we do for infotech.

· Perform war games and exercises to validate new strategy and tactics for bio-attack and bio-defense to include both international and domestic scenarios.

· Perform simulations of war pitting our current systems against a military power that could be bought off-the-shelf today with $50 Billion, $100 Billion, etc.  This looks at the buying power and market availability of potential “weapons.”  See what you can buy commercially.  War-game it against our legacy systems.  Model the new stuff.
· Outsource everything not core to DoD required military capabilities.

There are technologies that may never be put into a warfighter’s hands for the lack of the right FAR clause, the lack of good market research, or the lack of speed on the part of our budget and decision making process.  If we are going to win the next war in whatever form it may take, we must be the best at exploiting the New Economy.  This means that for both the business of warfighting and for the act of warfighting, we must be best at accessing and using new technology.  This requires a radical shift in the way we view Research and Development (R&D).  To access technology better, we will have to be adept at making commercial deals for R&D using the best commercial practices and tools, and having a commercial mindset.  To use the technology we gain better than anyone else will require more comprehensive training and understanding of the technology itself as well as how to apply it.  Of course, none of this will work without also having the best and the brightest people.
Specific recommendations to achieve better access to new technologies include:

· Establish an Organization/Agency/Spin-off that acts as DoD’s Commercial Front Door to integrate and facilitate the solutions across DoD and with other government agency partners.  In addition, DoD needs to have a “commercial front door” for industry.  There is no agency specifically set up to provide the private sector access quickly and reliably to DoD customers.  Just throwing out a website to see if we get nibbles seems less than satisfactory.  DoD needs an agency that works with program offices to connect to the private sector, performing market research on the latest technology developments and the companies in those hot areas.  This center or agency would understand the latest business models and commercial deals to be able to work comfortably in the changing environment.  It could also facilitate and integrate a group of entrepreneurial contract officers, lawyers, and supervisors that can talk the lingo and help other contract officers and program managers ensure that they are getting best value with the commercial pricing techniques as the marketplace defines it.

· Perform Good Market Research.  When companies hire personnel, they expect the experience and expertise be embodied within the employee to understand the market areas of interest.  DoD is not used to having to keep pace with what is going on in all the technology.  Today's marketplace is moving so fast that we do not have the time to meet with the few companies that are still knocking on our doors.  We also do not have the knowledge on how to do our own market research.  We can no longer sit and wait for the companies to come to us, we will have to go to them, and we need to be smart about who we go to.  We need to know in advance who the market leaders are today and projections for tomorrow.  Therefore, we need to find ways to do market research and have DoD personnel learn the art of "trolling" the marketplace on a continuous basis, not just when a contract is needed.  We need access to the information, subscriptions to numerous periodicals and magazines, and set up a clearinghouse that everyone in any career field can use.  We could also outsource the market research activity and have market research tools available to contracting officers and program managers
· Allow access to entrepreneurial training for all DoD personnel and advertise availability across all DoD disciplines.  The Commercial Business Environment being set up under the Change Management Center run by the Deputy Under Secretary of Defense for Acquisition Reform may be a good place to start.  (Warfighters typically are not trained on the acquisition and technology tools online or in development that would help them gain a commercial mindset prior to assignments where they are required to make business decisions.)

· DoD needs to train contracts personnel to appreciate the commercial market as it exists and as it is changing and to expand the definition of "commercial" to more than just catalog sales.  Include training on the latest commercial business models online and in the classroom courses as well as keeping the acquisition community’s online “Desk Book” updated with the latest information.  Quickly train up a group of “Entrepreneurial Contracting Officers” across DoD by sending them to industry for a year with companies at the leading edge of hot business markets as well as with traditional companies.
· Send 50% of the Defense Leadership and Management Program civilians to industry - both in for-profit and not for-profit commercial companies.

· DoD should connect all personnel training in industry through a web site.  Setting up a web site to allow connectivity would benefit everyone involved in the various programs and would allow everyone to share in observations and experiences.  A running account of recommendations/lessons learned from year to year could be reviewed by all government agencies and corporate sponsors along with online interactive discussion with senior leadership (both government and commercial) on their thoughts about the recommendations.  It could also provide insights from organizations implementing recommendations and suggestions on how others might do so.  In addition, having a resident list of companies willing to participate in the government training with industry programs would allow better matching of talent across the board.

· An electronic tool or web site be developed for identifying and describing current partnerships, teams, and alliances across the government along with government-commercial partnerships so that industry and government personnel can find and use existing arrangements, contact people involved to ask for information or participation, and to set up new alliances and teams.  Such a tool would accelerate and enhance teaming and pooling of funds.

Strategic Planning &Resource Allocation

Long-Term Strategic Planning

     Companies that enjoy enduring success have core values and a core purpose that 

remain fixed while their business strategies and practices endlessly adapt to the changing 

world.  All of the companies participating in the 1999-2000 Secretary of Defense 

Corporate Fellowship Program recognize the need for long-term planning and have some effort in place that looks like, feels like, or smells like it.  It may range anywhere from the obligatory 10 to 20 page strategic planning brochure that addresses the company’s strategic vision for the next 10-30 years filled with Big, Hairy, Audacious Goals (BHAGs); or two pages in the company brochure that address the subject.  What has been very evident to myself as well as the other Fellows in this year’s class is the harsh reality of the tedious effort and the obstacles that are inherent with establishing and implementing a long-term strategic plan in the Corporate world, the differences between the strategic planning process in private and public concerns, and the ability of companies to adjust as the environment changes in order to maintain their competitive advantage.

The Reality  

     Upon reporting to our assigned companies, we all had a general understanding of what strategic planning was, that is, an indepth, look into the future involving all organizational sources, using various business tools (marketing research data, future scenarios, etc.) to create a vision and potential direction that organization should pursue.  In light of the above, a company looking at least 10 years out into the future, anticipating where the economy would be at that time, the needs in the market place at that time, the kind of customers/clients and their expectations that would exist at that time, and the type of individual/employee that would be on their roles appeared to be the right type of issues for the organization’s strategic planning team to focus on. 

     Reality, however, set in very quickly.  Setting the long-term plans even 3 to 5 years in the future might work if there was not something called a “competitor” continuously gnawing and biting at your heels if you are leading the pack, or setting up all kinds of diversions and obstacles if you are in pursuit of the leader.  The mere presence of a viable and formidable competitor reduces the strategy window and, in many cases, narrows the scope of the strategic plan significantly.  As a result, operational and tactical projects become the company’s strategy.  Another reality is there are many in the company that do not see the value of long-term strategy and, though they will not sabotage attempts to get it in place, they do not assist by offering their talents and energy toward the effort.  In many cases, long-term, visionary type strategic planning is done at the CEO/COO/CIO/CFO levels; leaving the rest of the company to tackle the immediate problems that are knocking at their door.  In some companies, the long-term strategic plan is well written and posted on the company’s Intranet for all to see.  However, this action merely satisfies the need of dotting the I’s and crossing the T’s in the corporate mission, vision, and associated business plans.  Short-term strategy is still the order of the day --as one FedEx Executive Vice-Presidents put it, “oftentimes, any effort implemented that results in survival, regardless of the timeframe, is in fact, strategy.”          

The Money

     The competitor is one element that causes Corporate America to resort to short-term 

operational and tactical strategies.  It is this same element that represents the most 

significant difference between the long-term strategic planning process in private industry and DoD.  Strategic planning in DoD is essentially based on real or perceived threats.  These threats are played out in war games through the creation of scenarios relating to threats that are “most likely to occur.”   

     The competitor in Corporate America is easily recognizable by the board of directors,  shareholders, and the employees of the company.   They are all aware that are engaged in a real life game of survival—a game that the company must win or at least be competitive enough to stay in the fight. As a result, there is a real sense of urgency to be the first to market with a new concept or idea; and/or to build flexibility into the overall process which allows them to support a necessary adjustment in the company’s strategic plan in order to keep up or forge ahead of the competition. 

     If the military services in DoD were faced with the same situation described above, the bureaucracy which the military services is currently subjected to would have to be change—not eliminated, but altered in some manner to better allow the flexibility to react to changes (unexpected occurrences) in the DoD environment (anywhere on the planet) which require immediate allocation and sourcing of funds to support changes in the strategic plan.  

     What are the obstacles?  Military strategic planning is, by its very nature, long-term.  The sense of urgency the private industry board of directors and shareholders demonstrate on a daily basis is in direct response to their competitors that are continuously on the prowl.  Conversely, the military does not have a recognizable competitor that presents a major threat to our National Security—at least not from the viewpoint of many that control allocation of resources within the government.  This is a problem.  Due to the end of the cold war and the dismantling of the Soviet Union, the world has changed significantly.  Being the world’s lone superpower is no easy task.  Much like the corporate environment, the DoD environment is volatile.  Every country in the world expects, after dialing 911 (or USA) when they are in trouble, to get some type of aid, be it political, economic, or military.  This puts the military, the nation’s execution arm, in high demand.  We must be prepared to respond in a moment’s notice with all the equipment that we need to get the job done.  

     In this light, DoD must convince those that control the Planning, Programming, and Budgeting System (PPBS) to inject some flexibility into the resource and allocation process so that we, like companies in private industry, can effectively respond to the unexpected as they occur in our environment.   

Business Best Practices


The wide variety of Fellowship companies highlighted several key industry practices and attributes that are directly applicable to Defense and military operations.  Featured throughout those successful companies were enlightened leadership with in-depth business training, value-based procurement, change management implementation, Chief Information Officer needs and utilization, electronic “smart cards,” and communication forums.


The common characteristic of enlightened leadership with broad-based understanding of the market, customers and industry wide “best practices” enable companies to use the most effective tools to cope with the rapidly changing business environment.  Defense Department Executives, including military officers and enlisted members, could benefit from commercial business tools.  The thought processes and decision support aides, widely available in private industry, would provide defense leaders with alternative ways of handling operational and acquisition challenges.  Introductory business training could be accomplished at the commissioning source or as part of continual learning in Professional Military Education.


Commercial companies were expert at developing cost effective alternatives to acquisitions.  Competitive and market analyses were built into every procurement to insure market value pricing.  Products and services lacking fair market value or inconsistent with rapidly changing requirements were terminated, even if prior investments were made. 


Change management was essential to every successful company.  Elements of a shaped, simply stated, and shared vision, coupled with fully committed leadership and resource allocation processes made organizational change possible.  In every case, changes required an internal champion (or zealot) to push, prod, and drive new ideas into every corner of the business.  Personal alliances with other managers helped communicate the vision for change, but clear measures of success and individual accountability were usually required.


Information technology and knowledge management were the most volatile areas of change.  Companies established Chief Information Officers (CIO) to meet the demands for implementing new systems.  For the military, an equivalent need exists at the department, staff, and command levels.  Specifically, a CIO type position would greatly facilitate implementation of new information systems with interoperability at the wing or brigade level. 


One very promising technology was “smart cards.”  While discussions of a military “smart cards” were ongoing, commercial companies embraced their use and implemented wide-ranging capabilities.  A goal should exist to expand “smart card” functionality to all individualized functions, including credit cards, club cards, building access, and medical records. 


Lastly, internal communications greatly facilitated the orchestration geographical dispersed and multi-disciplinary operating units.  Communication by every means possible included electronic, print, and broad cast media.  Particularly effective, were the corporate leadership conferences where close interaction with leadership clarified a long-term vision and reinforced the fundamental the corporate values.

Partnerships, Alliances &Teaming


A prevailing belief in the commercial sector was that not everyone could or should strive to be the best in every discipline or capability.  The “GE Model” of being number #1 or #2 in a given sector or divest has become an operating standard for many companies.


This divestiture of certain capabilities in favor of “out-sourcing” to the “best service provider” has created the need to partner or team with other companies.  By necessity, this process started with the conscious determination of those capabilities that are not considered fundamental to business operations, proprietary, or releasable outside the corporation.  Those capabilities fitting into any one of those categories was usually considered “core” and subsequently produced inside the company.


The balance between core and non-core capability produced many contentious decisions as facility and personnel moves often rested upon these “core” decisions.  Companies increasing saw outsourcing as a way to achieve agility without capital investments while gaining the efficiencies of using the proven leader in a given industry.


For those areas where the decision for outsourcing occurred, companies established partnerships, alliances, or teaming arrangements depending on the level, duration, and importance of support.  In all cases, establishing a fundamental trust and understanding the needs on a personal level was first and foremost.  The teaming arrangements were based upon establishing common values and mutual goals that produced a “win-win” for both participants.  Once established, long-term business commitments ensued that limited future competition for like services.


In the new “e” economy, these partnership and alliances provide invaluable links to new technology areas.  As such, an active database of known industry partnerships with web-access would facilitate inter-agency and intra-DoD partnering. 


While out-sourcing had become and industry standard for accomplishing non-core activities, many companies have re-learned the difficult lessons of subcontractor management.  The successful companies have managed to foster close ties with flexible tasking to optimize the service providers’ contribution to the enterprise.  Those companies failing to capitalize on “outsourcing” have written rigid statements of work and not engaged with the suppliers on common values and expectations.

Internal Organization


Driven by market pressures, commercial companies valued simplicity, trust, open communications, and speed in their business models.  Taking full advantage of these attributes has required organizational models that are non-hierarchical and decentralized.  In turn, these organizational structures promote decision making at the lowest possible level by empowered and trained personnel.  Decisions were made quickly when reasonable and effective courses of action were identified.  This was especially true when immediate cost savings could be realized.


Organizational change was closely tied to market’s business cycle and customer bases.  As the pace of change increased in the market, companies countered with needed organizational change.  The use of outside consultants was common as companies struggled to identify necessary, but difficult, changes.  Equally consistent was the need to identify internal change “champions” for implementation of the consultant’s recommendations.


Trust and open communications with customers were cornerstones of the commercial business models with companies consciously organizing to optimize the interface.  The guiding principle was establishing close personal ties between counterparts that facilitated resolving issues quickly and promote follow-on sales.  Key to the process was the extensive use of customer satisfaction surveys. 


The same philosophies of trust and communication applied to the internal customers (i.e. employee workforce), too.  Companies and employees demanded faster response, reduced daily hassles and trust in the internal transactions.  Automated electronic handling of personnel actions, pay, and travel were the industry standard.  Flexible work location and schedules with onsite daycare for children and aging relatives were gaining acceptance.  In many cases, web-based access to company databases enabled employees to accomplish many tasks historically reserved for personnel departments, thereby reducing overhead.


Finally, in all cases, leading companies were lead by engaging, dynamic and proactive leaders.  They understood their markets, customers, and the changes required in the future excelling.  Uniformly, they were the head cheerleader and carefully chose the change “champions” that would help lead their companies to new levels of performance.   

Citigroup, Inc.

LCDR  Burton Palmer, USN


 
This report is an overview of my observations while on fellowship at Citigroup headquarters in New York City from August 1999 to June 2000 as part of the Secretary of Defense Corporate Fellowship Program.  I focus primarily on Information Security at Citigroup, since I spent the bulk of my time in the Corporate Information Security Office (CISO). 

Citicorp and Travelers Group merged in 1998 to form Citigroup Inc. the worlds second largest financial firm.  With offices in over 100 countries, over 200,000 employees and over 100 million customers, they process over 1 trillion dollars in financial transactions daily.  Similar in size and complexity to any of our service components, they operate as a global corporation, but are global on a very local level.  They have a vested interest in the economies of countries in which they conduct business.  In order to provide their customers in the world economy the requisite level of trust in a full spectrum of financial services, they must intimately understand each country, region, and culture within each country. 

"If our customers believe the integrity of our delivery to them is compromised it isn't going to be a question of their trying to avoid the problem... they just won't deal with us.” 

[John Reed, Citigroup CEO] 
The basis for the success of Citigroup is simple.  They have two products: money and customer trust.  Citigroup’s leadership understands that their standing in the world market is easily shaken by a loss in consumer confidence and recognizes that without customer trust, they could fail.  At virtually every top-level meeting, the issue of customer trust is emphasized.  It is a constant focus and persistent theme in virtually all company initiatives.  

Citigroup's two-product strategy is a close match to DoD’s two “products,” namely national security and public trust.  Just as Citigroup recognizes that customer trust is essential in maintaining health of the corporation and the world economy, we in DoD recognize that maintaining public trust is essential to DoD’s mission in protecting U.S national security.  Just as Citigroup preserves the market for their financial services by maintaining customer trust, a key aspect of preserving national security lies in maintaining the public trust. 

The rapidly changing business environment is filled with the same uncertainty, danger, physical effort, and chance that fill a battlefield.  It is not surprising that Citigroup applies combat like decision processes very much like a well-executed military operation.  I found it somewhat ironic that the private sector has already adapted current military operational doctrine emphasizing speed and agility to business, while DoD is still struggling to reinvent long outmoded, slow-paced business practices using benchmarking from the private sector.

Citigroup has a model Information Security Program that is an industry best practice.  Citigroup's leadership is addressing key issues facing the private sector in protecting consumer privacy, business transaction integrity and information security.  Their information security strategy embraces the concept that information security is a risk management issue.  Their approach of prevention, detection, and verification may serve as a blueprint for benchmarking the architecture of DoD business system, Information Assurance and Computer Network Defense.  The Citigroup program applies conceptually throughout DoD as it provides sound business practices and a flexible structure for implementation. 

Risk implies the potential consequences of a security breach.  Contrary to many risk assessment models, which involve an objective consideration of probability of occurrence, the Citigroup security model rejects the notion that the probability of a network attack can be quantified.  Furthermore, even if an accurate probability model could be developed, it is not relevant.  Probability estimates have nothing to do with the adverse impact a security breach would have.

A key point in Citigroup’s Information Security program is the mindset that information is an asset.  Unlike considering information to be a resource, to be consumed, Citigroup knows information has a value and a lifecycle similar to any other capital asset.  Therefore, like all other assets, information must be treated with the same care as any other asset the corporation owns. 
By designating all applications, products, and Databases that hold information as information assets, they require business decision-makers (not technology people) to own those assets, much the same way Commanding officers take ownership of their command's physical assets.  As information owners, they are responsible for everything that happens or fails to happen to that information throughout its lifecycle.  Because of this, Citigroup business decision-makers decide how much trust and security to build into the product and the information it contains.  Security decisions are not left to the technology experts.  It is a key leadership issue. 


Computer network security and Information Assurance is a serious issue in the financial services industry.  My time at Citigroup has convinced me that there are many similarities between the information security needs of the business community and the information security needs of DoD.  The challenges facing the security of financial transactions in Internet commerce include the rapid massive expansion in networked systems, advances in miniaturization and innovations in wireless communication.  The implementation of business strategies to take advantage of emerging technology is fast paced, constantly changing, highly technical and will require timely and prudent application of security and privacy controls.  Most importantly it will require talented, educated and informed people to lead and execute the necessary changes. 

Just as businesses must maintain availability of key information systems to remain profitable, DOD systems must maintain availability to defend the nation.  Furthermore much has been written concerning the interconnected nature of our national infrastructures through information systems.  Much of the concern about the Y2K computer problem dealt with how to mitigate the risk of a failure in one sector from cascading into another.  Citing my first-hand experience here at Citigroup, the interconnectedness of critical information systems is rapidly blurring the lines between public sector, private sector, national and global economic and security interests.  As DoD increasingly adapts commercial business practices and relies increasingly more heavily on Commercial Off The Shelf (COTS) products, we can expect the security issues effecting private enterprise to effect DoD systems in much the same manner.  When problems occur in one sector they will likely effect all the others.  With over 95 percent of DoD’s telecommunication and information networks connected to the private sector, the security issues affecting U.S based companies also affect the nature and context of our national defense.  With new systems coming online such as Integrated Logistics, the Navy and Marine Corps Intranet and World Wide Web enabled access to Defense Finance and Accounting System databases, failure to adequately address security and privacy concerns from the outset jeopardizes the integrity of our nations vital communication, financial, logistics and National Defense Systems.  Our military, civil, and commercial infrastructures are too interdependent to treat separately.  Defending them will require integration of effort by defense, law enforcement, intelligence, and private sector participants on a scale not previously attempted, or even contemplated. 


Citigroup requires information to be encrypted commensurate with its classification level.  This includes storage, transmission and retrieval of all information classified as confidential or higher.  By corporate policy, all Citigroup laptops and high-risk desktops are boot level encrypted.

Ethical Hacking, also known as vulnerability testing, penetration testing, red teaming, etc. is the process whereby a team of Information Security professionals use hacking techniques to test information systems, applications and infrastructure for known vulnerabilities.  In order to remain confident that Citigroup systems are less vulnerable to compromise, Citigroup has made it standard practice to test all products or services that use the Internet for communication or connectivity before going live.  They also test their infrastructure in a similar fashion.  Scheduled into the critical development path of all their initiatives, all applications must pass a CISO supervised, independent hack (test).  Vulnerabilities identified during the test are classified according to severity and all high-risk findings are fixed prior to product approval.  Care in vender selection and corporate oversight of the hacking test is crucial to the integrity of the program.  Results are not shared outside of CISO and the Business.  The program functions much the same as the Navy’s Aviation Safety Survey Program, in that results are not used for any other purpose but to ensure sound business practice, much like an aviation safety survey is only used within the command to prevent mishaps.  This approach fosters cooperation between CISO and the businesses, builds trust, and fosters rapid implementation of corrective measures that would otherwise not be implemented as smoothly. 


Any asymmetrical attack strategy employed against vital US interests will surely exploit vulnerabilities in DOD information systems, as well as our public and private sector systems.  Furthermore the very nature of DoD's mission make our systems attractive targets for criminals, terrorists and others.  Just as banks and financial service companies are attractive targets, DoD systems are tantalizing challenges for hackers and obvious targets for more organized criminal or terrorist activity.  Hacking a DoD site is seen as a badge of honor for cyber-criminals and hackers.  We have yet to see organized large scale computer attacks.  However, it may not be long before that changes.  I was amazed at the high sophistication, ease of use, and wide availability of potentially destructive hacker tools proliferated on the Internet.  As demonstrated recently, when a teenager with a few simple keystrokes, can at will, take down or deny access to some of the world's most sophisticated electronic commerce sites, then given the motivation, more nefarious actors are capable of creating even more extensive damage if they choose. 


To counter these threats, it will take the cooperation, trust, and skill of all parties.  DoD has a leading role and should be the driving force behind improving system-wide security of our critical infrastructures.  Critical to achieving this goal will be building trust relationships with industry and other public agencies.  Information Security efforts in the public sector intelligence agencies and law enforcement carry a reputation of secrecy and big brother that is counterproductive when dealing with the private sector.  In order to build a partnership and promote the common defense of our information systems, federal agencies including the CIA, NSA, FBI and DoD must cultivate a value system that shares the interests of the private sector for securing their systems.  Placing an organization such as the FBI in charge of National Infrastructure Protection becomes too threatening to the private sector, when the FBI also must also investigate criminal activity to enforce the law.  A successful case for the FBI means catching the perpetrator and holding a public trial.  For business, success is thwarting the attacker while avoiding publicity.  This fundamentally different value set is why the corporate world shows little enthusiasm for any government mandated solution.  What is needed is an organization that can bridge the trust gap, build alliances and partnerships using a common set of shared values to promote information security without the threat of direct legal and law enforcement action. 

Being a world class organization means keeping world class talent.  Citigroup has the best people they can get, because their leadership knows they bring value to the corporation, challenges them to succeed and compensates them based on their market value, what they are worth to the company.  Information Technology and expertise in information security are a core competency for any business.  Technically savvy, capable and well-trained people are in high demand and in short supply.  With unemployment at an all time low, all businesses (as well as government) are competing for the same pool of talent.  As this talent pool is not increasing and demand is rising, the availability of talent will be the limiting factor in a growing economy.  In order to compete with the private sector for talent, DoD will have to sell itself in new and innovative ways in order to attract and retain enough quality people.  Then once we have attracted them, in order to retain them, we will have to live up to their expectations.  Our ability to exercise the requisite leadership and motivate our workforce is the preeminent issue facing DoD.   

Federal Express Corporation 

Col Arthur Sass, USMC

This report is an overview of my observations while on a fellowship at Federal Express headquarters in Memphis, Tennessee from August 1999 to June 2000.  I focus primarily on strategic planning since I was assigned to the FedEx Strategy Core Team.  This group of select managers from world-wide operations was brought together to validate future market spaces against plausible realities, identify potential future market spaces, and embed strategic thinking throughout the company.     

Federal Express literally founded the express-distribution industry.  In a phrase, the Company made the world more efficient by convincing all of us that we “absolutely—positively had to have it overnight.”  Now, 27 years later, the term “FedEx” is synonymous with rapid, dependable, overnight, express delivery, and global logistics and the term “FedEx it” has world-wide recognition.  To provide express delivery on a global scale, Federal Express has developed an integrated transportation communication and information infrastructure that connects the world – physically and electronically – with unprecedented speed and precision.  FedEx has 156,000 employees in 210 countries and annual revenues of over $17 billion.  It has over 44 thousand ground transportation vehicles and its air cargo fleet of 650 aircraft is second only to the United States Air Force.  

Federal Express is in a period of transition.  The rapid growth in the technology, 

coupled with a flourishing economy, which has shifted the traditional delivery patterns, has presented the company with some of the toughest issues it has faced since it was established.  The advent of electronic mail, the fax machine, and the Internet are just a few examples of the innovations that challenge Federal Express' dominance of the express-distribution industry.  Historically, strategic planning at FedEx belonged to just one individual, Fred Smith, the Federal Express founder and currently Chairman of the Board.  This changed in the Spring of 1999 when an attempt was begun to involve the entire company in the process of identifying future markets and strategies beyond the historic overnight delivery core business.  The result was the formation of the Strategy Core Team of which I was made a member.  Prior to my arrival the team focused on examining potential future markets through the use of scenario based planning.  When I arrived, the Team had begun looking for specific market niches that FedEx could expand into and developing long range strategies to exploit them.  However, in the Spring of 2000 the pressures of current business overcame this long-range focused program.  In response to market competition, the entire corporation was reorganized and the Strategy Core Team was broken up and its personnel re-assigned to near term projects associated with the businesses of the newly formed companies within the corporation.

The FedEx reorganization consisted of going from a holding corporation (FDX) of five totally independent companies (FedEx, a transportation management subsidiary, and three recent acquisitions) to a corporation of four integrated, task organized, companies:

FedEx Express – the traditional global express delivery company utilizing air

    routes and local ground distribution

FedEx Ground - North America ground package delivery, expanding from

    business-to-business to business-to-consumer

FedEx Logistics – the historic transportation management company plus two

      regional freight carriers


FedEx Custom Critical - time-specific, critical-shipment within North America

    and within Europe

The corporation realizes it is now time to latch onto and a get its piece of the technological advancement pie.  Thus, efforts in the electronic commerce and dot com arena are now well in focus and underway as well as new infrastructure to meet the different shipping patterns--the ultimate goal being to keep its customers satisfied and Federal Express as the consumers’ distributor of choice. To do this it will utilize what may be the world’s best combined transportation/distribution/information network The stated objective of the re-organized corporation is to “operate independently and compete collectively.”  In some ways the new FedEx objective is similar to the goal of DoD to become more “joint.”  Perhaps in the future there will be lessons learned applicable to DoD.  

While DoD maintains true long-range strategic planning processes looking out a decade or more into the future and simultaneously planning for near term operations, in the business world these two events are usually one in the same.  In the business world the strategic horizon is commonly only six to eighteen months.  In addition, the planning is also narrower in scope, focusing on the immediate issues at hand.

Even more that the short planning horizon, I was impressed by the flexibility of the corporate budget process to accommodate changes in the strategic plan as it was executed.  Funding was easily moved to where it was needed and the associated decision and approval process was quite rapid.  Having been fully involved in the DoD budget process in my former assignment, I was struck by the contrast.    

 
Like the entire business world, FedEx is feeling the pressures of the new, more mobile, and extremely talented workforce generation which sees very little value in company loyalty (i.e. working to retirement).  There is a 22% annual turnover, mostly in the lower-level, package handling, blue-collar workforce.  These are mostly employees who like the pay, but, ultimately, not the middle of the night working hours and holiday seasonal hires.  However, recently there has been an increase in salaried employees with twelve or more years with the company. In my view cause of this increase is two-fold.  First is the anticipation of re-organizational turbulence.  Instead of staying, and maybe or maybe not weathering the storm, experienced employees are leaving at their own choice and utilizing the FedEx card on their resume.  Second is the relative lack of middle management authority.  Along with strategic planning, decision-making has historically been concentrated and directed from the top.  This is in contrast to DoD, where large measures of authority and responsibility exist even at the lowest ranks.    


In accomplishing the “fully joint” goal, DoD could receive the fastest return on investment by focusing on the area that is already the most common among all the Services – logistics.  This all-out effort should be to fully integrate ALL logistics throughout DoD, reinventing where necessary with commercial practices as models.  Distribution should be emphasized over transportation and web-based technology explored to achieve the required integrated information network.  U.S. logistics companies, such as FedEx, are the best in the world and DoD should both model after and partner with them to achieve its logistics goals. 

     The DoD is also in a period of personnel transition.  Shrinking budgets, which have forced a smaller workforce due to downsizing, a blooming commercial economy with extraordinary returns on high-tech commercial investments, and record low unemployment are all factors that present DoD with some of the toughest challenges it has faced in years.  It must remain a dominant military power, in spite of a shrinking budget; it must become more efficient and effective, in spite of a smaller workforce; and it must continue to attract and recruit highly skilled personnel for key skilled positions, in spite of the lack of interest and attention given to a career in the military by high-skilled high school and college graduates.  In the competition for highly skilled personnel it is better to partner with than compete with Corporate America.   

     Although the Defense and Private Industries play by a different set of rules, it would be prudent for the DoD to investigate, with more vigor, the business concepts and practices ongoing in Private Industry.  The realities of an outdated planning, programming, and budgeting system and the speed and impact of change across the entire world due to technological advances, demands change.  DoD must make itself more attractive to do business with in order to entice partnerships, alliances, and joint ventures with Private Industry, particularly in the areas of logistics, communications, human resources, and information technology.  This would allow DoD to economically leverage the state-of-the-art advances, innovations and high-skill levels that are common place in Private Industry. 

Lockheed Martin Mission Systems

RDML (Sel) Steven Enewold, USN


This report is an overview of my observations while on a fellowship at Lockheed Martin Mission Systems (LM-MS) in Gaithersburg, Maryland from August 1999 to June 2000.  I was assigned to the LM-MS Engineering and Technology Division, providing in-depth insight into process management, company culture and organizational structure. Participation in internal strategic planning groups, Leadership and Performance Boards, and new product development teams provided virtually unrestricted access to all aspects and layers of the company.  

 
LM-MS is a relatively small, but representative defense industry company. It represents approximately 4% of the Lockheed Martin Corporation (LMC) portfolio and specializes in the integration and operational support of large data base information systems like the 2000 U.S. Census. Significant internal reorganizations and an industry-wide downturn marked the year in new orders, profits and stock prices. These factors significantly limited investment funding for new market and product development. . Attempts to diversify into foreign and commercial markets leveraging defense technologies had limited success.

The close coupling of company operations to the DoD markets was noteworthy as conscious efforts were taken to match the customers’ operational structures, values, and beliefs. This close coupling encouraged a culture of engineering excellence where terminology, procedures, and management practices closely matched the DoD Acquisition System.  Lessons learned in this environment should have direct applicability to DoD.


Involvement with one of the few new commercial product developments brought to light distinctly different business models for dealings with Federal (i.e. DoD) and commercial customers. The valued elements in commercial transactions of simplicity, trust, open communications, speed, market pricing, and reputation were countered by complexity, checking, stifled communications, fairness, costing, and fee structures in Federal acquisitions. It became clear that no single or limited set of procurement system changes could reasonably establish DoD as a commercial-like customer. The DoD acquisition system will require wide-ranging and interconnected reforms before the goal of commercial purchasing can be reached.   DoD should decide which current, proven business model it wishes to adopt and then determine the set of changes required to reduce complexity, open communications, and generate trust.  The changes will fundamentally require relaxation of control by organizational stakeholders, allowing procurement agencies to accept risks to achieve “best value” procurement solutions.  And, the changes must be implemented as a set; any attempt to implement then one-at-a-time, piecemeal will foster the impression of no real change at all and risk perception becoming reality.


LM-MS was a “process rich” organization that used industry models, Carnegie-Mellon Capability Maturity Models (CMM), to measure capability against absolute standards and improve product quality. Processes also facilitated change management and provided internal business measures. The workforce was provided online web-based access to the latest policies, procedures and lessons learned that compiled in a Process Asset Library.  This greatly facilitated communication flow.  Process configuration management and change requests were tracked automatically and processed electronically.  The process architecture and infrastructure was recognized as a LMC “best practice” and greatly facilitated certification at the highest industry levels for quality and software development capability.  A similar system is recommended for business operations in DoD.


The fellowship program provided a unique framework for the sponsor companies and fellows to explore U.S. corporate operations and exchange ideas and insights.  The diversity of companies in greatly varying market spaces highlighted common issues and differing solutions in business operations while providing detail understanding of emerging technologies.  Most common to all companies was the increasing competition of talented, flexible, and productive human resources. 

The educational experience and accompanying observations were only possible by “living” with the company and breaking down the stereotypical images of the military officers and the Department of Defense.  A genuine understanding of company operations was gleaned by the fellows and will provide additional tools for use in business and operational careers within the Department of Defense. A total of fourteen observation areas and twenty-one recommendations are outlined in the full report and are summarized below.

· Lockheed Martin Mission Systems Comparison to DoD.  Continue using U.S. Defense Industry companies in the SECDEF Corporate Fellowship Program since lessons learned and “best practices” could transfer directly to DoD.
· LM-MS Comparison to other SDCFP Companies   Continue using a diverse set of companies in the SECDEF Corporate Fellowship Program to demonstrate the wide variety of ideas and business models in corporate America.
· Business Models: Government vs. Commercial   Review commercial business models for applicability to government procurements. Use business case analyses instead of “fairness” in determining acquisition strategies. Identify a set of legislative, regulatory and cultural changes to foster movement to a commercial acquisition model.

· Strategic Planning   Endorse the Balanced Scorecard methodology for strategic planning as an industry "best practice".

· Human Resources

· Retention  Renew efforts to explain the positive aspects of DoD. Emphasize service to country, DoD roles, and individual growth potential in recruiting campaigns. Review all possible options to bring parity between military and industry wide starting salaries.  Determine non-compensation related benefits that could be used in developing individualized retention packages for DoD employees. Review the effects of DoD acquisition, contract oversight, and audit policies on the U.S. Defense Industry workforce.

· Compensation.  Implement a performance evaluation rating system that pays according to organizational contribution. Incentivize poor performers to voluntarily leave. 

· Mentoring and Counseling.  Strongly endorse mentoring and counseling efforts that promote close management interaction with subordinates. 

· Human Resource Processes and Audits.  Conduct a "self evaluation" of the DoD Personnel Management System using the Carnegie-Mellon Capability Maturity Model (CMM) for People.

· Organizational Improvement and Process Management.  Endorse quality improvements through process excellence and provide web-based access to DoD policies, procedures, lessons learned and samples.

· Corporate Best Practices.  Benchmark business "best practices" in DoD acquisition programs and establish a transfer methodology that includes incentives for programs implementing cost saving improvements. 

· Integrated Product and Process Development (IPPD).  Continue endorsements for Integrated Product and Process Development throughout DoD.
· Total Security.  Determine advantages and disadvantages of combining physical and information security under a single organizational unit.
· Communication - "Openness."  Develop and publish vision statements that foster an open communication environment.

· New Business- Capture Management.  Efforts should be made to publish and adhere to a procurement schedule that provides adequate time for proposal preparation without significant overlap with national holidays.  
· Encourage open discussions of questions and assumptions throughout the proposal generation phase and protect competition sensitive information disclosed to competitors.  
· Discourage overly aggressive bidding to reduce cost, schedule, and performance risks.  
· Conduct or participate in Independent Non-Advocate Reviews of programs to identify cost, schedule, and technical risks.
· Acquisition Reform and Oversight.  To increase DoD's access into the commercial sector, an extensive set of complex changes will be required to reduce the complexity of the acquisition system in every phase of the product's life cycle. In most cases, stakeholders will have to change, reduce, or relinquish control to more closely conform to commercial business models and operating rules. 
· Centralized Information Infrastructure.   Consider centralized information technology services as an industry "best practice.”

McKinsey & Company, Inc.

LTC Keith Armstrong, USA

This report is an overview of the fellowship conducted at McKinsey & Company in Houston, Texas, from August 1999 to June 2000.  When first assigned to McKinsey, I worked primarily as an associate performing consulting work as a member of a client support team based out of the Houston Office.  I did have occasion to observe the workings of the firm at a higher level and interviewed all of the Texas office partners during the course of the year, but the majority of the work was at the consulting entry level.  I chose to concentrate my focus on an in-house McKinsey study and a subject that is of great concern to the Defense Department as well as private industry – the War for Talent - the attraction, recruitment and retention of top talent. 

McKinsey is a global management consulting firm with 86 offices in over 40 countries and over 6500 employees.  It has over $2.0 billion in annual revenue and a sustained growth of over 15% since its creation in 1926. The nature of the problems McKinsey helps a client address changed over the years and has reflected both differences in the relationships between large companies and their governments and the sophistication of management.  McKinsey consultants designed the initial organization of the National Aeronautics and Space Administration, advised the Vatican on its banking system, developed the Universal Product Code (UPC) barcode system, and helped the German Treuhandanstalt privatize East German companies.  However, it may be most recognized as a cradle for future CEO’s, such as those at IBM, AMEX, Delta Airlines, Starbucks, and dozens of other companies large and small.  McKinsey never advertises for business; it relies on that provided by former employee CEO’s and reputation in the business world. 

The McKinsey mission is to create value by helping clients make lasting performance improvements.  To do this, its personnel strategy is to build a firm able to attract and retain exceptional people.  It recruits almost exclusively at the top five US business schools and obtains technical expertise by hiring recognized subject matter experts.  McKinsey’s business model is “100%3,“ i.e., the entire firm available, all the time, anywhere in the world.

The McKinsey corporate culture both similar and different from the military culture.  It has an up or out career path (no on e has ever retired at age 65), very high attrition (over 50% in the first five years) and obtains success at the expense of Quality of Life (long hours at the client and away from home).  At the same time it is non-hierarchical (each partner is his own boss), organizationally flat (only three levels), and motivates its personnel by offering personal value creation (high pay and the McKinsey name on a resume).
In times of national economic and defense success, organizations are faced with a significant human resources crisis.  Unemployment rates are as low as they have been in decades.  Interest rates are down.  Inflation is under control.  Markets have been soaring.  So what is the crisis? McKinsey has called its study of the problem the “War for Talent” for a good reason and, I believe the insights I gained while participating in the research are directly applicable to all of DoD.  All businesses have a universal goal: to find, recruit, develop, and retain the best.  Studies have shown that the top 10% of a company’s employees are responsible for about 60% of its revenue.  Due to the combination of a soaring economy, post-baby boom demographics, and the no-growth policies of the most coveted educational institutions, demand for top talent is exploding while supply is not.  These factors are contributing to a workforce with different, not necessarily better or worse, values.  Talent becoming migratory and there is a reduced loyalty to the employer.  The McKinsey study found that over of 70% of all employees are passively seeking new employment, if the right offer comes along they’re gone.  One manifestation of this is that small, start-up companies are gaining a significant and growing share of the job market.  

There are those both in and outside the military who use the current economic boom and record high wages explain away talent shortage problems.  I think that this is just an excuse to not face up to the real problems.  Money is a player, but not the key lever in a decision to leave or stay.

Corporate culture is a major lever and the McKinsey research has identified the following five major components of an attractive culture:  contact with corporate leaders, autonomy and responsibility, recognition and rewards, flexible work schedules, and dual income family accommodations.  Because the growing problem and its solutions are multi-faceted, aggressive and innovative human resource methodologies mandatory to succeed.

The first and most important thing for DoD, especially the military components, to do is to admit that a War for Talent exists in many different forms with no cookie-cutter solutions to help solve the problem.  Then, all the resources necessary must be applied to develop timely solutions.  If this is not done now, the military’s manpower problems will continue to increase and the eventual cost will be far higher that what is avoided now.  One thing is for sure – money or compensation is not the overarching solution to the problem.  Just as for civilian companies, DoD must establish value propositions attractive enough to draw top talent from new talent pools and/or existing talent pools.  The challenge for DoD is to identify the key levers to use in order to establish a viable proposition while at the same time solving public relations issues that have become impediments to recruiting and retention of key personnel.   


Based on my year of research, I make the following recommendations:

· Return to the basics of officer and noncommissioned officer training – LEADERSHIP.  We consistently migrate farther and farther away from hands-on oriented interaction.  We are not spending enough time with our subordinates, and we are not teaching leadership skills designed to motivate and stimulate our subordinates. Do not get focused on the opportunities that technology provides at the cost of face-to-face leadership and personal interaction.

· Create a new public relations campaign aimed at raising this country’s awareness of what we do.  Most people do not even know that we still have forces in Bosnia and Kosovo, much less the Persian Gulf and over 120 countries around the world.  We allow the media to drive public interest in a way that is more often than not detrimental to what we really do and what we stand for day in and day out.  Unless we are executing a major operation that is news worthy, we are spending time fending off “60 Minutes” or some other newsmagazine.  Publish our success stories and push to get them aired.    

· Partner more with private industry.  Not become a mirror of private industry, but use them to leverage opportunities and vice-versa.  Opportunities exist to work with private industry instead of simply being a talent pool from which they draw their top talent.

· Educate our younger generations on the total Profession of Arms - to deter war and preserve peace.  Fighting our nation’s wars is an act of last resort, yet the secondary school systems do nothing to educate our youth of the need, purpose, and uses of the military in peacetime.  Beginning at the junior high level, all students should be educated on the military, just as they are in civics to the other branches of the government.  I t should not be left to junior ROTC/NROTC to educate only a hand-full beginning in high school.

· In the absence of a true peer competitor, and to avoid creating real a world one unnecessarily just to have one, give the military a cyber-competitor, on which to focus.  The Services must stop focusing on each other, wasting time and effort on internecine Service rivalries.  It is time to partner with the fellow services and put aside petty differences. Current decision-makers grew up during the Cold War and post-Viet Nam Reagan administration build up.  It was a great time to serve, but times change and changing times require changing strategies. 

· Pick the Quality of Life “low hanging fruit.” 
· Get our servicemen and women and their families off of food stamps.  The image is bad as the fact itself.  We are the most prosperous nation on the face of the earth,  but we have difficulty creating a better life for our own people
· Fix Tricare.  Could General Electric, General Motors or Ford hire with health care coverage like Service members and their families, have been asked to put up with?  Retirees, who built this nation and our military into what it is today, are not fully covered under current medical programs.  
· Repair or replace sub-standard housing.  What picture does it paint for all of those serving in the military or those interested in joining the military, if the largest company in the world (DoD) cannot even get a partial problem to the housing issue in place until 2010?  

· Quit using the United States military as a social test bed at the expense of core military values and measurable capabilities.  Political agendas that do so undermine good order and discipline.  An example is the molding of basic training to fit soldiers, not soldiers to fit basic training.
· Do a major overhaul of the personnel system – promotion and assignment selection, schooling, and tour stabilization.  Greater individual treatment should be given to the member and dependents.  I am not suggesting elimination of “the needs of the military” philosophy, but a greater consideration needs to be given to service members trying to stabilize for the family’s educational benefits, medical requirements or dual career family situations.  It builds trust and confidence to have a system that actually does “take care of its own.”  In addition, it fosters generations of young people willing to serve a nation that is willing to serve them.

· Outsource the Defense Finance and Accounting System (DFAS) functions to a full-service financial institution capable of handling all financial, investment and insurance to settle vouchers creates out of pocket expenses for the service member and the family.  The military is the only public entity not currently covered by a 401(K)-type investment program.  Partner with private industry and outsource these functions to a firm offering these services as their core competency.
            The War for Talent exists and the Defense Department is on the brink of losing the war. McKinsey & Company describes the War for Talent problem as rather simple and straightforward.  Somehow we allow people issues to remain murky, unclear, fuzzy and intractable.  It should not be that way and does not have to be that way.  The idea is that you have a product, called a job, that you are selling into the talent market.  Every new employee that joins you is a brand new customer.  The solution lies in applying the same clear-headed thinking and management intensity that makes you successful in your product markets to the people markets.  In the military, we too, have jobs to market and expertise in our core competencies.  We are simply not applying the same level of intensity to the people problem.

Sarnoff Corporation

Lt Col Brenda Johnson, USAF


This report is an overview of the fellowship conducted at the Sarnoff Corporation in Princeton, New Jersey, from August 1999 to June 2000.  My assignment was specifically geared to a research and development firm having innovative, world-class technologies in biotechnology.  I began working with the Managing Director for the Life Sciences and Systems Business Unit and with the Technical Director for Biotechnology and Materials within that Business Unit.  I also worked with the Vice President for People and Communications and the Change Leadership Team.  In the biotechnology area I participated in two business ventures, numerous brainstorming sessions and, the Defense Science Board Task Force on Defense Against Biological Weapons.  On the business side I participated in all phases of technology venture development and execution, strategic planning, change leadership, & process improvement.  In addition, utilizing the opportunity of the SDCFP group visit to Sarnoff, I was able to act as a catalyst for the formation of a DoD-Sarnoff R&D Strategic Supplier Alliance Breakthrough Rapid Improvement Team (RIT).


Sarnoff was founded in 1942 as the RCA research lab.  After General Electric bought RCA, it didn’t need a second research lab and, in 1987 with seed money from RCA, Sarnoff was spun off as a for-profit subsidiary of SRI International.  It is an innovative electronics-based research organization of 750+ employees and $130 million annual revenue.  On average, it files two patents every week and, uniquely for a research lab, has created 18 successful spin-offs start-ups using technology first developed in house.  The first IPO for one of these start-ups was in May 2000, and several more are expected before the end of the year.  In addition, Sarnoff does contract R&D, manufacturing, and, recently, took on the role of an Internet Incubator.  In all these efforts the company balances technical creativity and business discipline, transforming scientists and engineers into entrepreneurs, Program Managers, and leaders.


DoD’s access to technology is steadily decreasing for two major reasons.  First, intellectual property is being seen as a key business asset and, as such, is subject to ever more security.  This means less open discussion publication of new technology, even by universities that have, historically, prided themselves on academic freedom.  Secondly, DoD is seen as a slow, unprofitable and fragmented market.  To businesses intellectual property is only useful if it creates value sooner than later.  Businesses, especially non-defense industry, have great difficulty finding the right DoD customer since there is no central clearinghouse for technology requirements.  Moreover, even if a research program is conducted, it rarely transitions into production of a system for the warfighter.


Research and Development (R&D) companies today are different and barely resemble the labs of yesteryear.  Understanding this is important for DoD's continued access to technology that supports the security needs of the nation and the warfighter's needs on the battlefield.  Doing business with commercial entities rich in innovative technologies in the fast-paced, crazy world of the New Economy will force DoD and Congress to be more creative business partners.  Together we will have to learn how to accept changes in acquisition practices, processes and budget allocation that is fundamentally different and implemented at light speed. Cost sharing favors large, established companies- NOT new ventures
Taxpayers, too, will have to accept the fact "you get what you pay for" and the government, taxpayer dollars in hand notwithstanding, has to deal with the market like any other customer.  Taxpayer resources are no longer the key investor in R&D and no longer a critical source used by commerce in general due to the rise of venture capitalists, angel investors, incubators, more dynamic strategic partnerships and alliances, and countless other forms of global financial support.  As such, the government and taxpayer can't expect the price breaks traditionally accepted in the forms of low fees, with strings attached to intellectual property and data rights, and with oversight that makes everyone doing business with the government feel like a thief.  If government wants to do business with business, it is going to have to do business like business does business.  This means expanded use of strategic alliances (such as the National Technology Alliance), spin-offs (such as CIA’s In-Q-Tel), DoD-industry teaming, and commercial-like contracts.  We, as government personnel and taxpayers may not get as much 'stuff' for our money as we did in the past, but we will get far more value and have a shot at meeting our national security requirements.   

Government personnel will also have to take a more active learning role to engage in discussions with business and understand the technologies and market forces in order to understand how to meet needs with what is available or know when to engage early to tweak commercial efforts to meet the warfighter's needs.  At the present, industry is developing and putting on the shelf as unprofitable, new technologies that DoD would jump at if it only knew they existed.  We, DoD, are just starting our learning journey into the New Economy.  Reviewing the learning journeys of commercial companies who have gone before us helps us understand our current and future business partners better, provides insight into how and when to engage in business discussion and what we need to change in ourselves to be successful in the New Economy.  If Sun Tzu were here today, he might say, "Know your marketplace, know your needs."  

In accessing biotech, DoD suffers from not having an integrated approach.  Biotech is far more complex and has far more possibilities than simply medical and bio-warfare ones.  .  Biotech is where infotech was about five years ago and nanotech is about five to ten years behind biotech (based on discussions with various people and the literature.)  However, this is an artificial timeline since these technologies feed off of each other and nanotech could start to catch up with biotech as biotech also begins to catch up to infotech.  As mind, body, and machine begin to merge and we become more like our personal computers (re-programable, enhanceable, subject to viruses and unauthorized entry), we must consider the ethical use of technology as it pertains to both the medical and warfare aspects of the military.  Personnel privacy, security, and legal rights of what should or should not be done to the body in peacetime and combat will require a serious review.  
My recommendations for biotechnology include:

· Establish a board or council for the ethical use of technology that could, for example, investigate the privacy and security concerns with DNA collection of military personnel.  In addition, the same body might review partnerships with industry to use the DNA database since it represents a good population sample for genomic or drug research.  This group must not come from DoD.  It must be a group of outside, trusted individuals that have both the public and government respect for making such decisions.

· Do not treat biotech as if bio-warfare is the only issue and we can treat it like we did nukes.  Biotech is different since the impetus behind it is the common good and health of people (as well as the wealth of commercial companies.)  This will not be solved just by treaties or weapons control since so many advances are coming out of the medical research to help those with physical/mental disabilities or for curing diseases.

· Perform “David & Goliath” studies to look at vulnerabilities and asymmetrical attacks from biotech and nanotech just like we do for infotech.

· Perform war games and exercises to validate new strategy and tactics for bio-attack and bio-defense to include both international and domestic scenarios.

· Perform simulations of war pitting our current systems against a military power that could be bought off-the-shelf today with $50 Billion, $100 Billion, etc.  This looks at the buying power and market availability of potential “weapons.”  See what you can buy commercially.  War-game it against our legacy systems.  Model the new stuff.
From my time at Sarnoff and participating in the DSB Task Force on Defense Against Biological Weapons I believe that we currently have no real defense against bio-attack.  At present, the “bug to drug” cycle is at least 5 – 10 years when we need to get it down to months or weeks to have a viable defense (to the individual soldier on the battlefield, it should be hours or less).  To achieve this radical time reduction five key breakthroughs are needed in the following areas:

· Bio-sensors and Diagnostics

· Sequencing unknown pathogen DNA

· Mapping  protein molecular structure and  finding  binding sites for drug molecules

· Designing and testing antigens more rapidly with confidence and safety

· Going from experimental drugs to high volume production and delivery

To do this requires a national strategy with cross-government and industry cooperation.  One such framework proposal is Sarnoff’s Engineered Pathogen Identification and Countermeasures (EPIC) Program.  This program has been briefed to both Congress and the Defense Science Board.

While America’s fighting men and women were proving to be the best military in the 20th Century, the rest of the world was watching and learning from our agile, fast tactics on the battlefield and turned right around to employ them in the 21st Century boardrooms.  We have been so busy making and keeping the peace that the lessons we taught were not the ones we learned ourselves.  The past few years have turned the economic world inside out and the pace is so fast that Internet startups only have four months to prove their success. 

In the insulated, slower paced culture of the defense business, it is as if the rest of industry has passed us by.  We have lost most of our buying power to legacy systems that continue to cost more and more to maintain.  Increasingly, businesses don’t even think of DoD as a customer.  In fact, most of government is viewed as a bane for business in the fast lane of technology innovation.  It is not malicious.  Being first to market is everything and the government is notorious for being a slow, fractured market where budgets aren’t quick or flexible enough for us to be a partner or act like an investor under the new business models.  Worse still, our dollars come with strings attached in the form of painful audits and oversight.  Start-ups and even established companies no longer need the defense business or can afford the extra cost of doing business with government.

Here we are, a Goliath standing in the midst of a world of emerging David’s who have access to the latest technology while we’re stuck with “Jurassic Defense.”  We stand shell shocked, waiting for the next shots to ring out and wondering what form those shots will take and whether we will even be able to respond.  It’s well past time to start acting like a “fast company.”   Congress will need to join us as we put on our Nikes to run "at the speed of business" because the next victory on the battlefield will begin in the boardroom.  It is time to build an agile defense acquired through commercial practices and employed by the best people America has to offer.  

“We made a lot of decisions very quickly that have changed the way that our business behaves.  At the end of the day, it’s really a behavioral discussion, not a technical one.”  

[Peter Foss, President of GE’s Polymerland Division]

Sun Microsystems, Inc.

Col Darren McDew, USAF


This report is an overview of the fellowship conducted at Sun Microsystems in Palo Alto, California, from August 1999 to June 2000.  During this assignment I was assigned to do special projects for Sun’s Chief Information Officer and had the former director of the Sun Lab as a mentor.  I had the opportunity to operate as an active member of the Sun Microsystems staff.  I was able participate in all of the year’s management activities for the Information Technology (IT) enterprise, a $550 million global activity that serves Sun’s needs for information, network communication, and data processing.  I was exposed to the whole range of issues; staff recruiting and retention, planning, budgeting, reporting, emergency operational responses, equipment acquisition, software maintenance and global IT operations.  Additionally, I served on Sun’s Leadership Council, a group of twelve senior VPs formally appointed by the CEO to improve leadership skills and practices throughout the company. I have seen more evidence of advanced technology solutions in the past 10 months in the Silicon Valley than I have observed in 17 previous years as a military officer.  I gained unique insights into exploiting leading edge technology, adapting to changing global environments as well as an insider’s view of Silicon Valley human resources and financial practices.  In short, I was given first-hand access to a very adaptive and innovative business culture.

  
Founded in 1982, Sun is a relative teenager in the Silicon Valley.  It has over 35 thousand employees world-wide with over $15 billion in annual revenue.  Its $163B market cap makes Sun   #150 in the fortune 500.  Since its founding the company has undergone continuous innovation and reinvention, from workstations to enterprise servers and software to services, all the while maintaining that “the network is the computer.”  Its corporate vision is to be the #1 provider of products, technologies and services for enabling a network based economy, i.e. “the dot in .com.”  


In executing its strategic plan Sun has made some ttechnology “big bets.”  First and foremost is that the future is a service driven network, with applications delivered to the browser from a central server, i.e. the Network PC.  Second, bandwidth demand will grow by three to four times each year, forcing massive scaling, and economies resulting in bandwidth costs declining 30-50% per year.  Finally, and this is the hardest part to execute, customer demands will make continuous, real-time 100% availability mandatory.  In order to carry out this plan Sun is using a three-pronged business strategy: focus on core competencies 1st, acquire to build business position and partner to fill gaps, and “e-everything or mothball it.”  


At Sun, the strategic planning horizon is 20 months verses 20 years at DoD.  Innovation and speed to market valued and highly rewarded.  This short focus and the concurrent agility are both Sun’s greatest strength and its greatest weakness.  The company can literally turn 90 degrees tomorrow in response to new market competitions.  However, any project requiring a long-term commitment is totally foreign to their company culture.  This may prove a real handicap in achieving the 100% availability/reliability goal.  Programs to achieve quality improvement, such as “Six Sigma,” are long term, taking maybe a decade to fully implement.

Of all of the areas I have been exposed to in the business community, people issues have been the most eye opening. In Silicon Valley, intellectual capital, not technology, is a company’s greatest asset.  Corporate America is in a fight for survival to attract and retain the very best talent available.  Daily interactions within Sun reveal technically astute, hardworking and extremely loyal employees.  Sun reciprocates by rewarding the people responsible for their innovation and speed to market successes.   Sun targets only the very best talent and does a remarkable job attracting top shelf people.  Inside the Silicon Valley and elsewhere, the war for talent is intense.  For this Sun has an advantage in that it is the employer of choice to gain knowledge and experience with the UNIX operating system.   

Every staff meeting began with a discussion of Human Resources (HR) concerns.  Sun has undergone meteoric growth and historic economic success during its eighteen years of existence.  The economic triumphs have more than quadrupled the size of the company in less that seven years.  Many extremely talented, innovative, individual contributors responsible for the company’s growth have been promoted to management positions without considering the new skill sets required for leaders. Employees with high tech skills do not necessarily make good managers.  In many cases they do not even want to be managers.  Until recently, leadership development and succession planning had been delegated to the HR people.  Line managers paid very little attention to ensuring high potential performers were identified, tracked, and placed in responsible, challenging assignments.  The executives at Sun are attempting to reverse this trend through such measures as the Sun Leadership Council.
The top 5% performers in each pay category are now identified and their progress is by the entire management team.  Plans for coaching employees with noted deficiencies are also developed.  Although the executives understand and have acknowledged the negative impact that the bottom 10% have on execution and retention, they seem reluctant to make the tough decision to terminate them.  This unwillingness is also being addressed because it impacts the bottomline.  Return on investment (ROI) drives many decisions in Corporate America.  Top performers tend to have a high ROI and the bottom 10% may detract from ROI…easy call.

“With labor in short supply, these companies are pulling out all of the stops for employees.”

[Robert Levering and Milton Moskowitz, Fortune, Jan 17, 2000]

When “pulling out all of the stops” is mentioned in a military audience in reference to civilian companies, most think high salaries.  There is considerable wealth in the Silicon Valley and hi tech salaries are quite elevated but that is a baseline.  Companies profiled in Fortune magazine’s “100 best companies to work for” create a corporate culture that attracts and retains the best.  Money is not the essential lever when people make a decision to leave an organization. Although Sun’s pay scales are only about average for the region it is the challenging work, compensation packages that keeps the best talent
Enlightened companies provide their employees a complete value proposition.  Corporate America is able to tailor compensation packages to individuals.  New cars, stock options, vacation plans, performance bonuses, tele-commuting and flexible workweeks highlight a few benefits that attract people to a company.  However, people stay with companies in which the leadership acknowledges their positive contributions to business success.  Recognition programs, challenging, and rewarding work, autonomy, and increased responsibility all tend to keep people excited and motivated.  If pay is at market value and all other issues are positive, retention stays high.  In Sun’s case, content employees even recommend the company to their friends.   


Security concerns will be even more prevalent as the world shrinks due to the increased networked environment.  The global community is struggling with this issue.  Consumers want assurances that their personal information, credit card data and access to bank accounts will not be violated.  However, consumer demands for access will require globalization, e-commerce, open architectures, and an extensive use of wireless technology and will exacerbate the security solution.  Government regulations may play a part in determining how quickly the United States conquers these issues for the consumer.  Although business to consumer (B2C) electronic commerce organizations may fret over security, providers of business-to-business (B2B) solutions will cease to exist if they lose industry trust.  The billions of dollars available in B2B will make security a lucrative market to capture.


Unlocking the security matter has a two-pronged key—technology and policy.  Ironically, the US military and the defense industry may be positioned well to reconcile the security conundrum for the hi-tech industry and the rest of the world.  Since it is difficult to place a return on investment (ROI) on a potential security lapse, some hi tech companies may be reluctant to make a significant investment.  Additionally, the process rigor that a stringent security program requires is not easily established within many light and agile Internet firms.  The defense industry has the requirement, the technical savvy and discipline and should invest the time and money.

The planning and budgeting processes are shorter and narrower in scope than similar efforts in DoD.  Sun has an annual budgeting effort that supports the company’s strategic vision.  However, their war-like competitive environment and the pace of technology innovations in the industry, require flexible resource allocation.  Sun’s ability to quickly respond to changes in the marketplace and to bring the resources to bear are indeed strengths
 

It has also been very interesting to witness the CIO staff deal with outsourcing initiatives.  The CEO has mandated that the company divest non-core functions.  Decisions to acquire activities to build business position or to partner to fill the gaps in the overall strategy are balanced with strong outsourcing contracts.  Outsourcing deals must be carefully negotiated and monitored to ensure success.  Line managers must drive the determination of acceptable contract performance metrics.  If the ideal level of performance cannot be agreed upon, it is better to walk away from the negotiation.  One Sun executive said it best; “No price is low enough to justify a bad deal.”


Based on the potential of information technology I observed at Sun, I make the following recommendations to accelerate DoD’s transition to electronic environment:

· Use DoD expertise to get security procedures right

· Partner to develop a single, universal, DoD portal for personalized, content-rich service…anywhere, anytime

· Web enable ALL tools and processes

· Grant universal internet access to troops by providing FREE internet service and PCs, and removing all MILCON, financial, hardware, and policy barriers.

· Invest in “thin client” architecture, i.e. web PC’s

· Authorize “totally wireless” personnel a cell phone & laptop OR desktop PC w/ desk phone…not both

· Ensure future universal DoD “Smart cards” include all potential applications, such as purchase card, credit card, Club card, and building access

· Outsource non core IT function; insist on interoperability
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