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I. EXECUTIVE SUMMARY 


The biotechnology sector represents a rapidly evolving, leading edge area where convergence of information science, physical science, biology, healthcare, and public policy show tremendous promise in greatly improving human health and transforming our lives over the next few decades.  Armed with new knowledge and powerful tools from areas such as genomics, advanced computer technology, and nurtured by a free-market system that encourages innovation, companies will discover, develop, and bring to market new therapeutic products that will enable patients to lead longer, healthier, happier, and more productive lives.  These discoveries will accelerate the shift from diagnosing and treating disease to predicting and preventing disease.  As a relatively new area of science translated into medical and health applications, biotech business models will continue to undergo continuous change and restructuring as scientific research into genomics and proteomics progresses.  Turning knowledge of the body’s natural substances—genes, proteins, and antibodies—into drugs will require highly skilled talent and adaptive organizations, whose leadership fosters a culture that embraces continuous change and innovation. As a knowledge-based industry, competitiveness will be directly related to how well companies organize and manage human capital, the knowledge they produce and distributed human capital networks.  Old paradigms of people and organizational management will become increasingly less effective as information and knowledge management are incorporated into every aspect of traditional business architectures. The transformation witnessed across corporate America, primarily driven by forces in the external environment, is not isolated to the business world.  These change drivers are pervasive throughout every facet of our world as well as our lives.  The Department of Defense (DoD) is not immune to these forces.  A total enterprise approach is needed to ensure DoD has the capability to respond to national security challenges in a highly competitive and dynamic environment.   

In today’s complex, dynamic, and networked world, DoD must adapt and tranform its culture, organization, and operations in order to stand ready to deal with both conventional and asymmetric opportunities and challenges.  A revision of the current Defense Strategy is well underway but the follow-on process of strategic assessment and adjustment cannot be done like it has in the past.  An integrated approach to continuous information gathering, assessment, and adjustment process is needed.  It must support rapid decision-making across a distributed network of people, processes, and physical assets.  Information technology will be the enabler.  Processes and organizations will require adjustment to allow smooth and effective operations across this networked enterprise.  Knowledge and the people who produce knowledge will require different management paradigms.  And finally, leadership must create and maintain an environment that promotes innovation and eventual transformation of knowledge into value.

Lessons learned from this year’s industry experience are directly applicable to DoD’s transformational challenge.  The Department must find ways to work closer with industry as well as other government agencies and private organizations to maintain readiness against future challenges.  One specific area is the compelling need to leverage industry’s wealth of knowledge and expertise in countering the biological threat.  The capability of the U.S. pharmaceutical industry to discover and develop new treatments for disease and other pathogens is a vital resource.  The biological threat to the U.S. population at home and abroad is real and no coherent, national level capability exists to substantially prevent or treat infection of its citizenry.  No single Federal agency has the talent or expertise to effectively plan for and counter the threat posed by biological agents.  At the national level, executive leadership should develop and implement a plan that identifies, prioritizes, and focuses efforts across civil, federal, and defense organizations in the areas of policy, R&D, intelligence, disaster preparedness and response, and operations.  Effective partnering with industry would mobilize, organize, and focus the best research and development capabilities of the U.S. towards countering biological threats and combating infection.     

II. Human Genome Sciences

BACKGROUND

I was assigned to Human Genome Sciences, Inc. (HGS) headquartered in Rockville, Maryland.  HGS’ goal is to become a fully integrated, global biopharmaceutical company.  The corporate mission is to treat and cure disease by bringing new gene-based medicines to patients around the world.  They believe that their genomics-based drugs will usher in a new generation of healthcare products.  These new products will use the human body’s natural substances—genes, proteins, and antibodies---to repair, rebuild and restore to normal health damaged, diseased, and aged tissues.  Currently, HGS has five products in pipeline undergoing human clinical testing.  The company has $1.8 billion in cash that provides tremendous power, flexibility, and credibility across the industry to access needed talent, technology, and partners to realize its vision.

I was assigned as the Director for Strategic Planning under the Chief Business Officer, Arthur Mandell, and also reported directly to the Chairman and Chief Executive Officer, Dr. William Haseltine.  Initial projects were designed to immediately immerse me into the science and business aspects of the biotech sector and specifically into the HGS corporate goals, culture, and value chain.  Follow-on work applied basic industry knowledge and skills in performing critical analysis in specific topic areas and formulating business strategies.  

PROJECTS

During the Fellowship period, I worked with each member of the Operating Committee (OC), HGS’ senior staff, and other key people to learn the science, clinical, and business aspects in the HGS value chain.  During my tenure the corporation grew from about 500 to 750 people, moved into additional office and lab spaces, purchased 55 acres for future development, placed two new products in the pipeline, expanded manufacturing facilities to include antibody production capability and acquired, then absorbed, a small biotech company.  I worked independent of “group think” yet bounced my ideas and strategy development work against key thought leaders within the company.  

My observations and recommendations are based entirely on my personal interaction with individuals across multiple disciplines and at every level within the company.  Group interactions were limited.  I participated in the CEO Seminar Series that hosted prominent guest speakers, who explored everything from the origins of genomics to novel concepts in partnering academic research and running it like a business enterprise. 

The company is currently challenged with moving from a purely R&D phase towards building and integrating the business functions needed for commercialization.  Partnerships with companies during the initial research term (IRT) are due to expire this year (Jun-July 2001) with most of the intellectual property rights returning back to HGS.  My first few months were spent reviewing competitive intelligence on recent deals between a number of biotech and big pharmaceutical companies.  A close competitor of HGS, a prominent biopharmaceutical company, was reviewed in depth, resulting in my assessment of its strategy.  Collection and analysis of competitive intelligence quickly immersed me into the deal making and legal aspects of HGS’ business operations.  It also provided a rapid overview of the HGS value chain and how the company fits and operates in the pharmaceutical business sector.

Another project involved an independent review of a well-known consultant company’s work to determine if their analyses and recommendations should be used in post-IRT strategy at HGS.  A concurrent activity was initiated to map HGS’ current strategy and expand it beyond the IRT through the commercialization phase.  This process continued as my knowledge about the company and its competitors increased.  During the early phase of the IRT, HGS sequenced and protected the resulting intellectual property (IP) of greater than 95% of the medically significant genes.  In comparison, the Human Genome Project and other biotech companies such as Celera decided to map the entire human genome.  HGS’ present, as well as future, value is based on turning this extensive IP data into drugs that will improve human health.  HGS stands alone in the biotech sector in its approach to discovering and developing genomics data into drugs.  As such, there is no other company that serves as a single model to follow as HGS transitions into the commercial pharmaceutical business.  The challenge for the company at this juncture is to determine and execute the best strategy that results in developing the wealth of patented genomics data into drugs.  There are multiple paths along the road of execution.  The best path will ultimately satisfy major unmet medical needs with highly efficacious drugs in the shortest time possible.  As the research matures, the drugs discovered by HGS hold great promise to cure diseases instead of merely treating their symptoms.

Additional experience and insight into the investment, banking, and financial analyst role in a pharmaceutical or biotech company’s lifecycle was gained during participation in a 3-day conference in New York.  Executive leadership from the top firms in the pharmaceutical sector briefed their company’s strategies, business models, and product pipelines.  This conference gave me an appreciation for the industry players and the broad range of business models vying for market leadership in this most innovative sector.

Early in the program, an effort was made to link up with the development of DoD’s Biotech Strategy within the Office of the Secretary of Defense (OSD) Net Assessment.  HGS’ CEO was interested in establishing a relationship with DoD for future mutual benefit.  Follow-on discussions with Dr. Haseltine and OSD-NA resulted in the addition of a separate thrust area to DoD’s Biotech Strategy in the area of biomedicine and associated biotherapeutics.  Biomedical countermeasures and exploration of industry partnerships became a focus area for the remainder of the Fellowship.      

It was apparent from initial findings that DoD’s strategy focused the majority of its biothreat R&D resources on biodetectors, sensors, and traditional vaccines with little effort towards mining the huge industry R&D potential in biotherapeutics that could be used to counter a deliberate release of highly resistant or genetically engineered pathogens.  An expanded version of this finding was submitted to OSD-NA for inclusion into the New Administration’s Strategic Review.  Dr. Haseltine also extended the invitation to DoD to participate in the 1st Annual Regenerative Medicine conference—a new and exciting area of medicine, whose fruits show great potential for application across a number of DoD functional areas.

Within a few months, the CBO decided to apply my acquired biotech knowledge to good use for the company.  I was assigned to become the resident expert on orphan drugs and to determine what HGS’ strategy should be with respect to orphan drugs.  Results were briefed to the entire Business Development (BD) and Strategic Marketing (SM) group.

Finally, I was assigned to research the expansion of HGS’ operations outside the United States.  The report detailed which countries and areas would be the best first launch candidates and the accompanying HGS strategy.  The project involved looking at a number of subjects and factors that would drive strategic decisions to market specific HGS products.  The research included analysis of country-specific healthcare systems, regulatory and clinical issues, reimbursement, pricing, manufacturing, and distribution systems.  The short timeframe for information gathering and analysis of this large scope project resulted in a product which was oriented towards high level strategy for first launch abroad and provided a focus for follow-on detailed analysis by HGS personnel.    

METHODOLOGY

A list of projects was designed by the CBO at the beginning of the Fellowship.  Work review and project progress were conducted with the CBO in monthly and periodically more frequent meetings.  Other knowledgeable HGS personnel were consulted frequently during the course of the assignment.  All members of the senior leadership were consulted.  I was not incorporated into higher-level meetings or group brainstorming sessions because my work was to be an independent and unbiased analysis and assessment of company strategy and operations.  I became familiar with and regularly accessed industry information from industry-specific publications and other research resources.  

On the DoD side, OSD Net Assessment was initially the only contact for biotech information and topic interaction.  Contacts with government and the civil side grew as my knowledge increased over the course of the program.  Dr. Haseltine was invaluable in providing contact information and initial access to non-DoD major players in the biotech arena.

OBSERVATIONS

Powerful vision and the CEO’s personal leadership are the driving forces behind success.  

A powerful vision, the use of genomics knowledge to improve human health, coupled with the CEO’s personal leadership are the driving forces behind HGS’ success. The company uses a building block approach to achieving capabilities necessary to realize the goal of becoming a global, fully integrated biopharmaceutical company.  Seasoned experts have been hired to fill key positions in the HGS value chain.  Over time, the company has built the scientific and clinical capabilities necessary to translate genomics knowledge into potential drug candidates undergoing human clinical trials.  There are currently five products in the drug pipeline with several candidates under review in the pre-clinical stage. 

 The business side of HGS consists of a handful of people in Business Development (BD) and the rest are in Strategic Marketing (SM) teams.  BD has a small team focused on adding to HGS’ value chain through strategic partnering or merger and acquisition (M&A) activity.  SM, on the other hand, is focused on market analysis and formulation of strategic marketing plans for pipeline products.  Competitive intelligence along with specific market-related information is gathered and assessed by both groups.  

Two sides of the company are evident from observing internal processes: the science side of the house and the business side of the house.  There exists an “us and them” mentality between the two factions.  There is no written strategic framework that guides the efforts of these two groups which at times is not in concert.

Loosely structured strategy versus an integrated approach within a well-articulated framework. 

The relatively limited number of transactions over the past four to five years in light of a very substantial amount of assets (technology, cash, market capitalization, and management resources) illustrates a compelling need for an integrated approach.  Strategy formulation and decision-making are centralized in a hierarchical structure.  Senior staff members provide inputs to a decision but “science-oriented” executives largely make the strategic decisions.  A team of multi-disciplined staff members that represents the major functional areas across the company does not rigorously analyze strategic issues.  A strategic framework for decision-making is not written or clearly articulated to the senior staff.  During the IRT, primarily a research and development (R&D) phase, the decision-making method in place proved to be highly successful.  Issues and opportunities were primarily in the scientific and capital-raising realms so the methodology used by the leadership who were grounded in the scientific and financial aspects of running the business were highly successful.  With five products in the clinical pipeline, a growing need to integrate commercial and large-scale manufacturing capabilities, and the highly complex and dynamic external environment presenting opportunities and challenges, a more sophisticated decision-making methodology is needed.  Additionally, the timeliness and availability of accurate information for integrated decision-making are critical to maintaining agility and making the correct moves in a fast-paced, interconnected world.
Rapid company growth needs balance with placement and development of solid leaders in key positions. 

Scientific leadership is not equivalent to or a substitute for executive and supervisory leadership.  As the company grows, the development of key personnel leadership and teamwork skills are critical to the company’s future success.  Good leaders not only get the job done, but they develop, mentor, promote teamwork, establish the environment for equal opportunity, promote creativity and innovation, and successfully motivate their people.  People are a strategic asset.  As such, the entire senior leadership team must embrace this concept and promote its value.  This is not the sole responsibility of the Human Resources (HR) department.  HR enables the leaders and workers with programs, training and administrative tools.  Leaders must be held personally accountable for the development and mentoring of their personnel.  Personal and team success only add greater value to the company.  

Science, medical, and business disciplines are not fully integrated. 

Product teams leaders have people assigned from all the HGS disciplines to aid in getting a product from discovery to the marketplace.  Integration of people and the underlying information technologies that enable this are working well on the science side of the house.  The commercial side of the house is not well integrated at all levels including the project teams.  The differences that exist at the higher levels (e.g. which products to develop and commercialize) flow down to the lowest levels.  Strategy and decision-making are not well integrated at the highest levels.  A well-defined strategic framework for decision-making is absent.

The organization is not leveraging the collective intelligence of the organization and capturing knowledge across the organization. 

Ideas, people, and information are managed within a hierarchy.  This style of management sub optimizes the workforce every day because many potentially good ideas never gain visibility to the senior leadership or mid-level managers who control the resources needed to prove or disprove new concepts. 

RECOMMENDATIONS

Implement an integrated approach to strategic decision-making. 

The traditional approach of evaluating problem areas, challenges and opportunities of an organization is to target one or two specific areas. Then solutions are applied based on finding the source of the problem.  This method does not work in today’s networked world.  Usually, problems discovered within one area of an organization have impacts in other areas or processes within that company.  This same thought process holds true for factors external to organizations.  Full enterprise evaluation or a holistic approach to assessing the company’s challenges and opportunities and how to deal with them are required.  This methodology is based on identifying the basic value chain, determining the current baseline, identifying issues and opportunities both internally and externally, and holistically implementing change.  At HGS, the vision is to discover and develop novel gene-based products to improve human health.  The strategy is simple—build the capability to discover, develop, manufacture, and sell its on genomics-based drugs.  The basic value chain mirrors the basic capabilities needed to take scientific knowledge and turn it into drugs: discover, develop, make, and sell.  The two overall functions of the company can be lumped into the science side and the commercial side.  Good science is a must have core capability for developing exceptional drugs that improve human health but the commercial function is what gets drugs to the market.  One does not exist without the other to realize the vision.  They must be integrated and a process must exist to continuously evaluate the state of the current baseline, identify factors both internal and external that play a role within the value chain, assess challenges and opportunities, make decisions, and implement timely changes.  Although this methodology is not new, the holistic approach in necessary in a networked environment.  Cross functional relationships, how the functional elements within the organization relate with each other, must be understood and factored into strategic planning efforts.  The integrated approach also requires a well-articulated strategic framework, which provides the executive guidance for decision-making at all levels within the organization.  This requires a cross-disciplined approach to strategy formulation at the grand strategic, i.e. senior executive, level.  The strategic decision-making body needs to be composed of the right interdisciplinary talent that mirrors the functions across the value chain (e.g. research, development, marketing, manufacturing, business development, financial, IP protection, information/knowledge management).  Increasing complexity and need to integrate the company requires a clear statement of the bounds of the company’s vision (i.e. strategic framework).  This methodology provides a means by which the entire intellectual strength of the workforce is leveraged, and the foundation laid for the legacy that will ensure realization of the vision regardless of internal and external changes.  A method and process by which objectives are defined and plans formulated and executed must be developed and exercised.  The slide below graphically captures the essence of an integrated HGS model.
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The Integrated HGS Model

Integrate commercial and science functions. 

This is a natural step in the HGS lifecycle.  Business and marketing factors should be integrated into the scientific decision-making process as early as possible.  Recent reorganization placing Strategic Marketing under the head scientist, will only work if the leadership forces decision-making at all levels to include both the scientific and market factors during the assessment and course of action formulation stages of the process.  Leadership must recognize that good science does not always translate into great marketable products.  Integration of these two functions also means that market and business factors are identified early (probably pre-IND) and weighted with the scientific factors to arrive at a decision to go or no-go and with accompanying issues to be worked through the development phase.

Implement a tailored professional training and development program.  

As HGS grows, there will be a greater need to develop people for a variety of key positions.  Managers will require excellent leadership skills to manage the highly technical and diversified workforce.  Change will be the normal operating mode for quite some time as the company morphs to match internal growth and maturation with external change drivers.  

At some point, HGS may open offices abroad or outside of Rockville.  Geographic separation of people has its own set of unique leadership challenges, especially in the Information Age.  Continuous learning has been adopted as critical to maintaining the competitive edge of their workforce in many corporations in this year’s Fellowship program.  Advances in information technology create additional flexibility for employers as well as employees with respect to time and availability of educational resources.  On-line continuous education programs are becoming the standard in leading edge companies.  In addition, several of the corporations in this year’s program invested resources into actively shaping graduate and undergraduate curriculums to deliver trained employees to the corporate workplace.  Some even launched their own school  houses at main and remote corporate sites.  Mentoring, planned position rotation, formal education, and e-learning to broaden skill sets and knowledge are all elements of a well-structured training and development program.  These trends are clearly here to stay in the corporations where knowledge directly feeds competitive edge. 

Treat people as strategic assets. 

Highly skilled people and the knowledge they produce are the foundation for the Knowledge Economy.  As such, they are the most important element in the value chain.  Value creation is fueled by the workforce’s ability to innovate and apply leadership and technical skills across every area of the enterprise.  Most successful companies have come to realize that a key factor in their competitive edge is the quality of their people.  As the economy expands and becomes more interconnected globally, the need for talented people is increasing.  The effect of this 21st century reality presents numerous challenges to traditional methods of educating, recruiting, managing, and retaining talent.  The supply of appropriately skilled people to fuel the continued economic expansion falls short of current demand.  Faced with these challenges, more and more companies are focused on identifying people hurdles and applying innovative solutions that ultimately enhance mission accomplishment and their bottom lines.  One important realization in the ongoing war for talent is that old methods of managing people and intellectual capital do not necessarily work in the new environment.  HR departments of the past were usually assigned responsibility for finding the necessary talent and creating retention programs.  Today, corporate managers at all levels need to be aggressively involved in the essential aspects of the war for talent. 


Some important trends observed at other companies in this year’s Fellowship program also apply to HGS. The dynamics of today’s marketplace are creating new employer/employee relationships.  Increasing workplace and workforce complexity require innovative and targeted HR policies and practices.  Technology is changing “how” people work together and drives the knowledge and skills required to accomplish the work.  Demand for workers in the U.S. continues to outpace supply and workers have greater visibility of and faster access to employment and professional related information outside the company.  Finally, worker knowledge and the creation of new knowledge is driving high quality products to the marketplace faster and more efficiently.  These trends are driving innovative HR “big ideas” across industry.  These big ideas represent methods that are tailored and focused to hiring, developing, and retaining a company’s top asset—its people.   

Mine the entire “brains” of the organization- Information/Knowledge (I/KM) management. 

HGS owes part of its earlier success mainly to its ability to integrate information technology initially into the basic scientific discovery process followed by continued integration across the development phase.  The need to integrate the science and the commercial elements of the organization will require a parallel effort to continue the integration of information across the enterprise.  Future success and speed to market will be affected by how well HGS can leverage information technology to capture and manage knowledge across the enterprise.  Intellectual or knowledge assets are surpassing physical assets in overall significance to driving value and how companies compete in today’s economy.  Knowledge becomes the most important factor feeding competitive edge.  Success will be determined by how well a company manages the knowledge and the people who produce the knowledge.  Another aspect of successfully integrating knowledge, people, and processes across the organization is the leadership imperative to develop and nurture a culture that embraces and drives change.  In the past, ideas were managed within organizational lines and those that controlled the resources.  An interactive informational as well as management architecture should be implemented to ensure ideas can traverse geographic and organizational boundaries.  

Expand corporate communications-internal and external-to include a people focus.

Top-notch people, tremendous scientific achievement, and an integrated company well positioned to lead the industry in bringing to market innovative solutions to cure diseases—these words represent one example of an HGS “brand.”  Current external communications lack a people focus.  The science and IP are the perceived focus.
Fostering innovation.

Exceptional management of knowledge and people leadership coupled with good risk management practices drive the innovative juices and sustain the leading edge.  Key elements observed in this year’s companies for fostering innovation include: empowerment, communication, risk management, failure tolerance, and cross-disciplinary education.  Empowerment involves placing greater responsibility for organizational success on the employees’ shoulders.  Defining a decision-framework for employees at all levels is the responsibility of the leadership.  Communication is critical to success.  This allows employees to understand and contribute to what is important to the company.  

Innovation inherently involves risk.  Management must think through and clearly articulate the boundaries of acceptable risk as well as actively manage risk at all levels. Companies such as Enron are using a “loose/tight” approach that allows employees greater latitude to pursue initiatives with oversight and control at key points in the development process.  Management supports this risk taking by increasing access to financial, legal, and technology resources.  “Good failure” is rewarded and creativity thrives.  Unsuccessful ventures or low value-added projects are killed in a timely fashion. 

Finally, integrated enterprises are recognizing the need to build competencies that cross and transcend organizational boundaries.  Personnel development programs are designed to promote learning focused on broadening skills sets and knowledge.  Planned position rotation, mentoring, advanced education programs, and e-learning of position qualification standards are some of the methods in use.  These efforts promote innovation because the workforce better understands the company’s overall operations and opportunities are made available to employ multiple skill sets in a variety of positions.  

III. Department of Defense (DoD)  Applications from This Year’s Industry Experience

BACKGROUND


This section represents two types of lessons learned from this year’s program.  The first section addresses the Department’s transformation to a networked enterprise from a holistic perspective.  Information technology allows physical, e.g. communications networks, machines, and non-physical, e.g. knowledge, entities to converge into one larger system where processes, people, information, knowledge, and physical assets are networked.  This system operates across organizational and physical boundaries to complete the loop from information or initial idea through accomplished task.  Leading edge companies in this year’s program have learned to adapt to this new operating system, which has far reaching implications for DoD and its way of conducting business.


The second section focuses on a more specific application from the biotech sector regarding countering the biological threat.  The current fragmented approach to dealing with the biological threat posed by naturally occurring infectious diseases and intentional bioagents requires rethinking at the national level if the U.S. desires a credible counter biothreat capability.  

DoD’s TRANSFORMATION TO A NETWORKED ENTERPRISE:                               AN INTEGRATED APPROACH
The term information revolution was a popular label in the 1990’s.  Most people relate it to the shift from our traditional communications architecture, phones, faxes, and mail, to PCs and massive interconnectivity enabling increased information flows, rapid knowledge sharing across geographical and organizational boundaries, and the rise of efficient distributed networks.  Additionally, the convergence of technologies and disciplines, specifically information science and physical science, has enabled greater automation of routine processes and increased the ability to operate vast physical networks or entities remotely.  Industries who have wisely integrated these technologies into their operations have reaped the benefits (bottom lines and increased competitive edge) of increased efficiencies from streamlining processes and resources.  These trends have pushed humans from the physical realm into more of the knowledge realm.  This profound shift into the knowledge realm enabled by information technology and other convergent disciplines has had other effects on the traditional enterprise architecture.  In the Knowledge Age, competitiveness will be directly related to how well we organize and manage distributed human capital networks.  Old paradigms of people and organizational management will become increasingly less effective as information technologies are incorporated into every aspect of traditional business architectures.  Despite its heavy investment in technology, the Defense architecture remains mostly a Cold War styled entity.  It is at a change or die juncture.  Past techniques of improving or “fixing” one functional area or adding technology to realize marginal gains in efficiency will actually result in greater overall system inefficiency.  This increased inefficiency will continue to degrade DoD’s competitive edge or effectiveness.  In a rapidly changing world, the Department will be increasingly hampered in spotting opportunities and dealing with challenges.  A total enterprise approach is needed to bring DoD into the 21st century.  


This year’s SECDEF Fellows’ common findings represent a holistic approach to mining industry’s best practices and knowledge and articulating them for application across the Department of Defense.  The nuggets of wisdom gained from this year’s corporate experience can be condensed into a few recommendations that encompass DoD’s strategy, goals, mission and how to conduct business or operate across the enterprise.  The first step, a move away from the old two Major Theaters of War (MTW) strategy and migration towards a new strategic framework that matches the current strategic landscape and emerging trends, is well underway.  Challenges and opportunities should match capabilities to sense, assess, plan, and execute.  Core functions should also be identified within the strategic framework.  Non-core functions should be considered for outsourcing.   Next, build the I/KM backbone that must seamlessly support and integrate the dynamic, real-time requirements of the business and warfighting functions of the Department.  The strategic value of this enterprise network can realize short to medium-term returns by: reducing administrative and other overhead costs; managing the exponential growth in information that comes with e-enabled workers in an innovative environment; enabling new business and warfighting practices that allow organizations to create and incorporate new value quicker; rendering the complexity of DoD and inter-DoD activities completely transparent to users and customers. As DoD adopts the converged environment, it will have to decide if it will outsource the direct management of the network to third parties or if it will treat this as a core capability. Fortune 1000 companies and small to medium-sized enterprises are turning to prime contractors and service providers who can package physical networking solutions, business applications, and executive management advice to meet the mission requirements of next-generation networked enterprises.  Security concerns and assured access should be decision drivers in any outsourcing initiatives.  The final challenge for DoD will be to leverage the network resource to accomplish business and warfighting objectives.  


Although the majority of the previous discussion is focused on the business or corporate aspect of the Department, the same model or methodology applies to the warfighting side of DoD.  A holistic approach to warfighting, from sensor to shooter, takes on a whole new meaning in a networked architecture.  In this new model, decision-makers at all levels have the ability to see a common picture of all aspects of an operational issue or problem scenario.  The traditional process that begins with information gathering and results in a decision to exercise some sort of leverage (e.g. application of a “weapon”—sanction, information network attack, bomb) on a “target” can be streamlined.  A desired effect can then be achieved without going through the myriad of redundant organizations and overlapping layers in today’s decision architecture.  Just as in industry, this new way of operating will require new methods for managing information, knowledge, people, and risk.  For example, continuous assessment, planning and execution against complicated scenarios where political, military, social, and economic issues are inextricably intertwined are possible in a networked environment.  Synergistic analysis yields precise leverage options and predicts both intended and unintended consequences.  Today’s emphasis remains on leveraging technology to improve speed, accuracy, and lethality of smart weapons.  The larger gains in warfighting effectiveness can be realized only when the community at large understands the significance of using technology to find the right points of leverage within a system to achieve the desired affect or end state.  

As the world becomes even more intertwined and networked in the future, the current methodology of information sharing, planning coordination, and joint execution amongst a multitude of organizations from the national through tactical level will become less and less effective.  The standard model for all the steps, from the time information is gathered from a sensor to the employment of action to achieve a specific effect, has not changed.  It is the organizational and operational approaches that must be examined and realigned in a networked enterprise.  The new model will still require a hierarchical decision-maker function at the top but the rest of the organization will probably be flatter.  Without further research, it is likely that the intelligence community at large (i.e. includes intelligence functions at all levels including national, headquarters and operational staffs) will require streamlining and realignment to provide the information, assessment, and analysis needed for the precise application of a “weapon” at a key point or points of leverage to achieve the desired effect without incurring unintended consequences.  Planning methodologies must transcend the redundancies and disconnects that exist today amongst the myriad of organizations involved in most “big problem” challenges around the world.  Finally, execution methodologies must be coordinated and synchronized across organizational boundaries to ensure objectives are met at all levels without incurring unintended political, military, social or economic consequences.  

Finally, the networked backbone must do more than provide multimedia connectivity.  It must provide a platform that allows for critical decision-making as well as delivery of products and services to customers across the value chain of the organization.  Organizations and management methods will need adjustment to effectively manage knowledge and the people who create it.  This will include an on-going war to recruit and retain the human capital critical to success at all levels.  Skill sets will need alignment or realignment with job requirements. Implementation of new human capital management methods will need to include continuous learning access and a focuses on expanding cross-functional leaders vice perpetuating inflexible, rigid community management. These current practices stifle innovation and do not provide opportunities to develop or apply a broader skill set.  And finally, leadership must create and maintain an environment that promotes innovation and eventual transformation of knowledge into value.
PEOPLE-A DoD STRATEGIC ASSET

Highly skilled people and the knowledge they produce are the foundation for the Knowledge Economy.  As such, they are the most important element in the value chain.  Value creation is fueled by the workforce’s ability to innovate and apply leadership and technical skills across every area of the enterprise.  Most companies have come to realize that a key factor in their competitive edge is the quality of their people.  As the economy expands and becomes more interconnected globally, the need for talented people is increasing.  The effect of this 21st century reality presents numerous challenges to traditional methods of training, educating, recruiting, managing, and retaining this talent.  The supply of appropriately skilled people to fuel the continued economic expansion falls short of current demand.  Faced with these challenges, more and more companies are focused on identifying people hurdles and applying innovative solutions that ultimately enhance mission accomplishment and their bottom lines.  One important realization in the ongoing war for talent is that old methods of managing people and intellectual capital do not necessarily work in the new environment.  Human Resources departments of the past were usually assigned responsibility for finding the necessary talent and creating programs to retain it.  Today, corporate managers at all levels need to be aggressively involved in the essential aspects of the war for talent. 


Some important trends observed in industry this year also apply to DoD.  The dynamics of today’s marketplace are creating new employer/employee relationships.  Increasing workplace and workforce complexity require innovative and targeted HR policies and practices.  Technology is changing how people work together and drives the knowledge and skills required to accomplish the work.  Demand for workers in the U.S. continues to outpace supply.  Workers have greater visibility of and faster access to “help wanted” notices outside the company.  Finally, worker knowledge and the creation of new knowledge is driving high quality “products” to the marketplace faster and more efficiently.

These trends are driving innovative HR approaches across industry. The following are initiatives observed in this year’s host companies that pertain to DoD’s HR challenges:

Recruitment.-- Technology enables greater visibility to “help wanted” postings both inside and outside the company.  Many firms reward employees financially for a personnel tip that leads to a  hire.  Companies are also investing resources to help shape school curriculums to produce graduates that can be hired with the required skill sets.  Hiring bonuses and education packages are also used to lure qualified talent.  HR branding—companies known for hiring and developing high caliber talent—is used to attract candidates more easily.  These branded workers are also highly sought after by the external competition.

Retention.--  Successful companies offer continuous learning, flexible work schedules, childcare, great health and retirement benefits, stock packages, performance bonuses.  Although variation in these packages exists between firms, HR personnel are aware of the range of variation across industry and shape their packages to remain competitive for attracting new talent.  Companies provide living and health packages for employees recognizing that these packages support good quality of life and enhance productivity.  The truly exceptional companies, in addition to great benefits and competitive compensation, provide a great place to work where the employee can effectively and optimally apply their knowledge and skills to enhance the business.  Employees have access to continuous learning to broaden or enhance their skills coupled with opportunities to drive innovation and value creation in other areas of the company.

Leadership accountability.-- Leaders at all levels receive positive as well as negative incentives to successfully mentor and develop their employees in an environment that fosters innovation and operational excellence.  Standards of behavior and performance are clearly defined and employees and their leaders are both held accountable within a timely review and counseling system.  Human capital is managed across organizational boundaries and other traditional impediments that prevent optimal development and utilization of talent.

Incentives and rewards.-- Successful companies use monetary incentives to recognize significant employee or team achievements that create value.  Recognition and other non-monetary rewards are also widely used to reward employee contributions.  Intangible incentives for workers also include the opportunity to continually learn and expand their skills to create new knowledge that drives value creation.

Changes to Defense and Military Strategies and the transformation to a networked enterprise will create different requirements for skill sets and their distribution across the Department.  Successful management of knowledge and the human capital that creates knowledge will become increasingly more critical to sustaining the competitive edge in the networked environment.  The leadership challenge will be to build the capabilities necessary to attract, develop and manage human capital.  The Department of Defense needs to review and overhaul outdated and ineffective HR policies and practices immediately on both civilian and military sides in order to stop and reverse the flow of experienced human capital out of the Department.  This review of DoD’s HR program should not be conducted as a separate HR issue but should be conducted as an enterprise-wide effort that links human capital requirements to strategy, mission areas, capabilities, and execution methodologies.  DoD will need industry-experienced people and top-level commitment to find and fix the root causes of its recruitment and retention issues.  

IV. AN ORGANIZATIONAL AND OPERATIONAL CONCEPT FOR DEALING WITH THE BIOLOGICAL THREAT

INTRODUCTION


Just a few years ago, most Americans would probably not believe that they were vulnerable to an attack from a biological agent in the United States.  Today the likelihood of an attack is real and growing.  Findings of various study groups, commissions, and other sources confirm this assertion.  The Department of Defense’s capabilities have included measures to detect and defend against the trinity of asymmetric threats—nuclear, chemical, biological—using a rather conventional approach.  The biological threat, however, necessitates a different paradigm.  The old model used for dealing with this threat assumes a national entity or rogue actor possessing a robust Biological Warfare (BW) program and capable of weaponizing and delivering a biological agent to forward deployed forces.  The reality of today’s model introduces asymmetries not addressed by the previous model for dealing with the biological threat.  The world, a decade after the fall of the Wall, finds the talent, technology, and information regarding development and delivery of biological agents proliferated around the globe.  The Cold War strategy focused on defending the borders against offshore threats.  Today, the trend towards reliance on civil and commercial infrastructures to support military functions creates vulnerabilities that are ripe targets for a biological attack.  The current organizational framework designates the Federal Emergency Management Agency (FEMA) responsible for consequence management with their efforts coordinated with the Center for Disease Control (CDC).  The Department of Health and Human Services (DHHS) has oversight for civil defense issues.  DoD has responsibility for providing anti bioagent capability for its personnel.  The U.S. Commission on National Security in the 21st Century concluded that the federal government’s capability to respond to this threat is fragmented, lacks clear responsibility and is plagued by a lack of focus and inattention to detail.  Further analysis shows that more than 40 government departments, agencies, or task forces are engaged in the issue of homeland security.  Redundancy or a clear lack of direction characterizes their efforts.  The Commission recommends the creation of a National Homeland Security Agency.  This paper explores an approach for organizing existing assets from a myriad of government and civil groups who can, collectively, provide a strong capability to deal with the threat of both naturally occurring and intentional  bioagents.     

BACKGROUND

The United States is ill prepared to protect against, monitor, detect, assess, respond to and contain, with minimal casualties, a biological agent introduced to the civilian population or armed forces at home or abroad.  The findings of the 2000 Defense Science Board Summer Study support this assertion.  Several emerging drivers have created an environment today which rogue states or non-state actors could effectively attain the capability to acquire and deliver a biological agent to specifically targeted locations and/or groups of people (e.g. target a water supply that feeds a particular city or target a port of debarkation for U.S. Armed Forces).  The effects of such exposure could potentially seriously degrade or prevent the nation’s ability to exercise will and power in carrying out objectives that support U.S. interests.  A number of scenarios can be constructed to show the effects of attacks of this nature but regardless of the details of the scenario, the common factors in the prevention of and response to a biological threat will remain the same.  The U.S. needs a national-level effort led by a high-level director who is responsible for developing and implementing a plan that mobilizes, organizes, and focuses the capabilities of a multitude of organizations across industry, the civil sector, government and the Department of Defense to deal with the biological threat. 

THE SCOPE OF THE THREAT

On the global level, four factors or trends have significantly contributed to the creation of an environment where this threat is more likely to occur today: 1) the proliferation of Weapons of Mass Destruction (WMD) and global diffusion of related intellectual capital and technologies; 2) technical breakthroughs like the release of Human Genome data into the public domain and advances in molecular biology with resultant knowledge to alter life forms; 3) rise of infectious diseases worldwide; and 4) availability of current technology that enables the increased potency and ability to deliver deadly microorganisms against the U.S. population and deployed forces. 


A determined and resourceful entity would not have to build an R&D infrastructure and staff from scratch to achieve a capability to build, target, and deliver a biological weapon.  A recent article in New Scientist supports the assumption that current global trends have created the environment for turning legitimate research into biological weapons. Australian researchers attempting to make a mouse contraceptive for pest control reasons accidentally created a killer mouse virus.  The bio-engineered virus, similar to smallpox, kills the animals by suppressing their immune systems.  The genetically altered virus was also found to be highly resistant to existing vaccines that would normally have protected the mice against the unaltered form of the mousepox.  Although what works in mice may not necessarily work in humans, the scientific literature from the mouse experiment shows how to alter smallpox to make it more virulent.  Scientific literature is in the public domain and relatively easy to access.  The technology to perform this type of experimentation and the scientific expertise are available at relatively low cost.  Regular inoculations against smallpox are not performed as a matter of routine to prevent infection because the disease has been considered eradicated.  It is realistic to believe that a biological agent can be produced and delivered against our population anywhere in the world.


The rise of infectious diseases worldwide also exposes our population to risk of infection from biological agents.  A report released by the National Intelligence Council in January 2000 asserts that the infectious disease threat will not only pose a medical hazard to U.S. citizens but that it will also create challenges to U.S. and global security for the next two decades.  Factors such as increased civilian and business travel, increasing drug-resistance of microorganisms, time lag in developing new antibiotics, and expanded stress to health care systems created by rapidly expanding city populations add to the growing threat posed by infectious diseases.  Twenty well-known diseases that include tuberculosis, malaria, and cholera, have spread or reemerged since 1973.  Standard vaccines often are ineffective against more virulent or drug-resistant strains.  HIV, Ebola, hepatitis C, and Nipah virus have emerged as new diseases and have no cure.  Although the incidence of these diseases is high in developing countries, the U.S. has seen an increasing trend in the rise of infectious diseases affecting its population.  Deaths in the U.S. due to infectious disease have nearly doubled to 170,000 per year since 1980.  As the rate of infection rises, the U.S. will undoubtedly experience direct and indirect economic, social, and political impacts.  International travel, immigration, returning U.S. military forces, and globalization of food supplies are ways that pathogens can be exposed to the U.S. population.  Destructive biological agents can also be introduced via these means.

THE NATURE OF BIOAGENT CONSEQUENCES


DoD has traditionally lumped policies, procedures, and programs involving nuclear, chemical, and biological agents into the same basket.  The biological threat posed by infectious diseases and intended release of bioagents, bioterrorism, requires a different paradigm in order to field a credible counter capability.  The result of a bioterrorist attack or exposure to an infectious disease would be an epidemic which is distinct from the consequences of a nuclear, chemical, or conventional explosives attack.  It is this distinction that requires a separate approach to preparing for and countering the effects of bioagents.  The effects resulting from exposure to bioagents are not immediately obvious and not confined to the immediate incident area.


A recent example, the 1995 bombing of the Federal Building in Oklahoma City, provides a comparative scenario between the effects of a conventional bomb and those of a bioweapon.  The bombing resulted in tremendous damage, fatalities, numerous injuries, massive terror, disruption to the normal operations of the city as well as incurring large economic costs for repairs and lost business.  A bioweapon could have resulted in far more devastating consequences.  


Imagine a scenario where hundreds or even thousands of people working or visiting an office building are unknowingly exposed to a bioagent.  Post-exposure symptoms would begin to appear days after the initial exposure as people become ill.  During this time, these individuals could infect others nearby or in distant geographic locations.  As the illness worsens, individuals would begin to stream into emergency rooms, clinics, and doctors’ offices but the incidence would not be localized or restricted to the same time frame.  Initial symptoms of deadly diseases often appear as flu-like indications.  Physicians may not recognize the seriousness of the problem or properly diagnose the disease at this point.  This situation is compounded by the fact that physicians have little to no experience or training with diseases such as smallpox, anthrax, or plague.  Delays in diagnosis carry into delayed lab work needed to accurately identify the specific bioagent compound the situation.  Accurate typing of the agent is needed in order to implement control measures and life-saving treatment for the victims. During the recent outbreak of Mad Cow Disease (MCD) in the UK, The Daily Telegraph reported that the Government’s initial delays in implementing early consequent management procedures had resulted in a near doubling of the extent of the epidemic.  Although MCD primarily affects clove hoofed animals, the point is that delays in implementing initial control measures in any bioagent outbreak quickly result in a larger incident.   

The worst case scenario would include a highly communicable pathogen, which the population has little to no immunity against, that rapidly spreads in a population that is typically highly mobile.  Smallpox serves as a good example.  Furthermore, highly resistant or genetically altered bioagents would dramatically escalate the amount of casualties since there would be no available treatment.  This type of crisis would rapidly overwhelm the public health and medical elements of the current health care system—a system that routinely operates at greater than 90% capacity.  Stockpiles of vaccines and antibiotics would be rapidly depleted.  


Other aspects of this scenario include the social, political, and economic consequences of such an incident.  Mass panic could lead to civil disorder and significant economic impacts as well as undermine the credibility of key government leadership.  These impacts and vulnerabilities illustrate the challenges of future asymmetric scenarios.  Clearly, DoD, federal, civil, and medical leadership will need to align and focus their efforts for the U.S. to attain a credible capability to deal with the biological threat.   

DETECTION AND INITIAL RESPONSE CHALLENGES


Current intelligence collection efforts are not adequate to support the early detection, assessment, attribution and early warning of an impending bioagent release.  The intelligence community (IC) must re-think what HUMINT means for bioagents and adopt a new paradigm for addressing bioagent threats.  There is a need for partnering between the FBI, scientific and medical community and the IC in order to provide a capability to warn and effectively counter biothreats.  Traditional intelligence collection techniques must be expanded to include working with scientists and scanning open literature to identify and track scientists and research efforts which could be applied to deliberate release of bioagents against the full spectrum of political, military, economic, and social targets.  An indications and warning (I&W) capability coupled with rapid attribution techniques are currently hampered by technical, legal, and policy hurdles.  Lack of interagency coordination further exacerbates these deficiencies.

ADDRESSING THE THREAT


The complexity and asymmetry that biological agents pose requires a multifaceted approach.  Readiness planning is extremely challenging on many fronts.  A robust response capability requires: a focused R&D program that includes and focuses requirements across the population (military and civilian); timely and precise intelligence across the threat spectrum; effective partnerships across a multitude of professional disciplines; leadership at all levels of government; policies that clearly identify responsibility and authority and operationally sound plans that are tested and refined through exercise.  National leadership is critical to define and orchestrate the strategies, policies, and programs needed to address this threat.  An integrated approach to addressing the bioagent threat would need to include four basic functional areas: policy, research and development, intelligence, and operations. Recent efforts to create an office on terrorism under the auspices of FEMA with Vice Presidential oversight for planning may not provide the best approach.  A better approach would be to include other organizations that, collectively, would have the knowledge and expertise to ensure all aspects of the biothreat are included in policy formulation, planning, and execution.  

AN ORGANIZATIONAL APPROACH


Given the nature of the biological threat to U.S.civilians and military forces, an organization needs to be directed by Presidential Directive and designed to effectively carry out four basic functions needed to provide a credible and robust bioagent counter capability. These functions are policy enforcement, R&D, intelligence, and operations. The mission statement of this organization would be to actively monitor and assess asymmetric threats to the American population and military forces in the U.S. and abroad and maintain a robust prevention and emergency response capability.  This counter bioagent capability should be placed within an Office for Homeland Defense (OHD), which is charged with countering the other asymmetric threats to include chemical, nuclear, cyber, and conventional kinetic means.  The head of this organization must be a cabinet level position with sufficient power and funding to enforce national policy and coordinate the planning and execution of the main mission across the myriad of government departments, agencies, and task forces currently involved with aspects of countering asymmetric threats.  The Secretary of Defense should be designated as the nation’s executive agent for Homeland Defense.  As a cabinet level officer, the Secretary would be empowered by Presidential Directive to carry out the mission of Homeland Defense.  The OHD could reside as an Undersecretary of Defense position within the Department of Defense.  A small directorial staff comprised of approximately twelve people from industry, government, health and medical organizations would be responsible for carrying out the functions associated with the Homeland Defense mission.  After initial standup, the OHD must initially focus on developing the policy, concept of operations, and implementation plan to accomplish the main mission.  Redundancies and overlap identified during this process should be rapidly remedied to ensure resources are correctly distributed and focused on providing a robust counter capability and rapid response operations.

The main players in this initial planning effort would be DHHS, DoD, IC, CDC,  and FEMA.  Knowledgeable pharmaceutical industry personnel should also be included when defining research investments.  Biomedical  countermeasures is a focus area that holds immense potential for future prevention and treatment against biological agents.  Mining the fruits of basic research into the nature of infectivity and advances in genomics are needed capabilities above and beyond that offered by vaccines and current investment thrusts.  The capability of the U.S. pharmaceutical industry to discover and develop new treatments for disease and other pathogens is a vital resource and must be optimally leveraged to provide a timely and robust counter to biological agents.  This area should be a main strategic thrust in programs focused on providing a capability to counter bioagents.  
Pharmaceutical and Biotech Industry Partnerships:          INDUSTRY’S ROLE IN BIOAGENT DEFENSE
The U.S. is the world leader in pharmaceutical innovation. In the 1990’s, the industry developed 370 new life-saving, cost-effective medicines—up from 239 in the previous decade.  In the last two years, pharmaceutical companies added more than 100 new drugs to the nation’s medical treatment treasure chest.  U.S. pharmaceutical companies spent over $26B in discovering and developing new medicines in 2000 alone.  In the 21st century, the fruits of genomics research and powerful new tools will allow companies to make discoveries enabling patients to live longer, healthier, and productive lives.  These discoveries will accelerate a shift from diagnosing and treating disease to predicting and preventing disease.  Despite these impressive achievements in rapidly advancing the frontiers of science to improve human health, the Department of Defense’s program to counter biological threats remains mostly focused on funneling R&D dollars and manpower into fielding sensors, detectors, protective clothing, and stockpiling vaccines.  Given the enormous capability within the U.S. pharmaceutical industry, it would make sense for DoD to explore strategies to leverage this vast treasure chest of medical knowledge, existing therapeutic compounds and industrial capability to the specific application of countering biological threats.

Many people and groups of people have produced concepts aimed at dealing with the threat of exposure to pathogenic biological agents.  These concepts typically focus on detection, diagnostics, and crisis response with little to no exploration into what can be leveraged from the significant scientific advances in the pharmaceutical industry.  In recent years, integration of information technology and other high tech tools have enabled pharmaceutical companies and in particular biopharmaceutical companies to better understand genomic and proteomic information which advances knowledge of disease mechanisms.  Promising results from compounds progressing through clinical trials are good reasons to be optimistic about the potential capability of these new therapeutics to provide a much higher level of efficacy in defending against and treating effects of exposure to biological agents.

There is a wealth of untapped knowledge in industry databases that is not being developed because it does not satisfy a current unmet civilian medical need or markets are too small to recoup a reasonable portion of development costs.  Commercial companies like PharmaProjects consolidate industry information on disease mechanisms, indications, efficacy and toxicology of discovered compounds.  Appropriately skilled OHD personnel could screen this data for medical biocountermeasures potential.  Prospective candidates can then be prioritized for development.  Teaming with industry to identify, develop and manufacture these candidates could potentially avoid resourcing and building a large DoD industrial complex.  Industry statistics support the fact that the intellectual capital, expertise, infrastructure, and production capacity residing within the U.S. pharmaceutical industry are unmatched by any global competitors.  

Effective partnering with industry leaders in respective scientific areas would mobilize, organize, and focus the best research and development capabilities of the U.S. towards preventing biological threats and combating infection.  In the past, government has been successful in contracts or partnerships primarily focused on vaccine production.  A new approach, that assesses and prioritizes research efforts based on the combined threat to both civilians and military members, is needed to capture the best R&D efforts of the U.S. medical industrial base to address the biological threat for the entire U.S. population at home and abroad.  Approaching the biological threat in this fashion allows for greater pooling of resources to fund R&D as well as focus the best talent on producing the solutions to the most critical biological challenges.

A MODEL FOR INDUSTRY PARTNERING


Assuming that research efforts can be reviewed, revised, and prioritized and that assets are pooled across government agencies and the civil side, a base model can be constructed which represents a workable approach to partnering with industry.  Industry could be enticed if they are reasonably compensated for their efforts, commercial market for products show profit potential, and appropriate intellectual property rights agreements can be reached to protect both industry and government investments.  Although a more granular analysis of specific research and resource requirements would be necessary, a reasonable model can be generated based on discussions with knowledgeable industry experienced managers.  Starting with a notional number of ten to twelve major projects would probably require about $50 million per year of government R&D investment.  This investment would be adequate to employ about 300-400 scientists from industry and academia to work projects that would be focused on producing anti-infectives and general health compounds used in countering biological agents.  These compounds would be above and beyond current vaccine research.  They would need to show efficacy against genetically altered and new pathogens.  A reasonable timeframe from R&D to compound is three to five years.  Since the products are dual use for both military and civilian populations, the company should receive the right to sell to the broader market in peacetime.  The deal could include a downstream royalty for DoD from commercially marketed products as a means of recouping a portion of their R&D investment.  Any non-military fruits of the R&D collaboration would belong to the company.  Legal and beaurocratic impediments as well as a lack of cohesion at the national level, currently prevent this model from becoming a reality

EXAMPLES OF UNTAPPED INDUSTRY COMPOUNDS
Figure 1 provides an example of this pooling of R&D talent from leading pharmaceutical and biopharmaceutical companies to develop better methods of preventing or responding to biological and other agents.  Compounds developed by one such leading edge company provide illustrative examples.  In addition to protective devices currently available to counter a chemical agent, research on a protein like paroxinase which is known to protect acetyl cholinesterase could lead to development of a human biomolecule that would protect people against the effects of exposure to nerve agents.  The paroxinase protein has not been developed by industry because it has little to no commercial market in peacetime.  This theme extends to the pharmaceutical and biopharmaceutical industries generally, where thousands of patented prophylactic and therapeutic compounds in development need to be screened for applicability, by virtue of their molecular mechanism, in countering biological agents.  Under a focused and organized national level effort, a partnership between industry and government could yield successful development, and manufacturing capacity for drugs to prevent the harmful and deadly effects from exposure to a variety of agents.

Another example is HGS’ B Lymphocyte Stimulator (BlyS) compound.  BlyS is a therapeutic protein that promotes B-lymphocyte stimulation, leading to an increase in immunoglobins or antibodies.  B-cells and antibodies constitute the humoral immune system, a critical part of the body’s defense system.  The BlyS protein is currently undergoing evaluation in human clinical trials for its potential use in the treatment of primary and acquired immune deficiencies in patients with impaired humoral immunity.  BlyS also has a potential role in the prevention of infections in patients with secondary immunodeficiencies.  Other potential applications of BlyS as a DoD medical biocountermeasure are not being investigated.

Myeloid Progenitor Inhibitory Factor (MPIF) is a novel protein discovered by HGS that is secreted by a variety of cell types in response to injury, infection and/or activation of the immune system.  MPIF transiently inhibits proliferation of precursor cells in the bone marrow, thereby protecting them, and the white blood cells they produce, against damage from toxic agents including radiation associated with chemotherapy treatment.  The advantage of MPIF over growth factors that are currently in use is significant.  Current growth factors are used after bone marrow damage as a result of radiation has occurred.  MPIF offers the potential to protect against such damage.  Military biodefense applications of this compound are not being pursued.

Another HGS protein undergoing human clinical testing is Repifermin.  Repifermin is a novel growth factor that has potential therapeutic value in a number of conditions requiring tissue regeneration, such as chronic skin wounds, radiation induced skin/mucosal lining damage, burns, inhalation injuries, internal wounds, and acute lung injuries.  Early results indicate that Repifermin may promote healing twice as fast as the normal rate, work for external and internal wounds, and reduce scarring.  It may also have the potential to protect against radiation damage to the skin or promote faster recovery after exposure to radiation with rapid post-exposure dose administration.  Again, this protein is not being evaluated or developed for military biodefense applications.

HGS, although a leading biopharmaceutical company, represents just one of many U.S. industrial assets for countering biological threats.  Additionally, a number of novel HGS compounds may be useful in preventing damage from nuclear radiation dosages.  Further development of figure 1 could be used by the Department of Defense and others involved in assembling a research plan and teaming with industry to identify, develop, and manufacture medical biocountermeasures. 

FIGURE 1

	TYPE OF THREAT
	COUNTERMEASURES
	POTENTIAL PUBLIC & PRIVATE SECTOR PARTNERSHIPS WITH OHD RESEARCHERS

	
	CURRENT
	                            NEW
	

	CHEMICAL

e.g. nerve gas
	Detectors, suits, chem neutralizers
	-Human biomolecules and

neutralizers applied to exposed membranes

-Delivery

        e.g. inhalers, creams

         Issues: logistics advantage, less

         bulk

-Immune system boosters
        e.g. BLyS 

-DNA and protein diagnostics

        e.g. chips


	Biotherapeutics: HGS (e.g. paroxinase, BLyS)

 Inhale delivery: Inhale

	BIOLOGICAL

BACTERIAL

e.g. anthrax


	- Detectors, suits, chem disinfectants

 - Antibiotics

          - Issues: resistance

 - Protein vaccines

          - Issues: Cost of goods, bulk

      storage/supply

 
	- DNA/gene-based vaccines

Issues: quick, very small

amounts, cost of goods low, needle less injection

- Immunotherapeutics

e.g. human antibodies

- DNA and protein diagnostics

e.g. chips


	Vaccines:  Chiron, Merieux, American Home Products-Lederle, Biochem Pharma, Cantab

Immunotherapeutic antibodies: Celltech Medarex, Cambridge Antibody, HGS, Immunomedics, Genentech, Protein Design Labs, Medimmune, Abgenix

Biotherapeutics: HGS (BlyS), Chiron (Interleukin), Biogen (Interferon), Amgen, HGS, Serono, Immunex, Genentech, MedImmune

Anti-viral small molecules: Gilead, Vertex, Glaxo-SmithKline, Roche

Small molecules: Merck, Glaxo, Pfizer



	VIRAL

e.g. small pox


	- Detectors, suits, chem. disinfectants

 - Small molecule

- Nucleoside inhibitors

 - Attenuated virus vaccines
	-Biotherapeutics/immune boosters

-DNA vaccines

-Receptor inhibitors

-DNA and protein diagnostics  e.g. chips
	Diagnostics: Chiron, Affymetrix, Large Scale Proteomics

Delivery:  

   Inhaled:  Inhale, Alkermes, Prolite 

   Needleless injection: Powderject

Chips: Affymetrix, Motorola, IBM, Agilent                                   


RECOMMENDATIONS TO ADDRESS OPERATIONAL ISSUES:                             THE WAY AHEAD
The numerous shortfalls identified in the preceding sections and supported by post exercise data (TOPOFF) and other studies must be addressed in a holistic fashion by the OHD.  Solutions can be grouped into short term and long  term categories.  

In the short term, significant improvements must be made to the first line of defense against bioagents.  Environmental detectors for rapid detection and classification of bioagents are not yet available.  First responders will most likely be medical and health care personnel vice law enforcement and firefighting personnel response typical of a conventional scenario.  Effective partnering and clearly defined reporting procedures between the public health and medical communities is paramount to effectively detect, classify, and implement correct initial response procedures.  Law enforcement officials must be tied into this early and critical step in the counter bioagent response process.  The medical community must incorporate first responder training in schoolhouse and on the job curriculums.  A national and eventually global network for disease surveillance must be established.  This information network must connect a variety of people in organizations at the state, local, and federal levels of government to public health and medical officials across the national landscape.  Disease surveillance methodologies must embrace a shift to syndromic surveillance vice case manifestation.  OHD’s electronic network and procedures must be an integral part of this counter bioagent response capability.  Efforts to improve training and response should be a mutual effort between cognoscente elements across the medical, public health, and personnel at various levels of government.  DoD should be a full partner in these efforts.  Knowledge transfer between all involved will only add to the robustness of response capability.

In the long term, research investments should be focused on the essential shortfalls that exist in the nation’s overall capability to detect and respond to a bioagent release.  Fragmented efforts due to program identification, prioritization, and execution are wasting millions of dollars and resulting in no clear and deliberate path to building a solid, counter bioagent capability.  A nationally coordinated effort to identify, prioritize and execute the following research efforts is needed.


Rapid access to substantial quantities of medical antidotes, antibiotics, vaccines, and biodrugs will be needed in the event of bioagent exposure.  The manufacture, storage, and surge capacity should be considered a national resource.  The CDC is currently responsible for the civilian stockpile and DoD’s stockpiles are a separate program.  Planning and implementation of smart stockpiles that are recyclable, quickly mobilized, and possess adequate surge capacity should be combined.  A concept of operations should be developed together and provide for an inventory bubble from commercial pharmaceutical producers.  These relationships with industry must be immediately established and exercised periodically to ensure planning objectives are smoothly executed and deficiencies identified and corrected.  Funding and planning coordination for this effort should be controlled by the national level entity responsible for all aspects of providing for a counter bioagent capability.

New and better diagnostics must be developed to rapidly and accurately identify pathogens.  Talent and funding should be focused on developing better drugs and vaccines in the near term and developing an understanding of our immune system and how it works to combat infection.  Prophylactics and therapeutics produced from this research will yield the total protection needed against pathogens instead of current amelioration of disease symptoms.  DoD should be a full partner with other key organizations in this holistic approach to attaining a counter bioagent capability.  The current fragmented approach is highly inefficient and degrades rapid progress towards establishing a robust preparedness.

SUMMARY/RECOMMENDATIONS


The biological threat to the U.S. population both at home or abroad is real and no coherent, national level capability exists to substantially prevent or treat infection of its citizenry.  A national level function should be immediately created to mobilize, organize and focus existing talent to create a capability to counter this threat. This function should reside in the Office for Homeland Defense within the Department of Defense.  DoD should be a fully engaged partner at the national level in the planning and execution of a national level strategy aimed at establishing a robust counter bioagent capability.  The tremendous U.S. industrial capability to develop and manufacture medical biocountermeasures should be leveraged by DoD and others. 

V. FELLOWSHIP PROGRAM RECOMMENDATIONS


The SECDEF Corporate Fellowship program is a tremendous vehicle for exposing senior officers throughout the Services to trends and practices in the business world that could bring great benefit to DoD operations.  The greater benefit can only be realized if the talent and broad experience of these officers is applied towards the transformational effort across the Department.  Out of the seven officers in this year’s program, four have plans to leave their Service in the near term and it appears unlikely that the other three will be assigned to positions where their skill sets can best be applied to infuse new ideas and methods that will ultimately result in organizational and operational changes.  This trend is consistent with the majority of post-fellowship assignments over the life of this program.  This program lacks the mentorship and support from the top echelon of Department and Service leadership to monitor, track, and assign these officers to billets where they can apply their talent to effect change and mentor others in the process.  It is recommended that these functions be added to a senior oversight council composed of the executive leadership from OSD, the Joint Staff, and the Services.  It is also recommended that the “penalty” of three years of duty payback be removed.  Trends in industry to further develop and motivate individuals to apply their talents and add value show that these people stay and grow without incurring a payback.  Factors, such as, good leadership and environment, competitive compensation and benefits, opportunities to innovate and contribute are directly related to high retention rates and continued value creation.  If the selection process for this program and follow-on assignment and mentoring mechanisms are well-designed to select qualified candidates whose track records show potential for assignment to positions of greater leadership responsibility, the payback requirement serves no beneficial purpose for the individual or Service.


Additionally, the program currently has no built-in mechanism for knowledge transfer between outgoing and incoming fellows.  Concepts and ideas from one year’s fellows or those within specific industry sectors are not expanded by the following year’s group.  Exit reports over the years are often redundant in content and show little to no evolution of thought.  It is recommended that the Fellowship program office develop a plan that provides overlap 

and knowledge transfer between successive groups of fellows.  A knowledge based website could be built and maintained by the program office.  This knowledge base should be made available to current year fellows as well as alumni.  Specific topic areas can be extracted from the knowledge base and used to focus incoming fellows during the training period.  The Highlands Forum, an OSD effort sponsored by ASD C3I, serves as one example of an effective model for this type of effort.  
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