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e Authorization to Operate (ATO)

 Funding Challenges

e Way forward
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Phase: Continuous Monitoring
Enhanced Security Posture
A Security Fabric = A Resource Allocations (People,

Funding, Time)

ID.AM Asset Management

ID.BE Business Environment
ID.GV Goverence

ID.RA Risk Assessment

ID.RM Risk Management Strategy

RC.RP Recovery Planning
RC.IM Improvements

RC.CO Communications

PR.AC Access Control

PR.AT Awareness & Training
PR.DS Data Security

PR.IP Information Protection
PR.MA Maintenance

PR.PT Protective Technology

DE.AE Anomalies & Events
DE.CM Continuous Monitoring
DE.DP Detection Processes

RS.RP Response Planning
RS.CO Communications
RS.AN Analysis

RS.MI Mitigation

RS.IM  Improvement
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Ath Estate & Issue Paper

Issue Risk Current Status

4™ Estate IT Optimization 4™ Estate IT Optimization — Risk Update
- Intent: - Reduced Autonomy - NDU has been excluded from the

- Approving Official Consolidation - Middle States 4th Estate IT Optimization Plan

- IT Workforce Assessment - Limited Flexibility - Alternatively NDU has been

- IT Procurement Consolidation - Reduced IT Funding instructed to be an active

- IT Service Consolidation - Reduced Support Staff (Potential) participant with similar DOD .edu
- Conflicts with SecDef Directive - Longer lead times institutions to chart the course of

PME within the DOD

Issue Paper Issue Paper Update
- NDU IT Issue Paper submitted in PBR-19 - Baseline funding only supports - Funding approved by OSD for FY19 &
requested ~S11M/year across FYDP ~50% of NDU IT requirements FY20
- Received as CJCS #1 Priority across JS - Ability to program and fund - Out years will require funding
- NDU IT Issue Paper submitted in PBR-20 required IT investment is risk to decision from the Joint Staff
requested ~S16M/year across FYDP accreditation

- Received as CICS #1 Priority across JS




Contract
Award

Bridge Protest Bridge Support
(Jan 2017) Contract Adjudication C ntra tII Col t ct
Issued Complete Decision

Jan 2018 April 2018 Ju Iy 2018 July 2018

Support Contract Status:
* Sept 26: GAO dismiss protest: IDIQ Awarded to OSC
e Oct 11: Protest Filed with Court of Federal Claims: Contract Stay Issued
* What is next
* Federal Court review
* Decision expected Dec 6
e Execute remaining option (through Dec 31)
» TBD: Create Bridge 4 through February (YEST $750K/month)

GAO Dismisses _——
Co t tIII protest: ederal Claims
Contract : Hearin,
awarded to
August 2018 0SC Dec 6

Contract

Transition: Jan
—Feb 2019
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Data Driven Decisions

Customer Support Cybersecurity
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