CIC 6017 (A/B)
Cyber Security IN the 21st century
Prof Mark Duke
This course provides a comprehensive overview of information assurance and critical information infrastructure protection. Information assurance of information assets and protection of the information component of critical national infrastructures essential to national security are explored. The focus is at the public policy and strategic management level providing a foundation for analyzing the information security component of information systems and critical infrastructures. Laws, national strategies and public policies and strengths and weaknesses of various approaches are examined for assuring the confidentiality, integrity and availability of critical information assets.

Monday or Tuesday, starting at 8:30 – 11:30 am EST
Classes meet online via Blackboard Collaborate Ultra

Class “A” Starts on Monday, September 14th, 2020
Class “B” Starts on Tuesday, September 15th, 2020
This course is being offered in two different sections – Monday “A” or Tuesday “B”
COURSE CONTENT:
Learning Outcomes:  Students will be able to analyze laws, national strategies, and public policies; and assess the strengths and weaknesses of various approaches for assuring the confidentiality, integrity, and availability of those information assets created, stored, processed, and communicated by information systems and critical information infrastructures

.
The course is taught as a seminar with in class discussions. Grades are based on participation. 
· THERE IS NO FINAL PAPER WRITING REQUIREMENT.
Week 1 - Course Introduction and Overview 

This lesson provides an overview of the security challenges faced by individuals and organizations in the information age and introduces the complex and dynamic state of information assurance in cyberspace. 

Week 2 - Threats to Critical Information Infrastructures

This lesson covers the pitfalls and dangers of conducting operations and doing business in an interconnected world. Students are introduced to various threats and threat information. 

Week 3 - Critical Infrastructure Protection 

This lesson provides an introduction to critical infrastructure protection. 

Week 4 - Information Assurance and Critical Infrastructure Protection Policy 

Public policy is the collection of policies that guide our society and the evolution of its laws and regulations. At the organizational level, policies are the rules we use to manage our organization and its relations with employees, contractors, vendors and others. 

Week 5 - Legal Issues in IA and CIP 

This lesson explores the legal context in which organizations must function when using IT infrastructures and technology. 

Week 6 - Physical Security and OPSEC

This lesson explores physical security as a necessary component of a balanced information assurance program. It also discusses operational security for IA.

Week 7 - Access Control and Trust Models 

This lesson provides an overview of the various methodologies that may be used in implementing and managing effective access control measures in knowledge rich and highly networked environments. 

Week 8 - Network Security 

This lesson identifies various types of network attacks and the vulnerabilities being exploited in those attacks. 

Week 9 - Management of Cryptographic Systems 

The purpose of this lesson is to provide a practical survey of the principles, best practices, policy, and management of cryptography with respect to government and business applications. 

Week 10 - Managing Security 

This lesson provides an overview of the management of security challenges in organizations in that depend upon information infrastructures. 

Week 11 - Auditing, Monitoring and Intrusion Detection 

This lesson provides an overview of methods for detection of attacks on information assets and cyber attacks on critical infrastructures. 

Week 12 - Mission Assurance: Crisis Management and Disaster Recovery 

This lesson provides an overview of planning for the correction and restoration of information assets and systems after crises, problems, or attacks. 

COURSE MANAGER: 

Professor Mark Duke, LTC U.S. Army (Ret.)     
dukem@ndu.edu    and/or   markduke1@md.metrocast.net

Office: (202) 685-2646
Cell 703-581-5344 (Please use this number to reach me during this semester)
Teaching Team:

Prof George Trawick

Prof Rob Richardson

Prof Harry Wingo

